
MEMORANDUM OF AGREEMENT
BETWEEN

THE DEPARTMENT OF HOMELAND SECURITY (TRANSPORTATION
SECURITY ADMINISTRATION)

AND
THE ANTI-TERRORISM ADVISORY COUNCIL OF MARYLAND ACTING

FOR THE MARYLAND COORDINATION AND ANALYSIS CENTER

I. PURPOSE. This Memorandum of Agreement (MOA) describes the partnership and
responsibilities of the Department of Homeland Security (DHS), Transportation Security
Administration (TSA) and the Anti-Terrorism Advisory Council of Maryland, acting on
behalf of the Maryland Coordination and Analysis Center (MCAC) (Host), each
individually, “Party,” and collectively, “Parties,” in an effort to:

(1) Provide direct national level intelligence support to the Host through the
assignment of personnel to serve as an interface between the Host and the TSA in
order to facilitate intelligence and information sharing consistent with the law;

(2) Manage, analyze, fuse, tailor and disseminate information in accordance with
applicable laws, rules, regulations and authorities, and to facilitate the
identification and prevention of threats within the scope of TSA’s statutory
authority,

(3) Provide TSA support and coordination to the principal officials of the designated
Host fusion center, Federal, State, local, and private sector homeland security
officials, and the officer designated as the Homeland Security Advisor of
Maryland, in accordance with section V of this MOA and in addition to those
specific functions assigned elsewhere in law to TSA; and

(4) Improve communication and coordination among Federal, State, local, and private
sector organizations and assist in developing methods to exchange relevant
information in support of transportation security responsibilities of each
organization.

II. AUTHORITY. This MOA is entered into by DHS pursuant to the Homeland Security
Act of 2002, as amended, 6 U.S.C. § 112; the Aviation and Transportation Security Act,
Public Law 107-71, in particular 49 U.S.C. § 106(1) and (m) and 114(m); Executive
Order 13311, “Homeland Security Information Sharing,” July 29, 2003; and Executive
Order 13388, “Further Strengthening the Sharing of Terrorism Information to Protect
Americans,” Oct. 25, 2005; as amended.

III. DEFINITIONS. For purposes of this MOA, the following terms shall have the
following meanings when used herein:

A. “Classified Information” has the meaning given that term in 50 U.S.C. §426, that
is, information or material designated and clearly marked or clearly represented,
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pursuant to the provisions of a statute or Executive order (or a regulation or order

issued pursuant to a statute or Executive order), as requiring a specific degree of
protection against unauthorized disclosure for reasons of national security.

B. “Sensitive But Unclassified Information” shall refer generally to unclassified
information in the possession of either Party to this MOA to which access controls or
distribution limitations have been applied in accordance with applicable laws,
policies, or regulations. It may include any locally-defined handling caveat or
marking authorized for use by either party. It also includes unclassified information
in the possession of the U.S. Government that may be exempt from public disclosure
or subject to other controls.

C. “Fusion Center” means a collaborative effort of two or more Federal, State, local,
or tribal government agencies that combines resources, expertise, or information
with the goal of maximizing the ability of such agencies to detect, prevent,
investigate, apprehend, and respond to criminal, terrorist, or other activity related to
homeland security.

D. “Homeland Security Information” has the meaning given that term in 6 U.S.C.
§482, that is, any information possessed by a Federal, State, or local agency that (a)
relates to the threat of terrorist activity; (b) relates to the ability to prevent, interdict,
or disrupt terrorist activity; (c) would improve the identification or investigation of a
suspected terrorist or terrorist organization; or (d) would improve the response to a
terrorist act. Such information may be ‘Classified Information” or “Sensitive but
Unclassified Information.”

E. “Joint-seal Intelligence Product” means a finished intelligence product in any
format which is represented as the combined work product of both the Host and
DHS. In some instances, such products may feature the seals or letterhead
identifying both the Host and DHS.

F. “Information Sharing Environment” means the information sharing environment
established pursuant to section 1016 of the Intelligence Reform and Terrorism
Prevention Act of 2004, 6 U.S.C. §485.

G. “Intelligence Analyst” means an individual who regularly advises, administers,
supervises, or performs work in the collection, gathering, analysis, evaluation,
reporting, production, or dissemination of information on political, economic, social,
cultural, physical, geographical, scientific, or military conditions, trends, or forces in
foreign or domestic areas that directly or indirectly affect national or homeland
security.

H. “Intelligence-led Policing” means the collection and analysis of information to
produce an intelligence product designed to inform law enforcement decision
making at the tactical and strategic levels.
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I. “Sensitive Security Information” as defined in 49 C.F.R. § 1520.5 is information
obtained or developed in the conduct of security activities, including research and
development, the disclosure of which TSA has determined would, Constitute an
unwarranted invasion of privacy (including, but not limited to, information contained
in any personnel, medical, or similar file); Reveal trade secrets or privileged or
confidential information obtained from any person; or be detrimental to the security
of transportation.

J. “Terrorism Information” has the meaning given that term in section 1016 of the
Intelligence Reform and Terrorism Prevention Act of 2004, 6 U.S.C. §485, that is,
all information, whether collected, produced, or distributed by intelligence, law
enforcement, military, homeland security, or other activities relating to—(a) the
existence, organization, capabilities, plans, intentions, vulnerabilities, means of
finance or material support, or activities of foreign or international terrorist groups or
individuals, or of domestic groups or individuals involved in transnational terrorism;
(b) threats posed by such groups or individual to the United States, United States
persons, or United States interests, or to those of other nations; (c) communications
of or by such groups or individuals; or (d) groups or individuals reasonably believed
to be assisting or associated with such groups or individuals; and includes weapons
of mass destruction information.

K. “TSA Employee” shall mean any TSA employee who is to perform intelligence
analysis, reporting, or liaison functions and act as an official TSA representative to
the designated Host fusion center.

L. “Personally Identifiable Information (PIT)” means information which can be used
to distinguish or trace the identity of a U.S. Citizen or lawful permanent resident,
such as their name, social security number, biometric records, etc. alone, or when
combined with other personal or identifying information which is linked or linkable
to a specific individual, such as date and place of birth, mother’s maiden name, etc.

M. “Privacy Incident” means the suspected or actual loss of control,
compromise, unauthorized disclosure, unauthorized acquisition, unauthorized access,
or any similar term referring to situations where persons other than authorized users,
and for an other than authorized purpose, have access or potential access to PIT in
usable form, whether physical or electronic.

IV. SCOPE.

A. Nothing in this MOA shall be construed as encroaching upon the sovereign
rights, privileges, and immunities of either Party, by the other, in the conduct of
inherently Municipal, State or Federal government operations, except as may be
authorized pursuant to the U.S. Constitution. Nothing in this MOA is intended to
conflict with current law, regulation, or the policies and directives of TSA or the
Host. If a term or condition of this MOA is inconsistent with such authorities, the
Parties agree to address and resolve the inconsistency in a timely and legally
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appropriate manner, unless the matter is incapable of timely resolution, in which
case the inconsistent term shall be deemed invalid, but the remaining terms and
conditions of this MOA shall remain in full-force and effect.

B. This MOA, in and of itself, does not result in the commitment, obligation, or
transfer of funds or other financial obligations between the Parties. No provision of
this MOA shall be interpreted to require obligation or payment of funds in violation
of the Anti-Deficiency Act, Title 31 U.S.C. § 1341.

C. The following activities are specifically excluded from this MOA:

(1) Short-term (usually no more than 30 days) operational TSA support, including
through temporary assignments of TSA personnel, to the Host.

(2) Assignments or Intergovernmental Details, per other formal agreements,
which are based on cooperative joint training efforts in which training
population drives instructor and support assignments for the training.

(3) Assignment of contractor personnel to the Host to perform contractor services
in support of TSA.

V. RESPONSIBILITIES.

A. TSA Responsibilities. TSA shall select and assign, on a non-reimbursable
basis, one or more employees to coordinate with and facilitate TSA support to the
Host in the exchange of relevant intelligence and information consistent with
applicable federal statutes, Executive Orders, Department regulations and policies.
TSA will:

(1) establish a rotational assignment policy that contemplates both the optimum
level of support to the Host and the professional development of the TSA
employee assigned;

(2) ensure that the assigned TSA employee is provided secure data and
telecommunications systems capabilities in appropriately certified and secured
space and facilities provided by the Host;

(3) ensure, to the extent practicable, any anticipated or expected absence of a TSA
employee which exceeds 30 consecutive days is covered by the temporary
assignment of a TSA employee in a manner consistent with ensuring
continuous support to the Host; and

(4) provide necessary personnel management/human capital support for assigned
TSA Personnel, in accordance with Office of Personnel Management
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(hereinafter OPM”) and DHS regulations and guidelines, including
consideration for promotions, awards, and other adrninisfrative actions.

B. Host Responsibilities. The Host shall, consistent with applicable Federal and
State statutes, regulations, Executive Orders and policies:

(1) provide office space, parking, unclassified data and telecommunications
systems, and any administrative office supplies necessary to perform the tasks
under this MOA;

(2) provide access to all Host facilities, equipment, and technical information as
may be required to perform the duties outlined in this MOA;

(3) consistent with applicable authorities, policies and procedures of the Parties,
provide access to Host databases, reports, investigations, and other
information produced, retained, and/or controlled by the Host in order to
review this information and assist the Host in identifying the types of
information, including enforcement information, that may assist TSA or other
entities with homeland security responsibilities;

(4) as appropriate, issue and/or disseminate TSA and joint-seal intelligence
products consistent with dissemination guidance provided by TSA or in
coordination with and following the concurrence of the TSA Employee
assigned to the Host; and

(5) promptly notify TSA following a privacy incident involving information
originating with TSA.

C. TSA Employee Responsibilities. Consistent with their functional duties and
responsibilities as designated by TSA, TSA Employees assigned to support the Host
will:

(1) provide analytic and reporting advice, training, and assistance;

(2) coordinate with the Host to identify information needs and transform them
into information requirements and product requests as they pertain to
transportation security;

(3) track information requests and the delivery of responsive information and
intelligence products and provide feedback from the Host to the producers as
they pertain to transportation security;

(4) create intelligence and other information products derived from such
information and other homeland security-relevant information provided by
TSA;
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(5) consistent with applicable authority, access relevant databases, reports,
investigations, and other information produced, retained, andlor controlled by
the Host in order to review this information and assist the Host in identifying
the types of law enforcement information and information that may assist
TSA or other entities protecting the United States;

(6) support efforts of the Host to report information that may assist TSA fulfill its
mission, as well as support other entities protecting the United States;

(7) support efforts of the Host to participate in the information sharing
environment;

(8) coordinate with other relevant Federal entities engaged in homeland security-
related activities;

(9) carry out such other duties as the TSA Administrator determines are
appropriate;

(10) refrain from exercising any supervisory or disciplinary authority over
personnel of the Host’s facility or participating offices; and

(11) ensure that products intended to be issued and/or disseminated by the Host as
joint-seal intelligence products have been reviewed and cleared by TSA
according to the agencies statutory authority and procedures for disseminating
finished intelligence products.

VI. INFORMATION SHARING AND HANDLING

A. Key Principles. The following key principles and standards apply to the sharing
of information between the Parties in any form including verbal, paper, electronic,
audio and visual:

(1) sharing must always be in furtherance of the official duties undertaken by the
Parties;

(2) the originator of the information to be shared is considered to be the owner of
that information and is accountable for deciding how information will be
shared in a manner that will ensure the timely and efficient access by the
Parties to all information necessary to discharge their official duties;

(3) the Parties will ensure that information will be appropriately marked to
indicate the presence of handling, safeguarding, or dissemination controls and
is provided with the expectation that these controls will be preserved;
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(4) the sharing of PIT must be limited to that which is reasonably necessary for the

intended recipient to understand, assess, or act on the information provided;

(5) privacy policies and relevant privacy compliance documents, such as Privacy

Act notices (including systems of records notices and “(e)(3)” or similar

notices) will be issued, reviewed, and revised as appropriate to ensure that

they properly describe the treatment of PIT;

(6) information sharing must comply with all applicable laws, regulations, or

procedures and will incorporate protection mechanisms for handling of

proprietary information;

(7) the use of data by an employee of either Party in an unauthorized or illegal

manner will result in a review of the factual circumstances by both Parties and

potentially subject the employee to appropriate remedial actions;

(8) to maintain data accuracy, where necessary, the Parties will be informed of

any changes to the data they have received and also notify the source of any

error they discover;

(9) the Parties will ensure that all staff are educated to manage sensitive

information, to include information designated as Sensitive Security

Information (SSI), appropriately consistent with these principles and

organizational policy on the collection and uses of information during the

performance of official duties;

(10) the Parties will ensure that any third parties providing a service to them agree

and abide by these principles by inclusion in contracts/agreements;

(11) dissemination of information from one Party to another shall not be

considered a release of information to the public, nor shall it constitute a

waiver of any exemption to the release of information under the Freedom of

Information Act (“FOIA”), 5 U.S.C. § 552 or similar state law;

(12) any Party in receipt of a request for information (whether pursuant to a FOTA,

“sunshine,” or discovery law) whose scope includes information shared by the

other Party or documents developed jointly by the Parties, shall (a) consult

with that Party prior to any disclosure, with the aim of developing a consensus

view regarding an appropriate response, or (b) refer the request to the

originating Party for a direct response to the requester;

(13) information will be classified, marked, and accessed, as appropriate, pursuant

to Executive Order 12958, as amended, and Executive Order 12968; and

(14) joint-seal intelligence products will be issued and/or disseminated in

accordance with both parties’ policies and clearance procedures.
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B. Notwithstanding the paragraphs above, the Parties may use, disclose, reproduce,
or retain, in accordance with applicable laws and Host policy, any Party-provided
data or information (except data or information properly classified in accordance
with Executive Order 12958) that is or was:

(1) already in the public domain at the time or which thereafter enters the public
domain without fault or breach of this MOA by the Party;

(2) already made known to or lawfully acquired from a third party by the Party;

(3) previously disclosed to the Party without restriction from the other Party; or

(4) provided or disclosed to, or independently acquired by, the Party without
restrictions from its originating source.

C. Notwithstanding the paragraphs above, pursuant to 6 U.S.C. §482, information
obtained by a State or local government from a Federal agency shall remain under
the control of the Federal agency, and a State or local law authorizing or requiring
such a government to disclose information shall not apply to such information. The
State or local agency shall: (a) withhold such information from any response; (b)
release such information only with the expressed approval of the Federal agency; or
(c) refer the request to the originating Federal agency for a direct response to the
requester.

VII. SECURITY REQUIREMENTS.

A. The TSA Employee, in order to meet his or her mission objectives, shall have
appropriate access to all relevant Federal databases and information systems,
consistent with any applicable policies, guidelines, procedures, instructions, or
standards established by the President of the United States or, the program manager
of the information sharing environment for the implementation and management of
that environment, or as otherwise limited by federal law. This shall require that at a
minimum, the TSA Employee must have an active security clearance at the level of
Top Secret, and be read-on to Sensitive Compartmented Information (SCI) accesses
as required.

B. Host will provide the TSA Employee with any local clearance or access necessary
to accomplish duties consistent with TSA’s mission responsibilities.

C. Host will protect the identity and personal information of the TSA Employee
from public disclosure and will refer all inquiries regarding the presence of the TSA
Employee to the TSA Public Affairs Office.

D. For purposes of access to Host information, the TSA Employee shall be
considered a federal law enforcement, intelligence, protective, national defense,
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immigration, or national security official, and shall be considered by Host as
authorized to receive information from law enforcement agencies.

VIII. DISCIPLINE AND REMOVAL.

A. Federal employees are subject to the Ethics in Government Act of 1978, 5 C.F.R.
part 735, which regulates employee responsibilities and conduct; the Federal Trade
Secrets Act, 18 U.S.C., Section § 1905; as well as DHS-specific standards of conduct
regulations;

B. The Host may not take disciplinary or other administrative action against a TSA
Employee who commits a violation under similar Host procedures and regulations
governing the conduct of Host employees. TSA however, will take such
administrative or disciplinary action against the TSA Employee as may be
appropriate under the specific circumstance. This provision does not apply to the
restriction of access to Host provided and/or administered databases in the event of
an alleged or substantiated violation of Host policies;

C. The assignment of a TSA Employee can be terminated or modified at any time at
the option of TSA or the Host for any reason, including, but not limited to, the TSA
Employee’s violation of the laws, regulations, or policies of the Host. Where
possible, the Party desiring to terminate or modify the assignment should provide a
90-day notice to the other Party. This notification should be in writing and should
include the reasons for the termination or modification. A TSA Employee must be
removed immediately from his assignment whenever that TSA Employee ceases to
be employed by TSA. TSA will select, assess and train a suitable replacement for
any TSA Employee removed under this Section, consistent with the requirements of
this MOA.

IX. DISPUTES.

A. Disputes arising under or relating to this MOA shall be resolved only through
consultations between the Parties. The dispute shall not be referred to any outside
Party or to any other forum for settlement without the consent of both Parties.

B. The Host, to the extent that competent authority should determine that it is not a
federal entity, will not pursue any claims against the U.S. Government or its
employees, including, but not limited to claims for money, reimbursement of
expenses, benefits or salaries paid to any of the Host’s employees for its compliance
with the responsibilities described within the terms of this MOA. This provision not
to pursue any claims applies to past, present, and future compliance with the
responsibilities described within the terms of this MOA and is retroactive to and
includes claims for compliance with the responsibilities previously provided by the
Host to DHS that are consistent with the responsibilities described within the terms
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of this MOA. This MOA does not waive remedies otherwise available to the Host,
to the extent that competent authority should determine that it is not a federal entity,
under the Federal Tort Claims Act or other federal legislation expressly authorizing a
private right of action for damages against the U.S. Government.

X. OTHER PROVISIONS.

A. Nothing in this MOA is intended to conflict with current law or regulation or
the directives of either Party. If a term of this MOA is inconsistent with such
authority, then that term shall be invalid, but the remaining terms and conditions of
this MOA shall remain in full force and effect.

B. Under the Inspector General Act of 1978, as amended, 5 U.S.C. App. 3, a
review of this MOA may be conducted at any time. The Inspector General of the
Department of Homeland Security, or any of his or her duly authorized
representatives, shall have access to materials of the Parties, consistent with
applicable authorities of the Parties, in order to perform audits, inspections,
investigations, or other examinations of the TSA Employees, as authorized by law.

C. Any travel or training will be processed through travel orders with applicable
reimbursement paid by the Party that requested and authorized the travel or training.
All TSA Employee travel and training will be conducted in accordance with
applicable DHS Management Directives and regulations, and the Federal Travel
Regulations.

D. Nothing in this MOA shall, or is intended to confer any substantive or procedural
right, and this MOA shall not be construed to create a private right of action for
enforcement of any of its provisions or a defense to noncompliance with any
independently applicable legal obligation.

XI. ENTRY INTO FORCE, AMENDMENT, DURATION AND TERMINATION.

A. All obligations of the Parties under this MOA shall be subject to the availability
of properly authorized and appropriated funds for such purposes.

B. This MOA shall become effective upon signature by both Parties and shall
remain in effect for an indefinite period.

C. This MOA may be amended by the written agreement of both Parties.

D. This MOA shall supersede any and all prior arrangements regarding TSA
Employees entered into by the Parties or their respective organizations, units, or
agencies.
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E. This MOA may be terminated at will by any party upon ninety (90) days after
written notification to the other Party.

F. This MOA may be signed in counterparts, each of which shall be considered to be
an original.

For the Transportation Security Administration: For the Anti-Terrorism Advisory Counsil of
Maryland:

HARVEY E. EISENBERG
Assistant U.S. Attorney
Coordinator, Anti-Terrorism Advisory Council of
Maryland

Date: I

CEDRIC ALE.I
Federal Security Director
Transportation Security Administration

Date:
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STATE OF MARYLAND. sDEPARTMENT OF TRANSTORTATION SA
MOTOR VEHICLE ADMINISTRATION VC

PRIVACYPROTECTIONPOLICY.

In considerationof receiving personal information contained in Motor Vehicle
Administration records, | HEREBY CERTIFY on behalf of __MCAC as
its authorized agent this 18th day of _Februsry 2003, that

1. HeAC understands that federal laws affect access to
‘and useofcomputer information including, but not limited to, 15 US.C.A. §
2784-3 (Computer Security Act of 1987); 23 U.S.C.A. § 40) (National Driver
Register Act); S US.CA. § 552 (Freedomof Information Act); 5 U.S.CA. §
552 (Privacy Act of 1974); 18 U.5.C.A.§ 1001 (Computer Fraud and Abuse
Actof 1986); 17 U.S C.A. § 109 (Computer Software Rental Amendments
Actof 1990); 15 US.C.A. § 1681 (Fair Credit Reporting Act); and, 18
USCA. §§ 2721 et seq. (Driver's Privacy Protection Act of 1994).

2. The Maryland DeparzmentofTransporation Officeof Information Resources,
its client agencies and their customers also adhere to state data processing
security policiesasset forth in Executive Order 01.01.1983.18 (Privacy and
State Data System Security); Md. Code Ann., Crim. Law §8-606 (falsification
of public records) and §7-302 (unauthorized access); Md. Code. Ann, State
Gov't §§ 10-611, 10-616 and 10-626 (Maryland Public Information Act); Md.
Code Ann. Transp. 11 §§ 12-111 to 12-113 (Motor Vehicle Administration
Records); and, as published by the Secretaryofthe Department ofBudget and
Management from time to time under Md. Code Ann., State Fin. & Proc. § 3-
403.

3.MCAC and all employees agree to maintain in strictest
confidence and not willfully disclose to any person, firm, or corporation
information obtained as a resultoftheir accessto personal information from
Motor Vehicle Records.

4. By signing this agreement, _HCAC wamants
that the signator and all personnel are familiar with all provisions of the
federal Driver Privacy Protection Act of 1994, 15 U.S C.A. 8 2721 et seq.
andwith §5 10-611, 10-616, 10-626ofthe State GovernmentArticle and 53
12-111 through 12-113ofthe Transporation Article, Annotated Code of
‘Maryland, which limit access to personal information from public records in
Maryland. Further, _MCAC in behalfofitself, its.
successors and assigns further agrees that al users will abide by the terms of
both the federal end state law including, but not limited to, those restricting.
access to personal information from Motor Vehicle Administration records
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only to those persons and for those purposes whicharepermitted under both
laws.

5. CAC agrees to keep a record for five (5) years of
all persons to whom information is redisclosed under this Agreement, and the‘purpose for which the information i to be used; and, to make that record
available fo the Motor Vehicle Administration upon request

6. _MCAC shall be lizble for, and shall indemnify,
defend, and hold the Motor Vehicle Administration harmless for, any misuse
‘or misappropriation ofany personal information in a record obtained from the‘Administation in connection with this agreement,

7. __MCAC shall further indemnify the Motor Vehicle
Administration for and against any and all losses, damages, judgments,
liabilities or similar costs and expenses which arise in whole or part out of acts
or omissions by __MCAC© est laws
restricting access to and disclosureofvehicle records including, without
imitation, reasonable atomeys fees and all athe costsofdefending againstsuch action or claim.

IN WITNESS WHEREOF, the partes have caused these presents tobe executed

Maryland Departmentof Transportation
Motor Vehicle Administration

Wimess:
4 tid Br toffee

Date: Date .

Purchaser
Witness:

- Be
Date: Date: ee

Approvedasto form and legal sufficiency:
J
Assistant Attomey General



SOUTHERN MARYLAND INFORMATION CENTER (SMIC)
MEMORANDUM OF UNDERSTANDING

‘This Memorandumof Understanding (MOU) is being executed by Calvert
County Sheriff's Office, Charles County SherifP’s Office, St. Mary's County SherifP’s
Office, Maryland State Police, and the Maryland Coordination and Analysis Center,
hereinafter identified as the participating agencies, who jointly agree to abide by the
terms and provisionsofthis Memorandum. Nothing shall be construed as limiting or
impeding the basic spiritofcooperation that currently exists between the participating
agencies.

I. PURPOSE

‘The purpose of this MOU is to formalize rights, duties, and relationships
between the participating agencies to create and operate a regional information center,
hereinafter referred to as the Southern Maryland Information Center (SMIC),

Itis the intent of the participating agencies to achieve maximum inter-agency
cooperation ina combined law enforcement effort for developing information aimed
at reducing criminal activity within the communities served. This MOU is intended
to enhance the ability of the participating agencies to act together toward a common
purpose.

2 MISSION

‘The missionof the SMIC is to collect, evaluate, collate, analyze, and
disseminate information on individuals and groups suspectedofbeing involved in
gang and other illegal activity identified as a priority to the SMIC. The SMIC will
strive to be the repository for the collection and disseminationof information between
Tocal, state and federal law enforcement agencies in an effort to be proactive in
initiating criminal investigations.

3. ORGANIZATIONAL STRUCTURE

A. Govemance

‘The SMIC will consist ofa combined bodyofagencies participating in this
MOU. The SMIC will be governed by an Advisory Board that collectively will
determine the direction and focusofthe SMIC. The head law enforcement officer for
each participating agency, or their designee, will serve on the Advisory Board. Each
participating agency will hold one seat on the board and have an equal vote.

1



B. Participation

All participants acknowledge that the SMIC is & joint operation in which all

agencies act as partners in the operationofthe SMIC for the purposes of combining

eeaigative and analytical resources. The direction and focus of SMIC operations

mined by the Advisory Board, who will meet coetively toestablish

policy and provide oversight

Agencies will participate either full or part ime, depending 7 the agency's

staffing love, with a minimumofone designe at any G1¥Eh time. Since the purpose

5the EMI sto stimulate and facilitate the sharing of information, ‘member agencies

OEeo commit tei representative to the SMIC for analoted number of hours.

ich week. However, agency staffing varies and this agreement allows any agency ©

Soviate from their personnel commitment, when needed.

C. Supervision

The day-to-day operation and supervisionofthe SMIC wil be & law

enforcement representative designated by the Advisory Board. The 'SMIC Supervisor

OeSVC activites and be responsible for the collection, analyse

and dissemination of information; th provisionof cise SUPPO”for

minal imucstigtive activities; and the coordination of Stiie information

‘mong the law enforcement community. The SMIC Supervisor will also prepare

progress reports and statistical data to the Advisory ‘Board as requested.

4. ADMINISTRATIVE

A. Assigaments

The designated SMIC Supervisor will oversee the prioritizationand

assignment of intelligence matters in accordance with the stated objectivesof the

Advisory Board.

B. Records and Reports

| A standardized reporting process vill be established (0 fciiatethe

Aon, retention, and dissemination of intelligence information

2. Allinvestigative activities and intelligence collection processes will be

canconformance with state and federal stalory requirements

C. Investigative Exclusivity

There shall be no unilateral action taken on the part of ny’

participating agency relating to the SMIC that could be deemed detrimental to
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he efforts of the SMIC. All law enforcement action willbe coordinated and

onducted ina cooperative manner. Proactive “spin-off” investigations as 2

Colofthe SMIC efforts will be made to the appropriate local, sate ot

er agency upon concurrence of he participating agencies. SIC

Investigative leads outside the area will be communicated to other Stic. Tocal

or federal agencies for appropriate investigation

5. FUNDING

Participating agencies agree to assume all personnel costs for helt fesp El

employees, including salaries, overtime payments and ring benefits consistent with

ther raspeetive agency. Subject to funding availability, the advisory board will be

esponsibl for assuring that each member of the SMIC is provided withthe

necessary equipment to facilitate the mission of the center.

6. LIABILITY

Each participating agency agrees to be responsible for the negligent or

irongful acts or omissionof thei respective employees

7. MEDIA

Although the SMIC mission is to spin-off substantive investigations ©others,

nthe cvent hat a situation arises which requires a media releasc ts agreed upon

eK veleases pertaining tothe SMIC will be coordinated and made jointlyby

participating agencies. No press release will be made by any participating agency

Fevolving SMIC operations without the prior approval ofthe otherparticipating

agencies.

8. DURATION

The MOU shal remain in effect until terminated as specified n this MOU.

The participating agencies may withdraw fom this agreement aL any FEby

providing a 30-day writen notice of is intent to withdra to other participating

Sgencics. Upon termination of the SMIC or withdrawal by a participating agency, all

equipment will be retumed to the supplying agencies

9. MODIFICATIONS

Ths agreement may be modified a any time by writen consent of all

involved agencies Modification to this MOU shall ave no force and cheeunless

modification is reduced to writing and signed by an authorized representative of

each participating agency.
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In WITNESS WH] F, the parties have hereunto set their hand and seal
this_¢*hday of 2007.

m p _ ao Fuses 5 0
SheriffMichael Evans Colonel Terrence B. Sheridan
Calvert County Sheriff's, Office Superintendent, Maryland State Police

x Rex W. Coffev Sat Coordination and of Center
Charles County Sheriff's Office: Gogluin Crores Hore

=z=
Dieter

teri othy K. Cameron
St. Méry’s County Sheriff's Office
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Memorandum of Understanding

between

Maryland Coordination and Analysis Center

and

Maryland Emergency Management Agency

WHEREAS, the Maryland Coordination and Analysis Center and theMaryland
Emergency Management Agency recognize their responsibilities with regard to the safety and
‘security of the general public in the state of Maryland, in partnership with other federal, state,
county, and local agencies, and recognize that close cooperation in the event of a critical
incident is essential.

NOW, THEREFORE, the parties to this Memorandum of Understanding agree to work
together under the terms of this Memorandum for the joint and mutual benefit of all parties
concerned and of the general public.

1. Purpose. The purposeof this agreement is to outline the mutual responsibilities
‘and actions required to provide contingency relocation facility space and associated support
on a short term basis to the Maryland Coordination and Analysis Center (MCAC), currently
located in a federal facility, in the eventofa situation where its. permanent offices are
unusable or otherwise unavailable and it needed to establish a temporary operating location
for a short term period. This agreement should be reviewed annually by each party.

2. Authority. This Agreement is authorized under the provisions of:

a. Presidential Decision Directive (PDD) 67, Subject: Enduring Constitutional
Govemment and Continuity of Government Operations, dated October 21,1998; and

b. Federal PreparednessCircular65, Subject: Federal Executive Branch Continuity of
Operations (COOP), dated June 15, 2004

3. Mutual Responsibilities
Maryland Emergency Management Agency

In the event that the MCAC activates its ContinuityOf Operations Plan and isrequired
to operate froma facility other than its normal locations on an emergency basis, the Maryland
Emergency Management Agency (MEMA) agrees to:



a. Provide sufficient building space to accommodate a maximum of twenty (20)
individuals operating on a 24/7 basis for a period not to exceed 30 days and, If
requested, allow the MCAC to use existing telephones, fax lines and power for
computers/printers, and any other electrically powered devices or equipment. This
space will be provided onlyif such space is, and continues to be reasonably available
and is not otherwise in use, or becomes needed by MEMA in the performanceofits
duties.

b. Provide the agreed upon space to the MCAC for emergency use not later than
three (3) hours after notification that the space is needed. The pre-designated space
shall be for the exclusive useof the MCAC during the crisis and other normal
‘emergency response or contingency requirementsofthe host will not alter this
‘agreement without prior coordination with the MCAC. Requests for access required
for non-emergency purposes for periodic exercises or to check pre-positioned
equipment wil be made telephonically or in writing at least 24 hours in advance.

c. Allow the MCAC, during an emergency, to bring to the site any and all tems which
are required to operate the site as an emergency command center for its office
operations.

d. Provide parking sufficient to meet the needsofthe individuals utiizing the space,
contingent on the requirements and availabilty at MEMA at the time the
request is made.

e. Provide the MCAC with a designated point(s) of contact for the administration of
this Memorandum of Understanding who can be reached on a 24/7 basis in the event
of an emergency.

1. Allow the MCAC, during an emergency, to install, at ts cost, communications
equipment which may be needed to operate during said crisis.

9. Provide the MCAC with documents, briefings, and explanations of policies and
procedures concerning day-to-day operations, security requirements, and emergency
response procedures in effect at the provided facilty.

Maryland Coordination and Analysis Center

In the event that the MCAC activates its ContinuityOf Operations Plan and is required
to operate from MEMAS facility on an emergency basis, it agrees that:

a._ lis personnel will abidebythe security policies and procedures currently in place at
MEMA.



b._ Itwill not make any material modifications to the property without MEMAS consent

c. twill reimburse MEMA for any reasonable and eligible costs associated with the
operationofthe MCACs emergency operations center that include damages to the facilty
structure, equipment and associated systems directly related to their use in supportof the
MCAC operations.

d. twill hold MEMA harmless for any accidental damage to stored MCAC equipment
or injuries to MCAC personnel while ts personnel may be operating at the facility
pursuant to this agreement.

e. Itwill provide MEMA with ts pointsof contact for the administrationof this MOU as
well as a ist ofits personnel authorized access to MEMAIf needed for security access
requirements.

4. Rights and Benefits

Nothing in this agreementis intended to conflict with any current law or regulation or
directives, diminish or otherwise affect the authority of any agency to carry out ts statutory,
regulatory, or other official functions, nor is it intended to create any right or benefit,
substantive or procedural, enforceable by law by any party against the United States, its
‘agencies or officers, state agencies or officers carrying out programs authorized under federal
law, or anyotherperson or entity. Nothing in this Agreement is intended to obligate funds of
the parties involved except as specifically set forth herein.

5. Agreement and Administration

“This agreement will become effective after signed by the approving authorities listed
below. This Agreement may be modified by the mutual, writen consentofboth parties. It
may be cancelled at any time by mutual consentofthe parties concerned. This agreement
should be reviewed annually by each party.

6. Termination

“This Agreement, including any addendums, and as it may be modified with the consent
of both parties, wil remain in effect until terminated by one or bothof the partes. Either party
may terminate this Agreement by written notice given to the other party at least ninety (80)
days in advanceof the termination date or, as stated above, by the mutual consentofboth
parties.



7. Liability

‘The parties shall each bear responsibilty and liabiltyforthe consequencesof the
negligence or willful or wanton conduct, whether of omission or commission, on the part of ts
employees, officers, or invitees and shall cooperate fully with each other in investigating any
such claims and in responding thereto. Al provisionsof the MemorandumofUnderstanding
relating to lability, claims or damages of any nature whatsoever shall survive the termination
of this Memorandum of Understanding.

Approved By:

Matthew G. Lawrence.
Executive Director
Maryland Coordination and Analysis Center

04/27/09 (Date)

2.0 Muth, ro
Maryland Emergency Management Agency

Sly &3 (Date)



MEMORANDUM OF UNDERSTANDING
BETWEEN

THE MARYLAND CENTER FOR SCHOOL SAFETY
AND

‘THE MARYLAND COORDINATION AND ANALYSIS CENTER

“The Maryland Center for School Safety (MCSS) and the Maryland Coordination and
Analysis Center (MCAC) ent this Agreement concerning thei shared building space.

WHERFAS the MCSS has been physically co-located with the MCAC since the enactment [
of theauthorizingstatute for the MCSS in the 2013 Session ofthe General Assembly, and the
Nacyland Safe to Learn Act of 2018 specifies that the MCSS shal be based at MCAC (Md. Code
Ann., Education Art. § 7-1502(0), located at 7125 Ambassador Road, Windsor Mill, MD 21244. |

WHEREAS the MCSS shall pay rent and costs ofIT services to MCAC asset forth herein
for use of spaceat7125 Ambassador Road, to include the use of network services for MCSS
printers, internet access, and conference tooms

THEREFORE, this MOU scts forth the terms and conditions of the aerangements between
the parties. This MOU covers expenses incurred by MCAC for services provided to the MCSS in |
fiscal year 2019. The paries understand and agree that expenditues under his agement are
subject to the MCSS annual budget approval. The parties will review this agreement and the
associated expenditures annually no later than sist (60) days prio tothe start of the next fiscal year
0 determine if any amendments may be required. |

DATA CENTER/INFORMATION TECHNOLOGY

MCSS IT services will be provided by the MCAC.

BUILDING EXPENSES APPORTIONMENT

Costsforuse ofth fils, including common areas, maintenance, utilities including |
internet services, and security will be apportioned based on the proportionaluse of total square
footage as applied to the buikling rear. This proportion will be determined for cach agency based
on the sum of: (1) uniquely dedicated space (646.5 sq. fect); 2) the FTE percentage as ofJuly 1st of
each year, applied to th following shared-use areas: Conference Room off of main lobby (1,026 sq:
fee); and (3) any mutually ageeed upon addiional space. Payment ofthe buikling expenses
apportionment will be paid quartet with reconciliation fnecessary) beicen budgeted payments
and actual payments to be reconciled with the fourth quarter payment. Payments under this



agement shill be rexonciv 1 the commencement of th fiscal yeas 2019. The ol expenses due
under the sgseemens sll be sc orth in an annul Append here -

AMENDMENTS ||
“This Agreement may be amended inwringby mul consent of the pics.

TERMINATION

“This Ageeement shall inate on the day tha ither MCSS or MCAC move out of the |
premises located at 7125 Ambassador Road, Windsor Mill, MD 2124, |

IN WITNESS WHEREOF the pacties have caused this MOU to be executed by their

authorized officers, agents or oficial as of th dat of the hs signature.

Dave Engel Kate Hession
Dircctor, MCAC Executive Director, MCSS

677 Lbs
Date Date b

Approsed s to formand legal soffcency Approved 1 0 form and legal sufficiency
this ay of, L219. his 217 day ofJoe 2019.

: SowaVe
DAVGEOCroinin Ronald Levitan
Reta Arey ene Anan Avery Goel |

Ce: Joseph D. Pignataro
Victor Willams |
Gify Quasbie

|
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FOR OFFICIAL USE ONLY

MEMORANDUM OF UNDERSTANDING
‘between the

MARYLAND COORDINATION AND ANALYSIS CENTER2nd
'WASHINGTON/BALTIMORE HIDTA

‘Section I: Purpose

‘This MemorandumofUnderstanding (MOU) is entered into between the Maryland
Coordination and Analysis Center (MCAC) and the Washington/Baltimore High
Intensity Drug Trafficking Area (HIDTA), hereinafter referred to as “the Parties.”

By entering into this MOU, the Parties agree to: 1) deconflict target information; 2)
‘where lawfully permitted, share databases and resources to further their respective duties
‘and responsibilities; and 3)conduct joint training and information sharing sessions for
internal personnel and for external audiences.

By entering into this MOU, the Washington/Baltimore HIDTA hereby agrees to be a
‘memberofthe Anti-Terrorism Advisory CouncilofMaryland (ATAC) as described in
the ATAC Overview, and shall contribute information to the MCAC and the ATAC
‘membership to improve and assist the MCAC in achieving its mission.

By entering into the MOU, the MCAC hereby agrees to assist the HIDTA in achieving its
‘mission as wellasthe goals ofits initiativesintheir efforts to disruptand dismantle drug.
trafficking organizations, criminal street gangs, and drug money laundering
‘organizations.

Section II: Background and Authority

‘Themissionofthe HIDTA Programisto disruptthemarket for illegal drugs in the
‘United States by assisting federal, state, local,andtribal law enforcement entities.
‘participating in the HIDTA Program to dismantle and disrupt drug trafficking
‘organizations, with particular emphasis on drug trafficking regions that have harmful
effectsonotherparts of theUnited States.

In supportofits law enforcement and border security missions, HIDTA collects and
‘maintains case management information specific to official agency investigations intorimina violations fom 1 iiatives andpari pting agence nthe Case Explores
system. Additionally, the HIDTA collects and collates information on validated gang
‘members provided by criminal justice agencies in Maryland, Virginiaandthe District of



Columbia in the HIDTA Gang Intelligence System (GIS). All criminal intelligence
informationshared by the Washington/Baltimore HIDTA is done in compliance with 28
CFR Part 23.

Consistent with the authorities identified below, HIDTA uses this information to prevent
and control drug and gang crime while abiding by the privacy and constitutional rights of
individuals and organizations. Additionally, the data within the Case Explorer system
allows for case and person deconfliction for those agencies that choose to participate.

«Applicable Authorities:
© HIDTA Program Policy& Budget Guidance 2009
© Washington/Baltimore HIDTA Case Explorer Operating Policies and

Procedures
© Washington/Baltimore HIDTA Case Explorer Participation Agreement
© Washington/Baltimore HIDTA Gang Intelligence System Operating.

Policies and Procedures
© Washington/Baltimore HIDTA Gang Intelligence System Participation

Agreement

‘The primary missionofthe Maryland Coordination and Analysis Center (MCAC) is to
serve as a model facility for the gathering, analysis and dissemination of information in
statewide supportof law enforcement, public health and welfare, public safety and
‘homeland security.

Itsprimary focusito provide analytical support for all federal, tateand local agencies
involved in law enforcement, public health and welfare, public safety and homeland.
security in Maryland. It is meant to provide strategic analysis to better focus the:

investigativeefforts of law enforcement agencies within the state, and to better enable.
‘public health and safety agencies to perform their important protective functions.

To accomplish its mission, the MCAC has at its disposal federal, sate, public, and private
databasesand information systems. This information is used for both strategic analysis
andresearchand for daily tactical purposesto assist sate, federal and local law
enforcement, public safety and homeland security agencies. All such information is

handledwithinthe lawtoprotectprivacyandcivil libertiesper28CFRPart 23. *

«Applicable Authorities:
© Intelligence Reform and Terrorism Prevention Act (IRTPA)of 2004
© Presidential Memorandum, Information Sharing Environment (ISE), dated

12/16/05
© ISE National StrategyofInformation Sharing, dated October, 2007
MemorandumofU.S. Attomey General dated September 17, 2001

© Homeland Security Presidential Directives
© ATAC Overview
© MCAC Charter
© MCAC Protocols



Section II: Personnel Resources

Both parties agreethattheirrespectiveanalystsandmanagersshall meeton aregular
basis to share information and ideas relevant to their respective missions; discuss areas of
common interest, especially matters pertaining to gang activity, for the purpose of
eliminating redundancy and to maximize resources in the fulfilment oftheir respective
missions, projects and products.

'MCAC analysts will be assigned to attend the Analyst Roundtable hosted by HIDTA,
and HIDTA analysts will be assigned to regular meetings hosted by MCAC. It will be:
thegoalofbothpartes to share special skill sts betweenandamongtheir respective
analysts as well as to coordinate on special projects and intelligence products.

Section IV: Transfer of Data

‘The Weshington/Baltimore HIDTA, consistent with applicable law and policy, will make
available information to MCAC for inclusion in its analytical processes on an on-going
basisinthesamemannerand at the same level as anyparticipating law enforcementor
homelandsecurityentity,via amethodtobeagreeduponbytheParties.

Case Explorer is an entry inquiry system storing informationofofficial agency
investigations from HIDTA initiatives and participating agencies. Due to the natureofthe
HIDTA's agreements with participating agencies, and in accordance with the third party
rule, the HIDTA is not permitted to disseminate this information without the permission
ofthe originating agency. However, participating agencies, such as the MCAC, who
‘submit entitiesofinterestto the system will receive pointer index information should the
system contain the same or similar information. From Case Explorer the HIDTA will
provide the MCAC with pointer index information specific to official agency
investigations into criminal violations from HIDTA initiatives and participating agencies.

Similar to Case Explorer, the HIDTA does not own the data contained in the HIDTA
Geng Intelligence System (GIS) and therefore is not permitted to disseminate this data
‘without the express consentofthe originating agencies. This system allows criminal
justice agencies in the region to seeifinformation exists on validated gang members. Ifa
positive search occurs participants are provided with the contact information for the:
source agencies to gain access to the original documentation. This documentation and
only these materials should be used with the permissionofthe originating agency. From
the GIS the HIDTA will provide the MCAC with access to validated gang information
‘provided by criminal justice agencies in Maryland, Virginia and the DistrictofColumbia.

HIDTA Investigative Support Center (ISC) will consider the MCAC as a mandatory data
source intheregular conductofits mission. Specifically, in all cases receiving support
fromthe HIDTA Watch Center, an inquiry shall bemadeto the MCAC to determine if
the MCAC has any related information.Ifsuch information is found, the primary
investigators will be referred to MCAC for further details. Additionally, should the



HIDTA ISC receive information or suspicious activity related to terrorism or homeland
security, regardlessofoperational area, this information wil be forwarded immediately
to the MCAC for appropriate deconflction purposes. The MCAC will use ts discretion
and judgment in disseminating this information further, in accordance with all applicable
laws and regulations.

MCAC agrees, consistent with applicable law and policy, to make available upon request
fromHIDTAanyinformationcontainedwithin its systemsinthesamemannerandatthe:
same level as any law enforcement or homeland security entity. MCAC’s primary
information system is MEMEX. FromMEMEX,theMCAC will providethe HIDTA
with pointer index information specific to official investigations into criminal violations
relevant to HIDTA initiatives and participating agencies. Such information may include:
finished intelligence products, specific threat information, terrorism training materials
and products.

MCAC will consider HIDTA as a mandatory data source in the regular conductofits
mission. Specifically, in all cases receiving Support from the MCAC,an inquiry shall be
madetothe HIDTA WatchCenterto determineifthe HIDTA has any related.
information. Ifsuch information is found,the primary investigators will bereferredto
the HIDTA Watch Center for further details. Additionally, should the MCAC receive
information related to drug trafficking organizations, gang activity or drug money
laundering organizations, regardlessofoperationalarea,this information will be
forwarded immediately to the HIDTA Watch Center for appropriate deconfliction
‘purposes. The HIDTA will use is discretion and judgment in disseminating this
information further, in accordance with all applicable laws and regulations.

Both pasties wil provide access to each other's commercial data sources for the purpose
ofdata collection and case support. Initially this wil be accomplished with an Inquiry
request o the appropriate Watch Center. More efficient means will be considered ona
regular basis.

Section V: Amendments to Memorandum of Understanding.

Proposed amendments to this Memorandum of Understanding shall be made in writing to
theotherparty at least 30days inadvanceofthedesiredchange.Nochangeshall
become effective unless ratified by both parties.

Section VI: AnalysisofData

The sharingofinformation between both parties will be conducted under applicable law.
Information provided toeither party willbe appropriately safeguarded in accordance with
national security laws,policies,and procedures; U.S. Attorney General Guidelines;and
thepoliciesand proceduresofthe Washington/Baltimore HIDTA, and the operating
protocolsofthe MCAC.



To the extent information receivedas a resultof this MOU is the subjectofor is
responsive to a request for information under the Freedomof Information Act, the.
Privacy Act, or a Congressional inquiry, such disclosure may only be made after

consultation with the Washington/Baltimore HIDTA Director and the MCAC Director.

Section VII: Monetary Considerationsof Agreement

“This MOU is not an obligation or commitment of funds, nor a basis for transfer of funds,
but ratheris a basic statementofthe understanding between the Parties to share
information to the mutual benefitofboth and the enhancementofpublic safety. Unless
otherwise agreed in writing, cach Party shall bear its own cosis in relation to this MOU.
Expenditures by each Party will be subject to each organization's budgetary processes
and to the availability of funds and resources pursuant to applicable laws, regulations,

and policies.

Section VIII: Points of Contact

“The MCAC Program pointof contact for this effort is SSA David Miller, FBI and MCAC

Assistant Director (443-436-8800) or SSA James Newton, ICE (443-436-8800).

‘The Washington/Baltimore HIDTA pointof contact for this effort is Investigative
‘Support Center Program Manager, Glenn Fueston (301-982-7522).

Section IX: Effective DateofAgreement

“This MOU shall become effective upon the date of the last signature and may be
terminated for any reason by either Party upon 30 days’ written noticetothe other. The

Parties may modify this MOU through a written instrument signed by both Parties, or
‘may replace this MOU with a subsequent, signed agreement.

FOR THE WASHINGTON/BALTIMORE HIDTA,

CCA 7-420
‘Thomas Carr Date
Director, Washington/Baltimore HIDTA



FOR THE MCAC,

A GC olichs
Harvey E. Eisenberg Date
Assistant U.S. Attorney
'ATAC Coordinator on behalfofthe ATAC Executive Committee
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EASTERN SHORE INFORMATION CENTER (ESIC)

MEMORANDUM OF UNDERSTANDING

‘This Memorandum of Understanding (MOU) is being executed by the

Maryland State Police, Maryland Coordination and Analysis Center, Wicomico
County Sheriff"s Office, Worcester County Sheriff's Office, Dorchester County.
‘Sheriff's Office, Salisbury City Police Department, Princess Anne Police Department,
Ocean City Police Department, Snow Hill Police Department, Wicomico County
State's Attorneys Office and the state and counties Department of Corrections,
hereinafter identified as the participating agencies, who jointly agree to abide by the
terms and provisionsof this Memorandum. Nothing shall be construed as limiting or
impeding the basic spiritofcooperation that currently exists between the participating.
agencis.
1. PURPOSE

‘The purposeof this MOU is to formalize rights, duties, and relationships.
between the participating agencies to create and operate a regional information center,
hereinafter referred to as the Eastern Shore Information Center (ESIC).

Itis the intentof the participating agencies to achicve maximum inter-agency
cooperation in a combined law enforcement and corrections effort for developing
information aimed at reducing criminal activity within the communities served. This
MOU is intended to enhance the abilityof the participating agencies to act together
toward a common purpose,
2 MISSION

‘The mission of the ESIC is to collect, evaluate, collate, analyze, and
disseminate information on individuals and groups suspectedofbeing involved in
gang and other illegal activity identified as a priority to the ESIC. TheESIC will

Strive to be the repository for the collection and disseminationof information between
local, state and federal law enforcement agencies in an effort to be proactive in

initiating criminal investigations.

3. ORGANIZATIONAL STRUCTURE

A. Governance

‘The ESIC will consist ofacombined bodyof agencies participating in this
MOU. The ESIC will be govemed by an Advisory Board that collectively will
determinethedirection and focus of the ESIC. The chief executiveof each

participating agency, or their designee, may attend Advisory Board meetings. Active

:



participating agencies that assign at least one person 10 the ESIC will hold a scat on
the board and have an equal vote

B. Panicipation

All participants acknowledge that the ESIC is a jointoperation in which all
agencies act as partners in the operationofthe ESIC for the purposesof combining,
investigative and analytical resources. Thedirection and focus of ESIC operations
will be determined by the Advisory Board, who will meet collectively to establish
policy and provide oversight.

Active participating agencies will assign personnel either full-time or part-
time, depending on their agency's staffing levels. Part-time personnel assigned to the
ESIC shall work a minimum of§ hours per week in the ESIC.

To facilitate ESIC communications, each participating agency will identify
one individual from their agency to serve as the liaison officer for ESIC operations,

C. Supervision

‘The day-to-day operation and supervision of the ESIC will be a law
enforcement representative designated by the Advisory Board. The ESIC Supervisor
will monitor ESIC activities and be responsible for the collection, analysis,
evaluation, and disseminationofinformation; the provisionof case support for
uniform criminal investigative activities; and the coordinationofsharing information
among the law enforcement community. The ESIC Supervisor will prepare progress
reports and statistical data to the Advisory Board on a quarterly basis and as requested
during scheduled board meetings.

4. ADMINISTRATIVE

A. Assignments

‘The designated ESIC Supervisor will oversee the prioritization and
assignmentofintelligence matters in accordance with the stated objectives of the
‘Advisory Board.

B. Records and Reports

1. A standardized reporting process will be established to facilitate the
collection, retention, and disseminationof intelligence information.

2. All investigative activities and intelligence collection processes will be
conducted in conformance with state and federal statutory requirements.

2



C. Investigative Exclusivity

‘There shall be no unilateral action taken on the partof any
participating agency relating to the ESIC that could be deemed detrimental to
the efforts of the ESIC. All law enforcement action will be coordinated and
conducted in a cooperative manner. Proactive “spin-off” investigations as a
resultof the ESIC efforts will be made to the appropriate local, state or federal
agency upon concurrenceofthe participating agencies. ESIC investigative
leads outside the area will be communicated to other state, local or federal
agencies for appropriate investigation.

5. FUNDING

Participating agencies agree to assume all personnel costs for their respective
employees, including salaries, overtime payments and costs associated with training,

+ Subject to funding availability, the advisory board wil be responsible for assuring
that cach member ofthe ESIC is provided with the necessary equipment to facilitate
the missionof the center.

6. LIABILITY

Each participating agency agrees to be responsible for the negligent or
wrongful acts or omissionof their respective employees.

7. TRAINING

Each participating agency agrees that personnel assigned to the ESIC will be
required to attend training relating o civil rights protections and any other course the.
Advisory Board approves or deems appropriateto ensure effective operations of the
ESIC.

8. MEDIA

Although the ESIC mission is to spin-offsubstantive investigations to others,
in the event thata situation arises which requires a media release, it is agreed upon
that all mediaand information releases pertaining to the ESIC will be coordinated and
‘made jointly by involved agencies. No press release will be made by any participating
agency involving ESIC operations without the prior approval of the other involved
agencies.

9. DURATION

The MOU shall remain in effect until terminated as specified in this MOU.
The participating agencies may withdraw from this agreement at any time by.
providing a 30-day written notice of its intent to withdraw to all other participating

3



agencies. Upon terminationofthe ESIC or withdrawal by a participating agency, all
equipment will be returned to the supplying agencies.

10. PRIVACY AND CONSTITUTIONAL PROTECTIONS

Participating agencies and assigned personnel agree to comply with all
applicable laws and regulations protecting individual and organizations” privacy
rights, civil rights, and civil liberties in the use, analysis, retention, destruction,
sharing and disclosure of personal information received and stored within the ESIC.

Participating agencies and personnel assigned to the ESIC agree to abide by
the written policies and procedures established in the addendum entitled “Privacy
Protection Policy and Constitutional Protections Advisory Board.”

11. MODIFICATIONS

‘This agreement may be modified at any time by written consentof all
involved agencies. Modification to this MOU shall have no force and effect unless
such modification is reduced to writing and signed by an authorized representative of
each participating agency.

4



In WITNESS WHEREOF, the parties have hereunto set their hand and seal

this____ dayof2008.

Luck| Hnll 2 4 Js,Colonel Terence B-Sherdan Gori ive
Maryland State Police Dorchester County Sheriffs Office

Chief Bemadette DiPino Sniff Michael, Bewis
Goon Ci PlDeparment ve Sher Office

Chie Davgher i Cras
Snow Hill Police Department Worcester County Sherif 7

/ nid BDMali Clon; wad RN 0Bites foug Doles Davi Raat
Wicomics Department of Cor I ctions ‘Wicomico County State's Attomney -

(us)127% SrA
ChiefAllan ster Chief Scott Keller
Salisbury Police Department Princess Anne Police Department

( )
Captailf Charles Rapp
Maryland Coordination and Analysis Center

5



EASTERN SHORE INFORMATION CENTER (ESIC)

MEMORANDUM OF UNDERSTANDING

ADDENDUM - The Somerset County SherifP’s Office shall be considered a participating.
agency of the Eastem Shore Information Center (ESIC).

In WITNESS WHEREOF, the parties have hereunto set their hand and seal this 16"
dayofApril, 2008, ;

ET Ae
Sheriff Robert N. Jonet
Somerset County SherifPs Office

6



MEMORANDUM OF AGREEMENT

BETWEEN

‘THE DEPARTMENT OF HOMELAND SECURITY

AND

THE MARYLAND COORDINATION AND ANALYSIS CENTER

1. PURPOSE. This Memorandumof Agreement (MOA) describes the partnership and
responsibilitiesof the Departmentof Homeland Security (DHS), acting through the
Office of Intelligence and Analysis (I&A) and the State of Maryland's Anti-Terrorism
Advisory Council Executive Committee, on behalfofthe Maryland Coordination and
‘Analysis Center, (Host), cach individually, “Party,” and collectively, “Parties,” in an
effort to:

(1) Provide direct national level intelligence support to the Host through the
assignment of DHS personneltoserve as an interface between the Host and the national
Intelligence Community (IC)( as defined in 50 U.S.C. 4012) in order to facilitate
intelligence and information sharing consistent with the law;

(2) Manage, analyze, fuse, tailor and disseminate information in accordance with
applicable laws, rules, regulations and authorities, and to facilitate the identification and
preventionofthreats within the scopeof DHS'’s authority, as defined generally by the
Homeland Security Act of 2002, as amended, and Executive Order 12333, as amended;

(3) Provide DHS support and coordination to the principal officialsofthe
designated Host fusion center, Federal, Stat, local, tribal, and private sector homeland
security officials, and the officer designated as the Homeland Security Advisor of that
State, in accordance with section V ofthis MOA, 6 U.S.C. § 124h, and in addition to
those specific functions assigned elsewhere in law to DHS/I&A.

(4) Improve communication and coordination among Federal, State, loca, tribal
and private sector organizations and assist in developing methods to exchange relevant
information in supportofhomeland security responsibilitiesofeach organization.

IL AUTHORITY. This MOA is entered into by DHS pursuantto the Homeland Security
Actof 2002, as amended, 6 U.S.C. §§ 121(d), 12¢h, 481, and 482; the Intelligence
Reform and Terrorism Prevention Actof2004,6 U.S.C. §485; Executive Order 13311,
“Homeland Security Information Sharing,” July 29, 2003; Executive Order 13388,
“Further Strengthening the Sharingof Terrorism Information to Protect Americans,” Oct.
25,2005; and Executive Order 12333, “United States Intelligence Activities,” Dec. 4,
1981, as amended.

1



IIL. DEFINITIONS. For purposesofthis MOA, the following terms shall have the
following meanings when used herein:

A. "Classified Information" has the meaning given that term in 50 U.S.C. § 426,
thats, information or material designated and clearly marked or clearly represented,
pursuant to the provisions ofa statute or Executive order (or a regulation or order issued
pursuant toa statute or Executive order), as requiring a specific degree ofprotection
against unauthorized disclosure for reasons ofnational security.

B. "Sensitive But Unclassified Information” shal refer generally to unclassified
information in the possessionofeither Party to this MOA to which access controls or
distribution limitations have been applied in accordance with applicable laws, policies, or
regulations. It may include any locally-defined handling caveat or marking authorized
for use by cither party. It also includes unclassified information in the possessionofthe
U.S. Government that may be exempt from public disclosure or subjectto other controls.

C. "Fusion center" means 2 collaborative effortoftwo or more Federal, State,
local, or tribal government agencies that combines resources, expertise, or information
with the goalofmaximizing the abilityofsuch agencies to detect, prevent, investigate,
apprehend, and respond to criminal, terrorist, or other activity related to homeland
security.

D. "DHS Officer” shall mean any DHS employee who is to perform intelligence
analysis, reporting, or liaison functions and act as an official DHS representative to the
designated Host fusion center. This individual will not perform duties as an employee or
official representativeofthe Host.

E. “Homeland Security Information” hasthemening giventhat term in 6 U.S.C.
§482, that i, any information possessed by a Federal, State, or local agency that (a)
relates to the threatofterrorist activity; (b) relates to the ability to prevent, interdict, or
disrupt terrorist activity; (c) would improve the identification or investigation ofa
suspected terrorist or terrorist organization; or (d) would improve the response to a
terrorist act. Such information may be “Classified Information” or “Sensitive but
Unclassified Information.”

F. “Joint-sealintelligence product” meansa finished intelligence product in any
format which is representedasthe combined work product of both the Hostand DHS. In
some instances, such products may feature the seals or letterhead identifying both the
Host and DHS,

G. “Informationsharingenvironment" means the information sharing
environment establishedpursuantto section 1016ofthe Intelligence Reform and
Terrorism Prevention Act of 2004, 6 U.S.C. §485.
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H. "Intelligence analyst” meansan individual who regularly advises, administers,
supervises, or performs work in the collection, gathering, analysis, evaluation, reporting,
production, or disseminationofinformation on political, economic, social, cultural,
physical, geographical, scientific, or military conditions, trends, or forces in foreign or
domestic areas that directly or indirectly affect national or homeland security.

1. “Intelligence-ledpolicing" means the collection and analysisof information to
produce an intelligence product designed to inform law enforcement decision making at
the tactical and strategic levels.

J. *Tertotism information"has the meaning given that term in section 1016of
the Intelligence Reform and Terrorism Prevention Act of 2004, 6 U.S.C. § 485, that is, all
information, whether collected, produced, or distributed by intelligence, law enforcement,
‘military, homeland security, or other activities relating to—(a) the existence,
organization, capabilities, plans, intentions, vulnerabilities, means of finance or material
support, or activities of foreign or intemational terrorist groups or individuals, or of
domestic groups or individuals involved in transnational terrorism; (b) threats posed by
such groups or individual to the United States, United States persons, or United States.
interests, or to thoseofother nations; (c) communications ofor by such groups or
individuals; or (d) groups or individuals reasonably believed to be assisting or associated
with such groups or individuals; and includes weaponsof mass destruction information.

K. “Personally Identifiable Information” means information which can be used to
distinguish or trace an the identity ofaU.S. Citizen or lawful permanent resident, such as
their name, social security number, biometric records, etc. alone, or when combined with
other personal or identifying information which s linked or linkable 10 a specific
individual, such as dateandplaceofbirth, mother's maiden name, etc.

1. “Privacy Incident” means the suspected or actual lossofcontrol, compromise,
unauthorized disclosure, unauthorized acquisition, unauthorized access, or any similar
term referring to situations where persons other than authorized users, and for an other
than authorized purpose, have access or potential access to PII in usable form, whether
‘physical or electronic.

IV. SCOPE.

A. Nothing in this MOA shall be construed as encroaching upon the sovereign
rights, privileges, and immunities ofeither Party, by the other, in the conduct of
inherently Municipal, State or Federal government operations, except as may be
authorized pursuant to the U.S. Constitution. Nothing in this MOA is intended to
conflict with current law, regulation, or the policies and directivesof DHS or the Host. If
a term or conditionofthis MOA is inconsistent with such authorities, the Parties agree to
address and resolve the inconsistency in a timely and legally appropriate manner, unless
the matter is incapableoftimely resolution, in which case the inconsistent term shall be:
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deemed invalid, but the remaining terms and conditions ofthis MOA shall remain in full-
force and effect.

B. This MOA, in andofitself, does not result in the commitment, obligation, or
transfer of funds or other financial obligations between the Parties. No provisionofthis
MOA shall be interpreted to require obligation or payment of funds in violationofthe
Anti-Deficiency Act, Title 31 US.C. § 1341.

C. The following activities are specifically excluded from this MOA:

(1) Short-term (usually no more than 30 days) operational DHS support, including
through temporary assignments of DHS personnel, to the Host.

(2) Assignments or Intergovernmental Details, per other formal agreements,
‘which are based on cooperative joint training efforts in which training population drives
instructorand support assignments forthetraining.

(3) Assignmentofcontractor personnel to the Host to perform contractor
services in support of DHS.

V. RESPONSIBILITIES.

A. DHS Responsibilities. DHS shall select and assign, on a non-reimbursable
basis, one or more DHS Officers to coordinate with and facilitate DHS support to the
Host in the exchangeofrelevant intelligence and information consistent with applicable
federal statutes, executive orders, Department regulations and policies. DHS will:

(1) establisha rotational assignment policy that contemplates both the optimum
levelof support to the Host and the professional developmentofthe individual employee
assigned as a DHS Officer;

(2) ensure that the assigned DHS Officer is provided secure data and
telecommunications systems capabilities in appropriately certified and secured space and
facilites provided by the Host;

(3) provide appropriate training to Host personnel, and perform other activites as
authorized in support ofthe administrationofDHS” training program, to include:
intelligence analysis or information sharing training incorporatingan intelligence-led
policing curriculum that is consistent with standard traning and education progeams
offered to Department law enforcement and intelligence personnel; privacy and civil
liberties training that is developed, supported, or sponsored by the DHS Chief Privacy
Officer and the DHS Officer for Civil Rights and Civil Liberties; and such other training.
as prescribed by the Under Secretary for 1&4;
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(4) ensure, to the extent practicable, any anticipated or expected absence of a
'DHS Officer which exceeds 30 consecutive days is covered by the temporary assignment
ofa DHS Officer in a manner consistent with ensuring continuous support to the Host;

(5) provide necessary personnel management/human capital support for DHS
Officers, in accordance with Office of Personnel Management (hereinafter “OPM”) and
Departmental regulations and guidelines, including consideration for promotions, awards,
and other administrative actions.

B. HOST Responsibilities. The Host shall, consistent with applicable Federal
and State statutes, regulations, executive orders and policies:

(1) provide office space, parking, unclassified data and telecommunications
systems, and any administrative office supplies necessary to perform the tasks under this
MOA;

(2) provide access to all Host facilites, equipment, and technical information as
may be required to perform the duties outlined in this MOA;

(3) consistent with applicable authorities, polices and proceduresofthe Parties,
provide access to Host databases, reports, investigations, and other information produced,
retained, and/or controlled by the Host in order to review this information and assist the
Host in identifying the typesofinformation, including enforcement information, that may
assist DHS or other entities with homeland security responsibilities;

(4) as appropriate, issue and/or disseminate DHS and joint seal intelligence
products consistent with dissemination guidance provided by DHS or in coordination
with and following the concurrenceofthe DHS Officer assigned to the Host; and

(5) promptly notify DHS following a privacy incident involving information
originating with DHS,

C. DHS Officer Responsibilities. Consistent with their functional duties and
responsibilities as designated by DHS, DHS Officers will:

(1) provide analytic and reporting advice, training, and assistance;

(2) coordinate with the Host to identify informationneedsand transform them
into information requirements and product requests;

(3) track information requests and the delivery of responsive information and
intelligence products and provide feedback from the Host to the producers;
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(4) create intelligence and other information products derived from such
information and other homeland security-relevant information provided by DHS;

(5) consistent with applicable authority, access relevant databases, reports,
investigations, and other information produced, retained, and/or controlled by the Host in
order to review this information and assist the Host in identifying the typesoflaw.
enforcement information and information that may assist DHS or other entities protecting
the United States;

(6) support effortsofthe Host to report information that may assist DHS fulfill its
‘mission, as well as support other entities protecting the United States;

(7) support effortsofthe Host to participate in the information sharing
environment;

(8) coordinate with other relevant Federal entities engaged in homeland security-
related activities;

(9) carry out such other duties as the Secretaryof Homeland Security determines
are appropriate;

(10) refrain from exercising any supervisory or disciplinary authority over
personnelofthe Hosts facility or participating offices; and

(11) ensure that products intended to be issued and/or disseminated by the Host as
joint-seal intelligence products have been reviewed and cleared by DHS according to
established DHS procedures for disseminating finished intelligence products.

VI. INFORMATION SHARING AND HANDLING

A. Key Principles. The following key principles and standardsapplyto the
sharing of information between the Parties in any form including verbal, paper,
electronic, audio and visual

(1) sharing must always be in furtheranceof the official duties undertaken by the
Parties;

(2) the originatorofthe information to be shared is considered to be the owner of
that information and is accountable for deciding how information will be shared ina
‘manner that will ensure the timely and efficient access by the Parties to al information
necessaryto discharge their official duties;

(3) the Parties will ensure that information will be appropriately marked to
indicate the presenceof handling, safeguarding, or dissemination controls and is provided
with the expectation that these controls will be preserved;

6



(4) the sharingof PII must be limited to that which i reasonably necessary for
the intended recipient to understand, assess, or act on the information provided;

(5) privacy policies and relevant privacy compliance documents, such as Privacy
‘Act notices (including systemsofrecords notices and “(e)(3)” or similar notices) will be
issued, reviewed, andrevisedas appropriate to ensure that they properly describe the
treatment of PII;

(6) information sharing must comply with ll applicable laws, regulations, or
procedures and will incorporate protection mechanisms for handlingofproprietary
information;

(7) the useofdata by an employeeofeither Party in an unauthorized or illegal
mannerwill esult in a reviewofthe factual circumstances by both Parties and potentially
subject the employee to appropriate remedial actions;

(8) to maintain data accuracy, where necessary, the Parties will be informed of
any changes to the data they have received and also notify the sourceofany ror they
discover;

(9) the Parties will ensure that allstaffare educated to manage sensitive
information appropriately consistent with these principles and organizational policy on
the collection and uses of information during the performanceofofficial duties;

(10) the Parties will ensure that any third partes providing a service to them
agree and abide by these principles by inclusion in contracts/agreements;

(11) dissemination of information from one Party to another shall not be:
considered a release of information to the public, nor shal it constitute a waiverofany
exemption to the release of information under the Freedomof Information Act (“FOIA”),
5US.C. § 552 or similar state law;

(12) any Party in receiptof a request for information (whether pursuant to a
FOIA, "sunshine," o discovery law) whose scope includes information shared by the
other Party or documents developed jointly by the Parties, shall (a) consult with that
Partypriorto any disclosure, with the aimofdeveloping a consensus view regarding an
appropriate response, or (b) refer the request to the originating Party for a direct response
to the requester; and

(13) information will be classified, marked, and accessed, as appropriate,
pursuantto Executive Order 12958,as amended and Executive Order 12968.

(14) joint-seal intelligence products will be issued and/or disseminated in
accordance with both parties” policies and clearance procedures.
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B. Notwithstanding the paragraphs above, the Parties may use, disclose,
reproduce, or retain, in accordance with the law of the State and applicable Host policy.
any Party-provided data or information (except data or information properly classified in
accordance with Executive Order 12058) that is or was:

(1) already in the public domain at the time or which thereafter enters the public
domain without fault or breachofthis MOA by the Party:

(2) already made known to or lawfully acquired from a third party by the Party;

(3) previously disclosed to the Party without restriction from the other Party; or

(4) providedordisclosed to. or independently acquired by, the Party without
restrictions from its originating source.

C. Notwithstanding the paragraphs above. pursuant 10 6 U S.C. § 482.
information obtained by a State or local government from a Federal agency shall remain
under the control of the Federal agency. and a State or local law authorizing or requiring
such a government to disclose information shall not apply to such information. The State
or local agency shall: (a) withhold such information from any response; (b) release such
information only with the expressed approvalof the Federal agency; or (¢) refer the
request to the originating Federal agency fora direct response to the requester.

VIL SECURITY REQUIREMENTS.

A. The DHS Officers, in order to meet his or her mission objectives. shall have
appropriate access to all relevant Federal databases and information systems. consistent
with any applicable policies. guidelines. procedures, instructions, or standards established
by the President or. the program managerof the informationsharing environment for the
implementation and managementof that environment, oras otherwise limited by federal
Taw. This shall require that ata minimum, the DHS Officers must have an active security
clearance at the levelofTop Secret, and be read-on to SCI accasses as required.

B. Host will provide the DHS Officer with any local clearance or access necessary
10 accomplish duties consistent with DHS’s mission responsibilities.

C. Host will protect the identity and personal informationof the DHS Officer
from public disclosure and wil refer all inquiries regarding the presence of the DHS
Officer to the DHS Public Alfsirs Office.

D. For purposesof access to Host information, the DHS Officer shall be
considered a federal law enforcement, intelligence, protective, national defense,
immigration, or national security oficial, and shallbe considered by Host as authorized
to receive information from law enforcement agencies
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VIM. DISCIPLINE AND REMOVAL.

A. Federal employees are subject 0 the Ethics in Government Act of 1978, 5
CFR. part 735, which regulates employe responsibilities and conduct; the Federal
Trade Secrets Act, 18 USC. Section 1905; as well as DHS-specific standardsof conduct
regulations;

B. The Host may not take disciplinary or other administrative action against a
DHS Officer who commitsa violation under similar Host procedures and regulations
‘governing the conduct of Host employees. DHS however, wil take such adminisirativeor
disciplinary action against the DHS Officer as may be appropriate under the specific
circumstance;

C. The assignment ofa DHS Officer can be terminated or modified at any time at
the option ofDHS or the Host for any reason, including, but not limited to, the DHS
Officer's violation of the laws. regulations. or policies of the Fost. Where possible, the
Party desiring to terminate or modify the assignment should provide a 90-cay notice to
the other Party. This notification should be in writing and should include the reasons for
the termination or modification. A DHS Officer must be removed immediately from his
assignment whenever that DHS Officer ceases to be employed by DHS. DHS will select,
assess and train a suitable replacement for any DHS Officer removed under this Section,
consistent with the requirementsof this MOA.

IX. DISPUTES.

A. Disputes arising under or relating to this MOA shall be resolved only through
consultations between the Parties. The dispute shall not be referredto any outside Party
orto any other forum for settlement without the consent of both Parties.

B. “The Host will not pursue any claims against the U.S. Government or its
employes, including, but not limited to claims for money, reimbursement of expenses,
benefits or salarics paid to anyof the Hosts employees for its compliance with the
responsibilities described within the terms of this MOA. This provision not to pursuc any
claims applies to past, present. and future compliance with the responsibilities described
within the termsofthis MOA and is retroactive to and includes claims for compliance
with the responsibilities previously provided by the Host to DHS that are consistent with
the responsibilities described within the termsofthis MOA. This MOA does not waive
remedies otherwise available to the Host under the Federal Tort Claims Act or other
Federal legislation expressly authorizing a private rightof action for damages against the
US. Government.

X. OTHER PROVISIONS.

A. Nothing in this MOA is intended to conflict with current law or regulation or
the directivesofeither Party. [Fa term of this MOA is inconsistent with such authority.
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then that term shall be invalid, but the remaining terms and conditionsofthis MOA
shall remain in full force and effect.

B. Under the Inspector General Act of 1978, as amended, S USC App. 3,2
reviewofthis MOA may be conducted at any time. The Inspector Generalofthe
DepartmentofHomeland Security, or anyofhis or her duly authorized representatives,
shall have access to materials of the Parties, consistent with applicable authoritiesof the
Parties, in order to perform audits, inspections, investigations, or other examinations of
the DHS officers, a authorized by law.

C. Any travel or training will be processed through travel orders with applicable.
reimbursement paid by the Party that requested and authorized the travel or training. All
'DHS Officer travel and training will be conducted in accordance with applicable DHS
Management Directives and regulations, and the Federal Travel Regulations.

D. Nothing in this MOA shall, or is intended to confer any substantive or
procedural right, and this MOA shall not be construed to create a private rightofaction
for enforcementofanyofits provisions or a defense to noncompliance with any
independently applicable legal obligation.

XI ENTRY INTO FORCE, AMENDMENT, DURATION AND TERMINATION.

A. All obligationsofthePerties underthis MOA shall be subject0 the
availabilityofproperly authorized and appropriated funds for such purposes.

B. This MOA shall become effective upon signature by both Parties and shall
remain ineffect for an indefinite period.

C. This MOA may be amendedby the written agreementofboth Parties.

D. This MOA shall supersede any and all prior arrangements regarding DHS
Officers entered into by the Parties or their respective organizations, units, or agencies.

E. This MOA maybeterminated at will by any party upon ninety (90) days after
written notification to the other Party.
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For th 2 For the Maryland Anti-or the Department of Homeland Security: pa
Executive Committee

{fr “Harvey E. Eisenberg 1
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MEMORANDUM OF UNDERSTANDING
WESTERN MARYLAND INFORMATION CENTER

THIS MEMORANDUM OF UNDERSTANDING (MOU) is made and entered into this 2% day of2018byand between the Maryland State Police, Maryland Coordination and Analysis Center,
Frederick Police Department, Frederick County Sheriff's Office, Washington County Sheriff's Office,Hagerstown Police Department, Algheny County Sheriffs Office, Cumberland Polce Departmen, andProvost Marsha Ofc, Fort Detic, hereinafter identified 35participating agencies.

Whereas, the participating agencies intly agree to abideby th terms and provisions of thisMoU;

Whereas, nothing within this MOU shall be construed to iit or impede curent or existingMemorandums of Understanding or Mutual Ald Agreements between participating agencies

Whereas, the participating agencies desire to formalize th rights, duties, and relationships
required tocreate and operate a regional information center hereinafter referred o as the
‘Western Maryland Information Center (WMIC);

Whereas, itis the intent of th participating agenciestoachieve maximum inter-agency
cooperation collaboration, an coordination necessaryto develop and diseminate informationand ntligence vital o crime fighting efforts within the Western Maryland region;

Whereas, th Frederick Police Department wil provide access controled ofc space for use byWMIC operations and personnel and

Whereas, pursuantto a separate Reimbursement Agreement between the Maryland State
Police Grants Management ection and The City of Frederick, the Frederick Plie Departmentwil purchase equipment and suppies for the WIC

1. mission
The missionofthe WIC is to colic, evaluate, collate, analyze, and disseminate information onindividuals and groups suspected of being nvaved in gang and other legal activity identified 25
a priority to the WMIC. The WMIC will strive to be the repositoryforthe collection anddissemination of information between oc sate and federal law forcement agencies naneffort to be proactive in niiating criminal investigations.



2. ORGANIZATIONAL STRUCTURE

A. Advisory Board
a. The WMIC Advisory Board, comprised of the Chief Executiveortheir designee of

each participating agency, will guide and establish the strategic direction of the
WMIC. The WMIC Advisory Board will assure the WMIC is provided with the
necessary equipment, training, and administrative support required to fulfill the
WMIC's mission.

b. The WMIC Advisory Board will meet semi-annually to establish operational,
‘administrative, training, and fiscal objectives forthesubsequent fiscal year.

B. Supervision
a. A supervisor assigned by the Maryland State Police will provide daily supervision of

WMIC operations, personnel, and specific requests for support and will be.
designated as the WMIC Supervisor. Responsibilitiesofthe WMIC supervisor
include, but are not limited to:

i. Direct first line supervisionofWMIC personnel to include performance
appraisals.

ii. Manage internal investigation procedures of allegations of misconduct of
WMIC personnel.

fii. Collection, analysis, and dissemination of information and intelligence
specificto the Western Maryland region.

Iv. Collection, analysis, and dissemination of information and intelligence
obtained from both State and Federal resources as appropriate.

Vv. Ensure all investigative and intelligence related activities and products
conform to both State and Federallaws and requirements.

Vi. Primary liaison and coordinator with other State of Maryland, other State,
and Federal Fusion Centers.

vil. Upon request, participate in command post operations during large scale
events within the Western Maryland region.

will. Prioritize specific investigative and analytical assistance provided to
participating agencies.

ix. Prepare and submit annual budget specific to WMIC operations to the
Frederick Police Department.

X.. Prepare and submit procurement requests to the Frederick Police
Department.

C. Participation
a. All participants acknowledge that the WMICis a joint operation in which all agencies
actas partners in the operationof the WMICforthe purposes of combining.
investigative and analytical resources. The direction and focusof WMIC operations.
will be determined by the Advisory Board, who will meet collectively to establish
policy and provide oversight.

b. Participating agencies will assign personnel either full-time or part-time, depending
on their agency's staffing levels. Part-time personnel assigned to the WMIC shall
‘worka minimumofeight hours per week in the WMIC. The minimum number of
hours spent in the WMIC may be accumulative between two or more persons from
the same agency.



To facilitate WMIC communications, each participating agency wl identify one
individual from their agency to serve asthe liaison officer for WMIC operations.

©. Training
a. Participating agencies agree that personnel assigned as laison's to the WMIC may

be required to attend training associated with civil rights protections and other
analytical and/or inteligence related courses or conferences and/or other training
the Advisory Board deems appropriate for WMIC operations. Each participating
agency maintains the final approval for their personnel regarding training.
attendance.

b.. The WMIC agrees, pending funding availabity and to the extent budgeted funding
allows, to provide funding associated with registration for the above noted training.

€. Iti the responsibilityofthe participating agency to fund the costoftrave), lodging,
per diem, and other associated costs to include payment of salaries and overtime
expensesofthir individual employees.

d. Training recommendations by the Advisory Board shall be advisory in nature.
i. It should be noted that requests to fund training will be prioritized based on

the participating agency's level of participation, information/intelligence
sharing, and support offered to WMIC operations.

E. Administration
a. WMIC Operational and Adminitrative Supervision

1. The WMIC Supervisor will establish priority of operations in conjunction
with the MCAC liaison.

ii. The WMIC Supervisor will ensure a standardized process to facilitate:
collection, retention, and dissemination of intelligence information.

Ti. The WMIC Supervisor will ensure all investigative operations and
inteligence collection conform to tate and Federal statutory requirements.

b. Participating agencies agree that all WMIC funding expenditures wil be in
accordance with The City of Frederick Purchasing Rules and Regulations.

I. All requestsforfunding must be approved through the Frederick Police
Department command member assigned to provide operational and
administrative asistance to the WMIC.

F.. Funding/Procurement
a. Each participating agency s responsible for all liabilities, insurance, worker

compensation claims, and personnel costs associated with personnel assigned as
liaison to the WMIC.

b.. Participating agencies wil submit requests directly to the WMIC Supervisor when
requesting WMIC assistance with the purchase of equipment or training. If
approved, theWMIC Supervisor will forward the request to the appropriate
Frederick Police Department command member assigned to provide operational
‘and administrative assistance to the WMIC.

i. It should be noted that requeststo fund operational expenses will be:
prioritized based on the participating agency's levelof participation,
information/inteligence sharing, and support offered to WMIC operations.



The Maryland State Police will reimburse the City of Frederick for all WMIC
equipment purchases and/or training expenditures submitted through the Frederick
Police Department.

d. Invoices received from WMIC purchases will be submitted to the Frederick Police
Department Fiscal Affairs Manager. The Department’ Fiscal Affairs Manager will
coordinate reimbursement of the cost of tems associated with WMIC purchases
through the Maryland StatePolice Grant's Management Section.

G. Liability
a. Each participating agency will be responsible for any negligent or wrongful acts or

‘omission of their respective employees assigned to the WMIC
b.._ Each participating agency indemnifies and holds harmless the WMIC and all other

participating agencies, to the extent permittedby State law,forany claims or costs
arising from participation in the WMIC.

H. Media
Participating agencies retain ownershipof any and allintellectualproperty and related
information provided to the WMIC. Iti the responsibilty of the participating agency to follow
their individual agency and State of Maryland statutes regarding dissemination of public
information. The WIC will not release any information or provide media releases.

3. DURATION
‘This MOU will remain in effect for one year and automatically renew for four successive one
year periods. A participating agency may withdraw from this MOU at any time by providing the
remaining participating agencies a written notice within thirty days of its intent to withdraw.
Upon withdrawal, all WMIC supplied equipment must be returned to the WMIC supervisor.

4. MODIFICATIONS
The terms of the MOU may be modified only by a formal written amendment signed by all
parties.

5. PRIVACY AND CONSTITUTIONAL PROTECTIONS
Participating agencies and assigned personnel agree to comply with al applicable laws and
regulations protecting individual and organizations’ privacy rights, civil rights, and civil liberties.
in the use, analysis, retention, destruction,sharing and disclosure of personal information
received and storedwithin the WMIC.

In WITNESS WHEREOF, the parties have hereunto set their hand and seal asofthe date
set forth above.

Colonel William Pallozzi Director David A. Engel
Maryland State Police Maryland Coordination and Analysis Center
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COOPERATION AND RETENTION AGREEMENT
BETWEEN —

4 nnagelis _PoLics DE 04RTMIT
AND

THE ANTL-TERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the importance ofthe mission ofthe Maryland Coordination and Analysis Center (MCC).
and
(CONSIDERING thatthe MCAC'S personnel consistof representatives from ATAC member agencies becauseof the
commonvaluesandcommitment tha thy share, and

"RECOGNIZING the need to guarantee that the MCAC has sufficient personnel to accomplish thei mission and respond
to emergency situations. and
UNDERSTANDING the established partnership and cooperation amang member agenciesin thi effort will strengthen
the relations between the agencies. and

UNDERSTANDING that the assignmentofpersonnel fo the MCAC is voluntary but involves a sigificant commitment
on the partof many agencies. to include resources expended to oblain secur clearances, to conduet training, and
perform other administrative requirement. i

TheATAC forthe District of Maryland and, Hoses fice Drgirvave agreed tha:
1) Personnel assigned o the MCAC shall be assigned to the MCAC for a minimum of 13 months, beginning

from the date the assigned individual is issued an interim security clearance or when the individual begins
heir assignment in the MCAC, whicheverdae isthe latest.

2) Member agencics agree to minimize non-MCAC requirements ofthe assigned personnel fo th duration of
the individual's assignment. All detailed personnel are assigned to the MCAC and serve under the
operational control ofthe MCAC leadership. Administrative control remains with the member agency
‘Consequently. MCAC leadership shall be nsifed by member agenciesofmandatory operational and
administrative requirements for the individual as for in advanceas practical

3) MCAC leadership shal provide feedback on asigned persomnel's performance at th directionof the member.
agency. This feedback shall bekept confidential.

4) The member ageney shall naif the MCAC Director in wing oftheir inten to reassign personnel to/from
the MCAC as soon a practical, with th goalbeingat least 90 days prior to the reassignment. It is
undersood that operation and personne ssues may aris that dice the time in hich noifcation to
MCAC may be given. bu the member agency should avoid sudden personnel movement hat could adversely
impact heoperation ofthe MCAC. This nication requirement will enable the MCAC leadership 0 plan
accordingly and begin the required security clearance paperwork fo replacement personnel.

5) Unless otherwise agreed o by th Federal Bureauof Investigation (th agency that granted the security
clearance). upon reassignmentofpersonnel. MCAC personnel’ security clearance will be placed in abeyance
and theiaccessto classified national security information shill be terminated. Also. in accordance with
ouine procedures. individual shallbedebrifed prior to thei departure rom the MCAC.

4)A Ht <-
/, 2 of aw SL€ado,

Fiember Agefey CE HARVEY E CISENBERG
Assistant U.S. Atiomey
'ATAC Coordinator for the Executive Committee
District ofMaryland



COOPERATION AND RETENTION AGRENMf,NT
BETWEEN

AND
THE ANTI-TERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the importance of the mission of the Maryland Coordination and Analysis Center (MCAC),
and

CONSIDERINC that the MCAC's personnel consist of representatives frorn ATAC member agencies because of the
common values and commitment that they slrare, ancl

RECOCNIZING the need to guarantee that the MCAC has sufficient personnel to accomplish their mission and respond
to emcrgency situations, and

LNDERSTANDING the established partnership and cooperation among member agencies in this effort will strengthen
the relations between the agencies, and

LTNDERSTANDING that the assignment of personnel to the MCAC is voluntary but involves a significant commitment
on the part ofmany agencies, to include resources expended to obtain security clearances, to conduct training, and
perform other administrative requi rements,

The ATAC for the District of Maryland and have agreed that:
(membrr agcncy)

l) Personnel assigned to the MCAC shall be assigned to the MCAC for a minimum of l8 months, beginning
from the date the assigned individual is issued an interim security clearance or when the individual begins
their assignment in the MCAC, whichever date is the latest.

2) Member agencies agree to rninimize non-MCAC requirements of the assigned personnel for the duration of
the individual's assignment. All detailed personnel are assigned to the MCAC and serve under the
operational control of the MCAC leadership. Administrative control remains with the member agency.
Consequently, MCAC leadership shall be notified by member agencies of mandatory operational and
administrative requirements fbr the individual as far in advance as practical.

3) MCAC leadership shall provide feedback on assigned personnel's performance at the direction of the member
agency. This feedbaek shall be kept confidential.

4) The member agency shall notify the MCAC Director in writing of their intent to reassign personnel to/from
the MCAC as soon as practical, with the goal being at least 90 days prior to the reassignmenl It is
understood that operational and personnel issues may arise that reduce the time in which notification to
MCAC may be given, but the menrber agency should avoid sudden personnel movement that could adversely
impact the operation of the MCAC. This notification requirement will enable the MCAC leadership to plan
accordingly and begin the required security clearance paperwork for replacement personnel.

5) Unless otherwise agreed to by the Federal Bureau of lnvestigation (the agency that granted the security
clearance), upon reassignment of personnel, MCAC personnel's security clearance will be placed in abeyance
and their ional security inforn,ation shall be terminated. Also, in accordance with
routine shall be debriefed prior to their departure from the MCAC.

ber Agency

ATAC Coordinator for the Executive Committee
District of Maryland

FTARVEY E. ETSENBERG
Assislant U.S. Attorney

MCAC Form | 1nA07

AACO PD

Anne Arundel County Police Department
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COOPERATION AND RETENTION AGREEMENT
BETWEEN ,

HowaldCounTyPori¢s WsPARTMENT
AND

THE ANTLTERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the importance of the mission ofthe Maryland Coordination and AnalysisCenter (MCAC).
nd
CONSIDERING that the MAC personnel consist ofrepresentatives rom ATAC member agencles because ofthe
common values and commen: ht they share, and
RECOGNIZING the need to guaranice thattheMCAC has sufcent personel 0 accomplish hei mision and respond
10 emergency stations. and
UNDERSTANDING the tablished partnership snd cooperation among member agencies in his effort il strngihenhe relations between the agencies. and
UNDERSTANDING that the assignmentofpersonnel the MCAC is voluntary but involves asignificant commitmenton the pat of many agencies. o fnelude resources expended to bain security clearances, 0 conduct aiing, andpero oeradiisrive requirements.
“The ATAC for the District of Maryland and ALD &, have agreed that:LunesGory1) Persomel signed 1 the MCAC hall be signed the MCAC fora mifmum of 1S months, beginingframthe date the ssigned individual is issued an interim security clearance or when the individual beginshele assignment in the MCAC, whichever dae i he ltt.

2) Member agencies are to minimizs non MCAC requirements ofthe assigned personnel forthe duration ofthe individuals assignment. All detlled personnel are ssigned 0 the MCAC and sve unde theopersional control ofthe MCAC leadership. Adninisraive control remains with the member genes.Consequenly. MCAC leadership shall benoid by member agenciesofmandaory operatond) andadminsrive requirements for the individual for in advancea pracical.
31 MCAC leadarship shall provid feedback on signed personnels performance a the dietion ofthe memberagency. This feedback shall bekoptconfidential.
41 Thememberagency shall noiify the MCAC Director in writingoftel ntnt 1 essign personnel t/fomhe MCAC us soon as prasiical, withthe gol being est 90 days pio0 th reassignment 1 1derstood that operational and personnel issues may se that reduc the (in In whieh noificaton toMCAC maybe given. but hemember agency should avold den personnel movement that could adverselyimpact th operation ofthe MCAC. This nofficdon eqirement will enable the MCAC loaders 10 planaccordingly and begin he required security clearance paperwork: for replacement personnel.
5) Unless aterwise aged 1 bythe Federal Bureau of Investigation (lhe agency tha granied the surly

clearance) upon rassgament ofpersonel, MCAC personnes surly clearance wil be placed in abeyanceadthei acces o classified ational securlty information shll be terminated. Also. in accordance withroutine procedures. individuals shal be debe prio0 tei depart fom hs MCAC.

- 1 nS Eienng Agency (EO HARVEY E. EISENBERG
Assistant US. Atomey
ATAC Coordinatorfo he Esecuive Comittee
Districtof Maryland



COOPERATION AND RETENTION AGREEMENT
BETWEEN
swTHE ANTLTERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the impair fhe miso ofthe Maryan Coordination and Anyi Ceer (MCA.
Jos
CONSIDERING th th MCAC'esol consis fersfom TAC member genie becuse fheCommon looan omens se and
RECOGNIZING he eed ogras ht heMCAChssuffi personne accomplishhei mission and spondemergeney sinatons4
UNDERSTANDING he csblshd prvi and cooerion smn member gence in his for il sungihnIelnbtnespns. ot
UNDERSTANDING a te assignment f personnel othe MCAC s volumary but nls signs commimentnto pt ofmans ane1 uderess expanded to Goa Secor) cman. ts condo wang sndarvimream
The ATAC forthe Distt of Mylan nd_ espera, Gute [——ali11 Peromnel signed othe MCAC shall bo aoe he MAC for minimum of 18 mons, beginingTom hdte argh don 5sonriSconces owh he didnt psiigen MCAC, whichever dts he

2) Member agence geeo minisnon MCAC rsetfhe assigned personnel for the durin ofhe vidosment. AN Ged persone we signe foe MERC wd soe andesprniont omit oh MCAC cadentip. dminsve cote eis ih oe mms sors.Crotty MAC cashiliymember agrio mandi, opemontondiment: eames or he dota sence ps
31 CAC endrtip shall provid dos on signed personnel’ pefomance a he eto fhe memberJofet
4 The member gency shall iy the MCAC Divo in win ofthe en 1 ssig personnel fiomhe MERC soos rachel ihe gol beng et 00 Joys pir heease nsnon op aasoes ave ope hhRR10ARCA mo Gen bthmer sin hod avd ude Persp even ht cul clec apron oe MCAC. Ti scanrere on nal th MCAC leer1 pionisobai oerd citylaspaper fot epsonesos
5) Unlcss tersesdob the Feder! Breafeinhe genehghe secur
anc apo asomenofpasoMCAC perennecutsnc vill be placed in eyes
‘and their access to classified national security information shall be terminated. Also. in accordance withahmSots ot oeLRor 1 dpa om av MERC,

: Ae §Eton,
Non er es (ATVEYE ENBERSNessa U5. AtenasTAC Coorinto for he Excuive ComiteDistt vapid



COOPERATION AND RETENTION AGREEMENTBerwin
L/hYa SITE [rrlsroTHE ANTLTERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the pornfhe misionfhendCorinna Anyi Cnr (CAC).Joh
CONSIDERING tla he MCAC'seso consisofepesentives fom ATAC membres bess fheComamdcmt to ran
RECOGNIZING he ee to grace ht the MCACafine personnel 0sclheisin nd espnmanesmiom ang
UNDERSTANDING thecleparti and prion among beagencies fis for wlsentennasra
CNDERSTANDING hate assignment of personnel he MCAC i slur but involves signs commiebeaays1 adeopedootoeee ntam ——r—
Te ATAC rte Dror tmnt on £12 S275 rs vvssoi11 Pesan signed he MCAC ll besoe othe MCAC fr minima of 15 mnths, iinrn hte ghdi5dniety canna wh vnseaneeeanACC:wheor

2 Memberges agree to minimizenenMCAC rinate ssigned pers or oe rionheGassome, Addpeeapne deEtorator somoiv MCAC beg rassoot eis hsmm nsvtyMERC ateslo dymcs sisteome 2572oeenntoon enreso
35 MCACeats provide edack on signedpsaeformancsathedition he menberi toa
4 Thmembersone ll ity he MCAC Divi iinfhemen toes personel omACVRCAC am recente go it on Hosprhe ennero tt apratel nd prem vs eyet me an0SERGE mmraeshose sthpeters eslnets opie o oe MEAG, TEmioepochco he ERCFgiy bein rsdstycanespo orecmpot
5 Unsfers ages to by te Fda Brea veganhegy tt grated hc secu

clearance). upon reassignment ofpersonnel. MCAC personnels security clearance will be placed in abeyanceteetstoceotety, formato sh eh, A.noonieere oeooeenhdennma
Aan§Eton

Fert henCE ARSE PE
Assistant U.S. Attorney
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BETWEEN,
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‘THE ANTI-TERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the importance ofthe mission ofhe eryland Coordination and AnalysisCentr (CAC.
and
CONSIDERING tha the MCAC personel consistoferesntivs frum TAC member agencies because ofhe
Cor aie nore: fe hey head
RECOGNIZING the need 1 garni tht the MCAC ha uffen personne 1 accomplish he mision and respond
Eestationa

UNDERSTANDING the salished partnership and cooperation among member agencies ntifo will enginUh relaon benwcen he gence. and
UNDERSTANDING ts he signment of personel othe MCAC is vary but nvlves significant commenonhe prof many agencies. to hae Fesexpended aGnsecur Saracen 1s condot ring, anderr other sammieemer
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5) MCAC leadershipshallpride Fedbackansigned personne’s perfomancetthe direction of the merberagency. Tis hecback sal be kept confine
49 Thememberagency shal nity the MCACDivcorin ling of thei tent ressgn personne ffm(he MCAC i Soaa pratt, wih the gal bent et3 dysro tothe reson 1ndesiood  apertonl and pesomel es may a hk rhe the me 1 hh nian 0
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COOPERATION AND RETENTION AGREEMENT
BETWEEN

THE MARYLAND NATURAL RESOURCES POLICE (NRP)
AND

THE ANTI-TERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the importance of the mission of the Maryland Coordination and
Analysis Center (MCAC):

WHEREFORE. NRP and MCAC. (he parties”) understand that the MCAC”s personnel consist
of representatives from ATAC member agencies because of the common values and commitment
that they share; and

WHEREFORE. the parties understand the need to guarantee that the MCAC has sufficient
personnel to accomplish their mission and respond to emergency situations: and

WHEREFORE, the parties understand that the established partnership and cooperation among
member agencies in this effort will strengthen the relations between the agencies: and

WHEREFORE. the parties agree in consideration & the assignment of personnel to the MCAC is
voluntary but involves a significant commitment on the part of many agencies. to include
resources expended to obtain security clearances, to conduct training, and perform other
administrative requirements,

l’he Anti-Terrorism Advisory Counsel (ATAC) for the District ofMaryland and the Maryland
Natural Resources Police has agreed that:

I) Personnel assigned to the MCAC shall be assigned to the MCAC for a minimum of 18
months, beginning from the date the assigned individual is issued an interim security
clearance or when the individual begins their assignment in the MCAC’. whichever date is
the latest.

2) A NRP officer assigned to MCAC is still an employee of the Department of Natural
Resources/NRP for all purposes including but not limited to pay. leave, and workers
compensation.

3) Member agencies agree to minimize non-MCAC requirements of the assigned personnel
for the duration of the individual’s assignment. All detailed personnel are assigned to the
MCAC and serve under the operational control of the MCAC leadership. Administrative
control remains with the member agency. Consequently. MCAC leadership shall be
notified by member agencies of mandatory operational and administrativç requirements.
(such as mbndatory in-service training) for the individual as far in advance as practical.

4) MCAC leadership shall provide feedback on assigned personnel’s performance at the
direction of the member agency. This feedback shall be kept confidential.

I



5 The member agency shall notify the MCAC’ Director in writing of their intent to reassign
personnel lo’lrom the MCAC as soon as practical. with the goal being at least O das
prior to the reassignment. It is understood that operational and personnel issues my arise
that reduce the time in which notification to MCAC’ may he given. but the member
agency should avoid sudden personnel movement that could adversely’ impact the
operation of the MC’AC. This notification requirement will enable the MCAC’ leadership
to plan accordingly and begin the required security clearance paperwork [or replacement
personnel.

() Unless otherwise a.treed upon by both the MCAC leadership and the Superintendent ot’
the Maryland Natural Resources Police or his designee, the personnel from the NRP will
not he placed in a supervisory role or given supervisory’ duties while fulflling the 1 8
month assignment while working at MCAC.

7) Unless otherwise agreed to by the Federal Bureau of Investigation (the agency that
granted the security clearance, upon reassignment of personnel. MCAC personnel’s
security clearance will be placed in abeyance and their access to classi fled national
security inlbrmation shall he terminated. Also, in accordance with routine procedures. all
individuals shall be debriefed prior to their departure from the MCAC.

, 2--—-

(‘olonel CIeorg F. Ju.hiSson. IV
Superintendent
Maryland Natural Resources Police

C---

. “ 1
1-larvey F. Eisenherg
Assistant U.S. Attorney
ATAC’ Coordinator for the Executive Committee
District of Maryland

c((

Date

Date



COOPERATION AND RETENTION AGREEMENT
BETWEEN

—aw
THEANTLTERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF the imporianc ofthe missionof the Maryland Coordination and Analysis Center (MCAC).
and
(CONSIDERING that he MCAC's personnel consist ofrepresentatives from ATAC member agencies becauseof the
commonvaluesandcommitment that they shar. and
RECOGNIZING the necd to guaran tht theMCAChassufficient personnel 0 accomplish their mission and respond
10 emergency situaions. and
UNDERSTANDING the established partnership and cooperation among member agencies in this effort wil seengthen
ihe relations beeen th agencies. and
UNDERSTANDING thatthe assignment ofpersonne 0 the MCAC is voluntary but involves a sigificant commitmenton the partof many agencies. include resources expended to obtain secur clearances, 0 conduct training, and
perform aher administrative requirments.

Prince Geos GaryThe ATAC forthe Disirictof Maryland and _ G3itce__ GepaiemmertT|_have agreed that:ir
1) Personnel assigned othe MCAC shall be assigned10 the MCAC fora minimum of 15 months, begining

fromth dat the assigned individual is issued a interim security clearance or when he individual begins
hei assignment inthe MCAC,whichever dat s the tes.

2) Member agencies agree o minimize non-MCAC requirements ofthe assigned personnel fo the duraion of
the individuals assignment. All detailed personnel are assigned to the MCACandserve under the
operational control ofthe MCAC leadership. Administrative contol remains with the member agency.
Consequently. MCAC leadership shall be noifed by member agencies of mandatory operational andadminisiative requirements for the individual as ar inadvanceos pac

3) MCAC leadership shall provide feedback on assigned persomels perfomance t th diecionof the member
agency. This feedback shal be kept confidential.

4) The member agency shall notify the MCAC Director in writingofthir inten o reassign personnel ofrom
he MCAC us soon as practical, with the goal beinga leat 9 days prior to th reassignment. Its
undersiood at operailonal and personnel sues may ais tha reduc th time in which nication to
'MCAC may be given. ut the member agency should avoid sudden personnel movement that could adversely
impact the persion of the MCAC. This niification requirement will enable the MCAC leadership 0 plan
accordingly and begin (he required security clearance paperwork or replacement personnel.

3) Unless otherwise agreed 0 by the Federal Burcau of Investigation (he agency that granted the security
clearance). upon reassignmentofpersonnel. MCAC personnel’s security clearance will be placed in abeyance
and her accesto classified ational secuiy information shall be tenminated. Also. i accordance with
Towing procedures al individuals shalbedebrifed priorto their departure from the MCAC.

Nlember Agency CEO HARVEYE EISENBERG
Assistant U.S. Atiomney
ATAC Coordinator for he Esesuive Commitee
Diswict of Maryland



COOPERATION AND RETENTION AGREEMENT
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THE ANTI-TERRORISM ADVISORY COUNCIL (ATAC) FOR MARYLAND

IN CONSIDERATION OF he imporianc ofthe misonohe Mryland Coordination and alysis Center (CAC).
nd
CONSIDFRING ta the MCAC's personnel consist ofepreseativs from ATAC member agencies eesfheComma alu nd commie th hx sar. nd
RECOGNIZING th need to grate atthe MCAC has suffient personne 0 acomplsh thee mission and respondTo emargees sons. 3nd
UNDERSTANDING th sabfhed patnrshipand cooperation amen member agencies in his efor will sengheni emions berween he gence. and
UNDERSTANDING thatthe assignmentofpersonne the MCA is voluntary but inves significant commiimentom he part ofmany agencies clude res expended o Ghan secur larances, to condct ring, and
orovermr
“The ATAC for the District of Marylandand_[)SC6Sect Balbimee. have agreed thataC1) Personnel assigned 1he MCAC shall be sgn he MCACfor a minimum of 18months, binning

from thath signed individual sud a miro secur lerance of when the nividus beginsisigan nh MAC, whichever date he ie
2) Member agencies gretominimize non MCAC resumen ofthe signed personnel forthe duration ofhe india asgmment. All dele personel re and 1 the MCAC and see under he

apraiond contol ofhe CAC leaders. Adminis conval eins ith th member Shey.omqunty MCAC coder shall b niedby meragi ofmanhiors prations ndaminSRIG queen for he india fnoars 35 praca
3) MCAC leaders sll provid eedack on assigned personnels performance a he direction ofthe memberagency. This sghack sll bs ket comer
4) The member agen shal nity the MCAC Director in wingofheir nent 0 resign personnel fom0 CAC a Soon1 practical with he goal bint et 9oy pro 10 he reassignment 1s

Understood tht apeaonl and personel ses may re has edu he me n heh tein toMCAC may be gen. but he member suey should aid Sade personnel movement tht cou adversely
impact he operation fhe MCAC. This nofcaion requirement will enable th MCAC exo 10 pian
acting eg he quieeu lanes payee for eoeemem pronrel

5) Unlessrvssgred 10b the Federal Burauof vestigation (he agen hat grate he securcrance). upon essignment of prone, MCACpersonnelssecurity ctancs oil bo placed mayance
nd ht secs cased maton sooty formation shall tmnt Ais, nooo witouting procedures. ll vidalSh bedele ro 1 hel departure. from he MCAC.
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HARK RO WALLEY Assistant US. AtomeyCOMMANDER ATAC Coordinator fo the Esscutve Comite
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2401 HAWKINS POINT ROAD

rcrun BALTIMORE, MD 21226



Cooperative Education, Internship, and Research Programs
Employer Agreement

The Shiver Center's Cooperative Education, Internship, and Research Programs are based upon three-waycollaboration among the university, the student, and the cmployer. As an employer, we ask that you work with5 0 provide each student with a quality work experience by adhering to the following requirements
Principles
“The employer will:
+ Ensure a high quality work experience hat s relted to the students academic interest, enhances hisherclassroom theory, an i a creditworthy experience (as approved by The Shriver Cente prior {0 placement)+ Enswe and support student cnrolimeat in The Shriver Ceater Practicum, which provides universityrecogaition of the placement with a transcript notation, liaks the placement to upper-level cred, andensures that th student bas en educational expericace+ Select candidates referred by UMBC without regard to race, color, sex, religion, national orginal, lawfulpolitical afilaton, physical handicap, marital satu, or age.
Training and Supervision
“The employer will
+ Provide th student withan orientation 0 organizational policies,procedures,and utilizationof resources, aswell as position specific trainingAssign a supervisor with whom the student will work closely. This person will serve as primary pofat ofcontact fo the student andThe ShriverCenter Coordinator.+ Provide a positive supervisory experience that encourages the academic, profesional, and personal growthofthe student. Ensure that no more than 25%ofthe student's duties are ‘spent on administrative tasks.+ Provide consistent and appropriate feedback: through informal and formal evaluations such gs the mid-placement review and end of the semester review to the student throughout the placement. A copy of theevaluation should be retumed to The Shriver Center
Collaboration with Shriver Center Coordinators and Students‘The employer will:

Providea descriptionofthe co-op/intershipiresearch position, company literature, and employer agreement10 The Shriver Center so that students can research opportunities and adequately prepare for interviews.# Notify The Shriver Cente in writing when intershiplcooperaive cducationfescarch offers are extended tostudents.
# Work collaboratively with the student and his/her Shriver Center Coordinator to determine a workischoolschedule tht uit he needs ofthe employer an the academic requirements ofhe student.# Work in conjunction with the student's Shiver Center Coordinator throughout the student's placement.Please inform coordinators of any changes to work schedules, hiring needs, questions, or other matters haimay arise.
& Nalify The Shriver Center Coordinator prior to any adverse personnel actions.+ Support the student in completing hisher degree program while refraining from offers of employmentoutside of the construct of cooperative education/intership programs prior to the completion of hisherdegree.
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Collaboration with Shiver Center Coolnators and Students (ont)
“ Compensate studentsin a manner consistent with company/organization policy.Allow at easton sitevist by Th Shiver Cote Compaen
UMBC Shriver Center CommitmentThe Shriver Cones wil:
“ Designate a Coordinator to work with the Employer/Sponsor.
“Inform eligible studentsofco-op/intemship/researchopportunities. Rele qualified candice without regard1 Tce, soln, sx, sign, nation origins, wf pola

affiliation, physical handicap, marital status, or age.
“Assist in the establishment and maintenanceofcreditworthy experiences, arrangement of interviews, ec.+ Provideth Employer Sponsor ith elvan information regard th canines, ts seadomis roms,and sny changes in sate.

“This agreement made by and between The Shiver Center a the Universityof Maryland, Balimors County and
N .acynrd Coordination gad faalysis Contec Concapplies in waters concerning, placement of UMBC Cooperative Edueaton/rms Reseams ed‘Employer/Sponsor.

The contacting representativeofcach party warns hat beo sh has full power and authority to bind bis orher organization to cach and very provision of is agreement.
“This agreement shall be governed by and consirue under th laws of the State of Maryland.
In witness whereof the authorized representatives of he pares have executed this agreement o the datesindicated blow:

"THE UNIVERSITY OF MARYLAND,EMPLOYER M C# & BALTIMORE COUNTYN THE SHRIVER CENTERLocation BaTinnce, ni
By Kec duell-SlakeBy_Davin Gnped rin Name)Dendy ,

wn Abi,
- Signature.=

mite hss) Divelo Rerston PeckTitle Dice kot

beeNg)Date_b|1)201>~ 12
Phone _(410) 455.2493Phone “142 434 BOO

The Shiver Cetr FitFosPlc oly 100 ill Cle + BionMD21250ie mbesiy+ 0



1. Intending to be legally bound, I, , hereby accept the obligation 
contained in this Agreement in consideration of my being granted access to “sensitive criminal or homeland security
information.” The terms, sensitive criminal or homeland security information” includes:

a. Law Enforcement Sensitive (LES) – information that could adversely affect on-going investigations, create safety
hazards for officers, divulge sources of information, and/or compromise their identities.

b. For Official Use Only (FOUO) or Sensitive but Unclassified (SBU) – information which warrants a degree of protection
and administrative control that meets the criteria for exemption from public disclosure under the Freedom of Information
Act (FOIA).

2. I agree to keep confidential all "sensitive criminal and homeland security information" provided by the Maryland Coordination
and Analysis Center (MCAC) and to protect its confidentiality. As a recipient of information generated by the MCAC, I will
restrict access internally and externally only to others with a right and a need to know. "Sensitive criminal or homeland security
information" disseminated by the MCAC shall not be further disseminated in any other manner without the written permission
of the MCAC.

3. I understand that the unauthorized disclosure of "sensitive criminal or homeland security information" by me could cause
damage or irreparable injury to future or ongoing investigations and operations. I understand that I am obligated to comply with
the MCAC standard operating procedures (made available upon request) regarding the authorized disclosure of "sensitive
criminal or homeland security information."

4. I hereby assign to the United States Government all royalties, remunerations, and emoluments that have resulted, will result or
may result from any disclosure, publication, or revelation of "sensitive criminal or homeland security information" not consistent
with the terms of this Agreement.

5. I understand the United States Government and/or the MCAC and/or any agencies that have supplied information or
documents to the MCAC may seek any remedy available to them to enforce this Agreement. Actions may include; pursuing
criminal penalties; terminating access to MCAC information, and/or the application of a court order prohibiting disclosure of
"sensitive criminal or homeland security information" in breach of this Agreement. I hereby waive any and all rights that I, or
my agency, may have to object to the issuance of any such order.

6. I understand that all "sensitive criminal or homeland security information" to which I have access or may obtain access by
signing this Agreement is now and will remain the property of, or under the control of the United States Government, and/or
the MCAC and/or originating agencies unless and until otherwise determined by an authorized official or final ruling of a court
of law.

7. I hereby acknowledge that I have read this Agreement in full concerning the nature and protection of "sensitive criminal and
homeland security information." This signed Agreement shall be kept on file with the MCAC until no longer required.

Date: First Name: Last Name:

Job Title:  Clearance:

Email Address: Work Phone: Mobile Phone:

Agency Name: Agency County:  Agency Website:

Address:  City:  State: Zip Code:

Sector: Jurisdiction: Signature:

Supervisor Full Name: Phone:  Email:

Supervisor concurs on behalf of my agency to all items described.

MCAC   
INFORMATION NON-DISCLOSURE AGREEMENT
1-800-492-TIPS (8477)     410-281-2495 (Fax) Updated February 2019

MARYLAND COORDINATION AND ANALYSIS CENTER

Select one

Select one Select one
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