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Overview

On October 17, 2019, Tom GREEN,Chief Human Capital Officer within the Federal
‘Communications Commission (FCC) Office of Managing Director, contacted the FCC Office of

Inspector General (OIG) to report allegations that]
is using his FCC-issued

‘computer on the FCC network to access and view websites containing pornography. On October
1%, 2015,EEE <<:\Sc.Operations Team (NSOC), provided activity logs associatedwithJR's FCC-issued
computer that appeared to show[RSs FCC-issved computer accessing websites
containing pornography. Based on the allegations, OIG initiated an investigation of[NNN
Specifically, OIG investigated allegationsthet[EN used an FCC-issued computer on the
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Investigation

To investigate this matter, OIG performed the following steps:

1. Obtained and reviewed FCC Computer System User Rules of Behavior forms signed by
 o-EEE--ENEMY  Obincd and reviewed Cyber

seiAvan: runing CSA)crcsvctoSNEonSND
J. Users are required to acknowledge and agree to FCC Rules of Behaviorto
complete CSAT training and receive a certificate indicating the completion of training.

2. Obtained and reviewed FCC headquarters cardkey access records for(NN

3. Obtained and performed a forensic examinationofQUERY FCC-issued computer.
ARERRcs 2 Virtual Desktop Infrastructure (VDI) Virtual Machine (VM).

4. Obtained and performed a forensic examinationof[JsOutlook mailbox

[CC
5. Obtained and performed a forensic examinationof[QsOffice 365 archived e-

mail.

6. Obtained and performeda forensic examinationof J s network share (N:\
drive).

7. Obtained and performed forensic examinationsofmemory extracted by NSOC staff from
MERRYs FCC-issued computer (VDI Virtual Machine) on November 5, 2019,
November 7, 2019, November 15, 2019, November 18, 2019,and November 19, 2018.

8. Obtained and reviewed pagefile.sys files (virtual memory) extracted by NSOCstafffrom
RIMMER]FCC-issued computer (VDI Virtual Machine) on November 12, 2019,
November 15, 2019, and November 18, 2019.

Conclusion

The forensic examinationofdigital evidence identified several artifacts indicating that
ARRsc his FCC-issued computer (VDI Virtual Machine) to access websites containing
pomographic material. For example, theOIG(ENSIMNRHNSRY investigetor identified two (2)
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unique google searches that return pornographic images. The google search “teen footworship
gifs” was identified six (6) times and the google search ‘(JIN wes identified three (3)
times. In addition, the OIG(EIENinvestigator was able o identify numerous
Uniform Resource Locators’ (or “URLS") for websites containing pornography from memory
extracted from s FCC-issued computer (VDI Virtual Machine). Further, the OIG

‘investigator identified a single partial image that carved from memory that
appears to be pornographic.

During the courseofour investigation, NSOC management expressed concern that [ID's
activity was continuing and that the activity was compromising network security since websites
containing pormography are often known to contain malicious codeor “malware” (.g., viruses,
spyware, ransomware, etc.). Asa result,[SNSIERHIE management met with [RRNAon
December 11,2019 and advised himofthe on-going investigation. FCC OIG was subsequently
advised by NSOCstaff that there was no reported inappropriate activityafter[SNES
meeting with [ENENINRRNRY cnogement

On , we received an email message from the| announcin
s retirement and farewell celebration scheduled for

Recommendations

Based on the announcementofIRretirement, we would recommend no further
investigation into this issue at this time.

© A Uniform Resource Locator (URL), collouially femedaweb address, is a reference 0. web resource that
specifies is location on acomputer networkand a meshanism for retrieving it.
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