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and whether prosecution would serve a substantial federal interest that could not be adequately
served by prosecution elsewhere or through non-criminal alternatives. See Justice Manual § 9-
27.220.

Section V of the report provides detailed explanations of the Office’s charging decisions,
which contain three main components.

First, the Office determined that Russia’s two principal interference operations in the 2016
U.S. presidential election—the social media campaign and the hacking-and-dumping operations—
violated U.S. criminal law. Many of the individuals and entities involved in the social media
campaign have been charged with participating in a conspiracy to defraud the United States by
undermining through deceptive acts the work of federal agencies charged with regulating foreign
influence in U.S. elections, as well as related counts of identity theft. See United States v. Internet
Research Agency, et al., No. 18-cr-32 (D.D.C.). Separately, Russian intelligence officers who
carried out the hacking into Democratic Party computers and the personal email accounts of
individuals affiliated with the Clinton Campaign conspired to violate, among other federal laws,
the federal computer-intrusion statute, and they have been so charged. See United States v.
Netyksho, et al., No. 18-cr-215 (D.D.C.). The evidence was not sufficient to charge that former
Trump Campaign member Roger Stone joined or participated in the hacking conspiracy. Applying
the Principles of Federal Prosecution, the Office also determined not to charge Donald Trump Jr.
with a misdemeanor computer-intrusion offense for accessing a third-party website using a
password sent to him by WikiLeaks.

Second, while the investigation identified numerous links between individuals with ties to
the Russian government and individuals associated with the Trump Campaign, the evidence was
not sufficient to support criminal charges. Among other things, the evidence was not sufficient to
charge any Campaign official as an unregistered agent of the Russian government or other Russian
principal. And our evidence about the June 9, 2016 meeting and WikiLeaks’s releases of hacked
materials was not sufficient to charge a criminal campaign-finance violation. Further, the evidence
was not sufficient to charge that any member of the Trump Campaign conspired with
representatives of the Russian government to interfere in the 2016 election.

Third, the investigation established that several individuals affiliated with the Trump
Campaign lied to the Office, and to Congress, about their interactions with Russian-affiliated
individuals and related matters. Those lies materially impaired the investigation of Russian
election interference. The Office charged some of those lies as violations of the federal false-
statements statute. Former National Security Advisor Michael Flynn pleaded guilty to lying about
his interactions with Russian Ambassador Kislyak during the transition period. George
Papadopoulos, a foreign policy advisor during the campaign period, pleaded guilty to lying to
investigators about, infer alia, the nature and timing of his interactions with Joseph Mifsud, the
professor who told Papadopoulos that the Russians had dirt on candidate Clinton in the form of
thousands of emails. Former Trump Organization attorney Michael Cohen pleaded guilty to
making false statements to Congress about the Trump Moscow project. Based on evidence of his
lies to Congress and efforts to influence witnesses in the various Russia investigations, a grand
jury charged Roger Stone with making false statements, obstruction of justice, and witness
tampering. And in February 2019, the U.S. District Court for the District of Columbia found that
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currently lacking. The absence of evidence as to knowledge, in short, would both hinder the
government’s ability to prove conspiracy liability and also potentially provide a First Amendment
defense. Therefore, the Office did not seek charges against WikiLeaks, Assange, or Stone for
participating in the computer-intrusion conspiracy alleged in Count One of the Netyksho
indictment.

2. Potential Section 1030 Violation By Donald Trump Jr.

The Office also considered whether Donald Trump Jr. intentionally accessed a protected
computer without authorization, in violation of 18 U.S.C. § 1030(a)(2)(C) & (¢)(2)(A) (providing
penalties for “[w]hoever . . . intentionally accesses a computer without authorization or exceeds
authorized access, and thereby obtains . . . information from any protected computer”). The
conduct at issue was Trump Jr.’s use of a password, supplied to him by WikiLeaks in a Twitter
direct message, to access the website “putintrump.org” in September 2016. See Volume I, Section
[II.D.1.e, supra.

The facts known to the Office likely sufficed to establish each element of a misdemeanor
violation of Section 1030(a)(2)(C). Trump Jr. received the password from WikiLeaks and then
wrote to others that “it worked” when he tried it; that evidence would support a conclusion that he
“accesse[d] a computer without authorization.” See United States v. Phillips, 477 F.3d 215, 219-
220 (5th Cir. 2007) (collecting cases holding that use of a guessed password, or one belonging to
a third party, constitutes unauthorized access). That same course of conduct, and Trump Jr.’s email
admissions afterwards, also suggested that Trump Jr. acted “intentionally.” See United States v.
Willis, 476 F.3d 1121, 1125 n.1 (10th Cir. 2007) (explaining that the 1986 amendments to Section
1030 reflect Congress’s desire to reach “‘intentional acts of unauthorized access—rather than
mistaken, inadvertent, or careless ones’”) (quoting S. Rep. 99-432, at 5 (1986)). In addition, the
computer accessed with the password likely qualifies as a “protected” one under the statute, which
reaches “effectively all computers with Internet access.” United States v. Nosal, 676 F.3d 854,
859 (9th Cir. 2012) (en banc). And Trump Jr.’s statement in an email that he had seen the website’s
contents likely sufficed to demonstrate that he “obtained information” from the computer, since
the word “obtain” in this provision “includes mere observation of the data,” S. Rep. 99-432, at 6,
even without an attempt to copy or download it.

Applying the Principles of Federal Prosecution, however, the Office determined that
prosecution of this potential violation was not warranted. Those Principles instruct prosecutors to
consider, among other things, the nature and seriousness of the offense, the person’s culpability in
connection with the offense, and the probable sentence to be imposed if the prosecution is
successful. Justice Manual § 9-27.230. In this instance, Trump Jr. accessed the website shortly
before it went public using a “guessed” password that, although it was sent to him individually,
had also been posted by WikilLeaks to its public Twitter account, such that anyone following
WikiLeaks could have gotten the same preview of the website that Trump Jr. did. That fact, among
others, would make it difficult to prove that Trump Jr. acted to further any crime or tort or that he
obtained information valued at more than $5,000—which are the kind of circumstances that can
trigger felony punishment under the statute. See 18 U.S.C. § 1030(c)(2)(B). Given that Trump Jr.
did not himself initiate the plan to access the website or guess the password, the absence of
evidence that his acts caused any damage to the website or obtained valuable information, the
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technical nature of the violation, and the minimal punishment that a misdemeanor conviction could
be expected to carry in these circumstances, the Office decided against pursuing charges.

C. Russian Government OQutreach and Contacts

As explained in Section IV above, the Office’s investigation uncovered evidence of
numerous links (i.e., contacts) between Trump Campaign officials and individuals having or
claiming to have ties to the Russian government. The Office evaluated the contacts under several
sets of federal laws, including conspiracy laws and statutes governing foreign agents who operate
in the United States. After considering the available evidence, the Office did not pursue charges
under these statutes against any of the individuals discussed in Section IV above—with the
exception of FARA charges against Paul Manafort and Richard Gates based on their activities on
behalf of Ukraine.

One of the interactions between the Trump Campaign and Russian-affiliated individuals—
the June 9, 2016 meeting between high-ranking campaign officials and Russians promising
derogatory information on Hillary Clinton—implicates an additional body of law: campaign-
finance statutes. Schemes involving the solicitation or receipt of assistance from foreign sources
raise difficult statutory and constitutional questions. As explained below, the Office evaluated
those questions in connection with the June 9 meeting and WikiLeaks’s release of stolen materials.
The Office ultimately concluded that, even if the principal legal questions were resolved favorably
to the government, a prosecution would encounter difficulties proving that Campaign officials or
individuals connected to the Campaign willfully violated the law.

Finally, although the evidence of contacts between Campaign officials and Russia-
affiliated individuals may not have been sufficient to establish or sustain criminal charges, several
U.S. persons connected to the Campaign made false statements about those contacts and took other
steps to obstruct the Office’s investigation and those of Congress. This Office has therefore
charged some of those individuals with making false statements and obstructing justice.

1. Potential Coordination: Conspiracy and Collusion

As an initial matter, this Office evaluated potentially criminal conduct that involved the
collective action of multiple individuals not under the rubric of “collusion,” but through the lens
of conspiracy law. In so doing, the Office recognized that the word “collud[e]” appears in the
Acting Attorney General’s August 2, 2017 memorandum,; it has frequently been invoked in public
reporting; and it is sometimes referenced in antitrust law, see, e.g., Brooke Group v. Brown &
Williamson Tobacco Corp., 509 U.S. 209, 227 (1993). But collusion is not a specific offense or
theory of liability found in the U.S. Code; nor is it a term of art in federal criminal law. To the
contrary, even as defined in legal dictionaries, collusion is largely synonymous with conspiracy as
that crime is set forth in the general federal conspiracy statute, 18 U.S.C. § 371. See Black’s Law
Dictionary 321 (10th ed. 2014) (collusion is “[a]n agreement to defraud another or to do or obtain
something forbidden by law”); 1 Alexander Burrill, A Law Dictionary and Glossary 311 (1871)
(“An agreement between two or more persons to defraud another by the forms of law, or to employ
such forms as means of accomplishing some unlawful object.”); 1 Bouvier’s Law Dictionary 352
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prosecution memorandum submitted to the Acting Attorney General before the original indictment
in that case.

In addition, the investigation produced evidence of FARA violations involving Michael
Flynn. Those potential violations, however, concerned a country other than Russia (i.e., Turkey)
and were resolved when Flynn admitted to the underlying facts in the Statement of Offense that
accompanied his guilty plea to a false-statements charge. Statement of Offense, United States v.
Michael T. Flynn, No. 1:17-cr-232 (D.D.C. Dec. 1, 2017), Doc. 4 (“Flynn Statement of
Offense”).!28!

The investigation did not, however, yield evidence sufficient to sustain any charge that any
individual affiliated with the Trump Campaign acted as an agent of a foreign principal within the
meaning of FARA or, in terms of Section 951, subject to the direction or control of the government
of Russia, or any official thereof. In particular, the Office did not find evidence likely to prove
beyond a reasonable doubt that Campaign officials such as Paul Manafort, George Papadopoulos,
and Carter Page acted as agents of the Russian government—or at its direction, control, or
request—during the relevant time period.'?®* Likewise, and as summarized in Section IV.A.6
above, the evidence did not establish that J.D. Gordon was acting at the direction of Russia when
he arranged a change in the 2016 Republican Party platform pertaining to assistance to Ukraine.
As aresult, the Office did not charge Gordon or any other Trump Campaign official with violating
FARA or Section 951, or attempting or conspiring to do so, based on contacts with the Russian
government or a Russian principal.

Finally, the Office investigated whether one of the above campaign advisors—George
Papadopoulos—acted as an agent of, or at the direction and control of, the government of Israel.
While the investigation revealed significant ties between Papadopoulos and Israel (and search
warrants were obtained in part on that basis), the Office ultimately determined that the evidence
was not sufficient to obtain and sustain a conviction under FARA or Section 951.

3. Campaign Finance

Several areas of the Office’s investigation involved efforts or offers by foreign nationals to
provide negative information about candidate Clinton to the Trump Campaign or to distribute that
information to the public, to the anticipated benefit of the Campaign. As explained below, the
Office considered whether two of those efforts in particular—the June 9, 2016 meeting at Trump

1281 This Office referred other FARA investigations, and additional matters, to U.S. Attorney’s
Offices and other components of the Department of Justice. A complete list of the Office’s referrals is
reproduced as Appendix D, infra.

1282 On four occasions, the Foreign Intelligence Surveillance Court (FISC) issued warrants based
on a finding of probable cause to believe that Page was an agent of a foreign power. 50 U.S.C. §§ 1801(b),
1805(a)(2)(A). The FISC’s probable-cause finding was based on a different (and lower) standard than the
one governing the Office’s decision whether to bring charges against Page, which is whether admissible
evidence would likely be sufficient to prove beyond a reasonable doubt that Page acted as an agent of the
Russian Federation during the period at issue. Cf. United States v. Cardoza, 713 F.3d 656, 660 (D.C. Cir.
2013) (explaining that probable cause requires only “a fair probability,” and not “certainty, or proof beyond
a reasonable doubt, or proof by a preponderance of the evidence”).
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