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‘SUMMARY (U)

(TS/ISUIOCIREL TO USA, FVEY/FISA) Russian General Staff Main Inteligence Directorate actorsJEN
2 5103ionag0 peratons aginst a named

US. Company in August 2016, vient obtain fot on lctons-lte software and hardvaro
auton, according to fomatonhatbcame aval nApri2017. The actors aly used data obtained
from tht cpraton to crete new emai account and launch a ver registatonthomed spr phishing
campagn targeting U.S. loca goverment rganizatons. Thspe phishing emis contained a Mirosolt
Word cocument fazed with a Visual Basi cpt whic, wh apened, woul spawn a PawerShelintanco
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and beacon outto malicious infrastructure. In October 2016, the actors also createda new small address
hat was potentially used o offer lecton-elated products and services, presumably to U.S. based tages.
Last, th actors sent test cmais to two non-existent accounts ostensibly associated with absenteo balloting,
presumably with the purposeofcreating thoss accounts to mimic legitimate services
Campaign Against U.S. Company1 and Voter Registration-Themed Phishing of Uz. Local Government
Officials (SIISUREL TO USA, FVEYIFISA)
Russian Cyber Threat Actors Target U.S. Company 1 (S/REL TO USA, FVEY/FISA)

(TSIISIIOCIREL TO USA, FVEY/FISA) Cyber threatactors| EERE
IE 2 spear
phishing campaign from the email address noreplyautomatcservice@qmailcom on 24 August 2016targeting
victims that included employees of U.S. Company 1, according to information that became available in April

2017.0Mhis campaign appeared to be designed to obtain the end users’ email credentials by enticing the
Victims to click on an embedded link within a spoofed Google Alert emai, which would redirect the usero the
maicious domainI ® The (loving potential victims were dented:

+ U.S. email address 1 associated with U.S. Company 1,
+ U.S. email address2 associated with U.S. Company 1,
+ U.S. email address 3 associated with U.S. Company 1,
+ U.S. email address4 associated with U.S. Company 1,
+ U.S. email address 5 associated with U.S. Company 1,
+ U.S. email address§ associated with U.S. Company 1, and
+ U.S. email address 7 associated with U.S. Company 1.

(TSISIIOGIREL TO USA, FVEYIFISA) Threeofthe malicious emai were rejected by the email server with
the response message tha the victim addresses did not exist, The three rejected email addresses wore U.S,
email address 1 to 3 associated with U.S. Company 1

1. (TSISUOGREL TO USA FVEVFISA) Tho RyI «5rors os miryut
EE

2. (TSISUOCIREL TO USA, FVEYIFISA) For additonal informationon SESE iscyber espionage mandate, specifically
avectad ot. an froin locos, soEY
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(TS/SUIOCREL TO USA, FVEY) COMMENT: ThoJESS actors were prosaby yingto cbiain
information associated ih lecton elated hardware and sofware applications. ts unknown whether the
aforementioned spear.phishing deployment successfully compromised ll the intended victims, and what
potential cata rom the victim could have been exitraed. However, based upon subsequent targeting, t
was fkely hat at east one account was compromised.

Cyber Threat Actors Create Spoofed Account and Voter Registration-Themed Targeting of Local
Government Officials (TS//SU/OC/REL TO USA, FVEY/FISA)

(TSISIIOCIREL TO USA, FVEY/FISA) TheIEE ober threat actors created a new operational email
account vrelectons@gmailcom with the usemame “US. Company 1° on 27 Octabar 2016. COMMENT:
His Hel tha the ber threat actors create tis email adressoappearas f they were an employee of US.
Company 1) The cyber threat actors had in the emal account two tjanized Microsoft Word documents wih
the titles "New_EVID_User_Guides.docm" and "NEW_Staging_Checklist_AIO_Style_EViD.docm". Both of

these documents had denticl content and hash values, and contained the same malicious Visual Basic script
The bodyofthe trojanized documents contained detailed nsiructons on how to configure EVID software on
Microsoft Windows machines. According to EVID's FAQ website (UNCLASSIFIED), EVID software allows poll

‘workers to quickly check a voter's registration status, name and address. (END OF COLLATERAL)

(TSIISWIOC/REL TO USA, FVEY/FISA) Subsequently, the cyber threat actors used the

vr.elections@gmail.com account to contact U.S. email addresses 1 to 122associatedwith named local

government organizations. (COMMENT: It possibe tha the targeted email adresses were obained from the
previously compromised accounl(s) of U.S. Company 1.)The "NEW_Staging_ChecklistAIO_Style_EVID"
document was last modified on 31 October 2016and the "New_EVID_User_Guides" document was ast
modified on 1 November 2016. (COMMENT: This kal indicates tra thespear phishing campaign occured
ithe on 31 October or 1 November, athough th exact cate of the spear phishing campaign was not confimed.)

(TSISUREL TO USA, FVEY) COMMENT: Given the content of the malicious emai twas lly that the
est actor was targeting ffi involved nthe managementofvoer registration systems. I unknown
whether the aforementioned spearphishing deployment successful compromised the intended victims,
and what potential cata could have been accessed by the cyber actor

Tachnical Analysis ofthe Trojanized Documents (UIFOUO)
(TS/SIIOC/REL TO USA, FVEY/FISA) Both trojanized Microsoft Word documents contained a malicious

Visual Basic script that spawns PowerShell and uses io executea sriesof commands {0 retrieve and then
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un an unknown payload rom malicious infrastructure located ata US. IPaddress onport 8080, probably
runing MicosoftIS7.5 Sever, (COMMENT. The unkown payload very Ike installs a second payload which
can hen be used to establish persistent acces or survey the victim for toms of interest th trea actors) The
request used a user-agent string of "Mozilla/5.0 (Windows NT 6.1; WOW64; Trident/7.0; rv:11.0) like Gecko".

Last, the malicious Microsoft Word documents hashed to th follwing values:
+ MDS Hash:S617e7Hfa923de3a34c98223b01a110,
+ SHA Hash:60222899a6adeb6I461112(3051439a36ccbadd, and
+ SHA256 Hash: 148c092012de805425bdac24502320726466b052827 175d ead acc.

Operational Accounts Spoofing Legitimate Elections-Related Services (SIREL TO USA, FVEY)
Spoofing Email Address Associated With U.S. Company 2 (UIFOUO)
(TSIISUIOCIREL TO USA, FVEYIFISA) In paral othe aforementioned campaign,theJES cvoer
threat actors created another new operational email account elevationsystem@outiook.com on 19 October

2016. They then used this email adress to send a test message to another knownSBloerational email
account In that test email which was witen in English, the threat acors spoofed U.S. Company 2, and
offered lection related products and services. All emails associated with tis account wer ater deleted, and
twas unknownif thre was any targelng using this email account. (COMMENT. G ven rat the emai body vas
writen in English and prepared oss than 1 marih before the 2018 U.S. Presdental election, it was lkely intended
for US-based targets)
Spoofing Absentee Ballot Email Addresses (U/FOUO)
(TSIISUIOGIREL TO USA, FVEYIFISA) Addiionaty, theJESNN:yber threat actors sent wht appeared
oboa test email 0twoother accounts, requestabsentee@amercansamoselectonofice.org and -
questabsentee@americansamoaelectionoffice.org. In both cases the actors received a response fromthe mail

server on 18October stating that the message fad to send, indicating that thtwo accounts did not exis.
(TSISUREL TO USA, FVEY) COMMENT: Given tht th test email i no contain any malicious inks or
attachments, appearedth treat actors intent was to create the emall accounts rather han compromise
hem, presumably with the purposeof mimicking a legateabsenteeballot related service provider.
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