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What is X-KEYSCORE?



A (DNI) SIGDEV Tool

It gives you the ability to discover things
that you otherwise wouldn't have seen
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XKS gives analysts unique access to
terabytes of content and meta-data

e Typically sites select and forward to
PINWALE less than 5% of the DNI
they're processing

e The rest of that data used to be dropped
but is how being retained temporarily
and made available to analysts through
X-KEYSCORE

e As an example, at one our sites XKS
sees more data per day than all of
PINWALE
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Bl

Meta-data from a subset
of tasked strong-selectors

Content selected from
dictionary tasked terms

Pinwale

‘User Activity” meta-data with front end full
take feeds and back-end selected feeds MARINA

A

Unique data beyond user activity from XKeyscore
front end full take feeds

Low

High
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e XKS goal is to store the full-take
content for 3-5 days, effectively
“slowing down the Internet” so that
analysts can go back and recover
sessions that otherwise would have
been dropped by the front end

e Meta-data is saved off longer, with the
goal of 30 days retention

e A |ot of analysis can be done through
meta-data only (MARINA is meta-data

only)
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Front end storage is limited bs‘/ resources
and policy restrictions and will vary by site

At some sites, the amount of data we
receive per day g20+ Terabytes) can only
be stored for as little as 24 hours based
on available resources

Other sites have legal or policy
restrictions that limit the amount of time
we can store data (if we can at all)

It's a rolling buffer where new data comes
in and pushes the oldest data out
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Content that is “interesting” can be pulled
out of X-KEYSCORE and pushed to Agility
or PINWALE or any other database for
longer retention

Workflows can be set up to automatically
harvest content out of XKS before it ages
off

The goal, however, Is to use X-KEYSCORE
to discover new things, that will end up on
tasking for future collection
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E [t's important to know that XKS
gqueries meta-data tables only

e Results from the meta-data tables
are then linked back to the original
piece of content

e (Goal of the system is to extract a

wide range of meta-data for users to
query
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Plug-in DESCRIPTION

E-mail Addresses Indexes every E-mail address seen in a session by
both username and domain

Extracted Files Indexes every file seen in a session by both
filename and extension
Full Log Indexes every DNI session collected. Data is

indexed by the standard N-tupple (IP, Port,
Casenotation etc.)

HTTP Parser Indexes the client-side HTTP traffic (examples to
follow)
Phone Number Indexes every phone number seen in a session (e.qg.

‘address book entries or signature block)

TOP SECRET//COMINT//ORCON,REL TO USA, AUS, CAN, GBR and NZL//20291123




USA, AUS, CAN, GBR and NZL// 20291123

~ad” \E'Huuu \—mg

Plug-in DESCRIPTION

) e

ity to include

— = — g —

_If; Mac |H||||II|' :|.:..||:_| ||'—5§- ercC.

LISe
L ,_£| - A0es 1Thne ex [_u|| ||||iF. D_|1 r|||| YN || |

|

g 'I':-u.-'j i |
acts embedded proper

| = —,
[|||i'

I

ybe PDF 1r||||'-..-_-_:-.—5_._,- such as Authc DI,

__JI___l JL_

’|_|_| ,—,|]F|i'||"|_ |.—]F|| -0

TOP SECRET//COMINT//ORCON,REL TO USA, AUS, CAN, GBR and NZL//20291123




TOP.SECRET//COMINT//ORCON,REL TO Upf AUS, CAN, GBR and NZL//20291123
P
Plug-i

—
- —

e A single session may contain entries in multiple
meta-data tables

e For example, if a single session had a user E-
mailing an attached word document the following
plug-ins would extract meta-data:

Plug-in Would have extracted...

Full Log ..bare minimum meta-data like To/From IP
address, ports, casenotation, sigad etc.

E-mail ...any E-mail addresses seen on that page
Addresses (including inside the attached word file)
Extracted Files ..the filename and extension of the attachment
Document Meta- ...in addition to the filename and extension, any
data embedded properties of the word document like

Author, last author, organization, date created,
date last modified etc.
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erprints

o X-KEYSCORE produces an application id
for each session processed

e Currently almost 1300 Appids in 28
categories

e An Appid is meant to identify a session
as a particular application

e Fingerprints are an extensible way of
tagging sessions

e Ex: A session Appid’d as mail/smtp
might also contain fingerprints for
encryption if used in the email
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and Fingerprints

Ex: E-Mails with encryption

From: "Launchpad OpenPGRF Key Confirmation” <nareply@@launchpad net> [Sawe Address] [Block Sender]
ro: I

Cc:

Subject: Launchpad, Confirm your OpenFPGE ey
Date: VWed, 31 Dec 2008 10:04; 16 -0000

“Warsion TsnnFs vl 4 [ (G ro
Applcation AnplD (+Fingerprints) -

mailiwebmailfouthlaze rmailiwebmailioutblaze has_fingerprint encryptionipgp encryption/pap/message

Spﬂ'ﬂ'\HPESHvpgEiT‘ar“l:lHFLJprgﬂsDmeJQII:-?SQWmhI:IDUrEzchIDF!IaEC:FIJA?DIL
dey CrinminiddicH5+khDazhTxY Sy NISEWWrlkdd GO zA0F FITMNua T v b3 +nclpy
CilyztszLF B +odrPymbafzz AW pdd el GoAY RAL L0 ohROB g T OUIgLRWYE
eEFivOnExBOSHIF a7 LpZls TUF pBIMAK gouky? maf0dhm U0 Skl abd 1 28 Gu S +
UkdbBuww /1T pEVHC yGubux v +H<pSk Gt Dved hlp 25 225U m T upnYB3lfonlh W lp
La¥3mxghlWhyhzFPFxkhUwoz dd/ s rCductfiGaeis iz Z0DIR 0WS Tawe BraisaBenr
QIECH R 30wy g +2 n D TP g 3uE g Cww 2y 7 K TPMAZ2 g ILMNABDUC IS IRALZggETTgd dh
VA2 Lty GDROh LM yBEN nsdHiP Trd3E+TYWY 7 I U eddFluy C4DwOUPK vuHcC+
StLAUCHM SEREBd alMd B QY kEWA o PufubAIBVY oS | JBRF oD s xagat TukgeCo b r
Qe TrOF TIAT 1 G 2%a7 ZniOzy iy 4 CABRHLF +3baF Do b4/EF mEvPBdgybwl)yHD
ZAERyHDzIAXIDyEefaomEgasIgF st ZrHHzpba S 3Lb G5 ES W AK UGS ENpl Og T
aslUAeldtBxLzgToVdthEKPEbxODAM e AHe TEL nY +5pePAE +HLICDOE TIDCAY)
dhG2brl wbxnybAp/Se TALL S ry o kntD e CAZHo oY/ paQ CIko HOWM GDEg KTkt
W AN +HE xhHy 4% W h T 57 CStze LdatBd 43K h0 ZCWWAYIKY pDRKIKEHLY [GlawR = cla
el )+ 4R KRy Y94 Erea/POF 2o YR CIU D pgWWF RZZ b yd FhkosUWEG HUIBHY
UfgRxgBasb00hB0YYw0Ge LEAJEDL TV lgxOvADZ ToBrP7 uli/ 07 ABFFGTO0N
=MNA4C.
----- END PGP MESSAGE-----
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gerprlnts
Ex: Airline E-Tickets

Subject:  Alrblue E-Ticket - JGDTGSWE

From: Alirblue Reservations <wehsite@@airblue com>;
To: I
Date: Moy 18, 2008 10:47:54 Al

Application AnplDy (+FIngerprints)

malliwebmalliyahoo mallwebmalltyahoo has_fingerprint travelfarblue

LAE2749551 216876 2648 15E

21 6076 5645071  ED 610 Peshawar Dubar 29 NOW Ox 1200 O YAYOO 1550500 OFK

15-Iow-2008
541 P
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Ex: Extremist Forum Private Messages

= HTTP Header Information ‘ Content Type: HTTR/FOST/Faorm-Data
FOST sbfprvate php?do=insertpm &prmd= HTTHEAT 1
Accept: imagelgif, imagedx-zhitmap, image/peq, imageiped, application/-shockwave-flazh, application/vnd. ms-excel,

applicationdwnd ms-powverpoint, application/msword, %7

Heferer:

Accept-Language: en-gb

Content-Type: applicationds-vevewe-form-urlencoded

LLA-CFL: fitai

Accept-Encoding: gzip, deflate

User-Agent: Pozilladd [ fcompatible; MSIE 70 Windows NT5.7; FOR)

Shpl0 (+Fingerprirt=]

mailwebmailvhulletin/private_messggeinsert mall’w ebmallvbulletingprivate_messageinsert has_fingerprint forum/etremist/al-faloja

ecpens

bcocreciplents

title TR
iy |uilie Lo g 22009-01-051 @aleall 21430 ama 08 oui 2 g0 elia il ol o Lol ol 85 pmd gl Calgaal pall L6 o
m b=l e chil gy 2t mall i hals i 38 L1al Aihaedl s Cilimsncl AntE 6 i g gt g 4 o0 | Anuh S Al Bl 2 e
Clesaadl s

mMess3ade

Latio geminmall M ¢ ga5all aladl s Ll & Lgilelsa Uﬂﬁlﬂljaﬁlul_géghﬁﬂjua&éjﬁmﬁigﬂljét__'ngﬂLmiF._g_lﬂ_'ilf () g0 [z all 212
Al o e, Aol Sl enl ] Coten | 8 Aanne By uin ik 18 23 aa s i iy calegaadl AnE pilald g gmn JE [t
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. !
KEYSCORE Workflows

«X-KEYSCORE workflows are standing
gueries that run on set intervals during the
day (usually once a day)

After action reports can E-mail the results
of the workflow, parse out data to mailorder
to other databases and more

‘New GUI's Workflow Central makes it easy
to create and manage your workflows
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l

| |" | '|I. I.' ._.'
I

Thiz systerm is audited for USSID 12 and Hurman Rights Act com

K EYSCORE Welcome: dtstuaz switch users
4% Home E Admin &USEI’S B workflow Central A Search ]y Results Statistics LE. Preferences & Help

Mavigation Menu £ |
5C5 Explorer ~ Welcome to the Beta release of the New XKEYSCORE Home
=] Hotne F"EIgE!
(] Acdmin |
& T Users If wvou have questions aor bug reports please go to XKEYSCORE Mew GLUI Forum
== wiarkflowy Certral MBS
=] Reguest
=] AlviarkTlow s =
=] Mty Wk floes (UffFOUD) New XKEYSCORE GUI
2 Search | (RO XEEYSCORE 15 working on a new GUI that has now reached an open Beta state.
S Classic Follow the link below to try £ out, Your account and preferences will autormatically be
= MutiSearch transfered when vou log in. Please wiew these fraining wideos to acclimate yourself with the
=P Addreszes new |3yout and features, Some features have not yet been completed but will still be available

in the oniginal GUIL, Try the new XKEYSCORE GUI (Betall

=] Mac Lddress
=] Uzername

DI Classic A (S FOICY IF vou find bugs please report them OMLY in the xKEYSCORE Forums under the

=] ASF and Wihiy Metacks Mew GUI section, which can be found here. We will try to fix any bugs as quickly as possible,
=] slert but when experencing a problem revert back o the orniginal GUT until we can fix it

=] BlackBerry

=] CNE

=] Call Lags
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MNavigation Menu

=S Workflow Cantral
=] Reguest

—

=] All Wik floes

E' Mawigation Menu
== ok tlose Central
=] Request
=] &l Workiows
=] by Vb floes
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Workfow Central Request Wizard -
Welcome to the X-KEYSCORE Workflow Request Wizard.
‘ My Workflows
Help  Ackions =
Euery Type Euery Name La=t Modified Slate &
dailyvlmnfulllogodni2 A0S-12-05 152010 on(xks) =
kit _parser Wazr MWWER Foriegn_Googlers A008-12-01 155911 on [xk=)
hittpy_parser LZahedan_Googlers 2008-11-05 21: 3557 on(xks)
btk _parser Zoogle_FEarth_Cueries AO0S-12-01 153357 on(xks)
terch Fuala_[umpur_tech_tasking A008-11-241501:08 on(xks)
MEQaprosy 2008-11-24 15:01:09 on(xks)
btk _parser Wiaziristan_MNAFP_Internet_searches AO0S-11-241501:08 on(xks)
hittpy_parser WVaz MNWFP_Googlers _com_pk A008-12-01 155548  on(xks)
hittp_parser War MWEP Googlers AO0E-12-01 155855 onixks)
Tl oy Zanedan_megaproey: A008-11-05 21308 onxks)
user_activity Foreign_Peer_to_Peer_Chats A008-11-21 200400 441 on [xks)
hittp_parser Guardster_from _Waz A00E-11-M 200240 onixks)
login _T_Borne_orange_co_uk_passwword A008-12-01 181255 on(xks)
tech Craily _Arabic_from _WWaz A008-12-02 165628 on(xks)
hittp_parser Crily _File_Sharing_Lploads_from_Waz AO0S-12-02 165555 onxks)
daily _svlan_from_moc A0S-12-16 151050 on(xks)
dailywelan_network _log A00E-12-16 15082 onxks)
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“ Cont are Tagging

e Provides for the ability to task and scan
for terms only when they appear inside

the body of documents like Microsoft
Office or Adobe PDFs

e EX: We want to find technical
documents regarding WIMAX networks
but tasking the term "WIMAX' to
Cadence would flood PINWALE with
hits. What if we only look for the term
within documents?
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P =

subject:  NFF-66024-GCC-KHI
Fram: S
To: _
Ce:

Date: Tue Dec 30 10:57:48 GMT 2008

HTML | Plain Text |

MEL: I

Model: 4300

WON: 6dozg
250 GUC-KHI
oymptom: 100

Comments: ho fault found phone is working properly kindly confirm the fault in detail when and in which condition it
creates problem related to mention symptom
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*Tasking is so flexible that it can include
regular expressions (REGEXs) with few or
no anchor points

Ex: Can we find documents that have MAC
addresses in them?

*The following Regex looks for MAC
addresses:

«"(00|01|02|04|08]|10|3C|44):(?=[\d:]{0,1
2r[a-f])([\da-T]{2}):([\da-T]{2}):([\da-
r]{2}):([\da-1]{2}):([\da-T]{2})"
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Context-Aware Scanning

Supports full foreign language tagging and
guerying

*EX look for common Arabic expressions in

E-mails coming from the Pakistan tribal
regions:

Artve user

E
b/
. UIS Webmail Display A WindowsLiveMail .
Fr::-m:- t-@gmail. Cofn)

Mednim nslk ¥ ou may not know this sender Mark as safe|Mark as unsafe
sent Thu TIOT/0% 12:07 FM

7
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e X-KEYSCORE's full take database of meta-data and
content make it an powerful SIGDEV tool

« Many DNI applications don’t contain strong selectors
that allow traffic to be collected

e Web surfing
e Internet searching
e Anonymous file uploading/downloading

e The variety of applications processed and meta-data
available make X-KEYSCORE an ideal starting point for
DNI development
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e Scenario 1: Persona Analysis
e Goal to identify the “user session”

e Help answer the question : What did my target do
while he was online?

e We may know from TRAFFICTHIEF, PINWALE or
MARINA that our target was online at a given time and
from a given IP address, so we can then search in X-
KEYSCORE for everything that happened “around” that
event.
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TS A ACTIVE TISER

20081229 0514067 || - -

20081229 0514062 { Datetime

2008-12-23 05107

2001222 0314062
2008-12-29 05:14:07

20081225 0514072 { 3008.12-29 05:14:07

2008122% 0514087 | 2008-12-23 03:14:07

20081229 0514102 | 2008-12-2% 05:14:07
2008-12-23 051407

20081225 0214102 4 30081298 051 307
2008122% 0514107 1 2008-12-29 05:1 509
20081225 0514112 ( 2008-12-23 05:1%:03
2008-12-29 05:14:09
AO0RT229 0514142 4 0081229 051 2:09
20051229 0514152 1 2008-42-29 051 409
20081229 0514202 | 2008-12-29 05:14:09
F008-12-29 051409

AO0RT229 0514202 4
2008-12-79 051410

20081225 0514262 | 2008-12-29 0501410
200§-12-29 031410
200§-12-29 0511410
2008-12-29 05:14:10
2008-12-29 051410

11 B

=earch For
username
UZername
Uzcrname
Uzcrname
username
username
usarname
username
username
UEername
UESrname
Uz=erndine
username
usarname
username
Username
UL ername
Uzername
Uz=erndime
username

userndame

ACTIVE TUSER IF ACTI

PE

Dratetime End

2008-12-29 051418
2008-12-29 0518018
2008-12-29 051815
2008-12-29 051 815
2008-12-29 05:1 418
2008-12-29 05:1418
2008-12-29 05118
2008-12-29 05141
2008-12-29 051421
2008-12-29 051421
2008-12-29 051421
2008-12-29 051421
2008-12-29 05:14:21
2008-12-29 0514821
Z008-1Z-29 0514850
2008-12-29 051850
2008-12-29 051 550
2008-12-29 051 850
2008-12-29 0514850
2008-12-29 0514850
2008-12-29 051850

~earch Walue

| [gh
I ohoo
- [wmnne
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=

Coming soon: XKS PSC query builder/viewer

LS ermname 20008 -12-2% 051418 _@yalmcr user_re

username 20008 -12-2% 05:148:18 ] (

‘ Row Actions E
LS ername pLE LT It LU LG I R | _ !
usernar PEFSona Session Collection I £
LIS Ermar . . . . . "'""'I
usernar | Justification: Persona session collection for to_ip = 209,191.120.3( —
usernar, | Additional Justification:
HSEmAl = Start Date & Time: 12/29/2008 |3 0509 e (MDY HM)
LISCTEr =
usernar| 0P Date & Time: 12/29/2008 (30519 bd
LIS ErnaEr
N IP (Cauntry Code): 11'5'._{[3#{] b
usernar| | Also Query [P A< v | From B
LIS Ern=r v | To
e ¥-Forwarded-For TP

[ B E=r -1 kbl N

»FF or Client IF:

Add Search: Extracted Fle
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iser Lisk
= User 1

=
=
=
=

=
o
=

=
=

Z I
s

=i Uzer 2

=
B 0000
= 0

e
L
)

Lu)
L
i

Lu)
L7
O

Lu)
L7
L

S
=i Uzer 3

= I

=

=

=

SRCON,REL TO USA, AUS, CAN, GBR and NZL//20291123
na Aﬂ‘ lysis

| L3 | ‘ |

XKEYSCORE Persona Session Collection

'-':4:" User 1 || User 2 || Lser 3

HTTP Activity Timeline

Maozill=a 0 (compatible; MSIE B0 Windows MT 57 4
Mozill=id 0 (compatible; M=E 6.0 Yindows NT 37 3

I
mr
=
Wl
[x]
. \ 1hr Shr Zhr
» |: ) )
Browser List
Browwoor IC

||: otk
i
hJ':}I}IlEWE B!
tngernatl

drimret 11

cortr

facebook.com

nowoteka.r

[t |54

| I I Referer Summary

FEeferred =ites

+

ad.yieldmanager.com {3 Items)

+

chat.yahoo.com (3 [tems)

+

facebook.com (2 IEems)

Contyjoe 2
Mozillea Compatiklef2.0 oMIntT, I MNCCs2 ) 2
Lsernama Summary T

L=ernames

_EI mail/'webmail /gmail {1 Item)

= mail f'webmail fmailra {2 Items)

foto.mail.ru {2 Ikems)

+

haberler.com {3 Items)
import.city24.ru {1 Ibem)

insider.msg.y ahoo.com {4 Ikems)

+

mail.google.com {1 Item)

+

mail.rambler.ru {7 Ikems)

cityr2d 1

] "
macromedia. com

m‘ { 1|12‘ 13‘ 14‘15|15‘ 17‘13‘ 19‘20|21‘22‘23‘24‘25‘25‘27|28|29‘30|31‘ﬁz‘mt LT

QA cako ?ff‘33‘39|40‘41|42|43‘44‘45|45‘4?‘43‘49|
oo o gle ot
Ghr Thr ‘Hhr
[ ] I I Extracted Files | I
File MName . Info
=1 Unknown File Extention {1 Iten)
none
I Geographic IP Summary | I
City Courtry - Colrt
=1 From (2 Items})
KOHAT PK 205
s 1663
ia To {14 Items)
SEME & ZH Z
bl S STy U 100
SR = 171
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Coming soon: XKS PSC query builder/viewer

ORCON,REL TO

. I-
|'J._I
| ,I__

Username Summary A

LIzErnames o
mail/webmail ‘gmail {1 Ttem)

IZ mail,/webmail /mailru {2 Items)

= mail/webmail '/mailru/post {1 Iten)

mail/webmail ‘rambler {2 Items)
mail,/webmail frambler/poskt {1 Ikenm}

= mail 'webmail /'yahoo (5 Ttems)

Weh Searches

TEFIMS &

.EI (Mone) {1 Ttem)

e

search Engines

Traffic Summary

AppID of Fingerprirt
) advertizement
] http

] mail

Cnews

"] =acial
[ unkrosyn

SA, AUS, CAN, GBR and NZL//20291123

na Analysis

Donain Sumnary

Subclomains -

. adinterax.com {Z Items)
adriver.ru {1 Item)

. akamainet {1 Item)

_ bnS.ru (1 Item)
City24.ru {1 Item}

_ com.pk {1 Item)

. conitr {1 Tkem)
Facebook.com {2 Items)
_ fbcdn.net {1 Iken)

. gismeteo.ru {1 Tkem)
google.conm {1 Item)

. haberler.com (3 Ttems)
_ imgsmail.ru {1 ITtem)
macromedia.com {3 Ikens)

mail.ru (7 Items)
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NT//ORCON,REL TO USA, AUS, CAN, GBR and NZL//20291123

J/mhy 1S he

looking at
London in

oogle Earth?

Analyst
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COMINT//ORCON,REL TC USA, AUS, CA N‘ 'G BR and NZL//20291123

HW Trafflc

Example: et = font Google

ik, 1233 L
queries Co. _ reas of
Row Actions
Pa kISta n 1 = iew Session
- F |EJ Wieww Session (Mew Window) —
Informatic.: in HTTP
—— +*— Show all Row Yalues
ACtIVIty m . .7 Mark Metadata row as Important
Hiozt Query Marina for IP: 116.58.126.162 W

WWWLIN Datetine: 20058-12-29 07:21:42  (+)-) g e hours
L
I I
Fim Courtey (1P Fim S -[ O H Cancel

FE BAl

| _ —
| [ ] un-Check where Fm IF Equals '1 15-

= NKEB Lookup

I=tan/MWLLPTCL

P —
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1O

1050 VOl YiE )

010
0 10

} oy
¥y 101
0
1

101 010001 10107 40 5.4
01010 10 o1 100 I

Y I=D UII L 1.,.".1 g llr‘._

1 o] D)
100Dy 1

o1 181 1007 LeraliAs

o 191 1001 o, WY
1010 10

--.
i

TS &

20081115 0742597
2008111 0742597
20081113 0745042
2008111% 0742162
20081112 0743164
20081113 07451624

START TIME

20081115 0742577
2008111% 0743577
20081115 0745572
2008111% 07742577
20081115 07435657
20081113 07455524
20081115 07432582
20081112 0743565
200831112 0745112

STOP TIME
20081115 0721414 20051113 0325412 04 01.57:.00  UNK

T( ‘!“‘f"__'l”f’ “: ET/ flL.LUIIHIWH"”TE’ ’gﬁ’%‘@:ﬂf’ FE'.EL TO USA, AUS, CAN, GBR and NZL//20291123

, SIGDEV: HTTP Traffic

USERID PHONE USER A

I -
—mme

e
—_Deawm

-

ernald dedr=

DURATION CALL DONE IF ADDEESS USERID

oo I —

— D
-
e
e
— e
e
— e
e
—mmee

ACTIVITY USER B

logzed in (email) 116 | T2
logzed in (email) 116/ NS
logged i (emadl) 116_
logged in (email) 116N ®
logged in (ernail) 116 | N2

116 &l

logoed i (emal

Vo) i (mam) 116_@
1
logoed i (ermal) 115_
e L
16
logged i (ermad) 116_
16|
e
L

logged in (emal) 1

logged in (emal) 1
logeed m (emal) 1

logged in (emal) 1
logeed m (ematl) 1
logoed i (emal) 1
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“ON,REL TC USA, AUS, CAN, GBR and NZL//20291123

Now make that into a workflow

EV: HTTP Traffic

QUERY NAME: Waz NWFP Foriegn Googlers
cO00e-11-20 0O7:15:15 GMT

current time:

submitted

at.

ha=s 14 resultis)

aUo-11-20 03:55:03 GMNT

2008-11-1%9
20058-11-189
2005-11-159
2008-11-1%
20058-11-19
2008-11-15
2008-11-1%9
20053-11-189
2005-11-15
20083-11-1%9
2005-11-19
2Z-11-149
2008-11-15
20058-11-19

15:
07:
(Nr-
nf=H
ne s
=)=
15:
15:
15:
04
04q:
o4
04
04

"o ool Il *

0o:
0i:
14:
ChE -
29:
=4q:
=
cinH-
al:

51

- MNeys

al gqaida |

[referer)
Forum brid
Forum lowve
[referer)

(referer)
laziristan
aoandals

[referer)

Forum =o0il
(referer)

e,

e/ ' Arus
S ora

forwn lowve/gram
The hills Jihadist without inflicting
the hills jihadist without inflicting (cybertrans frowm Lrabic)

en—cHE)
The al-Ikhlas network
the al-Ikhlas netuork

1)

(cybhertrans

from Arsbic)

[cyhertrans frow Arabic)

(cvbhertrans

sScandals

from Arskbic)

[vhertrans from Lrahic)
[cybertrans from Arabic)

(1]
1)

(eyhertrans from Lrahic)

11)

(1)

[cybhertrans from Lrahic)

[cybertrans frowmw Arabic)

(1]

(cybercrans from Arabic)

foruwm soil

1)

(1)

(evhertrans from Lrakic)

(1]

(1]

[cybhertrans from Arsloic)

11l

1 Workflow Yalues ‘ "W orkflow =ML

3]

(oybertrans from Arabic)
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INT//ORCON, REL TO U 5;2\& AUS, @g@a[ﬁ:l]g GBR and NZL//20291123

S -

EX: Targets pass links to videos, use XKS to
discover new targets who have viewed those
videos

n HE 00215-09, he promises that the newest video will be ready very soon, and then sends these twio links:

it wnens load tof
Nt Seneeey Tlles tolget!

L8]

2

Datetime: | 2'Weeks » | Start: |2008-12-23 [ 00:00 =5 Stop: 2009-01-06 [H 2399

£ »

HTTR Type: v

Host:  [www files to
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T P SE “RET//COMINT//ORCON, REL TO USA AUS, CAN, GBR and NZL//20291123

CORE SIGDEV

TS A

20081
200&1
2J00a 1

231 2246062
23] 2243437
23] 22484597

2W0a123] 2245457
20081231 2249547
2081231 2249527
20081231 2249522
20081231 2250152
2U0alds] 2250214

:_.____a

e —

USERIDY FHONE USER A

I i
 jeatiErhe
-l
I il -
il
I il -
TR
I il -
I -l

ACTIVITY HUSER B

ogged i (eroal) 59.-
ogged m (ermal) 59_-
ogoed m (emal) 99 -
logged m (emeal) 59 -
logged m (ermal) 59_-
logged m (ermal) 59_-
logged m (emeal) 59_-
logged m (emeal) 59.-
logged m (ermel) 59_-
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'SECRET//COMINT//ORCON,REL TO US?&. AUS, CAN, GBR and NZL//20291123

RE SIGDEV

How to find technical documents of interest

One Idea: Take advantage of the properties
exploited as meta-data by X-KEYSCORE like

the Author and Organization

Lets look for all documents where the
organization field i1s the company we're
Interested In, ex: Warid Telecom
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.
"I . .
I ‘
- ‘ 3 I p—
§ k
- . -

Filename Extension ALthor Last Suthor 2 ganiz stion

PAR_MPBH_GUJ_To troubleshoot MPBH end for BSC23.doc dlove e I Warid Telecom {Put.) Lt
PAR_MPBH_GUJ_To troubleshoot MPBH end for BSC23.doc doc I Warid Telecom (Put.) Ltd.
Wk for hbhs troubleshooting 30-12-08.doc tloc _ _ Warid Telecom (Pt} Ltil.
wp for hbs troubleshooting 30-12-08.doc dos s Warid Telecom (Put.) L.
Flexo Siins.xls K= _ _ wWarid Telecom (Pt Ltil.
Flexo Suns.xls Kls _ Waril Telecom (Pt} Ll
Lo Warid for 3443 and 34484 Shorteodes.ddoc toc _ _ Waril Telecom (Pt} Lt
LO1 Waridd for 3443 and 344 Shorteodes.doc o _ Warid Telecom (Pt} Ll
Sohail Malik.xls uls s B | vionid Telecom (Put) L,

Many of these files may have not been
selected, because either there was no strong
selector associated or the strong selector(s)
weren’t tasked for collection
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RCON,REL TO USA, AUS, CAN, NZL//20291123
|

Questions?

____ GUE

xkeyscore@nsa
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ON,REL TC USA, AUS, CAN, Z L//20291123

Jeacope=urduslink=nexc§HITTPFS1.1

GET Ptab=urdusorder=3orthotheai LSLaY L=

Accept:
Feferer: ghttp: //3earch.bbc.co.uk /gearch?tab=urdusorder=sorthothad=misharrafsstart=2&3cope=urdu

Accept-Langquage
Accept-Encoding: =it deflare
Uzer-Agent) Mozilla/4.0 [compatible; MIIE 6.0; Windows NT J.1; 3Vl)

Hoztil gearch.obc, co, 1k
Cookield BEC-UID=hd73aifdadLilabiloidsl j630z03ache-o8d653dalelblodedhtfYaefclsdcf50Mor1llatafdxdels 2052800

Cache-ContTrol: ma<-stale=0

Contiection: Keepn-g4l31wr
Hio=t LIRL Path LUEL 2Arg=
search bbc.couk Izearch tab=urdu&order=sorthoth&g=musharrat&stat=3&scope=urduzink=ne:xt

Search Termz  Language  Browser -
muzhatraf en hozZillz/4 .0 (compatible; MSIE 6.0 Windowes NT 2.1, 5%1) EES08702E9.L 95545
Referer

http: Mzearch.bbc . co.ukizearch'dab=urduZorder=zortboth&g=musharraf &stant=2&=scope=urdu

Cookie
BEC-UID=k4 7 Aa5fdad230a53063d51 3630203ackh22684634a0e0bh1 64 c 4596t oS4 fAsOMozilla % 2 T4 30 2e 0 209 28 com
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REL TC USA, AUS, CAN, G ml NZL//20291123

[aw@hy

| l User Queries
2

X-KEYSCORE Central

F6 HQS

FORNSAT site

Query Query

F6 Site 1 | [F6 Site 2

SSO site
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