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~ Agenda

* Naming Fingerprints
» Simple Keywords

* Boolean Logic

* Variables

» Context-Sensitive
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Fingerprints 101 _

What’s in a name?

The XKS Fingerprint naming convention
can help organize fingerprints and make
searching easier so its important to make
sure you name your fingerprint inline with
the existing convention
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~What’s in a name

For example, fingerprint names look like this:

encryption/archive/rar
encryption/archive/pkzip
encryption/archive/pkzip

Notice the directory-like structure so that all
encryption fingerprints are within the same
“folder” and all encryption/archive fingerprints
are within the same “folder”
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This allows for smarter searching because
you could look for all encryption
fingerprints by searching for encryption/* or
search for all encryption/archive
fingerprints by searching for
encryption/archive/* and etc.
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~What’'s in a hame

When you want to submit a new fingerprint,

look to see if it would fit into any existing
fingerprint folders.

Best way to do this is to use either the “Field
Builder” or “Tree Field Builder” next to the

ApplD+Fingeprints field in the search forms

Lpplh
(+Fingerprints) [fulltext]:
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~What’'s in a hame

. " | Field Builder
The field builders allow [*Smb crramms

+ |_JApplications

you to browse existing | Do

|2

= HTMLS_Feoalocation

fingerprint directoriesto | ==

|QUANTUMBOT

see if one already exists for = = e
your new fingerprint | s
e sessr

- botnet
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ingerprint directories

Field Builder

Field Builder
AppID {+Fingerprints) ApplID (+Fingerprints)
topic,fwermd/iran;iris| =] mojahe w

topicAw md/iranfirisliedilchat_body encryption, maojanedens

Ltopic A md firanfirislfedil/document_body ~ encryption/mojahedenz /fencodedheader

topicAw rndfiran/irisliedildemail_body encryption/mojahedena hidden

topicfw md/firanfirislfedilfilename encryption/mojahedens hiddenz

topicAw mdfiranfirisliediliur]_path encryption,/majahedenz hiddend4

topic v mdfiranfirisl/edi2
topic A md firangirisliedis encryption/mojahedens /securefile

encryption,/mojaheden: ssecure_file_encoded

I-FiEIn:I Builder

AppID [ +Fingerprints)
| botmet/hlack] w

botnet,/blackenergybot/commanddie
- bomet/blackenergybot/commandflood 4
botnet/blackenergybot/commandficmp
hotet/hlackenergybot/command fstop
botet/blackenergybot/command fsyn
bhomet/blackenergrbot/cormmandfveait
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m’s in a hame

* If no existing directory makes sense for your
fingerprint, you can always create a new
one.
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~ Fingerprints 101: Getting Started

* The first step is to define the name of the
fingerprint.
* To do that, follow the syntax below:

fingerprint(‘encryption/archive/test_new’) =
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~ Fingerprints 101: Getting Started

* Note that fingerprint names can not have
spaces or any other punctuation other than
/ which denote directories and _ which can
be used in the place of spaces to make
fingerprint names easier to read

* fingerprint(‘encryption/archive/test_new’)
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~ Fingerprints 101

* As an example, let’s say we want to fingerprint
traffic like this:

i

Y N [ N P |

oM 03:04 ,2002-18-02 K% |

1,133 1 205l | Bel tewabo L i fAWAR
AT | I I

Mar 2007 ¢ Loe ol gli

T E gl

Bl L I

#i¥ Begin ASRAR El Mojahedesn v2.0 Encrypted Messags ##4

HRgTzT/ATRRMNZET Z¢g1 DWW MNWRIMNMEZZTAIMNZZMZDh(QDUxZWAZhMD G M) YaMpAaZsGu0
ZEYWMidKkMmJImNTALZD Y 2YjKOM G UZNM GNIYjgbMzZMNJZTCEMThY2 Y1 ZmyYoMTgzZLIKYJhMTE areve Cllen | unl
x0GYzYjc1ZDdiMDAXNTQzZmYINDVIY2 YyME.1jYjU2 ODkyYjdmY JFiYjazMWMSZD 02 OWFIMzg
ANThhM211 MjcRODkzZGNhOGR mNWJUImNYIZQOMjM xND M4 MDlv 0O Tg 1 MMmMRjMGJINGHEYTH
KN T4 MzMxZiRIN2ZF INIEMIETNGIZMT AZZDQANWRmMYZMyOTUZzZ jAMjg3Nj G104 MTAS N
TU2MN2ZKMZ2 ZY zUZY ZYyMF 10D AWRZVYEKMZUS M TIZINDYZMmMZL TV YjR2Y ZID D GL2 00U X MY
VKM MW YINDAYOGIOMThEMTdhNTY 1Y ZIxM D gy O G ZIM2IwDWE] WD oer2 U4 MzNINDg10D0D
LUxZTcd ODc1MTY2Z MZI0HjUS 2 BhZWVhNjkDOTIhN GE x OThmY Wl MmF1ZjlyNmMwZDAZMDMO
NiJkZOhhMml4ZmRhYje3NmZINDF kO Dy iBhYTY3MO Q10 GYIM] dhYmUwZT NGl YmGyZDiz =lodovoll oo
ZIMZ2ESZGOSMNMMNhZDG x O TMANTIOMjc3 Mz BIOWEWAWE1 MjK3Yj gxY2VINTQ1O0OWULnoiND
UL TEUDJgne OGMEHesifZF TnijU2ydbmKbFEIFjwiMhef FURFAOUWTAS++FokOREcS XhdP+ w9
!

B il IR | =t |

n |'|'| ' |:||| Eat

P ] (R | =

A0y = ol Eraleod|

Gui3juYTviEOxGx20s5MNS5kR X XH1 DaTnb? OyufefrBmMIQ6 Ehacall ol Lol
¢BEQ0SRUIUEY VupzDhhgdd Dof Tl

SBbFR3OvgOsS+pUxDYgmEONEAHYIA FtUHWUMb+dynZgUspNdmRUMK ERpF qFO3sFHEM0injgo _
2 1Gsf8+xnE2 XEZqdnU+4 XJWinlils A |v2nsL+s2 TG 1IHb goempQoxyOBOSXPcRy+2 Jek 3T Adlell 2Af Ll

k1 XyONZKOYH+DOVIaWYP XtrymtwG0XNTGP HILMJWAZGIZN e S X9 DMt CtebBe zRjEESIN v9 | [

Eny7t06xP d9B GioSM+3QUUKZHLEmJiAv g vBERMI3whE gk5zMHQLfo+YJeXQumWsmRtg CjzS
PW6|z2zF CGUBASKAPXTBZZCOB2KWDSVMyNTris TG4 XUesgx4d 7 NAbxMLEWS pifZwKNK+EFKIP : :
==Z1owW2SABNSULIXBXEZLhOyjiMigfJ2FNRTAIONSEjwKoggvVmkxDiuGaQi+TurpxBgatig ol e Bae oS

st =l wlilall

Cuse L i

### End ASRAR El Mojahedeen v2.0 Encrypted Meszage #i#

IasalEing | rems | Hildr FirlH= |
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~ Fingerprints 101

® One thing that could be used to tind data like
this is the StI’ng ASRAR El Mojahdeen v2.0 Encrypted Message

i

Y N [ N P |

4 08:04 ,2005-15-02 FG
Mar 2007 ¢ Loe ol gli _ .
[,133 215 Ll |E teweh Bl wle b TAWED | | oot ) el ol
Vil b | .

##¥ Pegi ASRA

HR@TzTIATRhNZE1 Zig1 DWQyNWRMuanaihaibl
ZGYWMjdKMmMJmNTA4ZDY2YjKOMGUZMNGNIYjgs MzNjZTeEMThV2 ¥1ZmYSMTgzZOIKYjhjMTE bl |l
xOGYZYjc1 ZDdiMDAXNTOzZmVINDVIY2YyMBJjYjU2 ODkyYjdmY jFjYjazMWMSZDO2OWFIMzg
ANThhM211 Mjc50DkzZGNROGRmMNWImN}VIZIROMjM xNDMAMDIyO Tg1 MmRjMEJINGHEYTN
KN T4 Mz MxZiRINZFINIEMIETNGIBMT A ZDQANWRmMYZMyOTUZZ jAMig3NQ10GAIMTASN
TUZNZZKN2ZIY zUzZ Y ZYyMiF IODAWNZVKM2UBMTZIND Y2MmM2Z TV IYiQR2YZI0 O GR20DUx MW e i ol
VKM IZMWVINDAYOGIOMThKMTAANTY1 Y 2l MD gy 0 5 ZIMZIWZWZ) MDgwii2U4MzNINDg1 0D
UxZTcd ODe1MTYZMZIONUS ZJBhZ hNjkDOTIRNGE X OThm YWl NmFIZjlyNmMwZDA3MDMO
NiJkZOhhMmI4ZmRhYjc3NmZINDF kODkyYiBhV¥3MOQTO0GVIM] dhYmUwZTIYNGIxYmEyZDlz Slednoll | sasi
ZjliM2E6ZG QSN mMNhZDGx O TMANTIOMjc3 Mz BIOWEWZWE1 Nik3Y] gxY2VINTR10WULNnoiNvD
ULITEUDJgne OGMRHesIBP ThZj 02y gbmibFKIPjwMheT FURFACWTAS++PoKkORECS XhdP+ v9
i

P ] (R | =

A0y = ol Eraleod|

Gui3juYTviEOxGx20s5MNS5kR X XH1 DaTnb? OyufefrBmMIQ6 Ehacall ol Lol
¢BEQ0SRUIUEY VupzDhhgdd Dof Tl

SBbFR3OvgOsS+pUxDYgmEONEAHYIA FtUHWUMb+dynZgUspNdmRUMK ERpF qFO3sFHEM0injgo _
2 1Gsf8+xnE2 XEZqdnU+4 XJWinlils A |v2nsL+s2 TG 1IHb goempQoxyOBOSXPcRy+2 Jek 3T Adlell 2Af Ll

k1 XyONZKOYH+DOVIaWYP XtrymtwG0XNTGP HILMJWAZGIZN e S X9 DMt CtebBe zRjEESIN v9 | [

Eny7t06xP d9B GioSM+3QUUKZHLEmJiAv g vBERMI3whE gk5zMHQLfo+YJeXQumWsmRtg CjzS
PW6|z2zF CGUBASKAPXTBZZCOB2KWDSVMyNTris TG4 XUesgx4d 7 NAbxMLEWS pifZwKNK+EFKIP : :
==Z1owW2SABNSULIXBXEZLhOyjiMigfJ2FNRTAIONSEjwKoggvVmkxDiuGaQi+TurpxBgatig ol e Bae oS

st =l wlilall

Cuse L i

### End ASRAR El Mojahedeen v2.0 Encrypted Meszage #i#

IasalEing | rems | Hildr FirlH= |



TOPSECRET STRAP:

~ Fingerprints 101: Keywords

* So let’s create a fingerprint to tag any data
that contains that string

ASRAR El Mojahdeen v2.0 Encrypted Message
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~ Fingerprints 101: Keywords

» First we'd define the fingerprint with a
name;:

fingerprint(‘encryption/mojahdeen2’) =
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- Fingerprints 101: Keywords

* Then, simply put the string in single quotes
to denote that XKS needs to look for it as a
keyword:

fingerprint(‘encryption/mojahdeen2’) =
ASRAR El Mojahdeen v2.0 Encrypted Message’
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- Fingerprints 101: Keywords

* Finally, all fingerprint definitions need to
end with a semi colon to tell XKS that the
definition is finished

fingerprint(‘encryption/mojahdeen2’) =
ASRAR El Mojahdeen v2.0 Encrypted Message’ ;
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- Fingerprints 101: Keywords

Using the fingerprint GUI on XKS Central, we can
test to see if this compiles:

Fingerprint Yalidation ¢ Submittal

Step &1 Step #2 Step #3
\,‘_;II EI:-:-mpiIEE ‘il Te=t Against Se==ion [ata H S adve ‘? Help
Signature
fingerprint(’'encryption/mojahdeens") = TAZRAR

T
|
(e Sy ocassl

Results

oUCCESS!

Congratulations, your fingerprint was successfully compiled!

Mow use the Test button to run it against the designated session data,

- —r A R A m g mr s .- aa
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~ Fingerprints 101

* Once checked in, the tingerprint will hit on
data like this:

i

Y N [ N P |

oM 03:04 ,2002-18-02 K% |

1,133 1 205l | Bel tewabo L i fAWAR
AT | I I

Mar 2007 ¢ Loe ol gli

Bl L I

#2% Begil ——
HRgTzT/ATRhMNZEN Zg1 DWOWNWER] W - gl = et
ZEYWMidKkMmJImNTALZD Y 2YjKOM G UZNM GNIYjgbMzZMNJZTCEMThY2 Y1 ZmyYoMTgzZLIKYJhMTE pveeai e, (L)
¥OGYzYjc1ZDdiMDAXNT QzZmyINDVN2YyMG)Yj L2 ODoyYjdmY jFYjAz MWMSZD 02 OWFIMz g T

ANThhM211 MjchDDkzZGNhOGRmNWIMN)YIZjRQOMjMxNDMAMDIy0 Ty 1 MmRMGEJINGHEYTN
KYTQdMzMxZiRINZFINIIBMIETNGIRBMTASZDQANWRMYZMyOTUZZ jJAMjg3N|Q10GQIMTAIN
TUZMNZZKMNZZY zUZY Yy MIF 10D AWMNZVMZUS M TZINDYZMmMZZ TV IV]LI2Y ZI0 O GR2Z 00D U Y MY
VKM 2ZMW/INDAYOCIOMThEMTAANT Y1 Y ZIXxMD gy O GIIM2wIWEZ] MDgwi2U4mMzMNIND g1 0D
LIxZTcd ODc 1MTY2MZIONJUS A Bh ZWVhNjkOOTIhNGE x OThmY W1 MmFIZjlyNmMwZDAIMDMO
NiEZDhhMmldZmRhYje3NmZINDFkODkyYjBhyYJYIMOQ10GYIM] dbY mUwZTlyN Gl mGyZOlz Sledosoll , oacl
ZIiMZESZGQOSMMMNhZDG x JTM4ANTIOMjc3 WMz B IOWEWIWE 1 MNjk3Y] gxY2VINTQTOWULnoiivD
ULITEUDJgne DGMRHesilZP Tnd U2y qbmKbFEIFjwi he f FURFAUWT45++PoKkORECS X hdP+ w2
!

P ] (R | =

A0y = ol Eraleod|

Gui3juYTviEOxGx20s5MNS5kR X XH1 DaTnb? OyufefrBmMIQ6 Ehacall ol Lol
¢BEQ0SRUIUEY VupzDhhgdd Dof Tl

SBbFR3OvgOsS+pUxDYgmEONEAHYIA FtUHWUMb+dynZgUspNdmRUMK ERpF qFO3sFHEM0injgo _
2 1Gsf8+xnE2 XEZqdnU+4 XJWinlils A |v2nsL+s2 TG 1IHb goempQoxyOBOSXPcRy+2 Jek 3T Adlell 2Af Ll

k1 XyONZKOYH+DOVIaWYP XtrymtwG0XNTGP HILMJWAZGIZN e S X9 DMt CtebBe zRjEESIN v9 | [

Eny7t06xP d9B GioSM+3QUUKZHLEmJiAv g vBERMI3whE gk5zMHQLfo+YJeXQumWsmRtg CjzS
PW6|z2zF CGUBASKAPXTBZZCOB2KWDSVMyNTris TG4 XUesgx4d 7 NAbxMLEWS pifZwKNK+EFKIP : :
==Z1owW2SABNSULIXBXEZLhOyjiMigfJ2FNRTAIONSEjwKoggvVmkxDiuGaQi+TurpxBgatig ol e Bae oS

st =l wlilall

Cuse L i

### End ASRAR El Mojahedeen v2.0 Encrypted Meszage #i#

IasalEing | rems | Hildr FirlH= |
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ingerprints 101

* As a second example, let’s say we want to find
data like this:

Uﬂng'THTFnﬂﬂaﬁﬁr

Bef: June 07, Z01000803/0-02135 Islamakad: —
MNaticonal Developlent CompleXx

Plot Nni:reet uo: [N

SeCtor: N
I=slamakhad.

LM Purchase

AUBJECT © QUOTATION AGAINST TOUR ENOUIRY BEF:Purchase of RETV Silicon DATED:

18/05/2010

Dear Sirc,

WMith reference to your suhject enguiry, we are plesased to encloge our Quotation Mo o-02135-035-367 T
darced: 07/06/2010, for wvwour perusal.

Please see the 'Terms of Sale!' attached with our cquote for any further details.

le hope our offer suits your requirements and we look forward co your wvalushle purchase order in due

TOP SECRET//COMINT



Fingerprints 101

* Look for keywords that could be used to find
traffic like this in the future.

Uﬂng'THTFnﬂﬂaﬁﬁr

MNaticonal Developlent Complex

Plot No: screet No: [
et or:

I= lamatad.

LM Purchase

AUEBJECT © QUOTATION AGAINZT TOUR ENQUIEY BEF:Purchase of RETV Si1ilicon DATED:
15/05/72010

Dear Sirc,

darced: 07/06/2010, for wvwour perusal.
Please see the 'Terms of Sale!' attached with our cquote for any further details.
le hope our offer suits your requirements and we look forward co your wvalushle purchase order in due

TOP SECRET//COMINT

Bef: June 07, Z01000803/0-02135 Islamakad: —

WMith reference Lo yvour subhject engulry, we are pleaszed Lo enclose our Quotation Mo: Q=-02133-05-567 -

e

TOPSECRET STRAP) / e
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ingerprints 101

* What if we looked for “National Development
Complex” and "Quotation”

Uﬂng'THTFnﬂﬂaﬁﬁr

MNaticonal Developlent CompleXx

Sector:
I=slawatiad.

LM Purcha

SUBJECT QQUUOTATICON RALINST TOUR ENOUIRY REF:Purchase of RETV Silicon DATED:
15/05/2011

Dear Sirc,

WMith reference to your suhject enguiry, we are plesased to encloge our Quotation Mo o-02135-035-367
darced: 07/06/2010, for wvwour perusal.

Please see the 'Terms of Sale!' attached with our cquote for any further details.

le hope our offer suits your requirements and we look forward co your wvalushle purchase order in due
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~ Fingerprints 101: Boolean Logic

Starting with these two keywords, wed like
to use Boolean Logic to create our new
fingerprint

* national development complex

* quotation

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* Again, step one think of a name:

fingerprint(‘cp/pakistan/agencies/ndc’) =

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* Step two, put single quotes around all
keywords:

fingerprint(‘cp/pakistan/agencies/ndc’) =

‘National Development Complex’
‘quotation’

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* Use the Boolean operator and
fingerprint(‘cp/pakistan/agencies/ndc’) =

‘National Development Complex’ and
‘quotation’

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* Finish the expression with the semi-colon.
fingerprint(‘cp/pakistan/agencies/ndc’) =

‘National Development Complex’ and
‘quotation’ ;

TOP SECRET//COMINT
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TOPSECRET STRAP:

Palpfalerr o

Fingerprints 101: Boolean Logic

Use the fingerprint GUI to confirm the
fingerprint definition compiles

Fingerprint ¥Yalidation / Submaittal

Step #1 Step #27 Step #=
e E ------------------- E “.- 3 H I
) icompilel ) Tast Against Session Data E S aue W Help
Signalture

"mational development complex™ and
"guotation’;

= |
)] Succeesl

€[>

Pezults

SUCCESS!

Congratulations, your fingerprint was successtully compiled!

Mow use the Test button to run it against the designated session data,
11 oA NG L f A VLI L
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~ Fingerprints 101

This fingerprint will now successfully find all
sessions like this in the future!

UﬂngTHTfﬂHﬂaﬁar

Ref: June 07, 201000803/ 0-02135 Islamabad:

Nationzl lD]:lL'IlEITE- Comp lex
Plot HNo: Street MNo:
EeCctCor:

Islam
Attn'
AM Purchase

SUBJECT @ QUOTATICH AGLATWST TOUER ENQUIRY REEF:PFurchsase of BETW JIilicon DATED:
18/05/2010
Dear Sir,

ith reference to Wwour subject s2nguiry, we are plesased to enclose our Duotation Mo O-02135-05-567
dated: 07/06/2010, for wour perusal.

Pleage zee the 'Termz of Sale!' attached with our dquote for any further details,
Wz hope our offer sSuits wour requirements and we look forward to your valuable purchase order in due

TOP SECRET//COMINT
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~ Fingerprints 101
However, how can we account for variations of how
the traffic might be seen? Maybe “National
Development Complex” will be listed as “NDC”. Or

maybe instead of a “Quotation” it will be a “Invoice”
and etc.

UﬂngTHTfﬂHﬂaﬁar

IL*

Ref: June 07, 201000803/ 0-02135 Islamabad:
Hational Development Complex

AM Purchase

SUOBEJECT @ QUOTATICON AGLATNST TOUERE ENQUIEY REEF:Furchss=se of BTV Silicon DATED:
18/05/2010

Dear Sir,

ith reference to Wour subiject 2nduiry, we are pleased to

dated: 07/06/2010, for wour perusal.

Pleaze =Zee the 'Termz of Sale! attached with our gquote for any further details.

Wz hope our offer sSuits wour requirements and we look forward to your valuable purchase order in due

encloSe oy Duotation Mo: O-02135-05-567 —5

TOP SECRET//COMINT
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TOP.SECRET STRAP) / at

Fingerprints 101: Boolean Logic

» Keywords can also be grouped together by
parentheses to form more complex Boolean
logic:

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* For example, we can expand on our previous
fingerprint like so

fingerprint(‘cp/pakistan/agencies/ndc’) =

(‘National Development Complex’ or ‘NDC’)
and (‘quotation’ or ‘invoice’) ;

TOP SECRET//COMINT



TOPSECRET STRAP:

Quick Aside 1: Context Sensitivity

' All keywords in X-KEYSCORE are case-
insensitive by default.

So in the previous fingerprint ‘NDC’ will
match on ndc, NdC, nDC etc.

TOP SECRET//COMINT
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~ Quick Aside 1: Context Sensitivity

[f you want to force a keyword to be case
sensitive, simply append a c after the single
quotes.

Ex: 'NDC'c will only hit when NDC is found
in all caps, or ‘ndc’'c will hit only when ndc is
found in all lower case and etc.

TOP SECRET//COMINT
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~ Quick Aside 2: Keyword Scanning

By default keywords in fingerprints can hit in substrings
since for example ‘ndc’ is found within grandchildren.

- So this fingerprint
fingerprint(‘cp/pakistan/agencies/ndc’) =
‘NDC’
Will hit on terms like:

o grandchildren

¢ handcard
e handcuffs

¢ ¢lcC.

TOP SECRET//COMINT
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__Quick Aside 2: Keyword Scanning

* In specific cases to avoid false hits you can use the ‘word’
context.

» Or force there to be a space on either or both ends of the term
by including them inside the single quotes

» So this fingerprint becomes:
fingerprint(‘cp/pakistan/agencies/ndc’) =
‘NDC ’;
OR:
fingerprint(‘cp/pakistan/agencies/ndc’) =
word(‘NDC’);

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

* Let’s say that this fingerprint is producing
good hits, but it also hitting on spam E-
mails.

fingerprint(‘cp/pakistan/agencies/ndc’) =

(‘National Development Complex’ or ‘NDC’)
and (‘quotation’ or ‘invoice’) ;

TOP SECRET//COMINT
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Fingerprints 101: Boolean Logic

» We can use the Boolean and not to defeat
unwanted traffic like below:

fingerprint(‘cp/pakistan/agencies/ndc’) =

((‘National Development Complex’ or ‘NDC’)
and (‘quotation’ or ‘invoice’)) and not
(‘viagra’ or ‘herbal supplement’);

TOP SECRET//COMINT
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Fingerprints 101: Variable

* Variables allow you to link to a list of keywords.

* For example, working with this fingerprint, we
could create variables to each grouping of terms.

fingerprint(‘cp/pakistan/agencies/ndc’) =

(("National Development Complex’ or ‘NDC’) and
(‘quotation’ or ‘invoice’)) and not (‘viagra’ or
‘herbal supplement’);

TOP SECRET//COMINT
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Fingerprints 101: Variables

Variables use the same syntax as fingerprints

$NDC_terms = ‘National Development Complex’ or
‘NDC;

$procurement_terms = ‘quotation’ or ‘invoice’;
$spam_defeats = ‘'viagra' or "herbal supplement;

fingerprint(‘cp/pakistan/agencies/ndc’) =

($NDC_terms and $procurement_terms) and not
$spam_defeats;
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~ Fingerprints 101: Variable

Variables can be re-used in multiple fingerprints.
For example, we could have:
fingerprint(‘cp/pakistan/agencies/ndc’) =

($NDC_terms and $procurement_terms) and not
$spam_defeats;

fingerprint(‘cp/pakistan/angencies/ndc/testing’) =
sNDC_ terms and (‘missile launch’ or ‘tactical
radio’);
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" Fingerprints 101: Variables

In the future, you can modify the
variable $NDC terms and it will
automatically affect both fingerprints

since they use that variable in their
definition.
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B hen tha s nol enough...

* For example, take the first scenario:

g oan

“I want to look for documents from Iran that mention a banned item”

* Just using keywords with Boolean equations, how could we
restrict the term to only a document body and only coming
from Iran?
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ﬁxt Sensitive Scanning

X-KEYSCORE's context sensitive scanning engine
allows you to explicitly say where you want a term to

hit.

As an early example, the Tech Strings in Documents
capability allowed analysts to restrict terms to only
Email, Chat or Documents Bodies

The tull XKS Context Sensitive Scanning engine

allows for over 70 unique contexts to be used as part of
an fingerprint
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~ Context Sensitive Scanning

* For example, take the first scenario:

“I want to look for documents from Iran that mention a banned item”

» Using the XKS context for Country Code (based on NKB
information) and the XKS context for Document Bodies,
this easily becomes:

fingerprint(‘demo/scenarior’) =
cc(‘ir’) and doc_body(‘banned item’)
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* As another example, let’s say we want to tag all Iphone usage

» Using the XKS context for User Agent this easily becomes

fingerprint(‘demo/scenario2’) =
user_agent(‘iphone’);
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mS/H RA Considerations

XKS Fingerprints may not be USSID18 or HRA
compliant if they are queried on by themselves

For example, we may want to fingerprint the use of
mobile web devices like the IPhone, so that attribute
could be used as part of a more complex query.

But querying for the IPhone fingerprint itself would
be a USSID18 and HRA violation.
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f USSID18/HRA Considerations

* But if you want to look for an IPhone user from
an Iranian Proxy accessing his Mail.ru account:

[P Address: ?EI_- Either

ApplD
(+Fingerprnints) [fulltest]:

Field Builder ‘

| | AppID { +Fingerprints)

Feld Builder g! | mailebimail/mailru "'-' |

mail vebmail/mailru

ApplID (+Fingerprints) - mailfwebmail/mailru/attach ment "

browser foellphone,/ i[:uhn:ur'le| | * mailwebmailfmailrufpost

Add to Field Close |
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-~ Context Sensitive Scanning
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What contexts are available for use in XKS Fingerprints?
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html_title(expr)

\

’f/ﬁ’/;\ctivity Contexts (1 ofE)

The normalized extracted text web page titles
html title(Chow to’ and ‘bomb’)

http_host(expr)

The “Host:” name given in the http header.
http host(‘yahoo.com’)

http_url(expr)

Every URL from HTTP GET and POST commands.
http url(‘/mail/inbox?action=delete’)

http_url_args(expr)

All arguments given as part of a URL (ie. all text following the
“?”in a URL string)

http url(*action=delete’)

http_referer(expr)

The “Referer:” URL given in the HTTP header
http reterer(‘http://badwebsite/cp?action=show’)

http_language(expr)

The normalized two letter 1s0-6393 language code as inferred
from any http and or html header info

http language(fa’ or ‘de’)
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ﬁctivity Contexts (2 of 2)

http_cookie(expr) The “Cookie:” field given in the http header.
http cookie(/PREF=\d\d|a-z]/)
http_server(expr) The “Server:” type name in the http header.
http server( GWS/2.1° or "Apache’)

http_user_agent{expr) The “User-Agent:” field given in the http header.

http user agent(/MozillaV[45]/ or ‘Chrome’)

web_search(expr}) The normalized extracted text from web searches

web search(‘ricin’ or ‘plague’)

x_forwarded_for(expr) The X-Forwarded For IP address from the HTTP
Header

x_forwarded for(‘1.2.3.4’)
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ip(expr)

ontexts 1 of 2

The source or destination IP address of the session
ip(‘127.0.0.1)
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from_ip(expr)

The source IP address of the session
from ip("'127.0.0.1°)

to_ip(expr)

Every URL from HTTP GET and POST commands.

to ip(‘127.0.0.1")

ip_subnet(expr)

[P subnet in CIDR notation.
ip subnet('7.211.143.148/24’)

port(expr)

The source or destination TCP or UDP port number.

port('22)

from_port(expr)

The source TCP or UDP port number.
from port('22")

to_port(expr)

The destination TCP or UDP port number.
to port('22’)
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-f Protocol Contexts 1 of 2

cc(expr) The country (either to OR from) based on IP address

ce(‘ir’ or ‘pk’)

from_cc(expr) The source country based on IP address
from cc(‘ir’ or ‘pk’)

to_cc(expr) The destination country based on IP address

to cc('ir’ or ‘pk)

protocol(expr) The textual form of the IP next protocol.
protocol("TCP’)

next_protocol(expr) The textual form of the IP next protocol.

ip_next protocol("17)

mac_address(expr) The MAC address of the target network device.
mac_address(‘00:16:3E:3F:BD:EF’)
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email_body(expr) The UTF-8 normalized text of all email bodies.

email_body('how to’ and "build” and ("bomb’ or ‘weapon’))

chat_body(expr) The UTF-8 normalized text of all chat bodies.

chat _body(‘how to’ and ‘build’ and (‘bomb’ or ‘weapon’))

document_body(expr) | The UTF-8 normalized text of the Office document. -

Office documents include (but are not limited to) Microsoft Oftice, Open Office,
Google Docs and Spreadsheets.

document body('how to’ and ‘build’ and (bomb’ or ‘weapon’))

calendar_body(expr) The UTF-8 normalized text of all calendars. An example is
Google Calendar.

calendar body(‘wedding’)

archive_files(expr) Matches a list of files from within an archive. For example is
a ZIP file 1s transmitted, all names of files within are passed to
this context.

archive files('bad.dll’ or ‘virus.do¢’)

http_post_body(expr) The UTF-8 normalized text HTTP url-encoded POSTs.
http_post body(‘action=send’ and ‘badguy(@yahoo’)
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—Communication Based Contexts
Aliases

doc_email body(expr) This covers the email body and document body contexts

doc email body(‘how to’ and ‘build’ and (‘bomb’ or
‘weapon’))

communication_body(expr) | This covers the email body, document body and
chat body contexts

chat_body(‘how to’ and ‘build’ and (‘bomb’ or ‘weapon’))

A guide to XKS contexts can be found
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- Context sensitivity

Why use context-sensitive scanning?

More intuitive - you can say what you mean

More accurate - if ‘'maps.google.com’ is mentioned in a
blog post, you don't want to try processing it as a Google
Maps session

- Better performance for XKEYSCORE
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~ Examples

* “[ want to look for people doing web searches on Jihad from
Kabul”

* Using the from_city() and web_search() context this
becomes

fingerprint(‘demo/scenarios’) =
from_city(‘kabul’) and web_search(‘jihad’);
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Examples

* “| want to look for people using Mojahedeen Secrets encryption
from an [Phone”

* You can even use existing fingerprints in a fingerprint
definition! So this becomes:

fingerprint(‘'demo/scenario4’) =
fingerprint(‘encryption/mojahdeen2’ and
fingerprint(‘browser/cellphone/iphone’)
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~— Example 4

e “I want to look for E-mails that mention words from various
categories of interest to CP”

* You can use multiple variables in an equation like this:

topic('wmd/acw/govtorgs') =

email_body($acwitems and $acwpositions and
($acwcountries or $acwbrokers or $acwports));
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* sacwitems = ‘'machine gun’ or ‘grenade’ or ‘AK 47

* sacwpositions = ‘minister of defence’ or ‘defense minister
* sacwcountries = ‘'somalia’ or ‘liberia’ or ‘sudan’

» sacwbrokers = ‘south africa’ or ‘'serbia’ or ‘bulgaria’

* sacwports = Tangood’ or ‘albasra’ or ‘dar es salam’

topic('wmd/acw/govtorgs') =

email_body(sacwitems and $acwpositions and
($acwcountries or $acwbrokers or $sacwports));
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~— New Fingerp

' New XKS Fingerprint GUI allows analysts to directly
test, submit and manage fingerprints through the web

Navigation Menu ¢¢ | | Fingerprint Validation / Submittal
=] Fingerprints Step # Step #2 Step#3
=_—__]‘»-"E||iEIEJTEJ'SLIhr'r'|iT grLE ile ¥ Test Against Session Data H Save “} Rl
= Approved
=__—'] Pending Glohal Yariable Declarations 2
= My Signatures Tvpe or paste any global VARIAELE DECLARATIONS here.
Signature

Tvpe or paste a FINGERERINT definition here.

Fress Compile when done editing
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N rint GUI

; ew Fingerp

' New XKS Fingerprint GUI allows analysts to directly
test, submit and manage fingerprints through the web

Finderpnnt vahdaomon £ submittal
Zlep Slep £2 Clep #3

'.‘_;1 itnmpileé :'}' Test Lgainst CeszionCata H Dave

Golxal Variable Declarations

STtest = "Thomb' ar 'missle!' o Tied s

Signature

fingerpron-('test/testl’™) = emnail body(Stesti:

L) Siiress

Results

SUCCESS!

Congratulations, wour finge grin: was successtully compilzd!

Fow use the Test button ta run it agamnst the cesignated s2s51cn deta.
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Questions?
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- Syntax Rules

The definition of the fingerprint will look like this:
fingerprint(‘test/blah/something’, owner = | R) =

Note the single quotes needed for the fingerprint name
and owner
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Syntax Rules

* Secondly every fingerprint definition must be
completed by a semi-colon.

fingerprint(‘test/blah/something, owner = ) -
‘badguy’ ;
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Syntax Rules

* Variables also must be completed by a semi-colon.

sbadguy =
‘bomb’ or ‘gun’ or ‘weapon' ;
fingerprint(‘test/blah/something), owner = ‘-) -
$sbadguy;
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- Syntax Rules

* Definitions and Variables can span multiple lines

sbadguy =
‘bomb’ or
‘eun’ or
‘weapon’ ;
fingerprint(‘test/blah/something, owner = -) =
sbadguy;
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