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Signaling/setup/control

= SIP (Session |nitiation Protocol)
= H323
= Skinny

= Clarent
= Yahoo proprietary

Data - voice, fax, video
» RTP (Real-time Transport Protocol)
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The Problem

Setup and data may take different routes
Different routes may be collected at different sites
Routes may change
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Local site XKS identifies VOIP setup
Involving a tasked target

Local XKS queries itself for corresponding
RTP data

If the local query fails, it is passed back to
HQS for a cross-site query across the
entire XKS network

Forward hits to NUCLEON and generate
summary reports
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XKS Solution

If we HicbhthBiRITIP,|6eatigrd it

VoIP box lealkacross all servers
—
If we found the RTP locally, \
forward it back.
XKEYSCORE web Server

Forward back
results

F6 HQS

FORNSAT site SSO site

F6 Site 1 | |F6 Site 2

queries itself for the RTP on a hit
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Use this to find data for which...

= There was a dictionary hit on the VOIP signaling
(TRAFFICTHIEF, CADENCE, OCTAVE,
MARINA, UTT)

.. AND ...

= We were able to find the RTP corresponding to
the signaling information

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

VOIP Hits
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VOIP Hits - Search Form %

= User/target information
= Email
= Name
= Phone number
= |P address
= Country code

= Content information
= Content type (audio, video, image)
= Control type (SIP, H323, skinny, clarent)
= Fingerprints - may indicate specific VOIP devices
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VOIP Hits - Results
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VOIP Hits - RTP Viewer

_,"‘ Lions » Heports » WYew -

~ State g0 Datetime: Datetime End Contert From Et
| |_H A0059-03-03 050528 2009-03-05 050542 g':‘i ]
| |_\| A0059-05-03 06:41: 22 2009-03-05 0642 3533 =
|
SES| 93 2000-03-03F (9:3%:06%  200%-03-03F (54805 I
<] 94 20E-03-03 0936 20%-03-0F (37 -0% 4]
<] HE 20R-03-03 10231 20S-03-0F 1252 Iy
x| ! X-KEYSCORE CZC Session Yiewer

Jatetirme Case MNotation From IP To IF Frorm Fort To Port Pre
WO09-03-03 05;05; 28 ooooQoo G1.149 11,214 10122 g5z LIC

Session " Header (3} || Meta (4) |

T i AL TC =end tor Downlogdd Zession = [ Mode: =nippet Dptions = | Search Confent: [{Spisigicragivge s ey

AUTO FORMATTER: app_id= multimediafrtp/fg729 Viewer= RTP formatter, Info=
. |
H{ =Es5|0N Extracting BTF data...
5 ] . . | 33rc  # packets 5 packets # byrtes I hyres nin ts Law t=3 min sedq Waxy Sed
=) Find opposite side of sess|
2 d8cd SR b 100, 0% 1245500 100, 0% 1o92z20297 1lofooz00ay ] Goodd
P e B01.149:10122 -
_ -1l.214:80. payload # packetsz =5 packets # bytez % bytes win t= Lax L= Lin =eq Lax seg
: EI-----Finl:I tratfic on grad SR b 100, 0% 1245500 100, 0% 1o92z20297 1lofooz00ay ] Goodd

. 11.714 hmber of bad sequence mumbers=:2

: 61,149
EI-----Finl:I application

. Decoding media...
e e diafrip g 7 29

Iél-----Finl:I fingerprint 39c4d g729: raw decoded wav decoded au [194.7 sec] audio processing
e regiond cowbined gVZ8: raw decoded wav decoded au [9.3 sec] audio processing

QoooQoon giz29: raw decoded wav decoded au [0.0 sec] audio processing

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




LAy S an e . TOP SEC FlETHCGMINTHREL TO USA, AUS, CAN, GBR, NZL

1:-::\7.IP~H|ts audlo

107 010
) o1 10l I
¥ 101

: Diate 1 - -
=03 05:05:28 2008 ,-En:-l (=] Blow Flaying | N 5. 4

=_|:|3 DE;:q"l"'.l‘-.l anc
=03 09:3 || Oudio = || Now

S8 (T8 Playing

WEE L Media
. Guide

Copy from
| CD

i Edia | ek _session_new, php
Librar '
L4 gek_session_nevw,.php

Radio
Tuner

Lopy to CD
or Device

Premium
CEervices

Skin
Chooser

ITH & # ambience : Bubble EHE [E Tokal Tirme: 3:14

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

VOIP Sigdev

Use these search forms to find other VOIP
not included in the VOIP Hits
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Questions?

= Contact the team:
= XKeyscore@nsa.ic.gov

= http://xkeyscore-(go xkeyscore)

= Primary POCs for VOIP:
« I nsa.ic.gov
- B @nsa.ic.gov
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