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'HTTP Activity %

= HTTP Activity is essentially all web-based
activity from a user's internet browser (with
some exceptions)

= |t includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) etc.
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HTTP Activity

HTTP activity comes in two types:

chnn.com Server

————1

Client-to-Server
“requests”

Server-to-Client
“responses”
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HTTP Activity Client-to-Server

GET Ptab=urdusorder=3orthotheai LSLaY L=

Accept:
Feferer: ghttp: //3earch.bbc.co.uk /gearch?tab=urdusorder=sorthothad=misharrafsstart=2&3cope=urdu

Accept-Langquage
Accept-Encoding: =it deflare
Uzer-Agent) Mozilla/4.0 [compatible; MIIE 6.0; Windows NT J.1; 3Vl)

Hoztil gearch.obc, co, 1k
Cookield BEC-UID=hd73aifdadLilabiloidsl j630z03ache-o8d653dalelblodedhtfYaefclsdcf50Mor1llatafdxdels 2052800

Cache-ContTrol: ma<-stale=0

Contiection: Keepn-g4l31wr
Hio=t LIRL Path LUEL 2Arg=
search bbc.couk Izearch tab=urdu&order=sorthoth&g=musharrat&stat=3&scope=urduzink=ne:xt

Jeacope=urduslink=nexc§HITTPFS1.1

Search Termz  Language  Browser -
muzhatraf en hozZillz/4 .0 (compatible; MSIE 6.0 Windowes NT 2.1, 5%1) EES08702E9.L 95545
Referer

Fitt o J'J'search.I::ul::u:.n:n:u.ukIﬂearn:h?‘faI::u=urdu-Eh:urn:iEr=30rthuth-ﬂq=fnusharraf-ﬂﬂtar’[=2-&3mpe=urdu

Cookie
BEC-LID=b479a5f4ad230a53063d51 3630203ach 2265463 4a0e0h1 64c45f06efo054c fOS0Mazilass 2f 4% 2 0% 20% 28 com
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User Activity Is best described as meta-
data from “communication based protocols”
ike Webmall, Chat, Web Forum, Voip etc.
In which we have protocol processing
capabilities like AppProc.

It's important to note that there are many
applications that fall within this definition in
which we do not currently have protocol
processing capabilities
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User Aclivity

F 4
."'

= Most analysts will probably already be
familiar with “"User Activity” from MARINA

Query Formn

Yachtzshop/AppProc Yachtshop =tatiusg

opecify Date Fange E to T2l | <select M
(FY T YI MDD [hhmmss]): Data available back to 1 May 2008

earch tor User Actrnty by, .| Strong Selectors (Emads, 1Ds, Cookies, Mail Tokens, Phone NMumbers, AppProc IPs, AppProc Macs) |+

that...| exactly match — w
the walue(s). ..

7 | DecodeQrdain

if result hmit 15 reached, return. | newest data v |7 (100,000 raw metacata result Tt

where value 15, [] active user 7

[linuser_a or user_b column ?

fitter by.. Fiel[l| Eumlit.inu‘ Eriteriﬂ|
ﬁ-lr

*Ennichment Options: & Al O Hone O Selected

Cuery Justdication (optional); | Fecent Justifications

=ubimit FesetForm Clear Form

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




g

While not an exact duplicate, MARINA and
XKS's User Activity share a lot in common

XKS runs the same software
(AppProc/WebProc/StarProc) that is used
to break out meta-data for MARINA

In some cases, it's actually the XKS at the
front-end site that is feeding the meta-data
to MARINA (the source will be ‘XKS')
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-Overlap

Since applications like web-mail are web-
based, HT TP and User activity will contain
information about the same session.

-While HT TP contains information about all
web-based sessions, user activity contains
information on “user activity protocols” in
which we have identified and developed
exploitation capabillities

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

'How the Search Forms Fit Toge';th MEYSCOR

E

~ull Loc of all DNI sessions collected

— ) User acﬁvity
| :. ,i o |:| ~ |_|_|| 'i.

—-._l
||I Ym \ ‘H

HTTP Actlvity
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‘Examples of traffic

Webmail (client side)

Catetime Case Motation From IP To IP From Port To Port Protoco Length

2009-06-17 12:02:27  IRS10144 a5 [ = 1ran 0. = vnited Statesy 37171 @0 TCP 1440

J Session ” Header (3} ” Meta (9] |

W CMl_PRESEMTER

TOP SECEET/COMINT /720320108 |4

L Enter text to zearch

D sess orig_proc
Type: HTTP-GET | i5a Printer Friendly Wergion

DHI Display | Raw Data | DMl Farmat
Services «
GET fmcimodulesim’ab Contacts Pmeonimb=EIT DA% m & jsrand=98037807 & rand=2127033455 HTTF/1.0 £
Arccept: ok
Accept-Language: fa
Eeferer: httpeofius eSS matl vahoo comfmolshowF older;, vwle=22cDMTEucmhobGEOBE ST A =M SOD Ww kAT
AyIwEh Y w2 Wl c2defmd=1 21857 ABERkxETA AN wiSibw T 7HlZadtY &fid=Inb oz sort=date &
rder—up Srstartilid=26 &flterBy—
xz-requested-with:  XMWLHttpEequest
Accept-Encoding  gzip, deflate
Tser- A gent: Mozlla'd 0 (compatible; WMSIE 6.0; Windows MT 5.1, 5W1, HET CLE 2050727 = A
Haost: us.mc2? o mal yvahoo com
Cookue: d=IvAXIFva Y nb Cnmlfew 32B CV YV Eed\UE ZLwwyo Ko G2V TalhF 95 dLs 200 0l eDlc Teatls v
Wis |ad9¥vBlemoEr]
v—1
=1
n=66k 3ghéns 551
I=ce0ccls Dlsgae’e ( Yahoo login id: _
v p=m2g26 51013000000 ( Gender: male, Birth vear: - FPostal code: -} =
r=h
lg=en-TI'5 ( Language/content: English )
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Examples of traffic

Webmail (server side)

D atetime Case MNotation From IF To IF From Fo To Por Protoc Length
2009-06-16 18:23:5 IR150z100000000 &9 Rz = United state: o1 [JN= ran) &0 60318 tcp 179354

‘ LS S0 || Header (3) ” IMeka (5) || Aktachments (2) |

FOFr

Spesigh O PRE=EMTER e Fo Doy ad Sess 22 Moder 5 DpLions s Sy s gl =gl Ernter text to search

| TOP SECRET/COMINT. 20 320108 A |

IL Sess orig proc
Document Infarmation Type: HTTP | s Printer Friendly Yersion

DM Display | Raw Data | DMI Format

HTTPF Header Information Cantent Type: HTTRSY ahoo'Webrmail

Services ¥

M
N 1 1 | | Active uzer; =
- splay AHOOI!, MAIL
UIS ‘Lw Ebmﬂll Dlﬁplﬂd Y Classic Ulll{llﬂ’WIl
Falder Tist hless o T
Matne Count =
Inbox )
(1655) 107> . .
Draft Fwd: Fw: 35 gdaal (use gaa |
&
cont 37| |Tuesday, June 16, 2008 1:14 A0 i
From:
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Yahoo Webmai

User adi:iviiy

HTTP Actlwty
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‘Examples of traffic

MSN Messenger

Cratetime Case MWotakion  From IF To IP From P To Po Proto Length
Z009-06-16 161 IRS10144 = 1= s = United =1 51818 1863 TCP 137

J SEession ﬂ Header (3] ]_l Meta (7] l

WDHI FREZEMNTER = i eSS Wode: = ) oo =search Conkent!
[_] I TOP SECEET/COMINT. 20320108 "'"

20050616 151?072 B oo com<menpassport> logged in (im) gl

DNI Display | Raw Data | DNI Format |

MSN Messenger | Display Status Messages | [ ] Show Messages Only | [ ] Reverze
WMessage Display

Messayges 1

From To hMessage Size: =

_@'f:ah-:u:u ASOm 2ggineg In

| server Frocessing Time: 2 ms ‘ Data Load Time: 0 ms ‘ Type: MM Messenger

Froject Manager:
FPave Publisher:
Version 1405

(¥ DN PRESENTER
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MSN Messenger

User adi:iviiy

HTTP Actlwty
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Examples of traffic

SKype sessions:

Datetime Zase MNotation From IF To IR Frorm Port  To Port | Protocol Length
7005-08-16 15:25:d6  IRS1014B = =) 2o N (53 zvitzedand) 1ddid 13510 UDP 173

| Session || Header (3) | Meta (3]

W DMl_PRESEMTER o Eriter text to sgarch ﬁ

e TOP SECRET//COMINT F20320108

[[

has lealzer IF 10.0.0 4

Tunr =FF/Finary

I e User>

seen with mactune D cB28 1408057 Fb<Skypellode =
seen with machine TD c16%5c 7 feef] 3%e<skypellode=

has buddsy _fiSkE.rp elser=
25

25 [

seen with machine 1D EBES]QDBEDS??EﬁSkypEHGdE?

cliefit to setver

logged m (1m)

[ T B — | T

ID: sess _ong_proc

ey Primter Frinanly “RFRInn

coln 14ctHf0s 7 M6 <SkypeNode=
cold 14efDHUS Ao <blypelode= -
casa 1doOH0S T TE<Skypellode= "
coZd 14cOH0S 7 6 <=SkypeNaode=
cola 14D U o <blvpelode=
coct 14eBBR0S 776 <Skypeldode=

cold ldeOH05 7 M6 <tkypeNaode> —
e

Project Manaoer
Page Puklisher:
Version: 1.4.0.3
Build Date: Thu Fehl 19 15:0241 5 GhT 2005

(¢ ZDNI PRESENTER
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- 11 o g — LT J— ‘

T -'____,_ [
I.__,l' ) I_.. p .l'-
g eh

\ HTTP Activity
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:, Example #1

The typical way to search HT TP Activity is to start with
User Activity in MARINA.

For example, we'll start with this 16 June activity

TS & USERID FHONE USER A

ACTIVITY USER B

20020616 14358274
20020616 1432367
20020616 1441277
20020616 1444092

logged in (im) 89_

20090616 1444277 logged in (rm) 23 || GGGER
20090616 1447152 B Use: = logged in (tm) 2. |GGG
20090616 1447152 B-:cUsc:- logged in () 29, | KGR
20090616 1447152 U logged in (i) 39, | KGR
20090616 1447152 e Use:- logzed in (rm) 29, |GG
20090616 1447152 U logzed m ) 2. | KGR
20090616 1447152  ESEESaee logged in (rm) 29, | KGR
20090616 1447172 B U logged in (m) 29, | KGR
20090616 1447172 U logged in () 9. | KGR
20090616 1447182 U logzed in tim) 29 |GG
20090616 1449502 B User= logged in (tm) 2. |GG
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U nderstand what IS behlndluth HE %

= Ensure Activity on IP can be associated with
Target

= Understand IP usage Dynamic/Static

= Research IP using Foxtrail/NKB

= Is it a Proxy, DVBLAN, Dial-Up, DSL, etc
= Is it Client to Server or Server to Client

= Still not sure? User Activity pull for 5 minute
period on Foreign IP
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MultiSearch on IP Address

Let's take what we used last week and do a Multi-Search to
discover any web activity around the time the account was active

== Search
=) Classic
= MultiSearch
| =]IP Addresses | - - - -
=] Mac Address Datetime: | Custom v Start:  |2009-06-16 (3] 1430 & Stop:  2009-0A-16 |3 1630 S
=] U=ername
=1 Classic A-M
=] Alert
=] BlackBerry |
=ox # sress: e
=] Call Logs
=] Category DM 7] From
=] Cellular DRI
= Cisco Passwords IP Role: To
=oNE v| X-Forwarded-For
=] Document Metadata
=] Document Tagaing

=] Email Add
%E;?;mﬁ?:g Phone Number Extractor
= Search Email Addresses

=] Full Log DM Forms E -

N xtracted Files
EIHTTP Activity HTTP Activity
=] IKE Parzer Full Log

=IRC Cafe Geolocation Web Proxy
E Loging and Password:

=] Microphigin Metadsta

*

User Activity

1=

&%

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRET/COMINT/REL TO USA, AUS, CAN, GBR. NZL

Example #1

Note the # of results for each search, compared
the 28 MARINA results which was for the same
|IP address and same time frame

‘J My Recent Results ‘

Help  Actions = Miew -

auery Mame Cluery Type =tatus Actions Mum Results  Mum DBz
16 june example user_activity finished ¥ | 0 1 of 1
16 june example fuill_log finizhed % 5223 1 of 1
16 _june example http_parser finizhed ﬁ w} " 2626 1 of 1
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HTTP Results

Of Interest we see visits to Web Pages like:

http twiter.comipersiankiwi
It iwwwbbe.coukipersian’
htap tehranlondon.com!

htapighalamnews.ar

httpeshterak-matalbejadich.blogs pot.com 2000 06 Tl -post 4812.0mil

webh search: dranelection

guoile search = e s
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HTTP Results

Notice how all of the HTTP GET requests were going to the
same |P address even though they are for different web
servers....what’s going on here?

Host To Paort Court -
imtedratedsearch twitter com = 4549
wewny e oo K oo 126
WSy ey arkEr Corm tafll wti
e simdg . bhc.co Lk oo 3
weitter com a3 .
wiwny Tacehook . com oo 2
static tyitter .com oo 12
stats bbb co.uk a5 12
vizualzcience external bbc ook alg r
newys bbc.co.uk oo G
profile ak facetook com cafll 5
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Example H2 B

Analysis of 27 May Internet session of PK
based target started in MARINA

TS A USERTD PHONE USER_A ACTIVITF  USER R

20050527 0521562 B il com=googles b logged in (email) 116 [T E
20090527 0521562 B il com<goopls> & logged in (ernadl) 116 [®
20090527 0521567 B ol comegoogle> & logged i (emad) 116 [
20050527 0521572 | SR logged in (email) 116 | E
20050527 0521552 R logged in (emad) 11| 5
20050527 0522362 T S logged in (email) 116 &
20090527 0522362 - logged m (email) 116 [JIE
20090527 0522362 - logged in (email) 116 [
20090527 0522362 _<yal1¢¢:= L logged in (email) 116 RE
20090527 0522362 - logged in (ezaady 116 NS
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Example #2

The analyst then did an HT TP activity query to
find all web surfing from that |IP address within
the same rough timeframe.

== Classic A

Search: HTTP Activity

=] Alert
=] BlackBerry Query Mame;  [27_mayv_actvity
=] CME
FE IP address used by ot target
E Call Logs Justification: in paksitan
=] Category DN
=] Cellular DM
=] Cizco Pazswords - - - -
= 0ns Datetime: | Custom ~ | Start; 2009-05-27 'El 05:20 | & Stop: |2000-05-27 ] 0600 |G @

=] Document Metadata
=] Document Tagging

- 11k
EEmail Acddresses 1r address: |16 NI From '+
=] Exdracted Files IP Address. Ta ¥
= | Full Log Dl Port; From |+
E HTTP Activity Dort: Ta G

=] IKE Parser

=] IRC Cafe Geolocstion
=] Logins and Passwards
=] Microplugin Metsdata
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HT TP meta-data indicated possible Maktoob
activity

Datetime HTTF T Host URL Path

Z005-05-27 B5222:3% get Con.maktooly.com mewMaktoohhomePage i mimages/T1ogo.png
2009-05-2T 522245 et ciln.maktool.com newhMaktoobhomePage imadgesimiaol.of
J009-05-2T k52245 et il miak ool o newhaktochhomePage imadgesimiad.of
Z009-05-2T7 6522238 et Con.maktool.com Nocalizationimagestocal toclbyarTit lctalb.gif
200%-05-2T 6522245 get Cin.mak ool com newhMaktoobhomePage madgesimal.onr
JO09-05-2T B5:22:3% et ciln.maktool.con Mocahzationimageslocal toolbarigrid LCtab.ogrif
J005-05-27 522238 et L. makteoly. com PTocahzaticnimagesiocal tosllrarflags aeif

Fin < FmCity (1P) Tod ToCity (P)  FmIP To P
PK  KARACHI us HerupoH iGN +3
PK  KARACHI us Herupon 116N o3 ]
PK  KARACHI us Hernoon 116N 3 ]
Pk  KarachHi  us Herupon 116 o3
Pk  Karachi  us Herupon 116 o1
Pk kKaracHi  us Herwpon 116 o3
Pk KarRACHL  us HEruood i +1
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27 May MARINA results

0

MARINA didn't show any Maktoob User:

TS A USERID PHONE USER A ACTIVITF  USER_R
20050527 0521567 B il com=googles b logzed in (emai) 116 [T E
20090527 0521562 B o el com<google> & logged in (emal) 116 [
a
=

20090527 0521562 B il - o= oogle s B logged in (emaid) 116 N
20050527 0521572 logged in (emadl) 116 [
L=
L.

20050527 0521552 logged in (ermal) 116 N 5
i logged in (email) 116 &
logged in (email) 116 JNRE
P logged in (email) 116 [
5 logzed in (emad) 116 E
ks logged m (emadl) 116NN bl

=

200205277 0522367
200305277 05223562

200205277 0522367
20080527 0522367,
200205277 0522562
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27 May User Activity Result

XKS's User Activity also didn't show any
Maktoob activity

Catetime End =earch value Fealm Attribute Type Attribute Yalue Activity

JR-05-2T 05:23:58 _@yahu:u:ﬁ vahoo B _cookie sgamyis1Tssw legin _welzmail
2009-05-27 05:23:55 |Gy ahco yahoo B_cookie sgamui5siTssy legin_webmail
2o09-05-27 05:23:55 |G i vahco yahoo B_cookie sgamuisiTssy legin_webmail
HB-05-2T 05:23:58 |11'D'1!II.'1 vahoo B _cookie hsgamyv5iiiTssy legin_webmail
- 05-2T 05:30:07 _@yaha:u:ﬁ vahoo B _cookie hsgamvisiTssy login_webmail
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= Was it just a visit to the Maktoob home page or
was there an actual web-mail log-in?

= In most cases "active user” and “previous user’
iInformation from web-mail protocols comes
from the cookie field.

= XKS HTTP Activity breaks out the entire cookie
fileld, even If protocol analysis doesn't know
what each part means
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K May HT TP Aclivity

ook at the full cell value:

Conkie
lang=ar; GCAX=IEcHIEcyvulAC LW RMFD=0T1NMEEHTIO1 040|010 4TP 5; c=pK; _

I ] B e=pk; _
Row Aclions
la Fo=phs __
= View Jession
la B Cc=ph;
a E Vigw Session (MNew Window) be=pk:
la += Show All Row Yalues fespks
I 5.7 Mark Metadata row as Important Ee=phk:
la =R Send to Agility Realtime MO4TPx;
la @ Execube Persona Analysis Query so=pki _
13 Cell Actions Fe=pks _
18 55 Filters pof el
Ia s o=pk; _
Ia Show Full Cell Yalue feapks
Ia < Check where Cockie BEquals lang=ar; OAX=dEcHOER.. " Ee=phk;
la qﬁ Un-Check where Cookie Equals lang=ar; O&x=dEcHIED, ..’ r c=pk; __
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27 May HT TP Aclivity

By looking at the full cookie, the analyst noticed
what appeared to be the target's username

(-

lang=ar; CAX={EcHIEccyulACSLwi; EMFD=011MIEHIC1043N | OA04TPx; c=pk: _ httpliwww.makt
Cookie M b

ki
ki
[
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Foi May HT TP Aclivity

The content also shows the cookie value:

GET llocabratonfsflocahration utf-8 12/20098/5/26/895555 1 HTTP 1

:*IIII':IE

Accept
Eeterer: http Afweb 14 maktoob comimatl? newlogn/composed 32 php inm=%56550045
Lrocept-Language: en-us

Accept-Erncoding gap, deflate

User-Agent: Meomlladd O (compattble; MGSTE & 0; Wndews INT 5.1, 5V 1)
Haost: cdnmaltoob com

Connection, K eep-Alive

Coolae: lang=ar

O A X=dEcHUEocyul A5 Lw

EMED=01109BIO 0435t O 104510 O 1047 P

c=pk

__utma=206054 152 4027 F72062198129700 1243400938 1243400938 1243401768 2
_utmb=206054159 1 1012434017765

_ utnr=206054 152 1243400838 1. 1 utme sr=(dire ctifutrncon={direct)jutmemd={none |
str_tab=sport,news, jolcesNew undetined

MELLD "1243402007

RMAM=01cen16_1060 42006650
wimn_ut-5=0
wim_wndows-1256=0 | | R

_utne=206054 155

LI TID=IDhdVmI sFER e WIEF OAF TS le Tesc ES T Evold GV e Ad s DA W P 20 WiQk 0L m5 ac B INEI.
logged=1
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= Why wasn't this activity in MARINA or XKS's
User Activity (both fed by AppProc)?

= Because Protocol Exploitation hadn't identified
this particular Maktoob service

= Since it hadn't been identified, AppProc could
not produce meta-data and DECODEORDAIN
was not producing permutations for strong
selection
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'27 May Maktoob Act|V|ty '

=

= In this particular case, analysts from Protocol
Exploitation were able to determine that the
MKLLD= cookie was identifying the “previous
user” but not the “"active user”
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y
.;,_;,-.I\/Ioral of the story %

Internet applications are dynamic, and protocol
analysts are not able to identify and build
capabillities to exploit every known application

It's important that target analysts use tools like
XKS to aggressively develop their target to
uncover applications that are previously
unidentified or are not currently being
processed properly
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I\/Ioral of the story

The Multi-Search page gives you the ability to search full log and
HTTP activity based on an IP address at the same time

=14 Search
=) Classic
- e ——— Simply enter in an IP address, choose any or all
%Mac Bekress “roles” {ie. from/to/xff) and then choose what
=| =ername
EIBCIESSil: A M SearCh fOI'mS you Want.
=] Alert
=] BlackBerry |
%C”E i IP Address: ﬁ-
=|all Logs
=] Category DM +| From
fEE?"”'*';DN' d L [P Role: [+] To
%DED RERRIEE v| X-Forwarded-For
=] Document Metadsta
=] Document Tagaing | | User Activity
=) Email Addresses [ ] Phone Number Extractor
= _ Search Email Addresses
%?ﬁﬂeggm E Extracted Files
=| Full Loy 2ar v HTTP Activity
=] HTTP Activity ‘v Full Log
=] IKE Parzer Web Proxy

=] IR Cafe Geolocation
E Loding and Passwoars
=] Microphgin et dats
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If you discover examples that don’t seem to be
processing correctly, don't hesitate to contact
the experts at traffichelp@nsa.ic.gov
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