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HTTP-Activity S %

= HTTP Activity i1s essentially all web-based
activity from a user’s internet browser (with
some exceptions)

= It includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) etc.

Most of this data will not contain a strong
selector like E-mall address
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HTTP Activity

HTTP activity comes in two types:

chnn.com Server

————1

Client-to-Server
“requests”

Server-to-Client
“responses”
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HTTP Activity S %

» How do you know which side you're looking at?

= Client-to-Server requests are generally small in
size and are computers talking to other
computers

= Server-to-Client responses larger and are what
web-pages look like at home

= So If you're looking at something that looks like
a web-page its Server-to-Client
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HTTP Activity Examples

Client-to-Server request:

TOP SECRET/COMINT/20320103 |

ID: sess org proc
Type: HTTP-GET  i5a Printer Friendly “ersion

DNI Display N Fave Data “ DM Farmat 1

‘ Services -r\

GET /Hezbollah-Terrensm-Judith-Falmer-Hank/dp/ 1860645932 HTTEA 1

zer-Agent: Meozllars 0 Cwindews; U Windows T 3. 1; en-US) AppleWebEi/525 19 (ICHTMWL, Like
(recko) Chromel1.0.154 45 Satan525 19

Feferer http Hivrarw soogle. com plfsearch?hl=en& g=wretten books on luzbollah&btnG=Google
ocarchrmeta=

Accept: test/z=ml applcatton’zml, apphcaton'shtml zml text'html q=0.% textiplam;,q=0. 8 mage/png, ¥ q=0.5

Accept-Encoding: gzp, deflate bap s sdch

Coolkie: ubtd-man=185-5525816-B765531

apn-user-1d=P 1Y T/ QEIPTTY Qo
Accept-Language: en-1Us en
Accept-Charset:  I50-883%-1,%utf-8
Host: W, SELATOLN, C oL

Connecton Keep-LAlrve
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HI TP Activity Examples

Server-to-Client Response:

Document Information “ype: HTTP | (Sa Printar Friendly “ersion

ID: sess_orig_proc

DNI Display | Raw Data | DN Farmat
& HTTP Header Information Content Type: HTTR/HTRL
Services -
4
ie 5 de, Barca reinstates ie Isfahan to
% . 6-point lead exhibit
ower Feal pEpressionst art

®
Homne Page Latest News |
Iran Kuwait government resigns’ over economy o Il
Middle East Mon, 16 Mar 2009 19:07:16 GMT [°q | Euwatt governr
Traq BC OO
Palestine The Kuwaiti gpvernment has submitted its Z [f7) | Childhood diet
Lebanon resignation to the county's emir amid a row rak

over the premier's handling of the economic , .
Tur].-:_eg vy P 9 [ | UE-Fussian pa
Persan Gulf shield row'
Others "The resignation has been submitted formally and (% |Judges want M
T it's up to the amir {ruler) to decice," Reuters = fiecated
A eiaPacific quoted Masser al-Duwailah, a pariamentarian, as sl
A saying on Monday, [ | Leader pardon:
Lurope The resignaticn would further delay the approval ot 2.5 bilhon dinars (U=ED 5,11 i7, | Ancient boolt 0
Atnericas billion rescue package which 1s to be injected to the Persian Gulf natior's = Lich .
i Tech economy to ease the impact of the global financial crisis. [#7 |Lieberman eye
Health Ay
=

o —— The government has not commented on the report. ||Er“ |I*11:E]]igent -
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HTTP Activity k.

XKS HTTP Activity Meta-data differs
greatly depending on which side of traffic
we're collecting

= |n nearly all cases it's better to have client-
to-server traffic
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HTTP Activity Client-to-Server

GET Ptab=urdusorder=3orthotheai LSLaY L=

Accept:
Feferer: ghttp: //3earch.bbc.co.uk /gearch?tab=urdusorder=sorthothad=misharrafsstart=2&3cope=urdu

Accept-Langquage
Accept-Encoding: =it deflare
Uzer-Agent) Mozilla/4.0 [compatible; MIIE 6.0; Windows NT J.1; 3Vl)

Hoztil gearch.obc, co, 1k
Cookield BEC-UID=hd73aifdadLilabiloidsl j630z03ache-o8d653dalelblodedhtfYaefclsdcf50Mor1llatafdxdels 2052800

Cache-ContTrol: ma<-stale=0

Contiection: Keepn-g4l31wr
Hio=t LIRL Path LUEL 2Arg=
search bbc.couk Izearch tab=urdu&order=sorthoth&g=musharrat&stat=3&scope=urduzink=ne:xt

Jeacope=urduslink=nexc§HITTPFS1.1

Search Termz  Language  Browser -
muzhatraf en hozZillz/4 .0 (compatible; MSIE 6.0 Windowes NT 2.1, 5%1) EES08702E9.L 95545
Referer

Fitt o J'J'search.I::ul::u:.n:n:u.ukIﬂearn:h?‘faI::u=urdu-Eh:urn:iEr=30rthuth-ﬂq=fnusharraf-ﬂﬂtar’[=2-&3mpe=urdu

Cookie
BEC-LID=b479a5f4ad230a53063d51 3630203ach 2265463 4a0e0h1 64c45f06efo054c fOS0Mazilass 2f 4% 2 0% 20% 28 com
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HTTP Activity Server-to-Client

Application Infio HTTF Type
Press TW - Kuwai governiment resigns’ over econoimy response

[0 sess_rig_proc
= Document Informailan Tepe HTTP | =3 Srinter Feiencly “ars cn

CHIl Display | Ramw Zata ] Ok T enmnas ]
CHITTP Header Indormation Coqten: Type: [TTRITHZ
Services =
A
) = = EBarca teinstates &= Lebahan to
B ) - . | R
b ! & poitt ead exthikiz
aver Heal CHpero 2 sca; st
| | <
Hoene 2zge Latest News 4
Tran Earwaint gi]"t"l:l'lll'[l{‘.lﬂ e signs‘ OVCLl CCOIMOIINY ) _
Ifiddle Zact Mer., 16 Mar 2908 2807 16 CLT [ | Frwsl voverme
Iraxy YT
Dalectne The Kuwaiti govocrnmoent has submitted its = |E='_|~ Chalelhod cae,
T.eluar om resiAlivm o The coonl y's wreoie arnid A rove - tisls
——— . . .
Turl:lz-gg ﬁ:quthc premice's handling of the cconomic 2 | TI5-F ussion o
Persian Julf ) chizld row' |
"thers 'Tke recichation has been sLbrritzed farmaly and [ [T wemt W
RS t's ua to tae emir (rnilard o d=acide," Reuze s = ondecats
Az aPacfe Juoted wassar al-bowailah, a parliamentariar, as Lonpra=d
Ath e =aying on Monday [ |Lzader nardon:
Eufooe The resignation would further d=lay t-e approval of 1.5 aillicn diqars (USD 5 11 [ |Anciznt besk ¢
Arnenicas alhony rescus pac<agae which 1z to 28 injested to the Parsian Zult natioq's Lebeo ]
Sedlech Srundrny Laedse iz impacl ol b= gluadl rancid crisis, ke 1_|c c-1.a0 CVE:
allw
Health Thie o rorrnnenl L= rooc commmes b=l o L= eeg el = .
S — P eRTnme e ' ' PR 1@ [ferslizen: reat
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HTTP Activity — HTTP Types

Meta-data will also tell you which side of
traffic you're looking at

= Client-to-server has two main types:
HTTFP Type HTTF Type
. it st

Server-to-client has only one:

HTTF Tvpe
L= LA R =
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HTTP Activity — Get vs Post

A ‘GET’ Is you requesting data from the
server (most web surfing)

= A'POST Is you sending data to the server
(.e. signing in, filling out a form, uploading
a file etc.)
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XKS SIGDEV: H]I ' Traffic

Example: Lets look for all Arabic font Google
queries coming out of the tribal areas of

Pakistan

Information needed iIs contained in HTTP
Activity meta-data

Hozt Query Marina for IP: 116. GGG #

WIWW.LY | Datetimie: 2008-12-2907:21:42 (+-) |2 | hours
g

Fm Country (1P Fm
FE BAl

I, ] [ Cancel

I=tan/MWLLPTCL
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TEEDY DOl il

_ XKS SIGDEV: HTTP Traf

O 101

TS A USERID PHONE TSER A ACTIVITY  USER_B

20081113 074259Z B > logged in (emady 116 | NS
20081113 0742592 B = logged in (email) 116 [N ®
20081113 0743042 B logzed in (emad) 116, |G
20081119 0743167 B > logged in (emady 116 | N9
20081119 07431627 B il i logged in (emai) 116 | N2

200511158 07451624 =erpailfddr= logged in (emal) 116 ol

START TIME SsTOP TIME DURATION CALL DONE IF ADDEESS USERID FHONE AT ADI

20081119 0731412 20081112 0928412 04 01.57.00 UNK 16 _@ s

20081118 0743572 _c:emajm.ﬂd::: logged in (emai) 116.- g
20081113 0743577 B logzed in (email) 116 [N E
20081119 0743572 B il e logged in (eraad) 116 |G
20081119 0743572 B - il ddr> logged in (emad) 116 | N2
20081113 0743582 B logeed in (email) 116 [N E
20081113 0743582 B oo dde logged in (eraad) 116 |G
2008111% 0743582 B -l ddr> logged in (emad) 116 | N2
2008111% 0743582 B = logged in (email) 116 |2
20081113 0745112 B o= logged in (eraad) 116, [ EEGNG
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XKS SIGDEV: HTTP Traffic

Now make that into a workflow

QUERY NAME: Waz NWFP Foriegn Googlers
current time: 2005-11-20 O7V:15:15 GMT
submitted at: Z000-11-20 03 :55:03 GMT
ha=s 14 resultis)

A008-11-19 18:54:20 @ al gaida (en, en—-GE) (1)

<005-11-19 07:36:49 : The al-1khlas netwark (cybertrans fromwm Lrahbhic) (1]

2U0E-11-12 0737 0% @ [(referer) the al-lKkhlas network (cyhertrans from Arabhic) (3]
Z008-11-12 08:03:17 : Forum bride/'Arus (cvbhertrans from Arabic) (1)

2008-11-12 08:05:51 : Forum lowve/ogram (cyvbertrans from Lrabhic) (1)

Z20083=-11-19 08:06:52 : (referer) forww love/grsom (cybhertrans from Arabic) (1)

A008-11-19 15:01:00 : The hills Jihadist without inflicting (oykbertrans from Arabic) (10)
2008-11-19 15:14:13 @ [(referer] the hills jihadist withour inflicting (cybertrans frowm Lrabhic) [(6)
2008-11-19 15:353353:19 : WMaziristan (cykhertrans frow Arabic) (1)

S00E8-11-12 04:24:44 : Scandzals (cyvhercrans Lrom Arakbic) [(2)

<0053-11-19 04::24:59 : [referer) scandals (cybhertrans from Lrahic) (1)

20058-11-12 04::22:228 @ MNews [(cyhertrans from Arabic) (1)

Z008-11-1%9 04:530:04 : Forum soil [(cybercrans from Arabic) (1)

2008-11-19 04:31:51 : (referer) foruw =Scil (eyvhertrans from Arabic) (1)

[l =y dlma-*

ﬂ Workflow Yalues | “Workfow =ML |
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'HTTP Activity — URLS

= Many targets use Free File Sharing
Websites to pass messages.

= Example we may see a message like this:

From: badguy@yahoo.com
To: someotherbadguy@yahoo.com
Hey dude check out this file:

http://www.sendspace.com/file/1gojft

n Lets use X-KEYSCORE to find who else
might have viewed that file

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL :_i

HTTP Activity — URL Structure

XKS breaks up URL’s into their components:

hitp://iwww.google.com/search?hl=ar&lr=a&q=terrorism&start=10&sa=N

www.google.com is the ‘host’

aka everything between the http:// and the
first6earch is the ‘url path’ everything after

www.blah.com and before the ?
hi=ar&Ilr=&qg=terrorism&start=10&sa=N

IS the ‘url argument’ aka everything after the ?

terrorism is the ‘search term’
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XKS SIGDEV: HTTP Traffic

= EX: Targets pass links to videos, use XKS to discover
new targets who have viewed those videos

n HE 00215-09, he promises that the newest video will be ready very soon, and then sends these twio links:

ey v Joad to! |
Mt enene fi Iea.tn:u‘;:]eb_

L8]

2359 [~ @

Datetime: ?Weeks | Start: 2008-12-23 [8 0000 % Stop: | 2009-01-05 [F

HTTR Type: ¥

Host:  [www files to

urL path: o=t R
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Dratet
2

XKS

TS A

20081231 2246062
20allis] 22454597
20081231 2249452
2W0a123] 2245457
20081231 2249547
2081231 2249527
20081231 2249522
20081231 2250152
2U0alds] 2250214

TOP SECRET/COMINT/REL Tc: USA, m@m . NZL

SIGDEV: HTTP Traff

USERIDY FHONE USER A

I .-
e e
e
e
e —
B .
e

- s
—— e
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ACTIVITY HUSER B

ogged i (eroal) 59.-
ogged m (ermal) 59_-
ogoed m (emal) 99 -
logged m (emeal) 59 -
logged m (emeal) 59_-
logged m (emeal) 59_-
logged m (emeal) 59_-

logzed m (ermal) 59.-
logged m (emeal) 59_-
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D KS’““HTT mw \

'IJ I JI1060 ) CI
10011

m (TS/SI//OC/REL TO USA, AUS, CAN, GBR, NZL) During
his Internet session, 'Atiyah queried on himself, "Shaykh
'‘Atiyatallah,” and on the name "Khalid al-Habib."
(3/00/7878-08)

(TS//SI//OC/REL TO USA, AUS, CAN, GBR, NZL) During
his session on 16 September, 'Atiyah used a U.S. search
engine to search for information on himself and a possible
associlate. 'Atiyah submitted Arabic queries for an alias of
his, "Atiyahtallah”, and his real name, "Jamal |brahim
Ishtaywi”. 'Atiyah also queried for "A Revealing View."
(COMMENT: This is likely a reference to the book he
recently wrote entitled "Lebanese Hezballah and the
Palestinian Issue - A Revealing View.") 'Atiyah also
gueried for "Ali 'lwad al-Harab!" (no further information).

On 17 September, ‘Atiyah searched again on the title of his
book. (3/00/7151-08)
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m (TS//SI//OC/RELTO USA, AUS, CAN, GBR, NZL) During the
1035Z to 1143Z online activity, 'Atiyah down-loaded the VoIP
application Skype to his private computer. During an earlier
online session from approximately 09027 to 0935Z, either

'Atiyah or his wife, Jamila, also down-loaded Skype onto her
private computer, (3/00/10570-07)

(TS//S1//OC/REL TO USA, AUS, CAN, GBR, NZL) Although
much of 'Atiyah's online activity is communication, he is also

a "news hound.” While located in Sanandaj, 'Atiyah daily
visited several online international news sites, such as
Qatar-registered al-Jazeera news website, and Arabic
language versions of U.S.-based and U.K.-based news
organizations. Also, 'Atiyah frequently visits religious sites,
such as the Saudi Arabia-registered islamtoday.net.
(3/00/21045-07)
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