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= The Full Log search gives you access to all
DNI sessions collected by X-KEYSCORE

= Data Is indexed by the basic meta-data like

IP Address, Country Codes Port,
Casenotation, Application ID/Fingerprints

etc

= |f you're only interested in content, Full Log
will give you access to everything
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= However, In most cases there will be too
many results in XKS to look through every

blece of content by hand

= To be more efficient, it's important to utilize
the meta-data contained in the other search
forms (E-mail Addresses, HT TP Activity,
Extracted Files, Document Meta-data etc.)
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HTTP-Activity S %

= HTTP Activity is essentially all web-based
activity from a user's internet browser (with
some exceptions)

= |t includes, web-surfing, Internet Searching
(like Google), Mapping Website (Google
Earth/Maps) etc.

= Most of this data will not contain a strong
selector like E-mail address
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HTTP Activity

HTTP activity comes in two types:

chnn.com Server

————1

Client-to-Server
“requests”

Server-to-Client
“responses”
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HTTP Activity Client-to-Server

GET Ptab=urdusorder=3orthotheai LSLaY L=

Accept:
Feferer: ghttp: //3earch.bbc.co.uk /gearch?tab=urdusorder=sorthothad=misharrafsstart=2&3cope=urdu

Accept-Langquage
Accept-Encoding: =it deflare
Uzer-Agent) Mozilla/4.0 [compatible; MIIE 6.0; Windows NT J.1; 3Vl)

Hoztil gearch.obc, co, 1k
Cookield BEC-UID=hd73aifdadLilabiloidsl j630z03ache-o8d653dalelblodedhtfYaefclsdcf50Mor1llatafdxdels 2052800

Cache-ContTrol: ma<-stale=0

Contiection: Keepn-g4l31wr
Hio=t LIRL Path LUEL 2Arg=
search bbc.couk Izearch tab=urdu&order=sorthoth&g=musharrat&stat=3&scope=urduzink=ne:xt

Jeacope=urduslink=nexc§HITTPFS1.1

Search Termz  Language  Browser -
muzhatraf en hozZillz/4 .0 (compatible; MSIE 6.0 Windowes NT 2.1, 5%1) EES08702E9.L 95545
Referer

Fitt o J'J'search.I::ul::u:.n:n:u.ukIﬂearn:h?‘faI::u=urdu-Eh:urn:iEr=30rthuth-ﬂq=fnusharraf-ﬂﬂtar’[=2-&3mpe=urdu

Cookie
BEC-LID=b479a5f4ad230a53063d51 3630203ach 2265463 4a0e0h1 64c45f06efo054c fOS0Mazilass 2f 4% 2 0% 20% 28 com
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g |

Overlap

= Full log contains basic information on every
single DNI session XKS processes.

= HTTP activity contains more detailed
iInformation on the subset of that data which
IS web-based (aka port 80 “internet
browser” traffic)
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'How the Search Forms Fit Togeth NEYSCOR
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HTTP Actlvity
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Example #1

S -

= Analysis of 14 May Internet session of P
based target started in MARINA

TS A USERID PHONE USER_A ACTIVITF USER_E

20080514 1323532 oo i logzed in () 112 | N ®
30090514 1324167 B ool comemsnpassport> & logged in (i) |
20090514 1324197 B il com=mnpassport> - logged in (im)
20080514 132834Z B 1ol com=manpassport> - logged in (i)
20080514 1328432 B 2 1ol com=manpassport> <> logged m (m)
30090514 1335177 B ool comemsnpassport> & logged in (i)
20090514 1335227 B ol comemsnpassport> & logged in (im)
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Understand what is behlnd hh IP %

= Ensure Activity on IP can be associated with
Target

= Understand IP usage Dynamic/Static

= Research IP using Foxtrail/NKB

= Is it a Proxy, DVBLAN, Dial-Up, DSL, etc
= Is it Client to Server or Server to Client

= Still not sure? User Activity pull for 5 minute
period on Foreign IP

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20340601
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HTTP witha Proxy

Request sent to Proxy Request sent to Server

i i)

Response sentto User Response sent to Proxy

* Performance: Proxy can cache responses for static pages

» Censorship: Proxy can filter traffic

» Security: Proxy can look for malware

« Access-Control: Proxy can control access to restricted content

Proxy can be run by

* a user

 an ISP

» a2 web-hosting company

* a content-delivery network (i.e. Akamai)
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Proxies on the Internet

g Web-Server g Web-Servers N \Web-Servers
Short-lived connections Short-lived cennections Long-lived connections
()Single-user C) Multiple-users multiplexed Multiple-users multiplexed

-l l _- _- T ne |nternet

oPirect-Connect AMixed-Gateway National-Level Proxy

b, _

roxy-to-Proxy

—
fr—
1

User-to-Proxy©

XEE KXXKKXX

TOP SECRET//ICOMINT//REL TO USA, A

|

. s
S ) e
g e e
S
=3 e e 3
= e e "o 3
=3 e e 3
;-et:-et:-et:-e
S P e
g e e
S )
=3 e e 3

=3
=33 o3
=333




TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

‘Example #1

The analyst then did an HT TP activity query to
find all web surfing from that |IP address within
the same rough timeframe.

=il Classic A-M

Search: HTTF Activity

= Alert
E BlackBerry Query Name:! 14_may_actiity
=] CME
= PE bazed IP address used by T
E Lall Logs Iustification: Carget
=] Cateqary DN
=] Cellular Db
[ Cison Passwaras " Datetime: |Custom  ~| start: [20020514 @ (13230 |2 stop: 20090514 ) [1405 2] @
= DMN= ' L
=| Dacumert Metacata
=] Document Tagdging _
=] Email Addresses IP Address: 119._ Either
=| Extracted Files IP Address; To W
: .:::= Full Log DRI A =m——
|=|HTTF Activily
=] IKE Parzer bart: To ™

~[=]IRC Cafe Genlocation
=| Logins and Passwords

= Micraplugin MWetacsts
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14 May — Strange HT TP Act|V|ty

HT TP meta-data indicated strange web- based
activity

Ho=t LIFL Path
infoservice.inf.iu-dresden.de mixcascadestatus TS SFCD T IESE N CBSFEFD 3 250FDOSEFAE 32 551
infoservice.inf.iu-dresden.de mnfoservices

Brosnser

FPT-HTTPChemt/0.4-dev
FPT-HTTPChemt/0.4-ilewv

GET frmzcascadestatus/F 20205 CDY3B6E sS0CESEEFDS250F D6 ERABS2591 HTTRS 1

Heost: wfoservice. mnt tu-dresden. de

C otE o Eeep-2Alive, TE

TE: tratflers, deflate, gap, compress
User-Agent: FIT-HTTP Clent/0.4-dev
Cache-Contraol: nio-cache

Pragma no-cache
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14 May — Strange HT TP Act|V|ty

Indications from the HT TP activity

Brovrser
FPFT-HTTPChent . d-idew

FFT-HTTPChent/0 d4-devy

Note the strange User Agent/Browser

GET frizcascadestams B 2090 5F C DY SBAE0CESFEFD =250 FDAAEFAR 22591 HTTES 1
Host: mioseryice. mb tu-dresden. de
Cotfechorn: Eeep-2live, TE

Cache-Control: no-cache

Fragma; no-cache
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T|p off to possible anonymizer

Open Source research indicated that this user

agent was indicative of multi-cast traffic. A
likely tip off that this was some type of
anonymizer

GET fmrcascadestatusF20205FC DY SBABS0CRBSFEFDA250FDEAEFAB 32551 HTTP( .1
Hoaost: mioservice. mb t-dresden. de
(o OT1E CH G, Eeep-Llive, TR

Cache-Control fio-cache

FPragma: no-cache
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jHTTP Recullalo Full Log Query

= The two tu-dresden.de requests were the only
HT TP activity seen within that timeframe, but
given the open source research suggesting that
the user agent was an anoynmizing proxy a full
log query was ran to identify all other traffic
originating from that same IP address during
the same time

Diatetime Ercl

Hio=t LIFL Path
infoservice.inf.iu-dresden.de ‘mixcascadestatus FINM5FCDTIBSEINCBSFEFD 3250 FDSGEFAE 32 551
Infoservice.anfiu-dresden.ds infoservices
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Datetime End -

2005-05-14 13:4733
2O0%-05-14 134807
2009-05-14 13:48:07
2O05-05-14 134835
205-05-14 134502

Fim IP To IP
14N 1310
14 5.5
oI ¢ TN
11+ 3.0
112 1141. 00

P =
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FuII Log Results

] i
4 i =

. S— 3 ——

_ptt S

Frm Por To P Application Type

1495
1502
1494
1134
1134

gl wel

443 network _encryption
gl weeb

G634 unknown

G unknown

Application

httpiget

network _encryption/htps
hittpiget

unknownacp

unknownacp

Note the two HT TP activity (port 80) sessions were
seen, but in addition there was one SSL (port 443)
session and two unknown port 6544 sessions
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Full Log Results

.y 0
Frm IF ToIF Fm Por ToPo &pplicstion Type Application Data Length =ession Lendgth
11900 1. 1134 6544 unknown unknowntcp 6486 7803
119 1. 1133 554 unknown unknownitep 93038 5391

Of the unknown port 6544 traffic, the data length
of the sessions indicated that a significant amount
of data was leaving the Pakistan IP used by our
target
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Full Log Results

.r. I ——

The content appeared unreadable. Further
analysis by CES and open source research
showed that the content was encrypted

o I

NI Display | Faw Data | DM Format ]

Services ~ir|

Mo presentation awailable far this type of data. Try sending it to anather serice far a better view. Below 15 an attemnpt to
display the document as plain text.

thil- 99 [P -TRF 19N ¢RI PP PP PELIPRAIP PP PIaRIOP/RE- R 300 Vi RIGP | a[XF"9 A
1P iENGELLI? P Erere e 909 SHOLYe \He9 =
FHNG GG ivdaboadVTol LISV TG4BT STHGGTIR 9 v{VLOGLEGTO 0610 G ¥bbnTG#G 419 -GctaW HUCHr
"]

z e G GFERLG S FEF <R OIuPhP0R IR/ 9 99 _SHIc T 9piZH SR, 96 & HuE ST IR0 S GuD ¥
IPCACOVEG OOV GD O/ 1-PUGNRP Oz "RCH | VP TO], CHP LI1GOO

IO RO R O LIPS R RN OBV OTOTTOG /P99 T O] PEO [V SHGIR RO
P Ney PO IVE [ DOz ¢

HA . HSkcT=% GHOr)_ 959, 936uP 19| UrR e SBCHHH I SO T OB

CHOO OO NcEhPlOOPel sHPUI9 0990100009

G| GG TOTH " fHgH - AV LIG - SRy R GIHCH ' cHFR T 1L ST BTHd [ 'ScOL | VI G LGSR $ 9§
ctPOHOPG (V41 CP-€ [V Oy d* nOOIL"VFIPPO=DPPRPOIT+O:"20. 00V OOUID | | VGG PTUTPPOO0O:
+E OGP0 R OTOLO 90Dy 9d G0 G000EG HL=G0GR N S/ VMG HIDO G FLG OO GOER (JHREE
CO-T=¢ | 100

GOS0 O B IL G0V B PUB S DR] -

GOl 199V 00 9 10 e

GRS BLG TGV E b B FLD <G GIEH IV FHTEv GRS FLEGFOIORENG LG LG (GO0
FLigUOL VIO D G710,/ L N-929 ORGP VINOiPi VP TOLDODCDIP0 POV 99 NP9 9977 (vOELN-94
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HTTP Results led to Full Log @@@W

= While we were ultimately unable to identify what
was underneath the 150K of encrypted traffic,
we were at the least able to identify that our
target was using an anonymizing service to
mask a portion of his Internet activity

SERI SERIAL: *3,700/513109-09

German Anonymizing Proxy (T3//3ISREL TO U3k, FVEY)

(T3 /3L SOC/REL T UJA, FVEY) During the 14, 16, and 15 Havy
geszions on the _ telephone, the user(=s) were uzing 3 free
GeErmati-based anonymizing proxy
(http://infoservice.inf . tu-dresden.de] , presumskly Lo mask the
source of Incernet traffic. Use of che anonymizing proxy occurred

primarily during the tiwes in which |G -
_Ehn:-trnail.-:clm ancl _@Tfahn:lcl.-:cl:m accounts were acceszed.

COMMENT: (TS//SI//0C/REL TO USh, FUVEY) The German-hazed
proxy 13 & Java Lnonvmous Froxvy (JAF), which was dewveloped
by che Technical Tniversitcy of Dresden 3z 2 free and open
Source anonyiity tooal. The proxy functions in a mwanher
Zimilar to The CUnion Fouter (TOR) network. Clven his
background in computer sScience and necworking, it is not
sSurprising that - would usSe an anchyYmizing proxy £o
secure hi=s Internet activity.
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Why not only use

ull Log?

If the Full Log query gave us the HTTP traffic in
addition to the other non web based traffic, why
don’t we only use the Full Log query?

- Because the meta-data options in the full log table
are limited

Datetime End

FOOG-05-14 13:47:33
2H08-05-14 13:48:07
2009-05-14 1.3:48:07
2000-05-14 134835
2HHE-05-14 134902

11N -
115 ¢
11 4.
11+ .0

Fm Por To P Application Type

1495
1502
1494
1134
1134

hil) wieh

143 network _encrypticn
ol wveh

¢34 unknown

63 unknown
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Application

httpiget

network _encrypticon/hitps
it et

unknownacp

unknownacp
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Example H2

. Starting with MARINA results of a 20 Ma ™
Internet session of an lran based target

IS ¥ USERID PHONE USER A ACTIVITY USER E COOKITE

20090520 0521397 B oo loozed in (emaily 213 [ f:a8a01405kt<yahocBeookie=

20090520 0921392 B oo vsed sfonp 192 |G o201 495k t<yeho B oo olie=
20090520 0921307 B oo logzedin (email) 215 |G c5a19q5k t<vahocBeookie=
20090520 0321302 B o> usedsforip 192 [ o5 1 4a5kit<yahocBeookie=
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Example #2

The analyst then did a full log query based off
the IP & X-Forwarded-IP pair

=2 Classic -

. -[E]asF andwmty Metadats | Search: Full Log
Alert |
- [ BlackBerry Query Mame:  (iran_target
ChIE
Call Loz
=] Categary DRI
(=] Ccelutar D
Cizco Passwords
DS L
=] Dacument Metacata
Dacutnert Tagging

Iranian IP iddress used by cyber
Justification:  [target]

Datetime:  [Custom || Start: |2008-05-20 (3 |03:00 3| Stop: (20090520 |6 1100 |3 @

Email Adodresses Client IP (X -Fowarded-For); @-
-~ [=] Extracted Files
Full Log DM Usernarm e
- [E]HTTP Activity | -
attribute Info: s [Field Puilder]

-~ [=] WE Parzer
=] IRC Catfe Geolocation
- [E]Logins and Pazswaords

- [ Microplugin Metacats 1P address: Ta v

IP Address;  |214 From
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_Example #2

@Efﬁ];@fa!}ﬂgm

Full Log table contains the standard DNI meta-data
with some but not all information from other plug-ins
Included (ie. Username from User Activity and
Application Info contains some HTTP activity)

L= er narme

Amplication Info
httpesupdat & nakeemProdusts iCo

http:iplatformaak facebook. comiv
httpiplatdform.ak facebooK.comiv
http:iplatformaak facebook.comiv
http:imewsrss.bbc.coak irssnew
hitpzih.static.ak fhodn.netinboxm
httpiTe. static.akfhedunetirsre.ph

hitpplatform.akfacebook.comiv WLy
httpfpphotes-dhak.flredn.netphots
hitpphotes-dalk.fhedn.net/phiots
Ittp:dx static.ak fhednetinboxm
hittp:
It
hittp:
hitp:

My static.akfMedinnetimages
fhoastatic.ak fhedin.netinmages
i static.ak fhcdn.netimages
fr.static.ak fhedinetinboxm

hitpzimewsrss_bbc.coukirssnew

Fm Fm City [

IR

gmail.col IR
gmail.col IR

gmiail.col IR

IK
IE
IE
fgmail.col IR
IR
IR
IK
IR
IK
IR
IK
IR

TEHRAH
TEHRAH
TEHRAH
TEHRAN
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAH
TEHRAN
TEHRAH
TEHRAH

Tof To ity (P

Us
DE
DE
DE
GEB
DE
DE
DE
HL
HL
DE
DE
DE
DE
DE
GE

HEWYW K
FRAHEFURT
FRAHKFURT
FRAHEKFURT
LOHDOH
FRAHEFURT
FRAHKFURT
FRAHKFURT

AMSTERDAN
AMSTERDANM

FRAHKFURT
FRAHEFURT
FRAHKFURT
FRAHEKFURT
FRAHEFURT
LOHDOH

Catetime &
MO 9-05-20 100516

2009-05-20 10:06:54
2009-05-20 10:06:54
2009-05-20 10:06:54
2009-03-20 100743
2009-05-F0 10:08-31
20 9-03-20 10:08: 1
20 9-03-20 1020935
200 9-05-20 10:00:56
20 9-05-Z0 0:09:5¢
2009-05-20 1020957
2009-05-20 100957
200 9-03-20 109257
2009-05-20 101001
200 9-03-20 101 00K
2009-05-20 101612

Datetime End
RS -0 5- 200 100 16

2009 -05- 240 101016
2009 -05-20 1021016
2009-05-20 1021016
200G -0 3- 20 10067 : 54
2005 _05-20 10:11: 33
2009 -053-20 10:09:57
2000-05-20 40:12:12
2009-05-20 10:1 2:05
2009 -05-20 4 0:12:05
2000 -05-20 10:10: 0
2009 -05- 240 1010 0%
200G -05- 20 10210 0%
2009 -05- 20 10:12:0%
200G -0 3= 20 101 2: 00
2005 -05-20 10:16:24
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Fm Por To P
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Example H2

= The analyst wanted to know if the From IP & X-
Forwarded-For IP pair was representing a single
computer or if there were multiple users on multiple
computers in this data.

= Full log only provides the bare minimum meta-data to
make this determination

D Datetine = Lpplication Info
Fil} 2003-05-20 1002145 btti s ma 1 sl sy koo comddc sy og=2ctivitymaxddie Time: High&E& =1 10gin_wetmail

Bl 2009-053-20 1022217 hatp/fd.channel3 1.facehook.com/xXia02322 Farafalsep_1406305330=010gin_wehmail

Fm IP To P Fin Port | To P Application Type A pplication Data Lendgth | Session Lenogth
A3 2001814108108 55838 |0 il mailwebmailivahoo 1448 1968
213 69.63.176.213 55435 80 social socialfacehook 3402 3922
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= MARINA provided this information:

TS A USERID PHONE USER_A ACTIVITY UsER_B COORIE

20090520 1021457 B oo proviously logged in 213 [ 5203261405k <yahooBcookie=
20090520 1021452, B oo previously logged i 213 N foa8af1405kt<yahooBrookie>

20050520 1021452

uzed morp 192 168,361  higeatldgikit<vahooboookie>
20090520 1022172 B ccbool used =forip 122,168 36 1
20090520 1022172 B oo regstered with [N oo com<google> &
20090520 1022172 B ool logesd in (forum) 213 EGR

= The Yahoo and Facebook activity came from the same
proxy |P and the same X-Forwarded-For-IP and

around the same time but was it from the same
computer?
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HTTP Activity Query

Let's query that same date time range an
and XFF IP pair in the HT TP Activity query to
see what we get

=il Classic A-M

=] Alert

=] BlackBerry

= ChE

ﬁ Call LIIIQS Query Mame: iran_target_hitp

=| Category DR Iranian IP address used by NTOC
....... VoA

E Celutar DRl Justification: carget

Search: HTTP Activity

=| Cizco Passwaords
=|DMS

=| Document Metacdats
=

Datetime: | Custom ¥ Start: 20080514 6 1330 & Stop: 200805-14 3 1415 |5 @

Documert Taoding ¥ Forwarded Far: 1492.1h8.56.1
=—| Emall Addresses

E Extracted Files [P Address: ﬁ_ From |»
= Full Lo Dkl IP Address: Ta &
=|HTTP Activity

=] KE Parzer

= | IR Cafe Geolocation

=|Logins and Passwords

= Micraplugin MWetacsts
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Now view the HT TP Actlvntgy results

= We saw this meta-data in the Full Log results:

IC: Datetime Application Info
Lin) 2009-05-2010: 2145 Http: s mdgd mail yaboo comidor s Plog=Activitybaxidle Time: Higha & gx=1 login_ wekmail

61 20000520 10:22:17 httpz/D.channel3 1 facebook.comix/ 3023227576 TFalsep  1406565350=01ogin_webmail

Fim [H TolF FmPFort  Takc Application Type Application Data Length Se==ion Length
ekl  QEPNE] 0 BEECREEN il mailwvebmailfyahoo 1446 1968
215 - 55135 60 social social facebook 3402 3922

= And then these three fields are among the
unique (and valuable) fields only found in the
HT TP activity table:

Caokie FReferer Bir oy ser

1 [ - icith=1658suc=> http: fus el meil yahoo comfidcdaunc Mozilais 0 0vindows; U, Windows NT 5.1; en-US; rv1.900.10
datr=12d21 09330 -cdc ¥ dGle 290531300 ckhe 2100 hitp: i channel21 facebock comlifram MoZillars 0 Ovvindowe s L window:s MT 2.2 en-Us; rwi1 90,110
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N ow view the HTTPJA

= Of Interest, note the differences between the
two user agents

Browy ser
-
mozillars.0 Mindows: L windowes NT 5.1 in-US; rv:1.9.0.10) Gecko/20090422316 Firefox/3.0.10

hMozillars.0 Mincows; U;\P‘Eﬁndnwa MT 2.2 en-Us: rv:1 9.0.10) Geckos20090425316 Firefox/3.10.10

= This indicates different versions of Windows, so
unless they did an upgrade within the 1 minute
difference of activity, there were at least two
different computers behind that Proxy and XFF
IP pair
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I\/Ioral of the story1 %

You should be use both the HTTP activity and

Full Log queries to help discover everything
your target does when he’s online

HT TP Activity will give you great meta-data for
quick analysis of “web-based” (port 80) activity

But not all DNI is done through an Internet
Browsers, so it's important to look at the Full

Log query results for indications of the use of
other applications
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I\/Ioral of the story

The Multi-Search page gives you the ability to search full log and
HTTP activity based on an IP address at the same time

=14 Search
=) Classic
- e ——— Simply enter in an IP address, choose any or all
%Mac Bekress “roles” {ie. from/to/xff) and then choose what
=| =ername
EIBCIESSil: A M SearCh fOI'mS you Want.
=] Alert
=] BlackBerry |
%C”E [ IP Address, E-
=|all Logs
=] Category DM +| From
fEE?"”'*';DN' d L [P Role: [+] To
%DED RERRIEE v| X-Forwarded-For
=] Document Metadsta
=] Document Tagaing | | User Activity
=) Email Addresses [ ] Phone Number Extractor
= _ Search Email Addresses
%?ﬁﬂeggm E Extracted Files
=| Full Loy 2ar v HTTP Activity
=] HTTP Activity ‘v Full Log
=] IKE Parzer Web Proxy

=] IR Cafe Geolocation
E Loding and Passwoars
=] Microphgin et dats
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‘Moral of the story

It will submit the multiple searches at the same time, you can
either view the results separately or view them as a merged
table

_

J My Recent Results l

Help  Ackions = Wiew = FILTERS: '”‘q'?'?v

Datetime Zubmitted = GQuery Mame =tatus Mum Results Query Type
) 2003-06-05 14,3340 pk ip 16 may finizhed B> full _og
2003-05-03 143340 pk ip 16 may finished 47a hitp_parser
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