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Agenda

Overview of how FFU’s work and what the
raw data looks like iIn XKS

Targets use of FFU's

How to exploit in XKS
= HTTP Activity Search
= (new) Web File Transfer Search
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] A free file uploader is a website that alloWe

you to upload a file and then hosts that file
for others to download.

= Think of the “dropbox” service that we have
on NSAnet.

= Since Free File Upoaders are web-based,
the HT TP Activity plug-in will be the first
place to look for activity

wWe’'ll also introduce the Web File Transfer
plug-in

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



- TOPSECRETHCOMINT/REL TO USA, AUS, CAN, il
“Free part of FFU ; i %

= Most FFU sites are free and don't require
accounts, but only allow for basic service

= For example, files might only stored for a
short period of time

= Or the person who uploads it does not have
a lot of access into who has downloaded
their files and how many times
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Premlum account;s for FFL %

Some FFU sites allow for “premium” access,
maybe just by registering or maybe by charging
the user a fee

Premium access might allow for more uploads per
account, or files that can be stored longer

Some premium accounts give the uploader
“‘admin” insight into how many times a given file
was downloaded (commonly referred to as a
‘counter”).

Some premium account sites will even allow the
uploader to see the |P address and datetimes
assoclated with each download.
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Example of "Premium” access

For Zshare.com:

Il atmam upload size SUOWE.

Mowr up to 20E for Pretodutn users! and 1GE for registered users!

Privacy; =hate vour fle with the world (Eecomtmended)
Foryour eves only (Frivale) * Regetered weere ondy
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Challenges with FFU

P =

= Almost no FFU activity contains strong
selectors (Username or E-maill

Addresses) making it difficult to identify
our target’s use of these services

= In most cases we see a URL to the file
that doesn’t contain the original filename
(€Q: htip:/iwww.zshare net/download/6365962739d34eba )
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HTTP Activity

HTTP activity comes in two types:

FFU Servers

————1

Client-to-Server
“requests”

Server-to-Client
“responses”
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‘How FFU’s work

Client-to-Server request of the homepage

GET F HTTE/.1

Uzer- & gent: Operald 22 (Windows MT 5 1, T, en)

Host: W, Zshare et

Accept: text/htmal, applcation/omnl q=0.3, applicationshtinl zml, wage/ong, tnagepes, mage/sf unagefz-abitmap,
¥ =01

HEEEp- en-1Ts en =02

Language:

Accept-Charset:  180-883%-1, utf-8, utf-16, *.q=0 1
Accept-Encoding deflate, gop, z-gop, dentity, *,o=0
Cache-Control:  max-stale=0

Connechoan cloze

H-BlueCoat-Via: UALGLS3530F3F0ZEE

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

How FFU’s work

Server-to-client response of the homepage

@ YK Saccion Viewer IEI | DNI Precenter - emnbedded E |

Welcome to “SHARE

Tath =2 HAER vou zan upload files, unages, videos, audio and flash for free. Snmply use the uplozd form below ard start shanng! Tou can alzo
uze 2= HAERE as vouwr perzonal file storspe baclkup vour data and protec: wour filzz. Firet Tine? Fead cur BaCl

o TTpload now

* Lagin

® _teae Sree Account
¢ Drerur

e« FAD

Upload a File, Image, Video, Audio or Flash Unlimited Downloads

Bl v wpload seee S00NE.
How up 2o 2GE for Premogim users! and 168 for registered usess!

File: || Browee..

Lezcriphon:

Frivauy. @ Share vour fle with tae waorld (Becommended)
Foryour =yes only (Frivatz) « Regetmedusers ol

T Mudity (13+)

[#]T aave read and agree to the TICS
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‘How FFU’s work
"= Client-to-Server POST of the file

POST /cgi-binfubr_upload.pl?upload 1d=6963384d1a981de0b38312900b149ae9

&multiple=0&is_private=0&is_eighteen=0&pass=&descr= HTTP/1.1

User-Agent: Opera/9.22 (Windows NT 5.1; U; en)

Host: dI081.zshare . net:3000

Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/|peq,
iImage/qgif, image/x-xbitmap, */*;q=0.1

Accept-Language: en-US,en;q=0.9 Accept-Charset: is0-8859-1, utf-8, utf-16, *:q=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;g=0

Expect: 100-continue

Referer: http://www.zshare .net/

Cookie: sid=65985202¢ca9ff4f0fd000e0eda182d59

Cookie2: $Version=1 Connection: Keep-Alive, TE TE: deflate, gzip, chunked, identity,
trailers Content-Length: 17048

Content-Type: multipart/form-data; boundary=---------- OyxPJQJIxOm5CCaMbP4XHns
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How FFU’s work . '?|

g

e

The POST contains the file, but also the
answers to the checkboxes on the homepage

Description:

Privacy: (&) Share your file with the world (Recemmended)
For yvour eves only (Frivate) » Bezisered users oty

o Mudity (18+)

[¥]T hawe read and agree to the TOS

Content-Disposition: form-data; name="descr"

—---—---QyxPJQJIXxOmSCCaMbP4 XHns
Content-Disposition: form-data; name="is_private”
0

—-——-—-QyxPJQJIxOMSCCaMbP4XHns
Content-Disposition: form-data; name="TOS&"
1

—-———-QyxPJQJIXxOmMSCCaMbP4 XHns
Content-Disposition: form-data; name="pass”
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‘How FFU’s work

ser- f—'ggent Operaf™ 22 ﬂ}-fmdc-ws T 5.1; I en)
Host: dI0E 1 zshare net: 5000
Accept: textdhtinl, appheationdsaal o=0.9, apphcation/zhtl zml, mage'phng, thagedpeg, woage/gl, wnage-zhitmap, %™ q=0.1

Accept-Language: en-Us en;g=0 9
Accept-Charset:  150-885%-1, utf-5, utf-16, *o=0.1
Accept-BEncoding:  deflate, gnp, x-gop, identity, *g=0
Eeferer: htty [farensr zshare net/
Conlkie: sd=E o PE L 202 caltHM 000 0edali2do s
_ utma=213305595 17226016608 12459565234 12459560234 12459568224 1
_ utmb=213%08595
__utmc=215208895
_ubmr=21348083%5 14495602534 1. 1T utmeen={ direct){utmesr={ direct}jutmemad=inone]

Cookie2: FWersion=1
Connechon Eeep-Alive, TE
TE- deflate, grp, chunlced, identity, trailers
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How FFU’s work

i

= Server-to-client response after successful uploa
Welcome to “SHARE

With 2= JARE vou can upload files, wnages, widess, audio and flash for free. Simpls usze the upload form belovw and start sharing! You
cat alzo use ZoHAERE as vour personal file storage: backup wour data and protect vour files. First Time® Eead our Fao)|

o [nload now

e Login
e reate Free Account

o P-emnur

o FAL)

File Uploaded

Tae file kla pics.zip was successfully uploaded! (4 040EY. You're now ready to share it with unlimited people or kezp it as a backup.

Diewnload Linle

http fierarw. zehare netfdowaloadfd 27 1995700 174 098

T:nk for fonmms [LIR] =httpe e 7share netfidnwnlnad/R37 199570601 74
Threct Link: hitp:fheenewe zghare net'download/6371 9957001 74c9f/
Delete Link: hitp:fhwenewe zshare netidelete himl TE37199E7-7 889301k

F-tnal Tle Thiz Tnfo

To recewe all the info on the file von uploaded, such as removal instuctions and download link, enter yvour e-mail address on the
field below:

Tour e-mail:
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Crltlcal piece of collect!

This one server to client session serves as proof of the success
of the upload and it connects the original filename to the URL
that will be passed around in E-mail or forum posts

File Uploaded

w successiully uploaded! (4 04ME)Y. You're now ready to share it with unlmited people or keep it as a backup.

Allu pies.zp §

Dowenload Link:
it Sfarwrw. zshare net/downloadie 37 15257060 174090
Link: for forutns: [LIRL=httpifwrarer. 2 5h are.net/download/6 3719957001 74
Darect Link: http:fwweewe 25 hare netfdownload/B37 19957001 7 49
Dielete Link: hitp:/fwvenere zshare net/delete html 6371995 7-7c88930 1k
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‘How FFU’s work
""'__HTTP activity in time order

HTTP Tvpe Hixzt LRL Psath URL &Args

{1&t WwWw.zshare.net !
i post dl081 zshare net 3000 fegi-binibr_Lplosd pl uploac_id=F9E330401 3957 delkia831 290001 49ae98mutinle=08is_private=08is_eigiteen=08pass=Sdescr=
b et fldd1.zsharenet: 2000 ‘uberup eadulr _set_progress.php up ol _i€l=6963 38 4d1a981de0b 33 312900114939
1 {jet dl0g1.zshar enet:3000 uberupleadiubs_link_upload.phip el i<l=124956582150483
' {jet god1.zzharenet 2000 finglex2 php o _i<l=6963 38 4112981 a0k 1120001149881 _Td=tarmim.zip Zdescr=2multiple=0&pas =iz _rivate=04
[ fldd1.zsharenet: 3000 ‘uberupl eadulr _get progress.php upload id=696338 4012981 dedbii 312900014998 start_time=12493T18288total_upload size=1T0488mil =1
1 [ fod1.zzharenet 3000 fuberupl eadulr _get_progress.php upload_id=696338 11298103 312900114908 start_time=12483T1§28E8total_upload_size=1T0482mil_itl=1
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How does that activity look In XK '

'CIient to server request for the homepage:

(RN D EYTE ]

zer-Agen: Opera’® 22 MW ndows NT 5.1, T en)

Host: wwwr. zehate net

Arczept: textlitml, aoploationnl, g=0 2, epplhcaton’shiml =l magepng, wnage peg, tragelof, imzg=f-zhtmap,
g i — (.

Lﬁ;n:;f:ge: ea-L = en,q=0 2

Accept-Charszt 1s0-8858-1, uif-5, utf-1o, *.q=C.1
Accept-Tncodwg  deflate, gap, x-gap, wentty, *,c=0
Cache-Control:  mag-stale=)

(_ Onnec1on C.OSE
H-2heCost-Vias 0DARFI3530F=F&=EE

HTTP activity meta-data:

Application Info Datetime HTTP T* Host

http:iwww.zshare.net! 200%-FF-06 15016:1F et www.Zshare.net

Anplication Type Application ApplD (+Fingerprints)
filetransrer filetransfer’'web/ zshare filetransfer’'web/zshare
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How does that activity looK In X ?

"'Server-to-CIientErequest of the homepage:

2| m Ll reeiler wile: ol

E Than AL

Welcome to *SITARE

Kol CRERY o ) ) TR PN T R H B B S EE N TER NN TE FEIEL R | BN 1Y B S R 1T B L T
Vo mlt ) - S 1<

w Uples =

a Loan

a Dragns Toem szgoack
a Fromocs

a T ;'

Lplondd a File, Invze, Video, Andio o Flazh Unlimited Downloads

Flazreargianinre . HI
P ol == eronr-we s Snlli b regclerel-wen!

Trmcediven
= Vil e e s o™ 20K |
Applhcation Info HITF Type
7SHARE - Free Invage, Video, Audio, Flash and File Hosting respanse
Application Tvpe A pplication ApplD [ +Fincerprints)
Tiletransfer filetransfer'web /zshare Tiletransfer'webh/zshare
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How does that activity look In XK '
Client-to-Server POST of file:

POST /cgi-binfubr_upload. plfupload_id=6563384d1a081de0b383129000140ae8

&multiple=08&is_private=0&is_eighteen=0&pass=&descr=HTTP/1."

User-Agent: Operaf9.22 (Windows NT 5.1, U, en)

Host: dI0&1 . zshare. net: 3000

Accept: text/himl, applicationfeml:q=0.2, applicationfxhtml+xml, imagefpng, imagefjpeq,
image/gif, imagex-xbitmap, */*;q=0.1

Accept-Language: en-US . en;q=0.9 Accept-Charset: iso-8859-1, utf-8, utf-158, *;q0=0.1

Accept-Encoding: deflate, gzip, x-gzip, identity, *;¢=0

Expect; 100-continue

Referer. http.fvwww.zshare netf

Cookie: sid=65885202caSff4H0fd000e0e4a182d58

Cookie?: Fversion=1 Connaction: Kesp-Alive, TE TE: deflate. gzip. chunked, identity, trailers
Content-Length: 17048

Content- Type: multipart/form-data; boundary=---—----—- P IO xOmECCaMbP4xHNs
HTTF T Host UL P=th URL Args

post  dlg1.zshare.net: 3000 fegi-bindubr_upload. M upload_id=6963394d1a%81 de0bIEI1 20600 14%ae s Emultiple=08is_private=0&is_eighteen=08pass=R&descr=

| Cookie Feferer Attachmenrt Filename
sid=65985202 ca®ff 4 0fcd 0 00ebedald2i59 hitp:/www.zshare.net/ khi pics.zip
Data Length - Sezzion Length Aoplication Type Semlication AoplD (+Fingerprints)
17829 18348 filetransfer filetransferwelyzshare/ upload filetransfer'web/zZshareupload compressionpkzip
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How does that activity looK In S

Client-to-Server checks up upload status:

BT mberazleadfbs et propress phpuplead 1d=8852350 ala ldeJb 383 [OYOCE | 4%z0Y Sretat tirre=102957 | 525
frtotcl upload sme— 1708 Somc 1o 12 B002045 728 HITTRAL ]

IT:et-Aoert Cpera8 22 (almdaws 25T 5 7 1T 2m)
Hest: 4081 zshare rot 3000
Locent: text'hitral, avploatien’=rl g=C 3, applizaticnsttnl ol imagepap, wnscedpen, tnage’mb snacefz-shimsg, W g=C.1

Luuenl-_ampeudge. en- 13 eng—0 3
Jopcest Charret 1o 2E3E | ouff = uif 15, g0
Arrent-Fnnodirs d=Tate, omip 2-omp ideacicy, oD
Ectorer bttt mnar zsharc ot
Zoakaz s e Y W Nty g b ) L LW TR Pl s
_utmna=2 1E508E5 0 17TH2E 51568 12400A5234 12405065254 T 245062254 1
_ ubme=212008405
_utmnc=2 135083855
_ouloe—F T 3FCEAREE 1243560825 1.1 dcn—drec D|elene s —dre D) locind—1one)
T T o eraar=1
Comecton: Eeep-Alive, TE
d=Tale, wap chiabed vdanlaly ales

HTTP activity meta-data:

HTTF T* Hioz=t URL Path URL Args
get didl.zshare.nstiddd  uberuploadiubr_set_progress.hp  upload_id=636¢ 3384112081 dedh 383120001 4daed

Cookis Referer

& pplizat LpplD (+Fingerprint
Sid=65985202cadff 407000 ebedal82d50  hitp:/iwww.zshare.nat/ FULEC L PRI (+Fingerprints )

filetransfer'web/zshare Tiletransferweb.zshare
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How does that activity 100K In X 57

""'-Server-to-CIient successful upload:

Welcome to "STTART.

Tith SSTLET T wew cancplwad S, e sid=cs, e ol Zach S e Sk use e vpliad Do bewr ace sham soaay Thou
can ke uzm sEITA TR gz woor aerr nal e maage saompmows daka anc proesck e wor 2o Fowm Tiee™ Lead cwe Tl

v Craace Iree oo oo
® Frenim
+Fi%

Mile TTplouded

I T THETRITRCAFR TR PP PR N | I C I Pt B LI T P AU [T ISR R EEN | R TTH L PR T S TR | BT TS

Tl e i

| IR TIEY Y T IET I [PETRT YT ACRC RN bl A 170 I [THL

I LS B HET IR PIEEIERS N IRl IR b e ) I Bch)

o suk I'I| RRIE TSR LE I PTRR T 1 R Rkl el ool | FIRCE: I I

LT P I'n:;'.'.'.'-'.'- LRI Ry s o ' o PR R [N I o [

= 2ol 5fe Ths Incs

ol ez o el e ansl < ade o sl Dxmelions aechilinedoaol ok s ba e ceed 224 000

HTTP activity meta-data:

Application Info HTTP Type
ZSHARE - Free Image, Video, Awdio, Flash and File Hosting response

Apnnlication Type Snplication
filetransfer filetransferwelzshar e netuploadlresponse

AoplD (+Fingerprint=)
filetransfer 'web/zshare.netuploadiresponse filetransferiweb/deletelink hletranstfer/webuploadidelete
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Introducmg the "Web File Tran_lfe S@@m %

= Web File Transfer plug-ins were built to
harvest valuable pieces of information
which are not pulled out by default in the
HTTP activity search

- For example, in the server to client
response we see the name of the file that
was uploaded, the URL to be used to
download the file and the delete key, all
great pieces of information!
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Web File Transfer search

= For example:
Welcome to “SHARE

WWith 2S5 A RE vou can upload fles, unages, widess, audio and flash for free. Sunply use the upload form below and start sharing! Ton
can also use z5HARE as wour personal file storage: backup vour data and protect your files. First Tune® Eead cur FAO)]

o [nload now

e Login
e _reate Free Account

» Premnir

o FAD

File Uploaded

Tae file kla pics.zip was successfully uploaded! 4 04LE). You're now ready to share it wath unlirmited people or ke=p it as a backup.

Dewnload Linde

hitp fvrarw zchare netfdowaload/637 7 1995700174 058

Tk for fonums [l IR =httnffwewiir 7share netfidnwnlnadR37 199570017 4
Trect Linl:: hitp:ffweawe 2share net'download/6371 99570017 491/
Delete Link: hitp:/ e zshare net'delete himl TE37199E7-7 889301k

F-tnatl Tle This Tnfo

Ta recerre all the mfo on the file wou uploaded, such az removal mstructions and download hinke, enter your e-mail address on the
field below:

Tour e-mail:
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Web File Transfer search 1

Web File Transfer plug-ins were built to

extract fields like this
File Uploaded

ag successholly uploaded! (4. 040IE) You're now ready to share it with unlwnted people or keep it as a backup.

Downlead Link

bt fwrerar. 2share. net/Jdownload/ =7 15995700 174 98

Linlr for forums: [URL=http:/Awaewe zshare netdownload/6 3719957001 74
Direct Lanlk: hitp:/venere zshare. net/download/B3719967 001 74caf
Delete Link: http:fﬁww.zﬁhare.ﬂe‘r,ﬂ'ci elete. htm|?63719957-7cB89 31k
File LIFL Filename
hitp:irwwral Zzsharenet/downlocad /63 13951 r4c Khi pics.zip
Tran=sfer Type  Upload ID Delete ID ~ite Mame
up oadd BdT1955T Teddib1brdHMToTMedcaleTHOT 56426 Fshare.net
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Web File Transfer searc

Other examples:

+ Contents (1) AL Expand all | B Collapse al
File name# File type File size Attachments
) atml H—TF/ETHL 3072 0
+ Display Information: HTTP/4TML [ Send to aglity Fezltime
E
The world’'s biggest FAO Imprin-

PEEMIUM-Dovenloads

N ad [ Fcroot Premiurm-password”
PRCMIUM fone 1-Click Wabhoster Lo U DasseCil

Flle movlel

Upload | Download link

| hank you for your upload, kernembes ¢
Eapidshare is a ‘ile
1. Tvonerdioa? Lk, Chick feere Lo ol wrloan] Gle
four Do Da_d_mk #1. httl:ll.lr.lrraj!ljSh hotpesivogeedahore copofle 26534 1T 1 Brpega-leFlayet. ez Ak
Your Delete-Line #1; http:firaaidsh MDY 1B 4 TEF ERREAG12E82 127D aF "DDCFR

Send download link via e-mail

“We send vo, ond 7o other reciplent of vour chcice the dovwnlocd and del=ton lrdes cer e mal oo that vou can always cocess wour datn

Slatme (fender):
(e ££ charcetora long)

-tral acdrase of fret reciens:
(raws ££ charceteora Long)

et acidr ass al el ozl - po-ml
(tazee €L characters Long)

=-trad acdrzas of edatbonel fociziont
(s = vl lens o

Shott messzge o The racipient:
| (s 1LUU chasacsere Lonp

Serd downlood link ]

Labzricaticn
I Al e | Terrs m use |Im[.-1:i.:.l
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= When you see an FFU URL passed
around, you can use the HT TP activity
parser to see If anyone went to that URL.

Use the HT TP activity search and simply
copy and paste the URL into the "URL field
builder”

= Make sure to add a valid foreign |P address

or foreign country code to your search to
make it USSID18 compliant!!
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Searching on FFU’s in XKS

For example, if we see this URL passed

around In traffic: http://www.zshare. net/download/6365962739d34eba

Search: HTTP Activity

Query Name:

Justification:

Additional Justification;

Miranda Mumber:

Datetime:

HTTF Tyvpe:

Ho<t;

LRL Path;

FFO TURL used by CT target

Recent Justifications

1 Muonth W

Start: EDDQ-D?-lE'EI |n|j|

URL Field Builder

Enter a URL that will be automatically parsed to populate the host,
path, and argument fhields:

http: [ Peewi, zshare, net/download /625505627 20024eha

| Enter | | CaAncel

Wi [Populate with URL Field Builder]
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Searchlng on FFU’s in XKS

Make sure to and your search with a valid

foreign target, like IP address or country or

city code!!

HTTP Type:

HOsL!

LRL Path:

IP Address:

IF Address:

Fart.

Fart.

Country.

Country:

w2 share. hat

fdawnloadBabhabs s 39d3debha

s [Populate with URL Field Builder]

203

From | s [1P address Field Euilder]

To | v| s [Ip pddress Field Builder]

From

To v

S0

Fraom =

To b
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Searchlng on FFU's in XKS

It's also worth it to search the URL as the
‘referer” and again remember to add
something “foreign”

Reterer: | http/fwwnn zshare netfdownload/babb4badl e

1P address: | 203G From |+ | & [IP Address Field Builder]
[P Address; To Vs [IP Address Field Builder]
Port From |+
Faort T v
Country; |50 ¥ |From *
Country: v | Tog |w
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Searchlng on FFU’s in XKS

To find all files being uploaded to FFU'’s
from a given |P address/range or
city/country code use the HT TP activity

q u e ry HTTP Type:  post e

Atachment Filename:

Application: | filetransfer fwebfzsharefLpload A
Country: | PK ¥ | |From ¥
P address: (119 N From |+

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

Searchlng on FFU’s In XKS

If you want to try to find who uploaded the
file that generated that URL, use the Web
File Transfer Plug-in

= ﬁ Classic H I
=] hetwark Logs
=] PCF Metadata
=] PILBEAM
=] PPF *olP Metadata

FEGIZTRY
FTF

Fadius Logs
=IF
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Searchlng on FFU’s in XKS

To find all file upload success web-pages,
which have the filename and the FFU URL,
use the Web File Transfer Search

Transfer Type: |uplosd

Site Mamea:  |zzshare.net

[P Address: E-"‘ To W

Country;, |PK ¥ | To W
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Searchlng on FFU’s In XKS

To try to find the filename associated with a URL, enter In
the URL into the “File URL" field, again remember to add
something “foreign”

Mielzs = Solvanced] Teaw=z - Zhow Hicd=n S=arc Tiglds Cleas Seacd- =lues Reloazl _as: S=arc - v'au=s
Scarcht vwob Flle Transfer
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Kir=rda Mii—her: |

Uaotetime: | |fcnth % GZat 200007 LM 0200 |G Stop: [200005-1|EH 23505 @

Fil2 USLY it 257 @02 2E 200l C 0B 571949 5?:I:::|

ilEena e |
Fie Tyne: |
D wrial ur: |
Fi o Sic; |
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23 A 1o | ol |[E S wes Fie o Bulew
At | Froen ||
Fort: (T2 |
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