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Email Addresses

= The Email Address search allows you to search
on:

= Full Email Address

« Do not search on/wildcard JUST the username, always
include a specific domain

= Foreign-hosted domains (e.g. @cnc.cn)

= The query searches within bodies of emails,
webpages and documents for....(you guessed
it)...Email Addresses
= To, From, CC, BCC lines..
= “Contact Us” pages on websites
= Slghature blocks
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Ema|I Address !

53—

Emalil Addresses are found in many parts o
traffic

DNI Display | Raw Data | DNIFormat |
Subject; RE:
From:
To:
Cc:
Date: e Jun 23 12:47:25 GMT 2004

P 1.jpa (12013 bytes).
XKEYSCORE has picked [ =1
up traffic with email

addresses in it..
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Ema|I Address B
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DNI Display | Raw Data | DN Format
Subject: RE: Malaysia Tax
From;

To:
Cc:
Date: Tue Jun 23 12:41:25 GMT 2009

Attachments:  Wimagel0] jpg (12013 bytes)

X-KEYSCORE C2C Session Viewer

w - (TY]
D atetime Zase MNotation From IF To IP From Port To Port Protoco Len
2009-06-23 12:41:22  PRPa07sso000000 192 N = vnited states: 210 I (== 1alayvsia) 29247 25 tcp 494
SEsLion || Header (3) || Attachment
—_—

attribute info.tut q email_addresses.t tech.html application_id.xml appproc.asdf wks snippet.tzt phone_number.html
fingerprints. 2mil user activity.zml ip_Ic trie.txt

TK emall addresses txk FORMATTER SUTO w

w.atter

\

XKEYSCORE parses out everything it ‘thinks’ is
/ an email address, so don't be fooled by mis-hits
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Creatlng Email Address Querles

Enter usernames and domains into query

Search: Email Addresses

query Mame: | [

agi in iran sample

Justification;

additional Justification: e

Miranda Mumber:

Catetime: 1 Day v | Start: | 2009-05-23 |E’] ‘EIIZI:IZIIII == Stop: |

Ernail Use@ badgLy or baddude 1 or badguysemall J)

@O omain: vahoo Com

Mulitiple usernames from
SUYEEE SAME domain can be OR’d
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Creatlng Email Address Querles

BE VERY CAREFUL of OR’iIng domains

Search: Emaill Addresses

Query Name;

Justification:

sdditional Justification:

Miranda Mumber;

agi in iran ssmple

When working with multiple
domains, create separate
Email Address gqueries for
each. I.e. Group your
gueries by domain names.

| ™

| Day v| sStart: 20090623 (8 00:00 |5 Stop: | 2009

Datetime:

Ernall Username;

& T

badguy or baddude1 or hadguysemall

@main:

____-'-"'5-

Subject:

yahoo com or hotmall com 2 '

Mulitiple domains means

either badguy@yahoo.com

or badguy@hotmail.com.
Are both your targets?
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Email Address

Sample Search: baku@huawei.com

Search: Emaill Addresses

Query Name:

Justification:

sdditional Justification:

FMiranda Mumber:

Datetime:

Ermaill Usernamea:

mDamain:

1 WWeelk

e

Start: |2009-06-17 (3 |00:00 5| St

baku

HLawel Com
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‘Email Address

Email Addresses are found in many parts of

=32

traffic -

DNI Display ” Faw Data ] QM Format I.

+ HTTP Header Information Content Type: HTTR/HTML

Services w

Fax: 0001-2-84118533

Vienna, Austria B ; Azerbaijan
FEzone Office Buldme, 4th Floor/ Top 7. Emst- Caspian Plaza Centre ,block

Melcldor-Gasgze 20, 1020 Vienna, Austiia Azeibaijan, Az1065
e Tel: 0099412-510-5644/5744/584

Results here are from Fax: 0099412-510-5044
someone viewing 3 website |08 Vit b aku{@huawel com
that contained the email
address

0-611, J.Jabbarly St.. Bak

B alirain, Bahrain

Bwldmg 647, Road 28115 eef District 428 Kmgdom of Balwam Villa NO.1, Mohamedia Garden, Gate NO.36,Road
Tel: 00073-17568708 No.3431.Block No.334 Balraim

Fax: 0097317568701 Tel: 00974-3443296/00973-0583008 5

Dhaka, Bangladesh Minsk, Belarus

E M Centere{2nd Floor),101, gulshan Avenue Gulshan Model Korolva str. 51, floor-2, otfice-28. Minsk,Belarus
T wmran Tilanlras 1317 T minnladsada Tl ANZ2T8 177 TN A0
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U ser Act|V|ty Query

= User Activity query is based on APPRO )'
collection (such as chat, webmaill, etc)

= Allows more flexible search criteria than
Email Address query

= Can search on: Cookies, numeric logins (e.qg.
web forums & OSN), VolP selectors, webcam
first images, Webmail profile information from
registration (birthdays), general usernames
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Creatlng User Activity Queries
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confusing
Datetime: Custorm ¥ | Start IEEIEI'EJ-IIIE--EB E_ :ll:EIIII |$ Stop. EE
Search For: |-.,.

Search Yalue;

Eealm:

Attnbute Twpe:

Aattnbute Yalue:

ACtivity:

=0urce;

IP Address:

From

The fields Iin a User Activity query can be

Enter target

sS€

-P

ectors/identifiers here:

none No

-Cookie

-Username/EMAD (then
add REALM)
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Creatlng User Achwty e

The fields Iin a User Activity query can be

confusing
Search For Search Value Arbute Type Atiribte Yalue '
USername ayahoo \ communicants | - i e ziail197 {
HSErname ayahos | contact_list 0920273966 9999090 a_salty a t love me a:@ «
LSername ayahion | direction gerver-to-cligm i
lsernanme @yahoo  from I {
lSeThaime ayahios  Previous_user Notice partial email addresses in the
lSernaine @yahoo  raw_metadata “Search Value” field..
USernae gyahos 1o D i
USernama ayahio 156l _realm emallAdir i
Usernama dyahoo  [yalioo D {
USernanme eniailAdr Il {
USErnane

avahion app_provider YIS0 {
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Creatlng User Activity Q [rﬂ@g

=

= Scenario:
You have a target’s email address:

= I &) hotmail.com

= Known: One emall address

= Unknown: Alternate ID’s, IPs, Location, Photo,
etc... (lots of stuff)

Where do we begin?
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lwantto....

| have an Emall Address and want to see if it's being collected?
= Do an Email Address guery on username and domain

Ermail Username: biaku

a@Damain: biLaw ] SO

= Do a User Activity query on the email address in the “Selector Value™

Search Value: baku@huawe®
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I want o

| have a Cookie and want to see what other accounts access this
computer

Do TWO separate User Activity query on the cookies

0 1 . Attnbute Yalue: "j';lEE]DGdﬁILIDIM

Brings back THESE

Attribute walue rESUH:S. "t

dlo@o Mo dudlid
clogBa o 4udhi4
clo@o o dudlid
[y Dioecl 4 i 4
[opdb) ol dund i 4
[y Dioecl 4 i 4
dlo@o o dudlid
clogBa o 4udhi4
clo@o o dudlid
doafalioddulihd

—cog Notice redundancy.. So you MAY miss traffic
| if you select "B _cookie” or “yahooBcookie®
(don’t know why)

search For search Yalue

LUSername
LUSername
LUSername B _cookie

LUSsername vahooBcookie

LUSername yvahooBcookie

LUSsername cloBo o dudhi 4

username |G Lvahoo

LUSsernaime

B_cookie
B _cookie
B_cookie
LUSername yahooBcookie

LUSsernaime

LUSErNndine
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I want to.... k|

| have a Cookie and want to see what other accounts access this
computer

Do TWO separate User Activity query on the cookies

[ 2 Search Yalue: dgaqﬂgdduﬂlid

Brings back THESE
results...

Search Far Search Value Attribiate Tyme ARFIbUTE Walue

HSernEinne o8 Gadd4udlig Vil o

username dg@godduwdlid yvahoo

HSernEinne o8 Gadd4udlig Vil o

username dg@godduwdlid yvahoo

HSernEinne o8 Gadd4udlig Vil o

username dg@godduwdlid yvahoo

HSernEinne o8 Gadd4udlig Vil o

username dg@godduwdlid yvahoo

HSernEinne o8 Gadd4udlig Vil o

Notice redundancy S0 you MAY miss traffic
If you select "B _cookie” or “yahocoBcookie®
(don’t know why)
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| want to.. ..

| have a Cookie and want to see what other accounts access this
computer

= Do a Marina query on the cookie as well (why not)?

Specity Date Range 20050514 & 1 [20090820 5 | =3

CYYYYIVILWDD [hiwrtnss]): Date

for User Actrvaty b ... | Strong Selectors (Emads, IDs, Cookies, ail Tokens, Phone

that... | exactly match  ~
ﬂ'lf: "'i;’ﬂ]lll:(.-f:i)... dgfcglod4udlid<vahoobcookisex

it 1= reached. retim. .. | nswest data » | 7 (100,000 rawvw metadata result lnmat)
wliere value 1z e User 1

m user a or user b coluom 7

Field | Condition | Criteria

*Emviclonent Options: O All © None @ Selec

filter b

Ouery Justibication {optional): |iranian b cockie in esfahan

S Lt | Fezet Form I lear Form |
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I want to....

| have a Cookie and want to see what other accounts access this
computer

= Do a Marina query on the cookie as well (why not)?

USER A ACTIVITY USER B COOLKIE

B oo seen with machine ID dg8qQod4uOlid<yahooBeookie> de8qlod4ullid<yahooBeookie>
-i'_i.rﬂlmﬂi?* seenn with maclhme ID  dg8qQod4ulhd<-yahooBcoolue> dg8qlod4ulld<yahooBecoolae>
-y'ﬂllﬂn?* seen with maclune ID dg8qOod4ulhd=yahooBeoolie™ de8qloddudhid<vahooBcoolie=
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I want o

So let’s put the cookie query all together...
m Between Marina and XKS, | should have an idea of all the accounts..

- Results pulling on dg8g0o0d4ulli4 as a Search Value

Search For Search Value Attribute Type fimdie Value =
username  dgsqOoddudliz yalioo B alio o
LUSername do@qoddudlid waloo anvahoo

LSernalne g dadd4uili4 raw metadata <CommbBventsummany= <apnFrc

« Plus my Marina results
ACTIVITY USER B COORKIE

<en with machme ID  de8q0od4ulld<yahooBcookie> dgBqlod4ulhd<yahooBcookie>

“yahoo=
“yaloo= seen with machme ID deSgloddudbd<vahooBcoolie> dgBqlod4ndld<vahooBcookie>

-ﬁ_i; alioo> seen with machme ID de8gOoddudbd<vahooBcoolue> dgBqlod4ndld<yahooBcoolie>

RESULTS: Three users on the a computer..
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lwantto....

| have an |IP address and want to know what users/accounts are
collected In that network? (I.E. a Cafe’s IP address, or mail/web
server for an organization)

= Do an Emalil Address EmaillUse mame:
query on the IP address el
Subject;

IP Address: ‘_ From ¥

Srarrh Frr | [ ¥

= Do a User Activity query S
on the |IP address

Attribute Tyoe | RS

abtrkLt= Yaluae

Aotisity | [

SCLIze | [

e address: |

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL




TOP SECRET/COMINT/REL TO USA, AUS, CAN, GBR. NZL

I\/Ioral of the story

Email Address query looks for the @ symbol in
traffic

User Activity search allows you to query on
more than just an email address
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