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BRANCH NOTE
* BNP: Hostile Epquiries {nto Suspect Activist
This Note concemns hostile enquiries made recently be a British National Party (BNP) member into an

activist suspected of being e ‘Stite Asset’. An understanding of the type of enquiries made, and the
awareness of the BNP oflikely undercover ‘Jegend building’ methods canonly be of benefit 10 this Unit.

N [14]
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[The following is from Ecodefense: A Field Guide to Monkeywrenching, pp. 295-308. While focusing
on environmentalism, the information is of value to anarchsits.]

POLICE UNDERCOVER OPERATIONS (1)

by "Mollie Maguire"

Undercover police activity has become a standard feature of the contemporary political terrain.
Disclosures in recent years indicate that environmentalist, anti-nuclear, and animal rights groups are
likely to be targeted for surreptitious investigation. This can take many forms, from an inconspicuous
swanger who turns up to help at a demonstration, to a trained "deep cover" operative who may spend
yeras working inside a target organization. These operations can be launched locally by a police or
sheriff's department, or by any of a number of federal agencies, such as the Forest Service, which now
has the third largest law enforcement staff in the federal government.

. Another major source of inside information for investigators is the "CI" or "confidential informant.”
These informers can be private citizens recruited to infiltrate a group, or fearful members who tum on
their friends (usuvally to save themselves). Without the existence of the CI, or "snitch," there would in
fact be very few arrests made for major crimes. However, CIs do have major shortcomings from a
police perspective, including their general unreliability, questionable status as testifying witnesses, and
frequent refusal to teskfy in open court. Therefore, the information gamnered from a CI must be
backed up by the testimony of undercover police officers or supplemented by intensive police
investigation (which may involve surveillance and the use of search warrants) to build a case without
putting the informer on the witness stand. In fact, the use of a CI in an arrest is usuaily not revealed,
so the investigation may appear to be nothing more than competent police work.

Any monkeywrencher who suspects surveillance, should examine associated, study who has access to
information now believed to be in the hands of the police, notice anyone who suddenly attempts to
distance themselves, and be alert to any other indication that investigators are receiving inside
information.

The Undercover Infiltrator

Both government agencies and private companies are routinely involved in running undercover

. operations. Small police departments and private firms (ranging from the large agencies like Pinkerton
and Bums down to the security divisions maintained by large corporations and often staffed by formerl
law enforcement agents) typically rely on the solitary agent to ferret out information which is then
passed on to the agent's supervisors. Larger state and Federal ageucies have the resources to mount
far more extensive infiltration efforts. Major efforts entail a team approach, with extensive backup
equipment and personnel to exploit the information provided by the undercover cop. The team's job 1s
to protect the undercover agent and assemble a mass of evidence so tht a subsequent prosecution
doesn't rely entirely on the testimony of one officer.

The increasing sophistication of undercover operations has made it more difficult to spot these people.
Today's undercover officer can look and sound like anyone. Many years ago, an undercover cop might
be exposed when suspicious associates pilfered his phone bill from a mailbox and found that it listed

numerous calls to a recognizable police phone mimber. Those days are gone as the quality and training

http://www.radiodall. org/anarchy/police.html 4/8/01
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of undercover operatives has improved. Only the crudest attempts to infiltrate, such as those occurring
at demonstrations or other well-publicized evenss, are likely to be obvious due to the appearance or
demeanor of the plainclothes officer. :

There are two broad categories of undercover operative: deep cover and light cover.

A deep cover operative "lives” the role. It may be someone with extensive experience in undercover
work, or a young person selected from an academy training class. Novices are actually preferred
sometimes because they have not acquired the typically authoritarian habits that might give them away
as cops, and also because they are less likely to be recognized by regular cops in the field who might
unknowingly reveal their identity in a chance encounter.

Deep cover operations are tightly compartmentalized within the investigating agency to prevent
breaches of security or leaks by employees sympathetic to the group being infiltrated. These
operations may be coordinated from isolated offices at training facilities like the FBI's Quantico
Academy or the Federal law enforcement training academy (western branch at Marana, Arizona).

. A deep cover agent is equipped with a false ID (usually retaining the real first name so she doesn't
forget to respond to her name), and a skeleton of personal history, such as a business owner who will
verify that so-and-so worked for them (and who will later notify the police that someone was
inquiring). The agent's background may be kept close to the truth to prevent slip-ups. Finally, a deep-
cover agent may work a real job, rent a house or apartment, and live the role 24 hours a day.

An undercover cop working under "light* cover may also have a false ID, but will most likely go home
to his family and "real” life (usually in another city). Sometimes narcotics officers and other specially
trained agents will be called on for these assignments.

Going Undercover

Most undercover infiltrations begin when the operative presents herself as a willing volunteer and joins
the targeted organization. Often a confidential information is used to introduce the infiltrator to the

group so that she will be more readily accepted. The CI may then discreetyl drop from the scene.

A high priority target organization may have a number of Cls and undercover operatives working at
once, usually unknown to each other. Such muhiple infiltration is used to test the veracity of the

information provided.

Undercover agents may also assume roles outside the target organization but designed to provide
inside access. A favorite is to pass themselves off as “writers" or members of the news media, or even
as someone hoping to produce a documentary for public access television. A phony photographer or
video camera crew will enhance the look of authenticity and make a record of people and actions for
later use in identification and prosecution, This approach, when used at public gatherings, provides
better quality information and photos than the old method of concealing surveillance cameras inside
nearby buildings or parked vans. These undercover officers may also use this role to seek
“confidential” interviews with monkeywrenchers and other underground activists. One of the ClIs in
the Arizona Five case played this role.

Another widely used undercoverrole is that of a utility worker or phone company repair person. This
approach is valuable for obtaining access to a suspect's living quarters or workplace. While inside, the

http://www.radio4all.org/anarchy/police.html 4/8/01
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officer can plant listening devices, size up the security measures for a later "break-in," or look for
evidence of illegality that can be used to obtain a search warrant. If the suspect is a renter, the
landlord's cooperation may be sought to obtain legal access without a warrant, to provide nearby
facilities for surveillance, or to provide cover for an undercover officer who may act as a handyman or
building superintendent. If you rent, you should go out of your way to remain on good terms with
your landlord. Even if your landlord doesn't tip you off to police inquiries, a sudden change in her
behavior around you could alert you that something has happened to change her opinion of you, and
that "something"” just might be sudden police interest in you. The same rule applies to neighbors,
employers, and coworkers. The peaple around you every day can provide the first warning of danger.

If utility company workers come to your door secking access and you didn't request service, you
should request some ID first, and then call their office to verify their identity and their reasons for
requesting entry. Look up the phone number yourself, since the number they provide could be as
phony as their ID card. However, remember also that acting unduly suspicious might cause a bona fide
repair person to wonderjust what you might have to hide.

O Yet another undercover role is that of the phonty "lawyer" who contacts a suspect before the shock of
arrest wears offin an effort to elicit information. This person may claim to be a lawyer, or may just use
subterfuge to create this impression. You can, of course, ask for some ID such as a state bar
membership card. The period immediately after arrest is a dangerous time. Even after you take on an
authentic lawyer to represent you, you may want time to think about your situation before deciding
how straightforward you want to be with your attorney. Contrary to the old adage, it is not necessarily
essential that your lawyer know everything. For instance, your lawyer may not need to know that
you're guilty, just that you intend to plead innocent,

Similar to the phony lawyer approach is that of the fake court official. This person may ask you for a
statement or ask you to fill out a form (to be used for handwriting comparison). If someone like this
approaches you, verify the person's identity before doing anything else.

If you are in jail, the prisoner sharing your cell may be an undercover operative, usually a "jail-house
snitch" who routinely seeks information for the authorities from talkative prisoners. Finally, the
prosecution may attempt to place an informant in your legal defense committee.

Undercover Tactics

The first task of an undercover infiltrator is to gain unquestioning acceptance within the group. Often
O she will play it cool, do volunteer work, and bide her time, awaiting opportunity.

The goal of undercover cops is to identify suspects and gather evidence for prosecution. They may
volunteer for any job, just to widen their access to information. Often they seek clerical or leadership
roles to extend their influence and gain access to membership and contribution records. When the FBI
was working to suppress the American Indian Movement, they had an undercover agent working as
AIM's head of security.

Sometimes, undercover agents may go beyond the identification of suspects and the gathering of
evidence: they may actually encourage someone to participate in an illegal act, and then help the police
set up the arrest of that person or persons (the classic "agent provocateur"). Don't make the mistake
of thinldng that this sort of thing is only found in spy novels, or went out of style with the demise of
the Czarist secret police. There is a good deal of evidence to suggest that the decline of a number of

http://www.radio4all.org/anarchy/police.html 4/8/01
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radical groups in the U.S. in the 1960s and early 70s was speeded up by the judicious use of agents
provocateurs (as well as simple informants) by both Federal and local police agencies. The undercover
FBI agent in the Arizona Five case went so far with being a provocateur in his desperation to make a
case, that he warned his supervisor that he had "an entrapment problem.”

One way these agents try to spot potential monkeywrenchers they can set up for arrest is to act
especially radical and "talk tough” when around other members of the group. If someone responds, the
agent will then provide ideas, information, or equipment to the monkeywrencher(s) to encourage
specific illegal acts which can later result in arrests. Such agents may brag of having participated in
numerous illegal acts, in order to attract recruits. In early 1989, a story unfolded about the iafiltration
of animal rights and environmental organizations by several undercover operatives. In this case, the
agents were apparently employed by a private security company whose clients included corporations
under attack by animal rights activists for their abuse of laboratory animals. In one incident, these
agents appear to have helped engineer an attempted bombing in which an animal rights activist was
arrested. According to Ecomedia Bulletin, a Toronto anarchist publication, one agent (Mary Lou
Sapone) was on the mailing lists of numerous animal rights and environmental groups, including Earth

. First!.

Michael Faine, the FBI undercover agent, and several confidential informants in the infamous Arizona
Five set-up, are classic examples of the above types of infiltrators.

The most valuable information an undercover agent can obtain includes admissions of guilt and plans
for future raids. The agent will often seek to record this information for later presentation in court.
The basic way to do this is to "wear a wire," either a small sransmitter or a recording device concealed
on her person. If this is deemed too risky, the agent may try to arrange an incriminating conversation
in a car or room that has been bugged in advance. Any such recording is completely legal, requiring no
warrant, as long as one party present (the undercover cop) consents to allow the recording. When
preselected locations are used to stage an incriminating session, hidden video camers using tiny
"pinhole" lenses which are nearly impossible to spot may be used to make a record of non-verbal, but
possibly incriminating evidence, such as the nod of a head, or the passing of a written communication.

Electronic recording has become so common that often police agents questioning suspects openly will
wear small recording devices.

If a suspect makes an incriminating statement in the presence of an agent when rof under electronic
surveillance, the undercover agent may then try to arrange a second incriminating conversation at a

. time and place when it can be recorded. Note: Contrary to popular myth, an undercover cop does not -
have to admit being a cop if confronted with the accusation.

Undercover operatives enjoy logistical support that greatly expands their ability to gather evidence. In
addition to sophisticated electronics, they often use a wide variety of vehicles (usually confiscated) to
allow unobtrusive surveillance.

Measures taken against suspects fingered by an undercover operative include the
following:

e Physical surveillance of a suspect and her residence, which will continue during nighttime and
other times when illegal actions are more likely to occur.
¢ Video surveillance of a residence by cameras hidden in parked vehicles or nearby buildings.

http://www.radiodall.org/anarchy/police.html 4/8/01
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Remote video surveillance has become especially popular in rural areas where the physical
presence of officers may stand out. Cameras may be hidden in brush and trees, with coaxial
cables run to a monitoring post (perhaps in a neighbor's house).

» Trash may be searched for incriminating items, names, and addresses of associated, financial
records, records of travel, etc. Trash may be either directly retrieved from the suspect's trash
can, or retrieved later from the trash truck after normal pickup.

o A "pen register" may be installed on the suspect's phone line. This device makes a record of all
phone numbers dialed but does not record conversations. Such a récord may be useful in
establishing a pattern of calling associated with illegal actions, and in establishing a suspect's
associates. Undercover agents, wanting to frame a leader with whom have limited contact, will
encourage an individual against whom they have incriminating recordings to phone the leader
merely to establish evidence of contact in an effort to support conspiracy charges against the
leader.

« Bank records may be scrutinized for signs of travel or incriminating purchases. These records
sometimes may be secured unofficially, through the "good-old-boy” network, since many former
law enforcement personnel end up in bank security posts.

. « Utility company records may be checked. These might show valuable information, such as a
drop in power usage which might indicate a prolonged absence at a key time.
« Authority to conduct "mail cover” may be secured from postal authorities. This involves the
recording of all the information on the outside of letters and packages (without opening them to

check the contents).

o A "bumper beeper" may be secured to the underside of a suspect's vehicle with wire or magnets.
Such a device allows surveillance vehicles to track the suspects movements from a safe distance
S0 as not to betray the agents' presence.

Note that none of the above investigative methods requires a warrant. If the police can develop
sufficient information (usually just a "pattern” of suspicious behavior) they can then obtain warraats
for more invasive methods, such as phone taps, hidden microphones, and opening of mail. The FBI has

very good success at getting permission from federal judges to install phone taps and room bugs based
on elaborate and often fanciful conspiracy theories.

END PART ONE
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L INTRODUCTION:

1.1 This manual of tradecraft for the Special Demanstration Squad is designed both
for new members ofthe squad and also as a guide to best practice for members of the
squad during their posting. The guide gives an insight into the differing techniques
used 1 set up and live a false identity and ploys used to deal with situations which
may arise. Current and former field operatives have identified areas of diffculty and
some suggestions have been made as to effective solutions. However, the nature of
the work is so varied that, while it is important to highlight those practices which
should be avoided at all costs, it is not possible to give comprehensive instructions on
every problem. Each organisation of interest has it's own particular problems (which
are dealt with in greater depth under the relevant group headings) but it must be
remembered that each officer is a separate individual whose own character determines
his or her proper approach to a specific issue. It must be admitted that our means of
constructing false identities limits our choices and introduces a real danger of
compromising our operation through using the same techniques.

12 At first it may seem a daunting prospect to enter the world of the "wearies”.
While new recruits will have been carefully sanatinised prior to arrival on the squad,
nothing can prepare them for the reality of SDS work The stresses and strains of
living a lie during both your working and personal time and the unremirting nature of
that pressure throughout the posting creates a wholly unique lifestyle both for
operatives and dependants alike. However, before too long the “Back Office man”
will pick up the necessary operating skills needed to cope. Once launched, the officer
must survive on his or her wits until feeling entirely comfrtable in the role. From
time to time problems will arise which will affect your "duff” or real life, the majority
of which will be discussed below. On return to "nonnal” life after the posting the
difficulties become less immediate but different presstures of discovery and
recognition remain, both for the individual and the outfit as a whole.

MPS-0728183

MPS-0728163




Official 20180313
MPS>DLS>UCPI

2. THE BACK OFFICE:
2.1. OFFICE DUTIES

21.1. On arrival at the office the new recruit will be introduced to the mostly
mundane duties expected of him or her. Monday and Thursday are taken up with
meetings of the field and office and the collection and dissemination of relevant files,
reports and queries from one to the other. The searching of organisations and
individuals, preparasion and stamping of reports take up most of Tuesday and Friday,
leaving Wednesday as the one day a week to catch up on outstanding matters and to
concentrate on your false identity.

(BL note, June 95: With R oW in charge of clerical duties there should be
more time available to spend researching, planning and talking to past and present
field officers about different aspects of the job.)

2.12. The most useful part of the week to a new recruit revolves around meeting
days. You should try to spend time with those officers already in the field to pick up
knowledge of the group you are targeted at and the more subtle behaviour which field
officers develop through time to survive a double life. You will have a field officer
assigned to you as a mentor and one should not be afraid to ask them any question you
have, no matter how insignificant it may seem. Equally, one should not expect each
officer to answer your query the same way, for different groups expect different
behaviour from their members. (And even within the same group officers will perform
differently according to their personalities.)

2.2. FIELD OFFICERS' REQUIREMENTS

2.2.1. The field officers are unable to make direct queries of SB(R), ARNI or other
Force indices as well as sources outside the MPD. It is most important that their
requests for files, printouts, telephone checks, registry or local LIO checks are carried
out promptly because a report on an individual may be awaiting just such
confirmation. A particular bugbear is that files are often elsewhere when you request
them...try to keep on top of these requests and ask for them at regular intervals.

2.2.2. Equally important is the need to post diary sheet and other forms to each field
officer when requested. You will soon know how irritating it is to attempt to complete
your diary at a meeting without the notes you keep at home, or find you have run out
of Form 287's or mileage sheets. Equally, ensurc the Monday Binder is always well

stocked with fonns, or incur the wrath of the field!
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23. CONSTRUCTIVE USE OF DOWN TIME

2.3.1. The back office administration work is rarely fulfilling enough to interest one
for five days a week. The quiet periods should be used constructively in researching
your future four years. You should arrange days to travel to areas outside London that
will feature in your false life story. You should find time to contact field officers in
your target group to check your proposed life story with him or her and to iron out any
apparent inconsistencies.

‘24. RESEARCH INTO TARGET GROUP

2.4.1. There are two schools of thought in researching your target group prior to
arrival on the scene. In one case you enter the field as a political virgin and become
educated by the group you have infiltrated (groups such as the SWP accept this
approach quite readily). The other possibility is to join your organisation with a level
of sophisticated understanding of the interests of the group. (A history of veganism in
animal rights, or an understanding of libertarian or anarchist views is an asset.)

2.4.2. If you decide to arrive on the scene as a newcomer, you should still know what
sort of approach will not be successful. Treating members of the group with flippancy
or aggression is inappropriate, as is the use of racist, sexist, speciesist or sizeist
language in the left wing and libertarian circles. The principle of finding the right
attitude to approach the wearies works far better than an attempt to win them over by
force of wit or charm alone. Whatever attitudes you utilise must form part of your
own make up, for you will find it impossible to maintain an unnatural character trait
for a longperiod. All very basic stuff but worth mentioning!

2.4.3. If you want to come into your field with some understanding of the issues but
without appearing to be a seasoned, knowledgeable individual, it is important not to
show how much you know too quickly. If you are in a group that comes into conflict
with the police on a regular basis, you should know some aspects of the law relating
to public order and police procedures towards a detained person but not all - and
remember to get some facts spectacularly wrong so you can be corrected! As always,
your contemporaries in your field will have ready access to the necessary documents
you should read to become well informed.
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3. PREPARATION:
3.1. NAME

3.1.1. By tradition, the aspiring SDS officer’s first major task on joining the back
office was to spend hours and hours at St Catherine’s House leafing through death
registers in search of a name he could call his own. On finding a suitable ex-person,
usually a deceased child or young person with a fairly anonymous name, the
circumstances of his (or her) untimely demise was investigated. If the death was
natural or otherwise unspectacular, and therefore unlikely to be findable in
newspapers or other public records, the SDS officer would apply for a copy the dead
person’s birth certificate. Further research would follow to establish the respiratory
status of the dead person’s family, if any, and, if they were still breathing, where they
were living. If all was suitably obscure and there was little chance of the SDS officer
or, more importantly, one of the wearies running into the dead person’s
parents/siblings etc., the SDS officer would assume squatters’ rights over the
unfortunate’s identity for the next four years.

3.1.2. All well and good, but we are all familiar with the story of an SDS officer
being confronted with his ‘own’ death certificate.

3.1.3. In 1994 it was reported that the Office of Population Censuses and Surveys
(OPCS), the agency responsible for maintaining the statatory registers of births,
marriages, and deaths, was in the process of computerisation. This news added to the
growing unease among SDS managers regarding the risks inherent in adopting a
provably false identity, that is to say an identity which hos#le enquiry could expose
as being that of a dead person. A disclosure of this nature would present several
threats, both to the SDS officer concerned, and to the SDS operation as a whole. The
use of a false identity would tend to indicate to a hostile enquirer that the SDS officer
was more than a mere ‘state’ informant; that he was, in fact, an undercover spy. A
project was set in train to establish the extent of OPCS computerisation and what
effect, if any, it would have on the SDS. It was considered that a computer system
able to match the records of deaths and births quickly and easily, and which was
accessible (legitimately or otherwise) to wearies or hostile enquirers would make it
necessary to change operating procedures without delay.

3.14. The SDS management research confirmed many earlier fears that the
traditional manner in which field officers’ identities were obtained was indeed unsafe.
While the OPCS has developed and installed a computer system to record all births
and deaths in England and Wales there will be no back-record conversion and,
therefore, there will be no immediate risk of an enquirer being able to confirm with a
simple search that his comrade, Joe Bloggs, is in fact dead. However, it was
discovered that there are frequent informal and uncontrolled discussions and referrals
between a number of agencies and OPCS to establish whether identities are genuine.
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The Frederick Forsyth novel 'The Day of the Jackal' explained how to acquire
documents in the name of a dead person, and the practice has proved popular among
those who would defraud the benefit system or who wish o travel abroad incognito.

[38A]

3.1.5. In the past, an identity with a birth certificate was deemed necessary in order
to obwein the documentation and parapbernalia associated with everyday life. The birth
certificate was used as an identity document (which it is not) on which to base the
acquisition of accommodation, driving licence, passport, bank account, etc.

catificate 1s not necessary
provision of any documentation It is, therefore, advisable to discontinue
the practice of obtaining a birth certificate at all. It follows that an imaginary identity
must now be madeup by the field officer. This paper seeks to offer tips and guidance
in the selection of a new identity.

3.1.6. For SDS purposes the perfect identity is one that seems genuine; JJEX]
and which cannot be disproved.

: at yo ur weames are 1nterrogatng you about your identity something
has gone seriously wrong, so much so that no amount of carefully constructed cover
will rescue your operation. The object of building good cover is to enable you to go
about your business with confidence, to reinforce the subconscious impression your
field alter-ego will make on your wearies, and to buy you the time you need to dispel
suspicion.

[43] Following 3 pages of the manual (pages 10-12 inclusive) redacted in full on a provisional basis
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(BL note, June 95: Names are no longer obtained from the Death Register at St
Catherine’s House; However AC'’s description of the old system (paragraph 3.2) is
still one to be familiar with as a lot of activists are aware of it and use it
themselves,)

Former System

3.2.1. There are two ways you can come up with your false name. You can have a
completely false identity made up for ygﬂ_or obtain details of a
dead child from St. Catherine's House arrd use that as your own identity. Each case

has its merits and problems. In both cases, avoid using the same identity as a former
field officer!
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322. Inthe first case one should start by searching the death records, noting folio
references of potential candidates. Avoid infant deaths or people aged over 16 since
the first ae easy to spot and the second will have records in DSS which could be
checked by the wearies. You should obtain as many potential names as possible to
allowyouto choose the most relevant. It is possible to look for a person who is your
same age but it may suit you to try someone a little younger - after all someone in
their late twenties is unlikely to be a new recruit to radical political activism.

3.2.3.

chosena surname or group of surnames thensearch each one in turn through a seri
of death registers until you find records of deaths of males of the right age who died
between the ages of 8 - 14. It is obvious to people who work at St. Catherine's that
there is something odd about someone who spends all day poring over death registers,
going through them page by page and making very occasional notes. It is better to
appear as someone tracing his family trec but being uncertain as to first names of the
family members, since your behaviour will then be entircly consistent with such a
story.

3.2.5. Once you find arelevant death, work out the approximate age and check back
through the birth records until you find a match. (Since June 1969 the death records
give the precise date of birth.) Just to make sure, send both the death and birth details
to be searched by staff at CO.

3.2.6. Once your searches for the full details have re one can choose a suitable
candidate,

32.7. One should also remember that a birth certificate may well give the current
address of the parents of the child - so make sure your particular choice has no current
link with the present inhabitants of the properties shown on the certificate.
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3.28. It is conceivable that a hostile enquiry into the details you have given may
result in you being presented with your own death certificate, and this has happened to
a former colleague. One can avoid the problem to some extent by using the birth
details of an adopted person who died as a child and who had assumed the adoptive
parents identity prior to death Another possibility is to find the birth details of a child
with no father's details on the certificate and then using a different sumame which
could relate to a stepfather. The difliculty is in finding such a certificate. It is

probably only possible through luck or personal knowledge of someone from your
own past.

33 T

3.3.1L

The major bonus of being the
driver is a clear opportunity to avoid arrest - the driver is always needed to get people
home after a demo or action and there is no shame in keeping away from trouble for
that reason.  Always remember that you should fit your driving history around this
licence - don't talk about burning up the Ml on a Honda Goldwing unless you have a
motorcycle pass on your licence and don't mention your participation in the RAC rally
in 1984 when the licence says you passed your test in 19861

[51] [Gist: "The redacted paragraphs address cover documents and
backstopping cover identities."]
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3.8. PERSONAL HISTORY

[52] [Gist: "These redacted paragraphs address specific details about
the cover identities of undercover officers."]
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3.84. Once you have been armed with an easy to remember personal history you
may never use it. It is highly unlikely that within a very shott time as a ficld officer
you will face hostile questioning in such depth. Nevertheless, an intensely secretive
individual who never gives enything of his or her past is not normal and could easily
be treated with suspicion. Equally, a person who is too free with personal details is
cqually suspicious, What should happen is that little facts about yourself will be
revealed slowly to yourcircle of activists and over time a mutual trust will be built up.
In most of the groups we cover there is a high level of pamnoia and suspicion, so you
will eventually have to flesh out the bones of your life. For example, after four years
in the field, approximately 50% of my wearies knew me only as "Andy Van" because
my first name and employment as a van driver were the only details they needed.
Others knew my surpame, but none knew the name or home address ofthe fictitious
uncle I used as an excuse to get away from the occasional weckend demonstrations.
A few cclebrated my duff birthday with me but only one or two knew I was the father
of o NIRRT isom a fuiled relationship. ;

3.8.5. Be assured that your wearies will be talking about you when you ﬁrstget
involved and you must always aim for consistency in your life history.

39. FORMER EMPLOYMENT

3.9.1.

As long as you know enough about the job to talk about it in a plausible
manner, such information should be used.

If you allude to a particular skill such as plumbing, carpentry or so

1
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on, be prepared to be asked to repair a washing machine or re-hang a sticking door
and make sure you have tools and knowledge to do the job.

[56]

3.9.3. While you are reearching your former employment, it is important to give
some thought to your employment while out in the field. [JEU!
discuss your thoughts with the

office and the field. Deciding on a proper form of employment while in the field will
be covered below (see para. 4.5. et seq.)

3.10. APPEARANCE

3.10.1. The major reason why it takes at least three moaths (or longer) to graduate
from the back office to the field is the time it takes for your appearance to change.
One should not forget that a tour lasts approximately four years and after that
experience you will have to return to a normal life. You must make every effort to
ensure that on return the likelihood that your former comrades will recognise you is
reduced to a minimum. The best way of achieving this is to change your appearance
radically. For men the addition of a beard and glasses to a nommally clean-shaven
face, an earring and radically different haircut will make the probability of recognition
at a later date almost niL For women a change in hair colour and hair style is
essential. You should try to wear clothes which are similar in style to each other but
different from your normal garb - for example, always wear bold checked shirts and
jeans, big sloppy jumpers, a distinctive coat or hat or whatever least resembles your
own tastes. If you are going to wear laundered and ironed clothes, make sure you
have an iron and ironing board in the duff and a washing machine there or in a nearby
laundry. Being a little untidy, smelly and rumpled is a natural state for many of the
people in our target groups. Close associates may discern the smell of fresh clothing
from the suburban washing line, even as distinct from the (less fresh) smell of
launderette washing - so if you are wearing the former but purporting to be wearing
the latter, potential for suspicion....
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4. LAUNCH:

4.1. ADDRESS

4.1.1. On leaving the cocoon of the back office, the first important step to take is to
find suitable accommodation. Your new lifestyle in your duff identity and your duff
eami determine the aature of the prop you should be looiing for.

Some offiicers will bave made temuous contacts wi't
before venhming out into London's bedsit land
For those who intend to use the story of moving down to London from
er partof the country to seek work, such an approach is useful.

4.1.2. You can either approach Estate or Letting Agents for potential homes, go
through local papers and shop window advertisements or use all of these techniques to
find a suitable bedsit room or studio flat. The office has a budget for your
accommodaion that currently stands between £60 to £100 per week, depending on
your duff lifestyle. For most ofus it would be sensible to look for properties at the
lower end of the range and the only way to do that is 0o compare prices by viewing
properties.

1 ope to have one's
own cooking and washing facilities but the best you can find will normally have a
shared bathroom and toilet, with your own fridge and Baby Belling cooker in the
room. The fact that a room is in disgusting decorative order is no reason to tum it
down. However, you should to avoid flats

telephone ties you down to being in the premises unless you bave an answer phone
you can interrogate at another address or a shared telephome with notoriously
unreliable house mates who never take messages!

414, Once you bave found the ideal premises you will need to convince the
Accommodation Bureau or private landlord that you are a suitable tenant:

Can you pay the rent now and in the future?

‘What sort of job do you do?

Are you likely to be claiming housing beaefit in the futuce?
Do you haveany appalling habits?

Do you keep pets?

Any references?

Can you afford a depositand 1 month's reat in advance?

wWmp AL op
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4.1.5. As suitable premises are becoming harder and harder to find, it is best to
accept any premises that appear to fit most of your requirements and if it turns out to
be unsuitable, you can go out and find a better place at leisure.

42. SETTENG UP A CREDIBLE DUFR

42.]. Once you lmow who you are, what your employment is and what sort of
politics you enjoy, you should combine all facets of your new life so that th

represent a convincing whole. TB-(Z]

[Gist: "These paragraphs address specific details about the
cover addresses of undercover officers."]

You could begin tentative steps towards political
activism by joining mainstream pressure groups who are concemed with a particular
issue your new identity will have an interest in, be it Greenpeace, Peaple for the
Ethical Treatment of Animals, Shelter, Fathers Against the Child Support Agency,
Searchlight and so on. They will provide you with infoeration on current causes you
can use as a key to join a more radical political grouping and prime your other
residents that you have an interest in political causes,

[63]

20

MPS-0728163



Official 20180313 MPS-0728163

MPS>DLS>UCPI

43. PAMILIARISATION WITH LOCALITY

43.1. Now you have settled imto your new home, you should get to know the
surrounding area well. If you are gaing to be paying Council Tax, it is useful to join
the local library. Not only will you be able to borow boaks to read, the reference
library will be able to provide you with iafarmation on Jocal activities and access to
local community groups you may wish to get involved in and which give your new
parsana the appearance of an amthentic life. Membership of a local envirommental
group or sanctuary will assist you in the envirommental or animal rights area to
develop a local history of appropriateactivismin your field but groups such as a local
writing club, rock-climbing club, music society and 8o on will again help you to keep
a distance from your wearies when you need to.  Always be guided by what you feel
is necessary and by advice from your cantempararies in the specific field you intend
to penetrate.

43.2, Visit the local emertainment, (be it a pub, cinems, swimming pool or ice
skaving rink) or whatever else you feel isa neczssary part of becaming a real person in
yournew home. Know where the tube station isand the times of the last train, the
location of the pearest bus stop and where the buses go to. Become a regular
custamer at a local paper shop and buy a daily and local paper - even order a specific
magazine from them. Use the local Post Office, bank or building society, shops and
supermarket and the local takeaways where their fayre doesn't contradict any dietary
scruples your cbaracter may have.

43.3. With your trawis around the neighbourhood you will find out where the
local political groups meet, or you will bump into the ubiquitous street smil. It is
useful to take an interest in these groups if they are not your target organisation, since
you have an opportunity to experience living a lie with street aclivists who are
unlikely to fedture once you jain your own grouping. When dealing with groups who
use such tedmiques 83 an opportunity to recruit, avoid giving them your duff address,
since they may came “comtact visiting”. Even better practice can be obtained timough
local canmunity arganisations such as a local consezvation group where you can
rehearse your new life in relatjvely safe territazy.

4.34. Altbough such preparstions may appear over cautious, you are the only person
who can judge whether your new life appears real. Any opportunities to use your new
pame, date of birth and signature should be grabbed until becoming someone else
feels totally natral Never relax when you are in your alter ego, even if the
circumstances arenot threatening - practice makes perfect!

44  VEHICLE
44.1. The Cype of vehicle you purchase is depenxern on the field you are covering,

whether the vehicle is your awn or belongs to your employer, how road worthy your
chaice of vehicle appears to be and finally, personal taste. Groups who travel
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distances to pursue their political agendas will welcome a driver who owns a vehicle
with open arms, while others may find such apparent weslth suspicious. Vehicles
used have ranged from old bangers to top of the mange sales rep. models, minis to
tansit vans. It is impormaat to meintain variety in the field vehicles because in the
unlikely eveat of an operative being exposed, others in the same or different fields
will not have so similara link intheir own lives

4.42. Vehicles can be from dealers or privately.

444. It may be necessary to change your vehicle during your tour.
P you must have a ceally good eason (or wanung to
change your tassport  The most common problem (excluding total write-offsf) is
where your vehicle comes to the notice of police or in the case of the fascist/anti
fiascist groups, where your vehicle becomes a target of the opposing group's tendex
minismations.

45 RMPT NYMRENT

[67]
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5.4.3. Another important consideration is where your workplace is in relation to your
duffand real home. An employer working in the midst of your "bandit country* may
well get fed up with occasional visits by your wearies or their tdepbone calls. If the
work place is convenient for them be assured they will come around. It is better to
have an employer between your duff and home so that anyone secing you driving
between the two will assume you are heading to or from work

4.5.4. [CL I i i irpoctant
that you actually perform the work you are sypposed to be doing. While there is no
need to put in a forty hour week, you should give your employer Appurt when asked
and you should volumeer to work when your political life is in a quict phase.

4.5.5. If you are intent on being self-employed, you should know how to do your
own books and know how to organise your PA YE and National Insurance. If a weary
is seif employed you can bet he or she will discuss such things, unless you are an anti-
establishment anarcho who works in the black eaanomy, where such issues are of no

oconcerm

4.56. If youdecide to be unemployed, or have a perwod of unemploymen durin;
your tour, you should be famili with DSS forms and methods of claiming.

If vou wish to use that ploy
discuss the current position with the office.

46. FIRSTCONTACT

4.6.1. Imagix you are sct up in your false identity, you have whesels, a home and a
job, you are a regular fixture at the local and help mow tbe grass in the local
community ceutre playground Now is the ime to move onto your real purpose in life
- infiltrate the wearies. Your first contact is dependent on how active your target
goup ate at the ime you are launched. Your success is also dependent on your
approach. There are two methods of catry: in one scenario you enter the field
uasullied by political exmemizmand become educated by the group you have

3
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infiltrated. The other possibility is to join your organisation with a level of political
sophistication or understanding on an emotional level and become drawn into more
extremist views.

4.6.2. Entering a London - based group and alleging a history of extremist activism
in another part of the country is not generally recommended. On most occasions you
will be caught out but on one occasion I know of, such an approach has paid
dividends. This approach will probably only work in the
animals/environmental/pacifist/anarcho fields and require sound knowledge of the
group's politics, history, battle stories and methods of direct action.

4.6.3. One technique that works well in organised left-wing groups such as the SWP
is to represent yourself as a natural Labour supporter (NOT a Labour Party member as
that could be checked), disillusioned by the centrist direction of the "New Labour"

and searching for a true socialist alternative to the Tories. In such a case you should
have a sound knowledge of socialist principles and have mastered "politically correct”
language. The first meeting with such groups will normally be through paper sales,
either in your locality or on a march somewhere. Buying a paper from a seller and
chatting for a short time after purchasing a paper will soon generate a recruiting effort
from the target. After you have piqued their interest it is best to play hard to get and
slowly integrate into the local branch.

4.6.4. The best means of entry to almost any field is on the back of a national or
London-wide campaign enjoying the active support of many exkemist organisations
or large numbers of your target organisation together with support from the general
public. Good examples of such events are the News International dispute, Poll Tax
protests, opposition to the Gulf War, the no M11 link campaign, protests against the
Criminal Justice Act, council by-elections involving a fascist candidate and
demonstrations opposing the export of veal calves. The sudden meeting of minds
between the public and extremist groups over a current issue gives the relevant
organisation's members the best opportunity to obtain access to new recruits and you
can come to their notice as a stalwart campaigner very quickly. The camaraderie
which develops at large demoanstrations between the protesters makes the job of
infiltration very much easier.

4.6.5. Another, similar method of entry revolves around large anniversary
demonstrations or events such as week-long day schools. Each extremist group has
some form of regular event which allows entry to their circles. The events can be
annual marches, such as World Day for Laboratory Animals, The National Anti Hunt
Campaign march against bloodsports, Hiroshima Day, World Day against
McDonalds, Labour Day marches or Bloody Sunday, or events such as "Marxism",
"Anarchy in the UK, Ten Days that Shook the World" or "Living Without Cruelty".
These events facilitate contact with local campaign groups and enable you to get ona
mailing list and get invited to meetings.

4.6.6. When the extremist's diary is empty and there are no current campaigns to get

drawn into, infiltration becomes much more of a gradual process. When the political
scene is quiet there is no easy catalyst to facilitate your acceptance of the target
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group's more mdical beliefs. A good technique 1o use in these circumstances is to
refer to a particularly unpleasant event in your life which has farced you into gesting
off your bum and into action. Tbese events could be the sudden loss of a job,
intimidation by the state, such as an appalling experience at the hands of police or
DSS investigators or seeing a man beating a dog and feeling so much anger you are
ddven to suppart direct action for animals Each circumstance should be carefully
researched to fit in with your new life histary and checked with current operatives in
your field toseeifsuch a respanse would be acceptedby the wearies.

S. MAINTAINING COVER:

S1. LIVING ON YOUR WITS

5.1.1. Now you have become a member or suppaxter of your target organisation, you
are on yowr own. You will be living on your wits, with very little technical support or
back up. Under normal conditions the affice will need to keep in contact with you

S2. PARANOIA

5.2.1. Asyourinvolvementin a group becames more serious, it is inevitable that you
will expenience paranaia.  Any fears you msy bave that your group is talking abauat
you behind your back are well founded, since all groups discuss new members and
their potential to the cause in the fubwe. Part of thst converzation will certainly
Indude musings as 1o whether you are an MIS infiltrator, undercover policeman or
paid "grass”. Usually you will notbecomeaware of their interestin you until you are
a fixture, when you will participste in similar character assassination of newer

recruils.

5.22. When you first make contact with your group you should treat your return to
your normnal life fram that of the wearies with exaeme parancia until you feel

canfident. Just because you see the same car in your rear view mirror as you leave
your duff and as you bead out anto amain road to wend youwr weary way bome does
not mean you are being followed but you should treat it as suspicious until you know
different. The wearies are generally not sophisticated in their counter intelligence

capability [72]
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Always have a good excuse
ready 1f you arechallenged.

§3. A WORKING LIFE

a false employment must be lived to the full.

- you must follow a pattem of working life experienced by

normal folk.

5.3.2. Above pay, it is important to look the part. If you are a labourer, get dirty and
appear at the occasional meeting in your grubby work clotbes. 1f you are a mechanic,
make sure your hands are covered in spent oil and your fingemails retsin oily grime.

S4. THETELEYBONE (77] BL rewrite/expansion re: mobile phones. in hand Aprit '96]

S54.1. British Telecom has become the worst enemy of undercover operetions. Now
they have introduced automatic call tracing and call back services, you cannot hope to
survive if you say you areringing form a ‘phone in Lambeth, only to have the number
traced 0 a Penge exchange! While most public telephone baxes are not connected to
the system and while Mercury has not updated their systems you can afford to use
them. Soon, however, these two loopholes will have been closed.  You will soon be
forced to drive to an appropriate telephone box pearer to your workplace or duff
bome, or else have a good reésan to be in an unusual part of the capital. Alternatively,
use a mobile tddephone and swallow the cost of such calls. You can dial 141 before
ringing a weary from home to easure they have no access 0 a call-back service but
make sure you tell them you are ringing from a telephone box in case they ring beck.
In raany circumstances, however, it is unsafe o use your home telephone.

$4.2. When a target has come to the attenition of the imits it is doubly impartare to
easure you followthe above advice, since yourcall could become part of an evidential
trail given to the defence.

UNDER NO CIRCUMSTANCES SHOULD
YOU RING FROM YOUR HOME ADDRESS.
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5.5. ALCOHOL/DRUGS

5.5.1. In the past alcohol was sometimes a regular lubricant of SDS operations.
Nowadays it is simply inappropriate to drink and drive. You will be prosecuted and
face a driving ban, and you may well face disciplinary proceedings. Some groups we
infiltrate drink heavily and you will have to participate to a greater or lesser extent.
When you drink, don‘tdrive. Stay in your duff and wait until moming.

5.5.2. Drugs are in widespread use throughout the altemnative scene. You should
come to a decision as to whether you use or abstain - thare will be less pressure on
you if you are a non-smoker and a spliff is passed round but you should be familiar
with drug culture in any case. The largest use is of cannabis and derivatives, followed
by ecstasy and speed. Hard, addictive drugs are around but generally avoided by the
wearies on the grounds of cost, AIDS and basic knowledge of the damage caused by
physical addiction. Again, if you have to imbibe soft stuff, or become stoned through
secondary smoking, don't attempt to drive home. Go to the duff and sleep it off.

5.5.3. A common fear is that using alocohol or drugs will loosen your tongue and you
will give the game away. 1 can only say that I have been in many states of
intoRication during my tour and have never had a problem with basic security. If you
don't feel confident, stay on the side of caution and avoid intoxicants as much as
possible. The sober driver and the "straight edge” activist who never gets stoned are
far more common in alternative society than one's first impressions indicate.

5.6. SEXUAL LIAISONS

5.6.1. The thomy issue of romantic entanglements during a tour is the cause of much
soul-secarching and concem. In the pas emotional ties to the opposition have
happened and caused all sorts of difficulties, including divorce, deception and
disciplinary charges. While it is not my place to moralise, one should try to avoid the
opposite sex for as long as possible.

5.6.2. The "free love” attitudes of the sixties and seventies have largely disappeared
in the minds of the extremists following herpes, hepatitis and AIDS. However, if you
are doing your job properly men and women in the field will experience occasional
approaches from males and females, straight and gay. Avoiding the straight/gay
problem is relatively simple but one should never use the excuse of homosexuality to
avoid a heterosexual partner. Not anly will your behaviour be wholly inconsistent but
you may well find the closet and out homosexuals making a bee-line for you. In a
similar vein, don't use the excuse of being HIV positive as a reason for avoiding
sexual contact. You simply cannot maintain the attitudes of a person with HIV unless
you know someone with the condition and you may still face propositioning from
wesries who are genuinely afflicted.

5.6.3. While you may try to avoid any sexual encounter there may come a time when

our lack of interest may become suspicious.

[78] [Gist: "This sentence provides advice on how to deflect suspicion about UCOs not
being in a sexual relationship with a member of the group.”]
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. LUEEY)| options are fraught with difficulty and you must
make your own mind up about how to proceed If you have no other option but to
become involved with a weary, you should try to have fleeting, disastrous
relationships with individuals who are not important to your sources of information.
One cannot be involved with a weary in a relationship for any period of time without
risking serious consequences. '

5.7. INVOLVEMENT IN CRIME

5.7.1. Some field officers will be fortunate in that their tour will never bring them
into the realms of confidential memo 4, dealing with participating informants. (copy
attached at Appendix E.) Stated simply, you cannot take part in crime unless you had
no part in planning an incident and take a minor part in the crime itself. At no time
can you instigate, counsel or procure others to commit a crime.

5.72. The above sentiments are laudable but the boundary between right and wrong
in the SDS arena is never as clear cut as the provisions of con. memo. 4 would have us
believe. If at any time your organisation invites you to break the law, you must be
prepared to take whatever advice comes from your supervisors and your colleagues.
If you take part in criminal acts without the office being made aware of such a
likelihood, you risk leaving the squad earlier than you expected.

5.7.3. If you are in a position where you either take part in crime or face immediate
personal danger from your organisation, good sense dictates that self-preservation is
the order of the day. If you survive such an encounter, the office will expect a full and
frank debrief.

5.8. ARREST

5.8.1. It is becoming more and more likely that an SDS operative will face arrest
during his or her tour. With the change in public order legislation following the
introduction of the Criminal Justice and Public Order Act 1994 we will all face the
real possibility of arrest, from simple fly-posting up to recordable criminal offences
such as criminal trespass, assault or burglary. Additionally, the chance of being
"fitted up” by unscrupulous officers is a real if rare event. Thankfully senior
management seem prepared to grasp this nettle and appear prepared to support an
operative through such an eventuality.

5.8.2. One bone of contention is that if arrested one should plead guilty and cop the
fine, Groups suwch as the Hum Sabotewrs and the ALF will not aceept such an
approach to arrest in the current climate and expect a colleague to plead not guilty,
fight the case strongly and if the case is won the arresting officer's force will face a
claim for compensation in the civil court. More and more groups are following this
tendency and unless you intend to fail to appear at court, management should support
the field officer’s appraisal of his situation. Each case must be looked at on its merits,
so do not expect that you will be able to follow a course of action which will be
accepted by your wearies.
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$.3.3. Having paintad the worst picture, I must say that arrest is not difficult to cope
with. One should never allow one's desire to assista fellow officer in an investigation
to impede your anti-establishment attitudes! Exposing your real self to an offscer,
particularly to one in a different force cases serious pmbleras for our security and
must be avoided A former officer found the stress of being arrested too much to bear
and unburdened himself to the aresting afficer.  Thankfully the arrest took place
within the MPD, but such expasure is clearly dangerous. It must be stated, howevez,
that most o fus who have been amested have quite enjoyedthe experience. It is not
difficult to give your name, date of birth and address, then say "no comment” to any
further questions. You may spend fiom 6 to 12 bours in a cell but you are in no
danger and the wearies will find it barder to believe any rumours that you are an
infiltratorafier you have gone through arrest and a court appearance.

5.84. At the police starion we are aBowed one telephone call. If you are under no
pressure then one should not contact the office until you are released; instead you
could ring a weary and ask them to bring food, or ask them if they know of a good
solicitor - all goodfieldcraft However, if you are facing more serious charges and the
potential of remaining in police custody or being remanded from the magistrates
court, ringing the amergency mobile may be the only way you can resolve amy
difficulties.

S9. BOREDOM

5.9.1. It must seem odd to consider the possitility of facing boredom in this sort of
work, but boredom is as much pert of the experience as the exciting bits. You should
always be prepared for the dium of waiting for a weary to knock an your door,
sitting outside a police statian for 12 bours until your last comrade is released or
taking part in a week of mind-numbing disarssions on political theory.

(AW [79] [Gist: "COMPROMISE’]

5.10.1. There may well come a time when the wearies challenge your carefully
researched background. Such attacks often follow a mistake on your part, a personal
disagreement with a weary who calls you an infilzator 1 get back at you or simple
bad luck when police appear to be taking a course of action which the wearies believe
has been initiated by aninfiltmator. Some groups even have a policy of tuming on a
new recruit and denouncing them as an infiltzator in order to test the individual's
response to the allegation.

Dn van liva and wark
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wheze you say, can a weary vouch for you, have you taken part in events which make
the likelihood of you being a grass unlikely? Occasionally a group will check with St
Catherine’s House for a birth certificate. As has been said in para 3.1.8, a former field
officer has been presented with his own death certificate and been asked to leave but
on other occasions the wearies have beco unshle to interpret the records at St.
Catharine’s and make allegations of you lying about your identity - an allegation
which can be disproved by a simple fioumish of the certificate in your passession.

[81]

5.10.5. At the end of the day a weary who is suspicious of you may never be able to
trust you fully after the seeds of doult have been sown. Nevertheless, as long as you
remain comsistent and keep to your prepared story, you will still be able to opemte in
the field and gain valuable intelligence. In real life people fall out with each other and
you should regArd any coolness from a former comrade on that level and find another
buddy to nm with in future.

5.10.6. If the group you have infiltrated believes thatyou are a spy and has proof of it,
they will most defimtely make it clear that you are no longer welcome. At this stage
it is best to cut your losses and move away from them. Some orgrnisations will
simply dismiss you from their pesene,. while others may threaten expaalre to the
Oewspapers or even sevexe physical violence. The further you gain thar tust, the
mare likely is the latter response.
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6.  LIVING A NORMAL LIFE
6.1. (NTRODUCTION

6.1.1. The main thrust of the tradedcraft manual concentrates on how to infiltrate
extremist groups. An equally important part of tradecraft is to allow yourself to live
as much of a nomal life as possible during the tour. Soon after you meet your
wedries, you realise how difficult it could be to explain away your real partuer and
family should you bump into a comrade. The difficulties could include friends and
work mates of your partner and wider family. One officer has been exposed where his
girfriend was showing photographs of her holiday to wosk mates. One was a member
of an extremist group who recognised her boyftend "the policeman” as a comrade,
and the officer's tour was compromised.

6.12. As your tour continues, you develop a sense of security in your false identity.
Paradoxically, you begin to feel vulnerable when you are with your partner, at family
gatherings in public places, at your partner’s workplace, when picking the children up
from school and when you are invited to friends' parties. Think through a possible
scenario of meeting a weary while shoppiag with your partner and come up with a
decent excuse that both you and your parter rehearse. When you go to a new place,
keep your eyes open and if you know beforehand that there is a slight likelihood of
meefing a comrade, walk separately so you can, if necessary, revert to your duff
identity. It is also a good idea to make prior arangements to meet up with your
partner later at a rendezvous poiat nearby.

62. SAFE AREAS

6.2.1. The easiest way to minimise the chances of compromising your identity is to
avoid "bandit country" completely. Some groups operate in a small locality while
others are spread out London-wide or even throughout the United Kingdom. You will
have to discover where your close comrades live, work, shop, campaign and have a
social life so that a chance encounter becomes less and less likely. Some areas of
London such as central London and the notorious inner London boroughs are best
avoided altogetber, particularly the popular, "trendy” areas such as Camden Market,
the East End, slington and Brixton.

6.22. While no one area can be regarded as totally safe, you will soon appredate
those areas where confrontation in unlikely. Each operative will have to avoid
different places due to the nature of their respective organisations and it is not
proposed to list them here. Always bear in mind that it is extremely difficult to
explain to a weary why you are pushing a pram and holding the hand of a toddler who
calls you "daddy” when they know you have no children!

K}
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63. MODE OF TRANEPORT

63.]. While you arc engaged in SDS work it is inadvisable to use the tube, unless
you have prepared a cover stary for your travel When you are driving in your own
car, keep clear of those areas where a weary may catch sight of you behind the wheel
A chance sighting in these citumsaances is unlikely but more than ooe officer has
told stories of stopping at a 2ebra crossing only to see close comrades and fellow
wearies passing less that five fieet from their windsaeen!

632 QOve of the safest forms of transport in "bandit cowntry” is by black cab. The
drivers are unlikely to be cannected to an extremist group and the windows are tinted
or blacked out. Taxi fares may be high but the altemative doesn'tbear thinking about.

(83]
[Gist: 6.4 ABSENCE

[Gist: “Undercover officers will need to spend time away from the target group. These
paragraphs descr be anangements which ean be made to faalitate absence.”}

6',‘ EEORrTYUER IO AD ANAGEk T AT

652 When you settie down into a work routine you will find a few hours during the
day are free to spend a2 home with your family. If your partner works in a 9-5 job, it
is unlikely that you will see each other during the day and at weekenis, so make sure
you have a free evening or two to spend together. You must find ways of working
frae Sme into your weekly routine or you will soon find the duff’ lifestyle taking over
your own.

6.5.3. There is no doubt that parthers find your uasvailahility the most difficult part
of your tour, 0 make every efftrt to spend time togrther on a regular basis. The duff .
lifestyle may force you to spend periods of intense activity away from hame, so make
allowances for these perinds
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6.6. TARGET INDIVIDUALS NEAR HOME ADDRESS

6.6.1. Very occasionally you may find close comrades moving close to your own
home. At the beginning of your tour it helps to do SB(R) checks on the neighbouring
streets around your home, so you will be aware of any exfremists nearby. However,
once you are committed to the field you may find unknown activists who live nearby,
or wearies may move into your area at some period during your tour.

6.6.2. ltis possible to cope with one weary close to home but there may come a stage
in your tour that you become surrounded by wearies or a weary suddenly moves very
close to your home address. These instances are extremely difficult to handle. In the
short term you may be able to return home in the early hours and avoid going out of
your house unless it is dark, by wearing a full face motorcycle helmet or voluminous
coat with a hood. Obviously, such difficulties cannot be tolerated for long. You
become a prisoner in your own home and the danger of meeting a weary in your real
life becomes a reality.

6.6.3. Generally the first time you meet a weary in these circumstances is when you
bump into the weary or see him from a distance and duck out of view in time. You
may be able to explain why you are there once but furthermeetings are impossible to
explain. Occasionally we may hear from another officer that a weary is moving near
to your home. Thankfully the office is prepared to deal with such difficulties at short
notice (or with longer notice in the latter case) and as soon as the problem comes to
notice you should discuss your options with the office. The response to such a
problem is varied, dependant on the closeness of the friendship between you and the
weary, your desire to continue in the field or to leave and whether you are prepared to
be moved from your home into police accommodation or rented property.
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7. SPECIAL DIFFICULTIES INVOLVING THE TARGET GROUP.

7.1. swep

7.1.1. The organisaton is, in general, made up of young people under 35 who are
reasonably well educated and middle class. This majority is controlled by older, long
term activists. The senior element may not hold official positions but will still be
influential in policy and the direction of local branches.

7.1.2. Established London branches have policy matters imposed on them from
Central Committee, but local activity is largely dependant on the enthusiasm of the
District Organiser or Branch Committee and on the availability of exploitable issues.
Members soon gravitate towards party members in social life as well as political life
and before too long a new member becomes known to a large number of people. 1t is
unusual for an SWP member only to take part in political activity.

7.1.3. New members join the party in the following ways:

a. Many join as students either through SWSS or a local branch. Any who
remain in the party after University tend to be long term activists until a job or new
partner take them outside the SWP circle.

b. The party adopts any campaign issue as its own, exploits it to the maximum
and will attempt to recruit a good campaigner to the party fold, together with anyone
gullible enough to sign a banker's order. They tend to remain within a campaign only
as long as it produces results for the SWP's own political agenda.

c. Occasionally members of other political groups become disillusioned and joins
the SWP. Usually they are Labour Party members who are frustrated at the right wing
reform movement within Labour. Otherwise new members are drawn from more
radical political groups after internal disputes.

d A number of people are recruited following social contact with members. In
fact, any social contact who is not an SWP member will invariably be approached to
join.

€.  Anybody who shows interest in the party at a paper sale or who comes to an

MPS-0728163

SWP meeting which is held on a specific issue of interest to the individual is likely to .

be placed on a contact list. The likelihood of your local branch approaching you is
wholly dependant on the motivation of the contacts visitor in the branch.

7.14. Itis essential in all cases that a potential recruit has a clear reason for wanting
to join the SWP rather than becoming a member when asked. An individual who
joins will probably have to refer back to why they joined throughout their history, so a
committed and considered entry to the party following street activism for a specific
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cause will earn the respect of your colleagues far quicker than someone joining the
easy way.

7.2. ANARCHISTS

7.2.1. Anarchists come in many forms. They range from anarcho-syndicalist middle
class squatters to nihilistic crusty low-life. As far as anarchist organisation in London
goes, they are organised locally (although they occasionally have nation-wide links)
and concenfteate on a plethora of interests. They are interested in unemployment
issues, squatting, anti fascist activities, They are all anti wealth, anti property
ownership, anti party politics, anti establishment and anti control of any form. The
“crusty" type will happily riot against those in positions of power within society but a
number of so-called anarchists are incapable of outright attacks on the status quo due
to their middle class roots.

7.2.2. The anarchiss are also concentrated in geographic areas. The heartlands of
the London anarchists are Brixton and Hackney but they will deign to live in
neighbouring boroughs. All of the groups I have come into contact with believe in
becoming involved in any street protest, especially if there is the possibility of it
“kicking off". The crusty types will happily get as drunk as skunks and attack anyone
in authority (usually uniformed police officers) while those with middle class roots
will happily watch from the sidelines until law and order is lost, when they can get
involved in criminal activity with little fear of arrest.

7.23. The ridiculous assertion by uniform that all outbreaks of violence on
demonstrations are orchestrated by Class War is absolute nonsense. I suppose they
feel better to be able to blame a handful of newspaper producing anarchists for their
own deficiencies in policing anarchist crowds but the reality is that there is rarely co-
ordination at demonstrations where violence breaks out. The simple truth is that
crusty types exploit perceived weakness in police and one or two will start the ball
rolling by throwing the first stone or spitting at or kicking an officer.

7.2.4. Infiltrating anarchists is relatively simple at the beginning since you only need
to show a hatred for organised politics and an angry presence on the streets. However,
the anarchist lifestyle can be uncomfortable. There is little permanence in squatting
and from time to ime you will face reduction of dole money, arrest for shoplifting or
suspected burglary while attempting to open a new squat. However, the anarchists
seem to have a "blitz spirit" and are relatively easy to get on with once they accept
you

7.2.5. The crusty lifestyle in particular is really unpleasant. You will be expected to
eat food you wouldn't put in your own bin, drink tea from cups which appear to have
grown their own beards and sit on fumiture which is alive. The squatters are
notorious for taking people for all they can get and if you appear to be prepared to
help them in a move or to drive them somewhere they will use you until you drop.
Worst of all, they smell disgusting in the summer months! However, these people are
the ones who will cause the trouble and you need to get reasonably close to them if
you are infiltrating the anarchist field.
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7.2.6. Of all groups, the anarchist field is the easiest to leave. They regularly
disappear in summer to attend the free festivals and often travel abroad. In this form
of lifestyle, permanent ties are few and far between.

7.3. ANIMAL ACTIVISTS

7.3.1. Itis essential for the animal rights activist who aspires to ALF activity to be a
committed vegan. He or she should also have a good understanding of the vegan
lifestyle. Those items of food, clothing, cosmetics and household products which are
vegan are listed in the Animal Free Shopper, available from the Vegan Society.
Membership of the Vegan Society is worthwhile - the organisation is one of the few
national societies which supports the ALF. Other pro-ALF groups include the Hunt
Saboteurs Association, the National Anti Hunt Campaign, People For The Ethical
Treatment of Animals, Arkangel and the ALF Press Office and Supporters Group. All
are legal groups who provide an activist with the information an established animpal
rights campaigner would know.

7.3.2. As well as developing a cruelty free image and joining pertinent organisations,
one should also ensure a full lmowledge of current product boycotts. Current officers
will be able to assist here.

7.3.3. While it may be difficult to suggest a previous life of activism it may be
possible to allude to peripheral interests in animal welfare aclivities or sanctuary
experience. Beware of alleging previous involvement in a national animal rights
society - they have extensive historical records. One exception to the rule is the ALF-
SG, whose organisers have disposed of the historical records in favour of up-to-date
databases. Provided you allege membership before 1992 your story cannot be
challenged.

7.3.4. If you decide to create a history of activism, you will find the likelihood of
success to be low. This approach requires a deep knowledge of animal rights
campaigning throughout the eighties together with a good reason why you are
unknown in London. Two techniques which have worked are to allege solitary ALF
activism which was never reported and to allude to a history of animal welfare work
outside the sanctuary networks, the RSPCA and the Cats Protection League/Canine
Defence League, Obviously you must be wholly conversant in the care of the
phantom animals and know details of your supposed targets.

7.3.5. The most difficult part of infiltrating the ALF is to decide how far to go. If
you want to be accepted as an ALF activist you must first get close to a relevant
person, then accept invitations to commit acts of criminal damage on the windows of
“"abusers". It is only by building up trust in this manner that you may get an invitation
to ALF raids. At every action there is a real chance of being arrested for a criminal
offence. You take the risk of shortening your tour quite dramatically if you are
caught. If you decide that taking part in illegal direct action is not for you, you have
to work hard to become a regular supporter on the scene. Even then, without getting
your hands dirty, your chance of correctly identifying an ALF activist is very low.
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73.6. Like othey lifestyle arganrsations, The ammal Eberation ethos pervades all
parts of your existence. If you have any sense of sympalty for the cause of animal
welfare you can find your new attitudes afferting your real life. Iknow in the fature I
will have nothing but contempt for foxininters and in particular their terriermen.
Another strange effect of my tour has been the slow development of my low opinion
of unifirmed police denling with animal rights protests. 1 suppose that o fiicers in all
fields come across police officers who regard political provexters with contempt but
their lack of sensitivity and occasional violent reaction to one as an animal rights
activist is often out of proporton to your bebhaviour.

74. ENVIRONMENTAL ACTIVISTS

7.4.1. The newest form of protestes 10 be fourmd on our sgeets (Or more often in ur
trees) is the radical environmental protester.  They appear to be drawn fiom the
pacifist mould and no doubt a number are CND stalwarts from the past. Gaining
acceas to the Earth Firsters is easy - if they are involved in a road protest in the
London area they welcome local suppurt and will bappily encourage you to become a
regular, The downside of this type of activist is the high likelibood of amrest and
conviction for tespass They share the pacifist amitude of being amrested for your
bebefs and baving your day in court They also use passive resistance - from sit
downsto chaming themselves to machinery or rainforesttimber.

74.2. The current rise in civil disobedience focused around the building of new
roads coupled with hunt sabowge brought about the Criminal Justice Act. As most
modem environmental protest is based at a specific location where roads are being
built you are limited to beng there or at the support camp or squat nearby. If you are
not prepared to live within the eaviranmentalic society you will be excluded from the
most impurant mectiags - most EF! plamming takes place the night before an action
and all parScipargs live and sleep together after the meeting, emerging to take an the
developens seaure in the knowledge that potential leaks have been kept to a minimum.

74.3. Despite appearing to be anti-technalogy, environmentslists are technophiles
and bave access to the most modern computer equipment. They are able to mobilise
People at relatively short notice through "Intanet” and telephone trees. They also
benefit from excellent press relations and can often gummee fom age or national
television news coverage of an action. VI

78. PaamsTs

7.5.1. Pacifists tend to come to the fore only when a specific military issue comes to
the fore. The last upsurge in pacifist ackivism was during the Gulf War, when large
demonstrations in London were complemented by small scale occupsions and
invasions of military and military-industrial targess. The pacifists tend to be robust

37

MPS-0728163




Official 20180313
MPS>DLS>UCPI

but vehemently anti violence - they will criticise you wholeheartedly if you sugpest
using force agaiast police lines.

2.5.2. Coupled tothe anti violence attitude is an all-pervasive "martyrdom complex*.
The activists appear to believe in the process of law and follow Gandhi’s policy of
passive resistance. They will bregk gimple laws such as trespass, obstruction and
minor criminal damage but wait for amrest and look forward to praselytising in the
dock of a magjstrates cowrt. They also have a discomeertiqg Christian approach to
violence papetmated by seariry staff - they often acceptinjury and assault, preferring
to "tum the other cheek”. In fact, some of the most active pacifists are motivated
through Strong religious beliefs - the Quakers being strongly repressnted. Although
there is a strong anarcho-pacifist element, the anarchiom is more of an afiecwtion than
a deep underseanding of anarchist theory. Owtside the UK the anarchist involvement
in the anti-militarism movement is much mare robust and aggressive.

7.5.3. Most street active pacifists wark in small affinity groups of about 15 peaple
and spend a great deal of social time together. Itisimportant to sort out your pacifist
history as they will discuss the mimutiae of their poliical awakening to excess. They
tead 0 be very loving and an infiltrator should nat be surprised when male and female
comradeshug him or her to their bosam.

7.6. NON-ALIGNRDN LIFRSTYLR LIRRRTARIAN

7.6.1. The libertarian activist is seen regulardy on the fringes of many campaigns.
Usually they are anarchist in viewpoint but are willing to relate to any political group
who campaigns on an issue he or she is interested in. As a long-term strategy,
becoming a non-aligned activist is not as useful as being accepted within a small
group as a fully canmitted member. In fact such individuals are often treated with
suspicion on demonstrations,

7.7. SINGLE-ISSUE CAMPAIGNS

7.7.1 Issues such as the campaigns against the Poll Tax, the protests against the
Criminal JusiceBill or thenetwork against the Child Support Act attracts all types of
political activins. If you are fortunate to begin your tour when such a campaign is
beginning or is in fll flow, you can obtain experience in Londan activism and bide
your time to move into your particular area of interest later.  Usually you will be able
to find members of your target group within a populist campaign and your entry into
their group will appear as a perfectly natural form of recruitment.

2.8 1RISH

79. EEEE
7.10. MILITANT
711. ANTI FASCISTS
7.12. THERIGHT WING
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8  WITHDRAWAL:

w ‘
8.1.1. The left wing organisations seem to accept a level of wastage in their
membership. The SWP is wellknown to care very little foe the loss of membership
providingne w members are always being drawn in and subs are being paid - perhaps
as many as a third of their membership Jeaves the party each year. Therefore, if you
have infilunted the SWP, engineering a political disagreement which causes your
rgjection of the party will not appesr ummual. On the other hand, kfestyle
organicaions are unlikely to accept the sudden loss of a close activist due to a shift in
basic politics or beliefs.

87] [Gist: "Examples are given.”]

= O

821. Asone' tour passes the half-way stage it is useful o play the disillusioned
activist to see bow your wearies react. [ found that appearing to be fed up with the
constant drain on my goodwill by London based animal rights activists gave me an
opportunity to questionthe value of remaining within the London scene. After a shant
paiod of “depression” I bounced back into activism with renewed vigour but that
shont period of disiliusiooment made a move abroad to work easier to justify when 1
was preparing to leave the field for good

8.2.2. Some organisations have a high turnover of members and do not ask sexriously
searching questions of a former activist who appears to have lost the fire of radical
campaigning Therefore some groups may allow you to lose confidence in the politics
of the group and move away. Other, "lifestyle” groups [JEL/ NI | would find
such a ploy very difficult to understand and their suspicion is likely to be roused.

5. [N

[o1]

{Gist: "Another technique i1s descnbed.”
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8A.). The technique of leaving your wearies over a period of time can work if you
plan a long-tenn, phased withdmwnl Some groups may allow you to slowly drift
asway from them due to their nabire - for example the Environmentalists concentrate
their activities at a place where environmental damsge is taking place - you could
leave the scene simply by not moving on to the pext site where roadbuilding is taking
place.

84.2. Tbe idea of drifting away would also belp in conjunction with other techmiques
for leaving the wearies - a pgressive witkirawal from you wearies uatil you are Jef
with a small circle of close associates will give you time to fade from the majority of
your wearies minds, followed by a specific reason for leaving your remaining close
buddies.

ss. N

é.s.l. One could pretend to have persamal difficulties that case you to leave the
political arena. You will have to think through circumstanres where such an approach
could be effcclive -

In any case the difficulties must appear 1 ring true and are dependant on your
particular sarget group's politics and attitudes to members.
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9, AFTERCARE:
9.1. RESTRICTIONS ON DUTIES AND TIME PERIODS

9.1.1. On returning to a normal working life, SDS operatives will be restricted on the
nature of their employment and the officer's supervisors will maintain contact with
SDS management to ensure the security of the SDS is not compromised. For the first
two years after his return, the officer will have six-monthly interviews with SDS
management and meetings with his mentor to ensure he has adjusted back into the role
of an SB officer. The formal supervision will in all probability be supported by
informal contact with ex SDS colleagues. The following restrictions will apply to
every officer without exception.

9.1.2. There is a ten year ban on protection duties.

9.1.3. If you ask for a port posting you may not be employed on front-line control
duties.

9.1.4. If you are employed outside the Branch, you will be expected to avoid any
contact with the press and take no part in any publicity.

9.1.5. At all times, SDS management will have to be consulted when you come up
for squad changes or redeployment and if any problems develop the SDS management
will keep a close watch on your progress.

9.2. RETURN TOSB LIFE AFTER AN SDS TOUR

9.2.1. First of all, ask yourself the following questions:

~ Q: Why does my suit not fit? A: Because you are fat.
Q: Why do 1 have to get up at A: Because they will stop paying
7.30 am every day? you if you don't.

Q: Why do have to get off the A: Because they took your van off you.
tube with the rest of the lemmings?

Q: Why am 1 poor? A: Because you've got used to spending

dosh which you no longer have.

9.2.2. The first thing you notice on arriving back at CO is that you can't find
anything. There will have been a huge change of personnel, what with retirements
and recruitment of bright young things. For a while you will only know a small
minority of people. Similarly, there are likely to have been changes in paperwork and
other office practices. Just as the staff in SB have changed, people in organisations
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outside will also have moved on, so your old list of contacts is likely to be seriously

out of date. [95)
Aquarius!

9.2.3. Overall you will have a slight feeling of detachment. You are no longer in
charge of your working life and you will be unable to use Infos or mi um ynti}
you are put on courses. Additionatly, retumning to enquiry work or a port posting will
make you feel very rusty, while moving into a job which is completely new to you
will give you a few problems until you settle down. In general, however, your initial
confusion wil) soon disappear - most officers will need around four weeks to get into
the swing of things.

9.3.  AVOIDING WEARIES AFTER THE SDS TOUR.

9.3.1. When you go back to CO you probably will feel very uncomfortable travelling
on the tube to St. James Park and using public transport on days off. Ex SDS officers
have reported looking for former wearies up to a year after finishing their tour. Such
fears will diminish with time, dependant on how different you look and how likely a
chance meeting with a weary will be. Nevertheless, you should always avoid those
areas where you spent your duff life, the places where demonstrations and pickets
were common and in particular you should be circumspect when leaving the yard in
case a former colleague is coming in to meet TO20 to plan a demonstration.

9.3.2. If at any time you find a former weary in close proximity to you when you
leave the field you must make every effort to avoid them. Eye contact with a weary is
likely to mean recognition, so you should get as far away as possible as soon as
possible.

9.3.3. If after your tour a close weary moves near to your home, you must discuss
your problem with SDS management to determine how dangerous an identification
might be. If there is a clear threat to your personal safety, you must be prepared to
move home.

9.4. POST TRAUMATIC STRESS SYNDROME

94.1. Post traumatic stress syndrome (PTSS) is a well - documented illness.
Originally described by doctors who examined troops in the Great War as "Shell-
Shock”, PTSS was at first dismissed as “cowardice in the face of the enemy" and 8
significant number of troops faced death by firing squad. By the Second World War,
however, "Battle Fatigue" was recognised as a stress related illness. Police Officers
have also faced highly stressful experiences: most recently at the Hillsborough
Stadium tragedy, the Clapham Junction train crash and the Marchioness disaster. A
proportion of officers who attended these incidents have been found to have been
suffering from PTSS.
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9.4.2. SDS officers will have faced highly unpleasant, frightening incidents during
their tour and it is probable that a proportion of former SDS officers will suffer from
high stress levels following their return to other squads. It is important to remember
that a small number of SDS officers have fallen foul of police discipline and the
criminal law, or have suffered emotional problems ranging from alcoholism to
depression. It is imperative that officers seek help if they have difficulties post-tour.
Improved selection processes and psychometric testing have reduced the chances of
such problems arising in the future but SDS management has a responsibility to
ensure the future security of the section is not endangered through a former operative's
illness. Accordingly, they will be consulted by your immediate line manager in such
circumstances.
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10. SUMMARY:

10.1. Perhaps the one most important safeguard to all of us is the willingness of field
officers to help each other out of sticky situations. The problem that appears to you to
be insurmountable has, in all probability, been dealt with by a field officer in the past.
Listening to other field operatives' suggestions is the most effective way to formulate
your own strategy for dealing with the problem. You do not have to follow the advice
given and different individuals may give conflicting advice, but if a field colleague
thinks that a form of action you propose to take should on no account be used,
disregard that advice at your peril.

102. All of the above manual represents a simplified overview of useful fieldcraft
techniques which work at a general level and also with respect to specific groups. The
information is not complete and may not be current enough to be wreated as SDS
Policy but provides basic guidelines on how to go about a short life of deceit. It is
proposed to keep this manual updated, so any field officer who wishes to make his or
her own contribution is welcome to do so. Put your thoughts in writing and submit
them to the office.

!
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[100]
APPENDIX B §
(January 1995)

1% This report concerns the provision of additional

manpower in support of the clandestine bona fides of SDS

field operatives.

[101]
[Remainder of this document (including an additional 4 pages) redacted in full]
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, Af!’_P ENDIX C

SPECIAL DEMONSTRATION SQUAD
EMPLOYMENT AS AN UNDERCOVER OFFICER,DEEP
PENETRATION,DEEP COVERETC 1S A VERY PERSONAL THING!
WE ARE ALL DIFFERENT AND AS INDIVIDUALS WE TEND TO DO AND
SitE. THINGS DIFFERENTLY. WE HAVE DIFFERENTMETHODS AND
DIFFERENT STYLES. WHAT MAY BE A MINORIRRITANT TO ONE IS A
MAJORPROBLEM TO ANOTHER. THE FOLLOWING INFORMATION
WAS GLEANED OVER 4 YEARS IN THE FIELD. SOME OF IT MAY BE
USEFUL OR IT MAY BE A LOAD OF NONSENSE BUT IT IS AT LEAST
WORTH READING!

UPON LEAVING THE BACK OFFICE YOU ARE FAIRLY WELL
PREPARED. YOU WILL HAVE ANEW IDENTITY INCLUDING DRIVERS

LICENCE, PASSPORT

YOUR MOST IMPORTANT ASSETWILL BE YOUR VEHICLE,

[104]

WHEN YOU HAVE BEEN INFORMED OF THE GROUP YOU WILL BE
TARGETING, AND THE SPECIFIC AREA YOU WILL BE BASED IN IT IS
VITAL AND FAIRLY EASY TO DO SOME BASIC RESEARCH. YOU CAN
RESEARCH THE CURRENT GROUP MEMBERS, THEIR ADDRESSES
AND VEHICLES.THE MAJORITY OF REPORTS ON THE MAIN PLAYERS
WILL BE FROM SECRET AND RELIABLE SOURCES SO READ THEM
WELL AND BE GUIDED BY THEM. THIS WILL ALSO HELP YOU IN THE
SELECTION OF YOUR DUFF. THIS MAY SOUND PRETTY BASIC BUT
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SOME PEOPLE HA VE ENDED UP LIVING NEXT TO WEARIES OR
ACTIVE CRIMINALS.

THE DUFF
NO LOCATION WILL BE PERFECT BUT SOME ARE A LOT BETTER

THAN OTHERS!

ONLY CRUSTIES ARE HOMELESS.
WEARIES WILL HAVE HOMES THEY ALSO HAVE TELEPHONES.

(THIS WAS WRITTEN BEFORE THE FIELD RECEIVED TELEPHONES)
MOST WEARIES HAVE MESSAGE PAGERS. WHY HAVEN'T YOU?

RENT & LANDLORDS

THIS IS A PERSONAL OPINION. ALWAYS PAY UP FRONT.
LANDLORDS ARE GREEDY BASTARDS. THEY JUST ADORE CASH
THEY DO NOT WANT HASSLE. IF YOU GIVE THEM NO GRIEF THEY
DONT NEED TO NOSE ABOUT YOUR DUFF! SEE HOW THE LAND LIES
AND CONSIDER EITHER CHANGING LOCKS OR FITTING A CHAIN OR
OTHER SECURITY DEVICE. TRY THE OLD 007 TRICK WITH THE
HAIR JUST TO SATISFY YOURSELF THAT NO ONE IS CREEPING
ABOUT,
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LEAVING THE DUFF

AFTER A MEETING THEY MAY WELL RELAX HAYE A FEW
BEERS AND THATS WHAT YOU ARE GETTING PAID FOR. NEVER
DRINK AND DRIVE! BE STRONG IT IS A LIKFABLE TRAIZ MITB
BOME GRBYPS. ALSY THE MANAGEMENT WILL STRUSGLE TO
BACK YOUUP, WORK HARD TO HOUSE YOUR COMRALES. WHER
YOU HAVE DONE THIS AND IT WOULD APPEAR THAT YOU ARE THE

on o wars e wae s

'3
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VEHICLE SECURITY

(110]
[Gist "This passage provides advice to undercover officers on vehicle security.”]

| FAIL TO PREPARE, PREPARE
TO FAIL!

SURVIVING IN YOUR AREA

MPS-0728166
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SHOP LOCALLY. GET TO KNOW THE BLOKE IN THE PAPER SHOP,
THE CHINESE AND INDIAN TAKE-AWAYS THE KEBAB SHOP , AND IN
MY CASE THE BETTING SHOP BECAUSE 4 YEARS IS A LONG TIME.
JOIN THE LOCAL LIBRARY IF IT IS STILL OPEN. TRY TO SWIM OR
KEEP FIT IN SOME WAY. GET KNOWN TO LOCAL PEOPLE THEY ARE
USEFUL. (ALL OF THIS IS FROM A PERSONAL POINT OF VIEW. SDS
IS A PERSONAL THING AND EVERY BODY HAS THERE OWN STYLE)
EVERYTHING YOU DO MUST BE DONE FOR YOUR BENEFIT.

YOU ARE THE MOST IMPORTANT PERSON IN THE WORLD.

YOUR SAFETY MUST BE CONTINUOUSLY SELF MONITORED.
WHEN SOMETHING APPEARS TO BE WORRYING YOU UNDULY
CHECKIT OUTIT, IT WILL BE YOUR SUB-CONSCIOUS TRYING TO

TELL YOU SOMETHING.

CULTIVATE YOUR PUB IT IS A VERY USEFUL LEARNING CURVE.
YOU CAN TRY OUT YOUR COVER STORY ON SOMEONE

WHO IS JUST A CASUAL ACQUAINTANCE. I ALWAYS DRANK BLACK
AND TAN IN MY PUB. IT IS HALF BITTER AND EITHER GUINNESS OR
MACKESON. IT IS DIFFERENT AND THEY WILL REMEMBER.

YOU WILL PROBABLY DRINK IN THAT PUB FOR 6 MONTHS SOLID
THEN NEVER USE IT AGAIN, BUT WHEN THE WEARIES COME TO

MEET YOU IN YOUR PUB YOU WILL BE THE GOOD GUY!

THEY SAY IT IS A 4 YEAR POSTING BUT WHAT IF YOU MEET AN OLD
SCHOOL FRIEND AFTER 4 DAYS. ALWAYS HAVE A WAY OUT SORTED.
¥ YOI} HAVE A PARTICULAR SKILL OR TALENT USE IT. DONT
WAFFLE.‘OR ALLUDE TO SOMETHING BECAUSE THESE GUY¥S WILL
CALL YOUR BLUFF,
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LISTEN TO THE CURRENT MEMBERS OF THE FI1ELD BE A SPONGE
ASK ASK AND ASK AGAIN. SEEK ADVICE AS EVERYBODY LIKES TO
GIVE YOU THE BENEFIT OF THEIR WISDOM. IKEPT A "CONTACTS
BOOK” FOR THE FIRST 6 MONTHS. IT WAS A RECORD OF WHAT
CONVERSATIONS 1 HAD WITH EVERYONE I MET. IF YOU CLAIM TO
HAVE DONE SOMETHING OR BEEN SOMEWHERE THEY WILL
REMEMBER AND IT WILL COME BACK TO HAUNT YOU!

NOBODY KNOWS EVERYTHING BUT EVERYBODY KNOWS
SOMETHING. USE YOUR JUDGMENT BE A WINNER.

I TRIED TO ABIDE BY AN OLD SCOTTISH SAYING WHICH SERVED ME
WELL " IF YOV CANT BACK IT UP SHUT IT UP"

THE END

4
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[112]
APPENDIX D

A VIEW FROM THE STREET.

THIS IS A SUBJECT DISCUSSED SOME 3 YEARS AGO ENTITLED "A
VIEW FROM THE STREET". THESE ARE THE VIEWS OF AN SDS
FIELD OFFICER WHO FOUND HIMSELF IN A UNIQUE POSITION. ‘
HOPEFULLY THEY MAY BE OF USE TO SOIZ' OFFICERS INVOLVED IN
COVERING PUBLIC ORDER SITUATIONS WHEN THEY ARE CALLED

UPON TO BRIEF SENIOR UNIFORMED OFFICERS.

IT CANNOT BE EMPHASIZED TOO STRONGLY THAT ANARCHISTS
AND SUPPORTERS OF THE EXTREME LEFT WING DETEST THE
POLICE. THEY HATE THE BRITISH STATE AND ANYONE WHO

REPRESENTS THAT IS AS THEY SEEIT A LEGITIMATE TARGET.

THE QUITE IDIOTIC SUGGESTION ESPOUSED BY' SENIOR OFFICERS
THAT A POLICE OFFICER COVERING A MARCH OR DEMONSTRATION
SHOULD "ADOPT" A DEMONSTRATOR OR AT LEAST ATTEMPT TO
ENGAGE THEM IN CONVERSATION DURING THE MARCH MAY WORK
ON A SAVE THE WHALE MARCH OR A CND AMBLE BUT THIS TACTIC
IS A COMPLETE WASTE OF TIME ON A FASCIST OR ANTI-FASCIST
MARCH. THE PARTICIPANTS ON THESE MARCHES ARE HOSTILE

AND SHOULD ALWAYS BE TREATED AS SUCH.

FROM PERSONAL EXPERIENCE GAINED WITHIN ANTI-FASCIST-
ACTION(AFA) MOST ANARCHISTS/RED ACTION AND CRUSTIES HAVE
CONVICTIONS FOR VIOLENCE. MOST WILL RISK PHYSICAL INJURY

AND IMPRISONMENT FOR THEIR BELIEFS.
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IN THE CASE OF RED ACTION ALL THEIRMEMBFRSHIP ARE 100%

rro ma o v+ P

THEY HATE THE SECURITY FORCES AND DETEST THE BRITISH
STATE. THESE PEOPLEARE TOTALLY DEDICATED TO THE CAUSE
AND HAVE NO LOYALTY OR FEELING FOR THE BRITISHSTATE.
THE ONLY THING RED ACTION, ANARCHISTS, AND THE CRUSTIES

HAVE IN COMMON WITH BRITISH NATIONAL PARTY IS THAT THEY
RESPECT FORCE. ONE OF THE BASIC GROUND RULES IS THE ADAGE

THAT "MIGHT IS RIGHT" FOR EXAMFLE IF THE BNP TURN UP TO
THEIRMEETING WIT H S0 PERSONS AND AFA HAVE 300400 PERSONS
THE POLICE WILL STOP THE BNPMEETING AND REMOVE THEM.
THIS EXAMFLE WORKS BOTH WAYS AND THE POLICE ARE SEEN TO

HAVE PRESERVED THE QUEENS PEACE.

SOME OF THE TACTICS EMPLOYED BY THE LEADERSHIP OF AFA
ARE QUITE INTERESTING AND ALSO THE THINKING BEHIND THEM.
WHEN CONFRONTED BY THE POLICE IF THE POLICE LOOK LIKE
“"BEAT BOBBIES THEY DO NOT POSE A THREAT TO AFA. THE ONLY
TREAT IS "RIOT COPS OR THE TSG" THIS IS NOT FOOLFROOF AS
TRAFALGAR SQUARE AND WATERLOO PROVED. POLICE HORSES
CAN AND WILL BE ATTACKED. AS LONG AGO AS LEWISHAM IN 1977
UNIFORMED SENIOR OFFICERS HAVE BEEN BRIEFED BY SDS
OFFICERS AND HAVE AFPFEARED NOT TO TRUST OR BELIEVE THE
INTELLIGENCE REPORTS. POLICE TACTICS DO NOT APPEAR TO

HAVE EVOLVED LIKE THEIR SHINY NEW EQUIPMENT. IN SERIOUS
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DISORDER SITUATIONS AND RIOT SCENARIOS THE OPERATIONAL
COMMANDER MUST BE ABLE TO THINK ON HIS FEET AND THIS

DOES NOT APPEAR TO BE THE MET'S STRONG SUIT.

THE POLICE ALWAYS APPEAR AS THE FALL GUYS OR AUNT SALLY'S.
THIS IS BECAUSE OF LACK OF DECISIVE ACTION AND LEADERSHIP.
MOST OF THIS COULD BE AVOIDED IF WE LOSE THE NOTION OF IT
WILL LOOK BAD IF WE APPEAR TO BE MOVING TOWARD A PARA-
MILITARY FORCE. ONCE A SITUATION BEGINS TO GET OUT OF
HAND THE "BEAT BOBBIES"” ARE TAKEN AWAY TO DON THEIR RIOT
GEAR. IN THE EYES OF AFA THIS DOES NOT TURN THEM INTO
SUPERMEN OR RIOT COPS. ONCE THEY LEAVE THE SCENE THEY
LOSE THE INITIATIVE. THE POLICE MAY FEEL GOOD IN THEM
SELVES BUT TO THE MORE EXPERIENCED PROTESTER THEY ARE

JUST "BEAT BOBBIES " WHO HAVE DONNED PROTECTIVE

CLOTHING.

RIOT POLICE BEING PRESENT

THE PERCENTAGE OF DEMONSTRATORS WHO WOULD
IMMEDIATELY STEER CLEAR OF CRIMINAL AND JLLEGAL ACTS IS
ROUGHLY 70%, ANOTHER 20%, WOULD STAY INTERESTED IF THE
RIOT POLICE WERE IN SMALL NUMBERS. THE REMAINING 10% ARE
NOT INTIMIDATED AT ALL BUT MERELY BIDE THEIR TIME TO
STRIKE IF AND WHEN THE OPPORTUNITY ARISES. IF THIS STRIKE IS
SUCCESSFUL THE REACTION OF THE 20% IS IMMEBIATE AND SOME

25-30% OF THE OTHERS WILL JOIN THE FRAY. IT IS DIFFICULT TO

MPS-0728167
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PORTRAY THE INTENSE HATRED OF THE POLICE FELT BY MOST OF
THE AFOREMENTIONED GROUPS. WHEN THE CONDITIONS ARE
RIGHT THE DEMONSTRATORS WILL UNITE INTO A MAELSTROM OF
VIOLENCE DIRECTED AGAINST THE POLICE WHICH IS VIRTUALLY
IMPOSSIBLE TO CONTAIN ORCONTROL. EVEN THE LESS VIOLENT
GROUPS WILL ROUND ON A LONE POLICE OFFICER IF HE HAS BEEN

GROUNDED OR ISOLATED.

FIELDCRAFT

IF AN EVENT IS WELL PUBLICIZED MOST OF THE SERIOUS
AGITATORS WILL HAVE WALKED THE PROPOSED ROUTE. THEY
WILL HAVE LOCATED WEAPON DROPS, AMBUSH SITES AND MOST
IMPORTANTLY ESCAPE ROUTES. ON THE DAY OF THE EVENT MOST
SERIOUS DEMONSTRATORS WILL TURN UP WITH TRAVEL CARDS
MAPS AND MOBILE TELEPHONES. ONLARGE SCALE
DEMONSTRATIONS OR MARCHES WHERE CONFRONTATION IS
LIKELY AND EXPECTED BOTH SIDES WILL HAVE MOBILE AND FOOT
SPOTTERS. A FAVORED METHOD IS THE APPRENTICE CABBY WITH
THE HONDA 90 AND CLIPBOARD AND THE PUSH BIKE DISPATCH
RIDER. THERE WILL NORMALLY BE A TELEPHONE MANNED
WHERE ALL THE INTELLIGENCE OBTAINED IS FED INTO AND THEN

DISPATCHED TO THE MOBILE TELEPHONES ON SCENE. THE USE OF

SCANNERS IS NOW FAIRLY COMMONPLACE NOW SO BEWARE OF

THE HOUSEWIFE WITH THE PUSHCHAIR. SENIOR AFA WOMEN
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USUALLY ABANDON THEIR NORMAL DREARY GARB AND DRESS UP

AND ACTUALLY MINGLE WITH THE OPPOSITION. THE WAY THE
INTELLIGENCE IS DISSEMINATED IS NOVEL WHEN THE TELEPHONE
IS ANSWERED THE PERSON RECEIVING THE MESSAGE
IMMEDIATELY REPEATS THE MESSAGE SO THAT EVERYONE IS ABLE
TO HEAR WHAT IS HAPPENING SO THAT THERE ARE NO SECRETS
AND EVERYONE IS FULLY BRIEFED THE MOMENT THE
INFORMATION WAS RECEIVED. THIS IS A USEFUL TACTIC

ENSURING THAT NO-ONE IS LEFT OUT AND MADE TO FEEL THAT HE

OR SHE IS NOT TRUSTED.

POLICE TACTICS

SOMEONE SOMEWHERE WILL HAVE TO DECIDE WHEN AND HOW TO
DEPLOY THE RIOT POLICE. IBELIEVE THAT RIOT POLICE READY
AND AVAILABLE ON SITE WILL DETER $85-90% OF POTENTIAL
TROUBLE MAKERS. SO WHY BE AFRAID TO DEPLOY THEM LIKE
THAT FROM THE START? THE REASON IS USUALLY INCOMPETENCE
AND COWARDICE ON THE PART OF THE SENIOR MANAGEMENT. AT
THESE TIMES OF DANGER AND DISORDER WHAT IS NEEDED IS
"DECISIVE INTELLIGENT POLICE ACTION", WHAT WE USUALLY
GET IS"INDECISION PARALYSIS AND INCOMPETENCE". THESE LAST
FEW LINES MAY APPEAR CONTROVERSIAL BUT HAVING
EXPERIENCED THE STRIFE AT GROUND LEVEL THE ONLY AMAZING

THING IS THAT A UNIFORMED COLLEAGUE HAS NOT DIED BECAUSE
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OF THE AFOREMENTIONED INEFTITUDE OF SENIOR OFFICERS.
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SURNAME ARALYSES

28. An aseessmant of the frequenciee of names (rsurnaa'?, forenam(e)/ .
initials) ie eosential if the name ie to be used a8 a primary claesification
in an alphabetical index. Three 1nveet§gat1‘gns int_o 7&ﬁe comparative eize
of sumanee etc. are mentioned below.  Oos “took place e 1944 by tae
Organisation and Kethods Division of H.M. Tressury (P.0.M.), the sacond

one was undertsken in 1964 by the Post Office in comnection with the
introduction of a computer into the Post Office Savings Bank (P.O.S.B.),

and the third by the Minietry of Social Security in 1966,

(a) 12.0.8. Survey

The analysis in the T.0.il. eurvey was baaed on a number of nominal
indexes and records, eowe inside and some cutside Government Departments,
covering a total of sixty million names and varying in elze from 200,000 to
thirty million nomee. The data obtained from this analysis ie as

followe 1

(1) Frequency of the initial letter of surnamee.
(11) Prequency of the common eurnamee, in order of frequency.
(111) " nn " ", in alphsbetical order.

(iv) Frequency of tbs initial lettere of the firet farenames

aeeociated with common eurnamee.

(v) Divisions into which nominal indexes and records of
various sizes may be broken to give even distribution.

Tahles satting out the analyses at (i), (ii), (1ii) and (iv) adove
are in Appendiocse A, B, C and D respectively. The analysis for (v) above
hae not been reproduced as it covers eome fifty quarto size pagee.

(b) P.045.B. Survey

The P.0.S5.B. required to imow the accurate distridbution of surnamae
and forenames in oxder to produce a file combining account number and
name 8o 83 to allocate appropriate sized eub-divieione of the availabdble
nuaber range ‘to @ach alphabetic division, at the pame time preserving the
alphabetical sequence.' The T.O.M. survey wae not adequate for this
purpose and eo the P.0.S.B. decided in the firet place to analyse the
half million namee making up the Civil Bervice Central Staff Record
(C.S.C.S.R.) to produce a 1list of names and various name and coding
systems. Secondly; it was proposed to analyse the alphabetical index of

e
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account holdexrs' names in the ?2.0.5.B. itself so that both analyses
covering approximately 44 million people would provide sufficient detail to
enable the P.0.S5.B. to set up a combined file. In fact only the first
stage (analysis of the C.3.C.S.R.) was completed before the idea of a
combined file was dropped. Appendices B, C and D show in the surname
order of the T.0.M. survey the frequency obtained from the T.O.lk.,
C.8.C.S.R. and Social Security surveys. '

One of the more important aSpeclts of the P.0.5.B. survey was that
it was aimed at a computer processed file, so that the C.S5.C.S.R. index
was analysed to show the results of six different mothods of coding

surunames. The results are reproduced at Appendix E.

(c) Ministry of Social Security

The Central Office of the Hinistry of Social Security maintain
an index slip for each perason insured or in receipt of a pension under
the National Insurance Acts. A count of the binders holding these slips

was hold in January 1966 and anong tie data obtained was te
(i) Frequency of initial letter of surmame.
(ii) Frequency of common surnames.

The tables are incorporated in Appendices A, B and C.
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Appendix A.

i
R i

% %
A 4.0 2.9
B 10.6_ 10.3
c Te7 7.8
D 5.4 4.8
B 2.7 2.2
F 3.8 3-5
a L8 L3
):¢ 7.8 8.8
I 0.5 0.5
b 2.3 3.1
K 2,6 2.4
L 5,0 bl
X 7.0 93
2.3 1.6
0 2.3 1.4
b3 4.8 5ol
] 0.2 0.2
3 L.b 5.2
8 9.3 9.1
T 3.8 4?2
U _Ou4 0.2

v 1.0 0,5 -
L4 Tob Tobs
X - -
Y 0.3 0.4
2 = 0.1
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T ) Aggandix _B_.
= FREQUENCY OF COMMON SURNAMES
(a) Arranged in order of freguency
Froquenocy %
Surnane o TR Social
Security

1. Smith 1,76 1.33 1.37
2. |Jones - le2h . 499" _ 1,07
3. |Browm .83 «62 . 67
4, |Williame .82 .68 .65
5. |Taylor | .75 . 59 - .63
6. |Wilson .57 ol TN
7. Davies «56 o51 ) oSh
8. |Johnson SN .32 o35
9. Thomas oy .39 o34
10, |Evans RN 43 CW3
11, [Wood 43 .28 23
12, |Walker 41 .29 : .2
13, | Wright 40 31 «30
14, |mite 37 .32 .29
15. | Roberts .36 .36 3T
16. | Thompeon 35 .29 o33
17. | BRobinson .35 N <32
16. |Eall .32 .2 .28
19. | Green ’ .32 2 . ¥4
20. | Hughes 30 .28 .28
21, | Edwards 30 .29 .27
22, |Martin - 30 | .28 R
23. | Turner .29 27 .25
24. | Harris . .28 .28 bk
25« | Lewis .28 .28 .22
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Y

g

Frequency %
Surpame
.01, C.S.C.S.B. S‘:g:;;:y

26, | Cooper .28 23 -2
27. | Moore .28 23 .18
28. | Clarke _ .28 _ 2 25
29, | 411 .27 ' o2 .21
30. | Scott J .27 2 2
31. | Jackson 27 o2 +28
32, | Ward . .27 .21 .20
33 | Morris .26 22 .23
34 | Morgan 25 «20 .21
35. | Clark .25 .28 .26
36. | Watson 25 .22 .19
37+ | Harrison o2 . 19_ «23
38. | Baker N o2 .22
39. | King .23 N - 023
40. | Mitchell .22 .2 .20
41, | Allen .22 .21 17
42. | Parker 22 .18 .15
43. | Bell .2 .18 .18
44. | Davis _ .21 . .19 .18
47+ | Bemnett .20 .18 .19
46. | Shaw .20 .16 .18
47+ | simpson ‘ .20 15 617

| 48+ | Pnillips Y- 21 .20

[ 49¢) lee . $19 35
50} Young . 15 .21
51. | Miller .19 .19
52, | Tames .19 .19
53. | Anderson .19 .21
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' Appendix B. (contd.).
N
Froquenqy %
Suzname
7. 0.4, C.8.C.8.R. Phira A

54. | Richardson .18 W17

55. | Cock .18 .18

56. | Cox .18 17

57. | Marshall .18 37

58. | Oriffiths 17 17

59. | Bailey .17 16

60. | MacDonald .17 .18

61. | Price 17 .16

62. | Wilkinson .17 13

63. | Kelly .17 13

64. | Carter .16 .17

65. | Stewart 16 .16

56. | Campbell .16 .18

67. | Collims .16 .16 )

68. | Adams .16 17

69. | Oray - 15 17

70. | Webbd .15 15

7. | Nille .15 13

72. | E11ie .15 .15

73« | Richards .15 4

4. | Maaon .15 .13
! 75¢ | Eolmes Wb .12
| 76. | Bluiott .14

77+ | Foster 14

78. | Bogers AL

79+ | Fletcher LA

80. | Murray oy |
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i Avpendix B, (contd.)
e s
Froquency %
Surpame
£.0.1 C.8.C.8. R, sf;‘iﬁy

51, | Robertson 14
2, |Wurphy .14

83. |Russell <14 s
34, |CGraham «13
'185. [Bunt 1
§. |Chapman .13
07. |Enight .25
rsﬂ . |Matthews «13
89. |Harvey 012
90, | Owan 12
51, |Pearson .12
2. |Jeakine .12
93. |Palmer 12
G4, |Pisher .12
G5, |Powell .12
96. |Lloyd .12
7. |Bowara .12
98. |Stevens .12
09. |Barker A1
100, | Barmes A1
101. | Gibson .11
102. | Butler .11
103, |Reid .11
104. | Brooks .11
105. | Booth .11
106.(Watts .11
107. | Pearce 011
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Frequency %
Surname
0. K. C.5.C.B8.R4 siggiﬁy
08, | Rradley 11
109. | Reynolds 11
110, | Bunter 1l
11, | Dawson «11
112, | Thomson .10
13, | Saunders <10
114. | Day «10
15, | Henderson +10
116, | Ross 10
i 17, | Ford «10
18, | Andrews «10
119, | Dixon «10
120, | West .10
121, | Wells «10
122, | Payne .10 '
hz3, | Spencer 10
24, | Rart +10
i 25. | Jobnston .10
126, | Fox .10
127, | Perry «10
1 28, | Walsh 010
129, | Lowe «10
130, | Hudson «09
31, | Marsh «09
: 32, | Atcdnson «09
33, | Berry 09
134, | Burna 009 .
35, | Cole «09
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Frequency %
Surname
' Sociel
T.0.M. C.S.C.S.R. Security
136. | Williamson «09
137. | Rees «09
138, | Lawrence «09
139, | Riley <09
1‘400 Burton .09
141, Hoodg . «09
142, | Ball «09
143, | Webster «09
144. | Hayes «09
145, | Bavkins «09
1 46 5 Dunn 3 09
147, | Rose «09
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Appsndix C,

\.J"H

FREQUEWCY OF COMMON SURNAMES

(b) Arranged in alphabetical order

Frequenoy % '
Surname
| 10K C.S.C.S8.R szz;gy
Adams .26 17 |
‘ Allen .22 .21 a7
Anderson .19 .21
Andrews .10
Atkinson .09
Bailey a7 a6
Baker 2 .2 .22
Ball .00
Barker .11
Barnes «11 ”
Bell .21 .18 .18
L) .20 .18 .19
Berry .09
Booth .12
Bradley 11
Brooks Q1
e 83 .62 .67
Burns .09
Burton .09+
Butler .11
i Campbell .16 .18
Carter .16 .17
Chapman .13

MPS-0728168
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Appendir C. (contd.).
Prequency % '
Surnsae
Social
?,0.3L C.S.C.S.R. Security
Clark 25 .28 .26
cmk‘ . 28 . a‘ . 25
Cole . w
Collims .16 .16
Cook .18 .18
Cooper .28 Y4 N
Go: . ]B 017
Davies 056 . 51 .&Q
Davie .4 .19 18
Dawson 11
Day .10 =
Dixon .10
Dunn «09
Zdwaxds 50 .29 .27
Elliot? 14
e 15 3
Svans AN b3 b3
Fisher 12
Fletcher 1y
Ford .10
Fos tex U
Fox .10

MPS-0728168
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- o S vesman wi \WUllYUe )
;,r
Frequenoy £
Surname :
T,0.1%. C.8.C.8.R. Sgg::%y
Gibson A1 ‘
Graham .13
Gray .15 a7
Green 32 7 ¥
Griffiths .17 «17
Hall 32 K 8 :
Barria .28 .28 oy
darriason - N .19 23
Bart .10
Harvey 12
Aawikins .09 )
i Hayeso .09
I Henderson .10
3111 v b .21
l. Bolwes o 12
! fAoward .12
Hudson .05
Bughes .30 .28 .28
Bunt .13
Buntey .12
Jackson 2 2% .28 .
James .19 .19
1 Jenidns S ¥4
Johnaon &7 32 .35
Johnaton .10
Jonee 1.2 99 .07
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Appendix C. (contd.).
Frequency %
Surname g
£.0. L C.8. C.8. R. 8§°a':1r:§v
Kelly 27 .13
Zing 3 2 3
Knight V)
lawrence .09
Leo 29 )25 |
lewis -] .28 .22 ;
Llopd 12
Lowe «10
MacPonald .17 .18
Uarsh .09
#arshall .18 Y
dartin <30 .28 27
Hason «15 13
Matthews 13
Miller .29 19
M1ls .15 13,
Kitohall .2 .a D
Xoare .28 23 .18
¥organ . .25 .20 .21
Korris .26 ‘ .22 s
Yurphy 14
Murreay ol
Owen .12

MPS-0728168
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! Froquency %
Surname
7.0.K. C.S.C.S. R sfoo:iﬁy
Paluwer .12 i
Parker .22 .18 ! +15
Payno .10 |
Pearce J11 '
Pearson 12 |
Perry .10
Puillips .20 .2 <20 ~'
Powell 12
Price 17 .16 l
|

Rees 09 |
Reid 11 ,
Reynoids .11
Richards 015 alh .
Richardson .18 17
Riley .09
Roberts +36 -36 - 31
Robertson <14
Robinson ) -2 +32
Rogers o1y
Rose .09
Rosa .10
Bussell »1b
Saunders " .10
Scott 27 24 el
Shaw .20 .16 .18
Simpson +20 15 £
Saith 1,76 1.33 1.37
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Frequency %
Sumane T, 0.k C.5.C.5.R, St

Spencer .10

Stevens .12

Stewart .16 .16

Taylor .75 «59 «63
Thomas NN «39 .39
Thompson «35 .29 «33
Thomson .10

Turner .9 27 29
Walker 4l .29 .28
Walsh .10

¥ard .27 21 .20
Tatson .25 22 19
Viatte .11

‘iabd .15 +15

Yebster .09

Wells .10

Wast .10

Walte 37 32 .29
Wilkinson 17 T3]

Williams .82 68 +65
Williameon .09

Wilson .57 iy NAA
“Food 43 .28 .28
Foods .09

Wright 40 .31 .30
Young .19 .21
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M Appendix D
FREGUINCY OF INITIAL LETTZR OF FIRST CRSISTIAH NANE ASSGCIATED
HITH CQION SUREATS
SIITH JONES BaOWR WILLIAMS TAYLOR
i?i fiiit i | eSscaR | o | cscsa | o8 | CSCSR | TOM | ©SCSR | Mou CSCSR
forename
A 1.1 10,37 8.3 ] 7.68 | 105 |11.11 7.0 5.96 | 11.9 9.10
B 2.2 3.22 2.2 3,16 2.0 1.90 2.1 3.18 1.8 2.3
¢ b5 ) 351 | 32| gees | se2 | w97 | T3 | war| 60 | 5.6
> L5 l 5.59 | s.5| 7.55 | 37 | 630 | 56 | & | 26| 63n
| 11 ' 7.03 | 108 | 9,22 [ 20,0 | 6.93 [ 9.7 7.87 | 11.2 6.70
Foo. 5.6 | 4.86 | 3066 | ko3 | w3 | B L15 | 6.0 | L.T0
G i 5.7 6.18 5.4 | 6.16 5.0 5.70 6.1 7.10 5.3 6.l
H ' 6.0 5.51 5.5 | 5.75 5.0 5.07 5¢3 5.9 6.k L.86
i l 1.7 1.13 1.7 2.02 1.8 1.27 2.4 2.54 1.8 1.42
b 9.9 |11.99 11.0 | 10.39 | 14.8 [ 13.86 | 124 16.53 | 12.5 16,8
X 1.1 | 1.87 0.7 1.9 1.0 | 2.25 -8 2,07 1.0 2.30
L %5 | 3.9 37| 3.37 b | 339 [ 3k 2.96 [ 3.5 3452
it | 7.8 | 5.7 6b | 5.99 6.9 | 646 | 6eb 6l [ 6.7 6.08"
: L | 1a 1.5] 1. 1.0 | 13| 1.k 146 | 1.0 :  1.42
0 .6 .37 .8 .93 .7 ) 1.2 .98 St A3
1.7 | 3.85 vl zes | o1 | 219 1| ass| w3 3.39
Q .06 : N
R 5.3 | 7.2T 61| 8.06 5.6 | 7.7 6.0 8.21 | 4.8 6.67
5 ! 3.6 | 3.9 3.3 3.52 3.0 [ .11 26 [ 2.1, 3.5 3.48
o l 2.8 | 2.66 s.6]  3.70 34| 269 56| was| 31| 270
v .03 +0l O
voione | s L,2| .21 1l | .62 Llf o35 J| 125
L) 1.1 6.99 10.6 6.68 9.5 7.03 8.0 6.2, 7.5« 6k
b4
Y a2 .06 .03 17
z .06

MPS-0728168
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“TLSON DAVIES SORN30W THOLAS BVALS )
3?1 2213* mox |cécsR |tou  |csesm | mow cscsn '| 1ot | cscsa | 7ox | csesm
Forename '
A 11.0 | 11.37 7.2 7.80 [ 13.8 | 9.55 | 91 7.37 8.8 7.83
3 1.8 2.3 2.1 3.15 2.0 [ 311 [ 2.5 2.95 1.8 3.30
c 4.2 L1y | 3.0 Lob2 | L0 | 5.2 | 340 [ 430 3.7 Lo49
3 4.2 5.17 | 11.3 9.1} 3.4 | 487 | 8.0 | 8.69 | 8.6 8.65
£ 9.0 7.77 | 10.5 7.8, | 104 | 7.79 [ m.0 8.74 | 11.7 8.88
H 3.6 360 | 2.7 2.62 | 5.4 | 493 | 3.6 | 315 | 3.7 412
c 5.5 5.48 | 6.0 6o 34 5.4 | 5.72 | 6.0 | 7.72 | 5.6 6.32
& 5.2 | 401 | 4.8 | 4.73 | 2.7 | 6,76 [ 6.0 [ 5.89 i 5.0 4.53
I : 19 | 1.80 | 2. 2.58 | 1.3 | 1.28 | 2.5 | 295 | 1.8 2.06
J 16.0 | 1637 | 11.5 | 13,33 | 11:5 |10.83 | 11.6 | 10.16 | 11.7 11.53
£ 1.0 | 1,58 .8 1.81 .6 | 2.26 .6 1.88 .6 1.47
i 3.2 3.42 3.0 3.27 3.9 [ 3.59 | 3.6 3.30 3.6 3.53
- 8.7 | 67 | 6.0 | 557 | 6.6 | 5.9 | 5.2 | 569 | 30 6.55
] 1.0 | 1,48 1.0 | 1.39 2.2 | 1.1 | 1.2 1.53 | 1.2 .83
0 *5 .18 .8 .66 al o.n .6 61 | 1.2 S
i 1.5 3.60 1.4 3.50 1.6 | 4.32 | 1.2 3.05 | 1.2 2,20
L
£ 6.0 | 1.91 | 5.8 | 6.3 3.8 | 7.18 | 5. |- T.16 | 4.3 6.91
t 2.8 | 3.82 | 2.5 | 308 | 35|30 | 24 [ 320 | 3.0 3.12
T 3.6 | 3.6 6.0 | 4.73 3.0 | 244 | 4.9 | 3.25| 6.0 412
u ; .09 - +0b .07 .06
v 1.0 1.17 8 | 1.2 9| 1.2 1.3 .97 1.2 1.15
i 8.0 | 6.65 | 9,0 | 6,76 | 114 | 688 | 20,2 | T3 | 9.6 8.33
b3
< .05 .08 .07 .10
%

MPS-0728168
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2 Appendix D (Contd)
700D 7 ALKER FRIGHT YHITE ROBEATS
ﬁ?i:;::t nou | oscsa | Tou | cscs | 7o |oscs2 | Tox  |escsR | T |esesw
Forename
A l 19.0 9.6 13,2 10,02 [11.0 | 9.81 11.0 9.50 8.2 | 8.17
B 1.9 313 | 1.7 | 206 | 2.5 | 3.3 1.6 | .68 | 2.2 | 2.6
¢ Lo 5.57 | 40 | 558 | 5.5 | s5.23 LT | 568 | 3.7 | 4.73
» 3.7 5.50 | kel 638 | 5.0 5.7 LT | 5.27 | 5.1 6.5
E 12.0 T.17 | 10.1 S84 9.5 6.T76 1l.1 6.62 |1l0.1 6.82
7 5.7 .25 | 40 | 3.92 | 5.0 | 5.36 6.4 | 5.03 | 4.5 | 3.98
G 5.7 6.29 | 6.1 | 604 | 5.0 | 4.53 6.4 | 5.39 | 5.1 | 6.83
i 5.0 700 | 60 | 525 | 6.3 | 5.937 6 | 533 | 67 | 5m
1 1.8 | 140 | Lok | L5 | 1.9 | 1.02 | 1.6 | 166 | 2.2 | .62
: 3.2 | 1211 |13 | 138 {12.5 {1309 | 12.0 |12.19 [12.8 |11
LS 1.3 | 1.95 | 1.3 2.33 | 1.2 | 2.62 8 | 1.96 | 1.5 1.9
“ 4.9 | 303 3.7 2,92 3.7 3,38 4.0 3.80 3.7 2.7
= 75 | 599 | 5.9 | 690 | 7.3 | 5.8 5.5 | 6.01 | 5.6 | .99
1.9 | 1.53 | 1.7 | nw |19 | 1 8| a7 [ 15 | 12
o 6| 28| 8| m | 6| .83 8 s | Ls s
? 1.8 3.06 | 1.8 | w12 | 19 | 3.57 1.5 | 478 | .7 ! 2.8
< !
4.9 8.70 | 4.5 | 7.8 | 41 | 6.3 L1 | 815 | 6.7 | 1.7
S 3.1 Lo32 | 3.0 4619 | 3.0 4.15 4.0 | 3.92 | 3.9 3.6¢
T 2.4 160 | 3.7 | 246 | 3.3 | 2.3 3.4 | 2.58 | 3.1 | 3@
v .13 : .07 .0¢
v 1.3 1.53 [ 1.3 1.61 | 1.2 217 8 | 1.72 o7 1.2
R 7.5 5.57 | 9.8 6.7 | 7.5 8435 Tol | 4490 | 8.9 6.6:
x
Y
2 ,
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'S Apgonaix Conta.
WOKPS05 ROBINZ0H SIS SRRIRLY

Indtial @) (2)
of firat Fve Y csesR o0 CSCsR ™ CSCSR
Forenass J

A 81 | 11a2 | 98 | 8.9 10.0 944

z 1.5 2.9 | 1.5 | 258 2.0 2.8

C 4.6 3.82 | 3.9 | bhe62 L3 5.0

? 3.0 578 | 3.0 | 57 5.0 | 6.0

s 12.0 6.69 | 10.0 6.52 20,6 1.2

i kO L9 | 53 | b3 LS | 4.5

7.0 539 | 6.9 | 6.73 5.8 5.7

& 6.1 4.9 61 6405 5.5 5d

I 1.5 1.27 | 1.5 96 1.8 1.4

I 13.8 | 15.28 | 14.0 | 13.65 12,5 | 135

X 1.6 1.1 o7 2.5 1.0 2.0

L 4.8 2.87 45 | 3.2 3.8 3.5

u 1.0 562 | 6.0 | 4.96 6.6 6.3

¥ 1.6 1.8 | 1.5 | 1.9 1.4 1.5

o 1.6 48 .8 Al a.8 & =

? 2.2 458 | 1S5 5.03 1.5 3.6

Q «02 ¢

2 5.3 | 8.6 | 46 | 6.59 5.2 | 1.5

s 2.3 37 | 3.9 | 4.01 3.1 35

& 2.9 205 | 3.9 | 3 3.9 2.9

U ' 03

¥ LI .03 | 2,5 | 1.8 191 1.2

v 7.6 82 | 9.0 6.66 8.7 6.8

x .00

Y 07 06

2 02

Hiote 1 = the average of 1T most popular cames in the TBl Survyy,

Fote 2

covering 10.5%

of populatica - 6 330,000,
- whole of CSCSR sample 512,000.

MPS-0728168
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’i . Appendix E
.
|
ARALTSIS OF SIX DIFFZRoNT "‘ET-IOD‘S 07 CODING SUAMES
Characters No. of codes | No., of codes as & | Average Pereons| Average Surrames
Code used produced | % total surnaces per code
1 1.2.3 2,948 7.02 173.8 14.3
4 1.?.3.& 13,010 30.98 39.4 3ely
3 l 1.2.3.4.5 26,257 62.52 19.5 1.6
L I 1.2.3.4.5.6 35,561 8,67 1.4 1.2
5 . 1.5 6,400 15,24 80.0 6.6
6 @ 1.2.3 Final 14,801 35.24 .6 2.9

MPS-0728168
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INSTRUCTION TO UNDENCOVER OFFICER 1

(1§ A Poiice Oftices must not act 8s an* agent povoeateur’’. Ths
mosns ho amst not -

fr. %n0¢ procure...

a person, not thhough that nerson anybody 8ise... 1o comaTut 8n
offenca, nor an offenca of a more serious character, which that
petsun would nat atherwise have cammitted.

{2) However, aPolice Officer is entidod to join 8 conspisacy which
is akready in being, or an offence whichis elready ’faid on’’. or. for
example, where a persan has made an offer to supply goods,
imua g diugs. which iwolves the comemission of a cricunal
olfsnce,

{3) 1. dudng the course of an investigation into an offence o
series of offences, a person inolved suggests that commission of.
or offers 10 commit, » further smita offence le.g.. by offeling to
supply drugs unlawfully) a Police Oflicer i8 entitied to panicipate in
tha proposed olfence. The officer must not incite such an offencs.

{4) Police Officers are entitied to use the weapon of infiitration of
groups or organisations. in such a case k is proper lor the
wdbsrcover officer o show interest in, and enthusiasm fos,
proposals made even though they are unlawtul, but. in so doing, he
must try to tread the difficult Ins batween ehowing the necessary
interest and enthusiasm 1 keep his cover fand purmse his
investigailion) and actually bacomirg an agent provocataur.

(6) Potice Officers must obtain conlimaton that the information

they ore actling on is acaurate and seliable before becoming
involved in utndeicover operstions.

(8 Pofice Officars must bear in mind thet. by viitug of Section 78

of the Police and Criminal Evidence Act 1984, a Judge may take

into accowsd the circumstances inwhich evidence was ottained in

t‘::onddaring its advecee eftect on he (airness of proceedings in
ourt.

Invatiably this means you enter a crsrina! conspiracy or becoms
part of 3 pre-amanged criminal offence.

Supsrviging Olfices:
Oate:
Tine:
On . 1 was instructed by ‘
gs (: the “‘Instructions to Undescover Olficers’ contained in this
ook.
Sipned. . . L B s
{Pseudonvm!
Dhald i oo By P figvenc i - - ) 2 o i e SEAA
s et b Ty e 8T T ARSI So et P L TR SR Y L n va o et s s 80 E = PO T 0 e =3
PCTIRNC W L SRR e e e 1 L e s s ==

MPS-0728169
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[The first 12 pages of Appendix G have been redacted in full on a provisional basis.]
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SDS END OF TOUR DEPARTURE STRATEGY |

It will generally be regarded by field operatives that, regardless of many of the no doubt

mmerous difficulties encountered in the early steges of assimilation into the target group and

then several years of maimtaining an increasngly involved-and-ofterr problematical existence,

the real challenge presents itself when attempting to put into practice an operationally viable

plan that is both thoroughty convincing to the target group and indeed to oaeself, that is to say

in keeping with all aspects of one's persona that will have become so familiar to many

assocates. Ifit isabundamtly clear that all operatives will, by necessity, have their own unique

suggestions as to what comprises their ideal method of deperture, the importance of the |
success of this final episode in the SDS tour holds good for everyone concerned with this

outfit and may be rationalised as follows:

1) The principal goal of any plan conoerning the departure from the scene amst be that as
mmch as it is in anyone's control, the credibility of the operative is in no way tarished. Indeed
it would perhaps be fairer to suggest that frama purely professional point of view the
credibility would ideally be enhanced by a carefully thought through set of circumstwnces be
they related to a relatively abrupt or considerably protracted demise.

2) A disappesrarce that gives serious misgivings among the target group that the operative

was indeed suspect is of course no different from the point of view of grounds for concemn as
to similar misgivings voiced during one’s SDS tour. However, in the field, one is able to
atternpt to counter such suspicions by any umber of proactive means

events
are ata control of the operative and the verdict as to his or her
credibility will be, if ever questioned, resolved on the strength of a combination of one’s target
goup sponsors and allies and the geruine level of feeling among them es to their perception of
the gerurineness of the operative's existence over several years. With the most recent event of
the nature of the disappearancebeing no doult uppermost in their minds it goes without
saying that an unconvinaing, clumsy vanishing act will not only fuel any existing suspicions
tast, in the absence of any such misgivings, could easily give rise to newly founded
apprehensions.

3) The insvitable naive and cynical camment that might be heard from a wide range of people
not privy to the day to day operation of the current SDS team as to their seamingly needless
obsession with end of tour procedure and the increesingly advanced steps tekento assist
officers with their plan may really be dismissed without a secand thought. The bizarre and
unique nature of SDS work lends itself to a system of contimua} improvement with regands to
best practice for the squad as a whole and amything that could be canstued within operational
ParREEn as improving the gradibility of the individual within the cyes of the target group
ghould of course be developed and introduced . (Suitable noteworthy examples within recent

years bﬁ theabilitito ﬁ‘d& mmi_ bensive iﬁd packages, m

It is fair to sgy that it would be extremely mare to find an SDS operarive that for professional,
personsl reasons or in meny cases both, would be indifferent at some stage of his post SDS

career to the revelation by his target group that he or she was in fact an idifStrator. Sufficeto
saythat the impact of such an outcome on operatives isof course untested butthe gemuine
concero is nonetheless

MPS.N7I2R17r
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there no more so perhaps than immediately and within the first few months of one's
disappearance. There can be little doubt then that any steps that can be taken to realise the
successful implementation of the operative's plan will be directly proportional to allaying any
apprehensions the officer will have as to his departure being viewed unfavourably and, by
definition, greatly assist his or her rehabilitation period (for want of a better expression) prior
to a return to ‘normal’ duties. The unpredictable repercussions for any operative that, but for
all due assistance given withregard to his convincing removal from the target group, might
manifest themselves at a later date in any manner of ways could not only be of potential harm
to the SDS team itself but render all those concerned in the decision making process liable to
well founded criticism.

4) All operatives work in target groups forever on the lookout for those involved in state
sponsored infiltration and monitoring of their activities of whatever nature. Leaving aside the
obvious and inherent risks of SDS work itself in the event of the officer being fully
compromised, the rather more widespread damage that would be done specifically to fellow
field officers and indeed for successful future coverage of the field concerned is really
incalculable. Even if in the aftermath of one's departure, the method and nature of the leaving
gave grounds for doubting the authenticity of the operative, then this too would be distinctly
damaging for existing or subsequent coverage. It is during the SDS tour that the operative
uses a whole host of self initiated strategies to convince the target group of his trustworthiness
(the real and only key to a successful SDS period) as well as benefiting from the invaluable
assistance with complex scenarios from SDS office staff all of which combine to give a
thoroughly convincing picture of the assumed character. Thus, any aspect of one's SDS career
that allows the target group to be convinced that the operative is not who he purports to be,
renders all such invaluable methods and schemes a good deal weaker for future operatives
and, in some cases, more or less futile.

5) The importance attached then to leaving an environment that ane has been an integral part
of for a good deal of time is nothing short of the importance that one would attach in real life
to a parallel situation if nothing more than for the professional well being of the officer
concerned and that of the SDS itself, As for the methods used themselves, these will inevitably
vary widely from one field operative to the next

Attached to this report is a summary of my own plan which details briefly the reasons for

departing and what I intend will be a sufficiently convincing scenario for some of the closest
associates in my target group.
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[T his two-page document (Appendix H to the manual) has been redacted in full.]
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[A 21-page document (item 13 on the Contents page) has been removed pending further consideration of its
relevance and necessity.]
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SPECIAL BRANCH
SOURCE UNIT

23" June 2002

BRANCH NOTE

COVERT HUMAN INTELLIGENCE SOURCES
CODES of PRACTICE

1. The attached Codes of Practice, which have been obtained in advance from SO10, are
currently now before Parliament and barring any unforeseen last minute changes are
expected to be approved in this form in the near future.

2. While broadly similar to the draft public consuitation document, which has served as the
Codes of Practice since RIPA became law in October 2000 (available on Forum under
RIPA), there are a number of points that are worth highlighting.

3. The first is the ‘tone’ of the Codes, which is somewhat less police orientated in its use of
language than the earlier draft. This is principally designed to make it more ‘user friendly’
for the various other public authorities who are authorised to conduct CHIS operations
under RIPA (see Annexe ‘A’ to the Codes).

4. The second, and probably most important issue, is the question of criminal participation
of sources. It was this issue above all others which has led to the delay in completing the
Codes as the home Office attempted to reconcile the different approaches, procedures
and interpretations of the various public authorities involved. The splution is to effectively
leave patrticipation out all together. Paragraph 1.4 of the new Codes states,

“Neither Part Il of the 2000 Act or this code of practice is intended to affect the
practices and procedures surrounding criminal participation of sources”.

5. The only other mention in the new Codes is at paragraph 2.10 which states,

“....an authorisation under Part II may, by virtue of sections 26(7) and 27 of the 2000
Act, render lawful conduct which would otherwise be criminal, if it is incidental to any
conduct falling within section 26(8) of the 2000 Act which the source is authorised to
underltake.”

6. Essentia{lly this recognises the legal position in that criminal participation, when
authorised, is just another form of ‘conduct’ and that it is for the authorising public
authority, whether police or otherwise, to satisfy itself that the tests of necessity and
proportiQnality are met when authorising an individual case. The effect of all this is that for
the police service the original tests laid down in HO Circulars 97/1969 and 35/1986
(copies attached) are still the ones to be applied.

' : MPS-0728172
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The Codes are silent on what liaison arrangements should be in place between different
bodies in participation cases. It should also be noted that paragraph 2.10 goes on to
mention the need for the relevant authority to oonsnder seeking the advice of their own

The issue of who may authorise cases on the grounds of national security remains
unchanged. The explanatory note which accompanies Paragraph 4.7 .retains the status
quo in that only the Security Service can authorise operations or investigations which fall
within the responsibility of the Service, the exception being those carried out by a Special
Branch.

The Codes emphasise the need for regular reviews (paragraph 4.19). A theme reinforced
by the Surveillance Commissioners inspectorate when they visited SO12.

In condusion the new Codes are, as previously mentioned, broadly similar to the draft
with which we have all been working since October 2000 and which in tum was based on
the voluntary ACPO codes produced in 1999. While SO12’s procedures and systems do
comply a further review will need to be carried out once the Codes have actually been
approved by Parliament.

Detective Inspector

MPS-0728172
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1.1  In this code the: *?E.,
. “41989 Act” means the Security Sefvice M}?Q&“\

e 1994 Act” means the Inteligence Sewacé{\jt 34:

e 1997 Act” means the Police Act 19 ;\

e  “2008 Act” means the Regulaton &}

o “RIP(S)A™ means the RegulaA ?l‘ lnvaibatay Powers (Scotland) At
. 2000:
|
' . 1.2 This code of practice p'ovnde{ guuda on thé__axb-ot&uon of the use or
canduct of covert human intelligence squroes a soynf") Byp hc authorities under
Part ! of the 2000 Act.

0 ‘Alrtre dé‘d o am’yﬂ circgmstances
™ info ho the pohce or otey authorities,

as part of their ncnr.al ‘cyic d . or set up {o receive

information (such as C Custo s ;he?qge Ferorist Hetline,
or the Security Servi um public acting in
tiys way vwouid no.. ? urces
Neither P,an af the 2000 Act fode of pxactlce 3 mtended to afect the
practnc rlbir;;di;;crmﬁmal pamdp?on of sources.
t

15 mqgéooqu\aprovues n3ARs relating to the 2000 Act are
admissble #s Svidence n‘emrhiqa awd civilgro€eedings. If any provision of the code

1.3 Tne provisions of the
where members of the pubet vo,

or the 2000 Act or to one of the
R© powers conferred by the 2000 Act, it

E extentof powers ST eal
. v

1.6\’ Authorisations can be given for e use or conouct of a source both inside and

i ‘:; outside the United Kingdom. Authorisations for actions outside the United Kingdom
6-\_‘; can only validate them for the purposes of proceedings in the United Kingdam. An

authorisation under Part lI of the 2000 Act does not take info accourt the
requirements of the country outside the United Kingdom in which the investigati onor

\h operation is taking place.

\ 1.7 Members of foreign law enforcement or other agencies or sources of those
agencies may be autharised under the 2000 Act in the UK in support of domestic
and ntemational investigations.

T T 3
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1.8 Where (he- conducl. aulbored &, HBY 10 DR
T VY,

Act. This code dof practice is extended to Scotiand In relation o authorisations made
under Part If of the 2000 Act which apply to Scofand. A separate code of practice
mnmwmmmwamm

Uss of matsrial In evidence

19 Matedal oblained from a soute may be used as evidgme in criming

s. The poper authorsation of a source should ensure the of suct
evidencs under the common law, section 78 of the Folics and nce Agl
1884 and the Human Rights Act 1938, Furthermore, the product by a sourcs
dsatedhtrismdeissubiodbﬂnaﬁwymbs&r ot and disdosure of
materal under the Criminal Procedure and igations Ast rethose rles
apply to the faw erforcement body in quastion. mawnlmbkmahgai
pocadures that wil protsct the identty of a fromx disclosu® In such
cirmimstancas L TR 4

P
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2  GENERAL RULES DN'AUTHORISATIONS

:.; A:'ammﬁmumrl’anﬁd!hemAdemideMulauM&ylor
use of a source. Responslbility for ghing the authorsation wil depend on which
public authority s resporsible for the source,

2.2 Partll of tha 2000 Act does not impose a requirement on pubfic autharities to
seak or obtain an authorisation where, under the 2600 Act, one is availabla (see
saction 80 of the 2000 Act). Nevertheless, where there is an interference by a public
authority with the fight to respect tor private and famiy iife guaranteed under Aficia
8 of the European Convartion on Human Rights, and where there is no other lawful
authority, the conssquences of not oblaining an authorisation under the 2000 Act

may be that the action Is untawful by virtue of section 6 of the johts Act
1998.

2.3 Public authortiss are thersfore strongly seek an
authorisation where the use or condud of a source is injerfers with a

person’s Article 8 rights to privacy by obtalning Inform sbout a person,
wivether of fot Hhed person s he subied of 4 3 Oeinmg
an suthorisation will ensure that the action is carried &t In with law and
subject to stringent safeguards aganstebusa

Necessity and Proportionality ‘ o

24 Obtaning an authorisation under ghe ct will only ensura that the
authorised use or conduct of a source isdgagifiable interference with en individual's
Article B rights If It is necessary and propoi§onate for the source to be used. The
2000 Act first requines that the peglSif*Branti fM\qgsatlionbefieve that tha
authorisation is necessary In the §rcumstapces pparfsular case for one or
moreofhmygmwsh - ] - D :

authorisation must beliave mbusoo{a& of tio 0 is sought
to be achleved by the of B 'ese of Thu mrMbﬂmg the
intrusiveness of the usa @ sowce on 4 omm mmight be affacted
by it against the to bé lnope = he use of a
Source wilt not be 1 it ki B 12 of the cass or
if the information Is Aough S\reasonaiiyy be ofgained by other less
intrusive means.§ The o Syyfcn 8 anaged to meet the
objactive in qu -and sources muStggyde arbirary of undiair way.
Coliateral brawslon, ‘,\\ z
H use or . 4source, the euthortsing officer
sk P ihto the pilvacy of persons other
aredi 'subj operation o Investigation (collatera
igtrusio). Measuees should be rever practicable, to avold unnecessan
m‘bninb the fives'e{ thase not ed with the operation.
- )
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investigafion or operation unexpectedly interferes with the privacy of indviduals who
are not coverad by the authorisation. When the original authorisation may not be
sufficient, consideration should be given to whether the authorisation needs to be
amended and reauthorised or a new authorisation & required.

2.9 Ay person granting or epplying for an authorisation wilt also Need to be
lmdagpmwhmbdwmmmmhbwg
used and of simiar actvities being undartaken by other publ which
could impact on the depioyment of the source. Consideration should 2iss be given
to any adverse impact on caminunity confidence or safety that may resuk from the
use or conduct of a source or of nformation obtamed from%at’ solirce. In this
regard, it is recammended that where the auhorising officeng in thy National Criminal

Inteligence Sendce (NCIS), the Natiaral Crime Squad M Customs and
Excke consider that conficts might arise heg s It & senior officer
within the police force area In which the source Addonally, the
authorising officar should make an assessment of aqy source in camying out
the canduct in the proposed authorisation. 5 2
’

2.10 !na very Emited range of circumstences under Past Il may, by
vire o sections and 27 of the 2000 Act, fawfd conduct which would
otherwise be crimin muswm acany Bonduct faling within section 26(8) of
the 2000 Act wiuch the saurce is Q. tndertaks. This would depend mn the
drasmstances of sach indi ad) always be given to
seeking advice flom the legal advis e authorlly when such
activity is contemplisted. Am \Wrecognisad by the taw

will be at risk from prosecution. The notd 1o ﬁ\eﬂommwmm
pinciple. =

&

Combined aulborblﬁof .

\

l
211 Asingle ufiodsations under
Pat It of the msy combine
authorisations for .g.ag" os In such cases
the provisions mmst be considered
separaioly. fice superinte: aumoda conduct of a source but
an aulhombn lvuulnilmei the poim needs the separste authorlty
of a ¢ thd epproval of a Surveilance
Conm bsru!e&hg risation for the use or conduct
of a Mh a Segetary of Slate
autho| suthorisation must be issued
by ofS not preclude putiic autharities from
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Directed surveiliance egainst a potential source

2.12 tmaybe necessay to depby directed surveillance against a potential source
as part of the processof assessing theirs uita bilty forrecruﬂmmt. of in planning how
best o make He epproach 0 hem. An auttecsation under this M\gm
officer to establish a covert relationship with a potential source could be
m-mumm:mamm»mmmwwandpom sourcu
could be fofowed. Directed surveance is defined in section 26(2) of the 2000 Act
See tHie code of practice on Covert S wivellance.

Central Racord of all authosdisafions
243 A centraly ratdevable record of all authorisations by each
public authority and regularly updated whenever an autho ¥ orantsd,
renewed or cancelled, The mcord should be made relevant
Comvmisaiones: of on impecior fom S Ofice of Surelancy upon
requast. Thess records should be ratained for a period three years from
the ending of the authorisation.

244 Proper recards must be kept of the a
S ecti@$(5) of the 2000 Act provides that ana
authorisation for the use or conduct of a sou
arangements in place for ensurng thatl thesh g
responshifty for maintaining areq:dq
Regulation of Investigatory Powers (SoutgiiRec:
details the particulars that must be

215 Inaddition, records or cop
by the relevant authorily:

Y Smes a person with the

58 made of the sourca The
Ragulations 2000; S No: 2725

ords ralating to each source.

ropriata, should be kept

. a copy of the a
documentation an
officer;

renewed orally (in an urgent
considered urgent;

RT the source;
'.:' 0 were given to the source;
¥ inae ﬁnvd&ﬂ__m-nr% g authority:
S Q«.\ .
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° a record of the resuis of any reviews of the authorisation;
. the raasons. if any, for not rerewing an authorisation;

® thereasons for cncaling an authorisation.

. the date and time when any istuction was given by the authosiging
oflicey to cease Using a Sourcs.

218 The reconds kept by pubBc setharides shoud be maintainad N such a way as
ta preserve the conflentmlity of the sours and the information provided by that
source. There should, et MEmes, te a desigruind PETSON Wittin B relevant pubic
authorlly who will Memmmmmwmw
source. >

Retantion and destruction of the product

217 Wbere the product obtained from a sousce could be sievant 1 pending or future
m«dmmrwmmmz%mmkm

disdosue requiements—for a suiteble further surate fo any
subsaquent reviaw.
218 in the casas of the law enforcement agencigs (uhMMMRoyaINM

Regulating Branch, the Royal Mitary Police g
attention i8 drawn to the requirements of the'tx
Procedure and Irvestigations Act 1988, s 1p
the course of @ criminal investigation
must be frecorded end ratained.

2.19 There Is ncthing in the material obtained from

authorised yse of a used . Each public
a must ensure that are rageand
destruction of material ugh m- of & sourca. ‘mhaiing offcers
must ensure compkance protection requsesments and any
relovant codes of pmuﬁe

e £ Waﬂmﬂﬁ‘n e handling and

i Rp,dAkForeaPolce) particular
ot Jastahrhledmobuhedh
S uny}erelevammm fvegtigation

Yh-lnhlﬁguusﬁqéz.ﬂDgﬁ }

220 msuofuemmﬂmmatmnﬁmarls

edsnoen mh‘ horities, except as nacassary
ey are also responsible for

undorﬂ'en : arl:l

.:

.- £

)
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3 s@"EEIM. %oumuowsmous =
Confidential hhrmnion

31 The 2000 Ad doss not prowide any special protection for ‘confidential
informatiorf. Nevertheless, pasbcudar care should be tsken in cases where the
wbpadmmwgaﬁnnormmhmeIyemahmdqmd
pdvacy or where confidentie! fformation is Inwolved. Confidential irdormation
consists of matters subject to legal privilege, confidential personal information or
condentsl journaistic meteriah,

3.2 I cases whem through the use or conduct of a source it is likely that

of confidential Information wi beacquifed. the depl of O source
sub 1o a higher lovel of autharisaion. Annex A lists the for
each public authorfty permittedto authorise such use of condul
Communications Subject to Legal Privilage \
33 Section 88 ofthe 1887 Ackdesssbes thase @i it 3 sublect
privilege In England and Wales. In Scotland, the relevipt des@iplion is contained in
section 33 of the Criminal Law (Consalidation) (SCWanh&4™ 1995, Wit regard t

Neorthem lreland, Actice 12 of the Polica and hEvidence (Northern Ireland)

Order 1989 should be refemed {0

3.4 Legal privilege does not spply o cofimynidsions made with the intention of
meﬁngaumhalpmpose(mmer risactmg unwittingly or culpably).

Legally privileged commumnications will lpse™a} on if there are grounds to
believe, for exampls, that the profesgindg T ng tohold or usa
them for a criminal purpose. ‘But prikfiiogs is §ot lost al l=gal edviser.is

s d a criminal offence.

properly advising apetsonwho 1 =

protaction for privileged
arlyhnsnwa knd any source

which aoquimsstdl Atenzig; ag Rt to a fair trial)
as wel as Article 8. feg gty privilegecduigrmatio 7 D% a $Ource ts extremsly
unikely ever to be tRigisib on o Sproceeflings. Moreover, the
mere fact that 3 sourg $heh omation may ‘ead to
any related crimin aeybd as an sbuse Of process, Accondingly,
acﬁonwhid\ 10 behgoyhadlsmbpdtoadd‘:hmal

safeguard

of a source which is likely t
shoukd only be made in
g1 regand shouid be had to the particular
COMQct of 8 source ralses. The application

of a source to
M to legal privilege will

QIR ARM A QADE HICT AN TAY COAMT @NNMET




whether the purpose (or one of the purposes) of the use or conduct of the source is
to obtain legaly prwileged information

3.7 This assessment will be taken into acoount by the authodsng officer in
dedding whether the proposed use or conduct of a source & necessary and
proportionate for a purpose under section 29 of the 2000 Act The authorising officer
may frequire regular reporting so as o be able to decide whether the authorisation
should continue. In those @ses where legally privieged information has been
acquired and retained, the matter shouk! be reported to the elevant Commissioner
or Inspector during his next mspecton and the materlal should be made available to
him if requested.

38 A substantial proportion of the communicalons between & lawyef and his
client(s) may be subjectto legal privilege, Therefore, any case wher g lawJer is the

subject of an investigaon or operation should be nolijed o the relevant
Commissioner or Inspector during his next inspecion and anp matenal which has
been retained should be made available to him if requestech, o,

3.9  Where thete is any doubt &3 to the handling disserpinationof Information
which may be subject to legal privilege, advice should {e souglp from a legal adviser
within the relevant public autharity before any ation of the material
takes plece. Simiar advice should also be soug \ere is doubt over whether
information is not subject to legal priviiege d the “Ia furtherance of a criminal
putpose’ exceplion. The retention of ienglly privieged information, or its
dissemination to an outside body, should bpaoob%med by a clear waming that it

is subject to legal priviege. It should be by taking reasonable steps to
ensure there is no possibility of it ba«%\mhbw. or Its contents becoming
known to any person whose POSSES3e ght gresydice any criminal or civil
proceedings related b the 'nformmy d:sse% of legally pilivileged
materdal o an outside body shoukgge ed tn_{:: sgleyant Commissioner or

nspector during his next nspetﬁon s
Communications Involving conﬁdenaal Pemnal lnformadda an8 Confidential
Journalistic Material e . “e
< «

3.10 Similar considesati v.g{ also wqyen to Satins that involve
corfidential person aﬁsn and N fal. In those
cases where confi pergonal pf' and fidentd joumalistic material
has been acquir Tefined.” mn shoul respried to the relevant
Commissioner of during hs;aecbon e mateflal be made
gvailable to hi .’ed Corfsdemﬁtpersonal infarmation is information heid in

confidence ng, to yslcsl or th or spiitual counselling
conceming an\»dhnduai( % an be identffied from it Such

informatieq, ﬂ’iﬁ'd\' tan ; b oml n communications & held in
confidence if4 5 held ma an plied undertaking to hold it m
u&q a

oonﬁ@na.ggﬂ is s on disclosure of an obligation of
ty in’ ex|

lation. Examples might include
cﬁg ns be! 2 hgatth pr and a patient, or (nfarmagion from g
Y3, fMedical records:
N

'QI:"’: . '_'
- =, 10
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3.11 Spiitval coynsefing means convarsatons between an indvidual and a
Minster of Refigion acting in his offidal capadly, where the Individual being
counselled if seeking or the Mirister is kmpafting forgiveness. absolrtion or the
resalution of consciencewith the authorty of the DMine Being(s) of their faith.

3.12 Confidential jaumalistic malenal inckudes material acquired of created for the
purposes of journaksm and heid subject to an undextaking to hold it in confidence. as
well as comMunications fesulting n infaMmation being acquired for the purposes of
joumalismand hel subject 10 suchan undentaking.

Yulnerable indiiduals

3.13 A \inerble individual & a person who 8 or may be in NgEJ of eofrenunty
care services by reason of menta or other (xsabity. ageorlns
may be unable to take care of himsel. or unable to psomct -t g
harm or explatation. Any individual drﬂscescrphmm
act as 3 sasoe in he mast exceplional drosmstances i thpse
table in Amex A Ests the authortsing officers for each pybik

authofise the use of a vulnerable individual asa s :
Juvenlie sowstes K ,}

S.94 Specisl eafeguards also apply (0 the of juvesile sowaes: that
8 sources under the age of 18 years Onno oh shoudd the use or conduct
of a source under 18 years ofage be @ give information againat his
parents or any personwho has par Iity foe him. In Other cases,
authorisaions should not be gmnled ik soeoal provisions corteined within
The Reguation of wastigatary Piw reiNg ) Qe SI No. 2793 are

satisfled. Authortsations for juvengFourcesShould b grd those Bsted in the
attached Qble & Annex A The such an o}

is one month
instead of et months. | Saws’ {0 PR
N A Y| 25
A}
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4  AUTHORISATION PROCEDURES FOR COVERT HUMAN
INTELLIGENCE SOURCES

4.1 Under section 26(8) of the 2000 Act a person is a source if:

a) he establishes of maintains a personal or other relationship with a
person for the covert purpose of facfitating the doing of anything falling
within paragraph (b) or (c):

b) he cavertly uses such a relationship to obtain information or to provide
access bo any infonnation to another person; of

c) he coverlly discloses ifomation obtained by the uvse of such a
relationship or as a cansequence of the e:ostem» o! such a

1oty

relattonship £ e
42 A source may include those refared to as agents: m?ﬁan!s and officers
working undercover - v

43 By virtue of section 26(gXb) of the 2000 Act a pyrpose & covert, in relafon to
the establishment or maintenanca of a personal or othas selabonship, if and only if.
the rejationship is conducted in a manner that is calcuh:s.d o ensure that one of the
parties to the relationship is unaware of the pu

4.4 By virtue of section 26{9)(c) of the R’&@ relafonship is used covertly,

and information cbtained &s mentio agraph 4.1(c) above ts disdosed
covertly, if and onty if & is used or, a3 the 2y be, c!osed in @ manner that 15
calcutated to ensure that one of the 9533' e ol ts unawam of the use
or disclosure in question ‘

46 The use of a source involves uﬂu&ﬂb askiqg orassistmg Bmerson fo engage
n the conduct of a source or to chtain nfo:manm by means of :Ba condect of such a

source . \

48 The conduct ofa aource ks any conq;;d faﬂmé withirysecfon 29(4) of the 2000
Act. or whichis incidegial to St faling witin sewo,x}zg@)at Yhe 2000 Act
r o p:

treston ot K

47  Undersection 2?@) of the 2ooc’i~a off authorisation R the use o condud of a
source may ba ed by the authorking officer .where he betleves that the

alm\orlsalenbnecas;ary “. I
Jﬁ the merysts u{{aﬂonai se‘gjgy‘
* Onepf e xwmu of the Seasity Serviis Mmm of national securfly and in partcular

the profacton egairst 1>;Bau; m D Junctians extend throughout the United Kingdom,
"%?:L i Northern } e the ity for investgating the threat from terrorign

0 e aftaks of tretand ihe Police Service of Nathem lrelend  An
g office In another pibiic ey Sl not lssus an aulhorsation under Part Il of the

znooag where the opasation or mew‘:mh within the responsbilities of the Security Servics,
12

“,
*
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. for the purpose of preventing and detecting® cime or of preventing
disondef, |

¢ inthe interests of the anomk welbaing of the UK;
. intheintemsts of mAlc safety;
e forthe puposs of protecting public heaith®,

o hmmdmﬁgadbdmwtam.hwuomar
imposition, contribubon or charge payable to a gowmmeru

department, or
. yclhef purposepresaided lnanomerrmqwuaary
43 The authorising officer must aiso believe that the .?lseoroondueto'

asource is proportionate to what is sought o be achi bytfl orconduct.

48 The public authorities entitted to authorise the Cdldlmda source are
hose iisted In Schetiis 1 10 the 2000 Ac for Ay the use or
conduct of a source rests with the and all authorisations require
the PefSonal authority of the authotising .ﬁmmnm person
designated under section 29 of the 2000 an authorisgtion for the use or
estigatory Powers (Prescriptions of
. 2417 &slmatas the authorising

ficegs Egtitied to ac? only In urgent

bekthe authorising officer

(sse section 30(2) of the 2000 Ac), ©

o
410 m:mgm}g’ mlhi%}. except that in
urgentcases, they maybe nofficer ‘o oﬁer enttied
to actin urgent that the authoris¥ng officer has
in wikigy by e appicant 38
soonas ls mmoruug ~ — "~y

as set out abave, exgept"Wls: uuni’mied tbya orwls'nhSeeum;
. t duct of @ source whict

would normally fall Senvica.
w’.mmwmbmmm
of the Security Service, the Police

\ - -
3 Deteging crimir dofined ingaction ¥1(5) of z?oaa
‘Wu‘wmu contaminated products o tha Tick sale of
p O

-~
? This cotild only be for & purposa which

~
the eritoria sat Out in Arficls 812) of tha ECHR
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411 A case is not normally to be regarded as urgent unless the time that would
elapse before the authorising officer was avalable to grant the authorisation would,
in the judgement of the person giving the authorisation, be likely to endanger life or
jeopardise the operation or investigation for which the authorisation wes bemng given

An authorisation is not to be regarded as urgent where the need for an authorisation
has been neglected or the urgency is of the authorising officer’'s own making

412 Authorising officers shodd not be responsible for authorising their own
actvities, e.g. those in which they, themselves, are to act as the source or in tasking
the source. However, & is recognised that this is not always possible, especially :n
the cases of small organisations. VWhere an authorising officer authorises his own
actiity the autharisation record (see paragraphs 2.13 - 2.15) shguid highlight this
and the attention of a Commissioner or Inspector should be nnVit it dunng his

next inspection. ‘ .
413 The authorising officars within the police, NCIS and N' S may only grant
authorisations on application by a member of their force, or Squad.

Authorising officars In HMCE may only grant auth swon; éh application by a
customs offi

tnformation to be provided in applications f a;‘h@ﬁm

4.14  An application for authorisation forthe N{f conduct of a source should be tn
wiiting and record;

4
+  the reasons why the amr&g\‘: necessary in the parlicular case
and on the grounds (o§: ur| reventing or detecting
aine)ss:eahaecﬁo (3) ezooo

. the reasans why !Qe a n s";; ronate to what it
saeks to achieve:

’x "j L) .-;:' ¢
e the puposedor ﬁ:%h the satirce &t be tasked or depfyed (e.g. In

relation to #n organided sedbus crime, esp»&\gge a gares of raclally
motivated cﬂnhs qte). .

. wher@‘uséqﬂt gaﬁ or opera' (r}otved nature of that
nv#ﬂgaf&wf oper
. mbégue ofwt-gxe soucewmbeta?edtodo

.

. tevel of authoilty req ecommended, where that is
enf). = '
] Y a:
NS the details of Wbota@amml irdrusion and why the intrusion is
St gy X
3 gy AP
o W 5
'\‘ . <« ~~
; s 14
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. the details of any confidential information that is likely to be obtained as
a consequence of the autharisation; and

. a subsequent record of whether authaity was given or refused, by whom
and the time and date

4.15 Additionally, in urgent cases, the authorisation shoud recod (as the case
may be).

. the reasons why the authorising officer or the officer entlled to ad in
urgent cases considered the case so urgent that an oral instead of a
written autharisation was given; andar ™,

~. o
. the easone why it was not reasonably practicab mdsg,aiapﬁcaﬁon to
e be considered by the authorising officer

4.18 Where the authocisation & oral, the detal regem;}m gbove should pe
recorded i writing by the applicant as soon as reasonably pradlicable
Duration of authorisations s '}

417 A writen authocdsation will, uniess renewsd, oea\b have eflect at the end of
a period of twalve months beginning with thgdzg'pn whichit took effect.

4.18 Urgent oral authorisations or auth «sa s granted of renewed by a person
who is entitled to act only in urgent cases WX unless renswed, cease o have effect

after sgventy-two hours, beg:nn atxme m‘_the authorisation was
granted or renewed. \,_,‘

) «
Reviews .. i k"‘\ 5
4.18 Regular reviews of authprisations engc (se% the need
for the use of a source 5 The Id |ndude the wso made of the

source dufing the peri
information obtained

the authorisation :
to the need to aft
access to confide

| ' TRga 2
420 In eachﬁ%’?
determine B
consid n and 5
VSRR T

within h public authorly should
Th{acould be as frequently as is

mnmk . % \ J' 's: -
a2 beﬁ:re an eeﬁonsxng officerg. n authorsation, he must be satisfied
thi review has beenga of a source as outined in paragraph
4.1 \- X
&~ g ) e‘*l
| Vees ~. -
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4.2 |t at any tme bafoe an amorsabun would cease to have affect the
autharising oftcer conalders R necessxy for the awhorisation to contihue for the
purpose for which ® was given, he may renew it In witing for a further period of
twalvemontis. Renewals may aisobe grarted orally in umert cases and tast for a
period of 9eventy-two hours.

423 A renewd takes affec? at the tima at which, or day on which the authorisation
would have ceasad tc have affect but for the renswal An application for renawal
should not be made until shortly befare the autharsation period is drawing to an end.

Any person who would be entiled 10 grant a new authorisalion can renew an
authorisation Authorbations may be renéwed more than once, ¥ nacessary,

provided they continue to mest the aeria forauthorisation. The ranawa should be
keptiracordad as part of the authorisation record (see paragraphs 213 - 2.15).

424 Allappiczias for the mldanatﬂvsdonshothwd' .
° mmﬂmusheﬁstmwawymﬂmwmme

authorlsation has been ranewed praviously, .
B any signiicant changes to the In formatio hmr&uﬁku;
= the reasons why it is recessary 0 o ;xscmam:
. the use made of the source in sinca the grantor, as the case

may be, [atest renewal ofthe '

. the tasks given to the Ty hat and the Infanmatan
obtained from the g 3

. the results of reguhl‘ﬂis lp!f ¥ aource;

Cancelations / ~ i

e S S »q&m = :
425 & ed Of 0 auth must cancel
iihoswsﬁedlhal % fes the crfteria

for suthofisetion or
exist. Where the ahorng officar e Yorgs

1 TR Trer.

s (Cancaikation of

as ng ; o RdBuiaticn & Hrarn
Authanato O ;BINO ] necessany, the safety and waltare
of the source eorﬂm?’b be takm nio aacyﬂ after the authartsation has

ms&g{id?:som q

‘

Tox
ngume% \cesoumbylhepmsde!heda

swhw(sxa) and (b him o obtain sfamation, b pravide
beneaft of the rdevart
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o

public authordy. Authoreation for the use or conduct of a eource is equed Prior to
any tasking whem such tasking réquires the sourte to edtabich or maintain a
personal or afier fakbondp for a povest purpose.

427 The person refrred to in saction 29(5)a) of the 2000 Act will have day to day
responsbAy for:

s Cealing with the sowrca on behalf of the autharity concamed;

- directing the day today activiies of the source;

= ceconsing the infreation supplied by the sourca; and

- montoring the Saurce's sscuity and weltare; \/

428 The person refarred o In section 20(5)(b) of the 2000 e responsible
for the general oversight of the use of the soufce

429 hmlmmmwmbn wil re the source tc

establlsh a persanal or other relatiorship for For example a
source may be tasked with finding out purely about the tayout of
commercial preméses. mraﬁvaly.nm r may be involved In
the test purchase of itams which ingly or are unfit for
consumption. hmmnlsh public authority to determine
where. and in what droumstancas, such Fequie authorisation.

430 It not the ntention that auth bedmnsonwo«lytrmaupaam
authorisation Is required sach time = ., Rether, an authonsation

might cover, | broad terms, the re of thh sou this changas, then g
new authorisation may need to be 3

4,31 Itis difficuR to prediot e act
source takes place, orthe ;

existing authorisation
minor smendments, 0
obmhedbdue al n{:n ag

4.32 Simi

gmmervqg oudy- 3 m dtnod secbon 29(5)(a) or (b)
the authortdng officer, who
d. This shouid be done
Inadv must be recorded.

4 m angements are in place forthe praper
0 and ﬂ & ng appointing individual officers as

Act for each source.
S 1”7

.\q\-u insection 29(5)(a) and
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434 The person responsbie for the dayi-day contact between the public
authority and the source witusually be of a rank or potlion beiow that of the
authorising offics.

438 In cases whars the authorisation is for the use or conduct of a source whose
acliviies beneft more than a single public authority, responsbiities for the
management and oversight of that savce may be taken up by one authority or can
be split between the authorities.

Security andwelfare

438 Any pubfic authority deploying a source should take into 2ccount the safety
and welfare of that source, when canying out actions In refation to en auBhorisation
or tasking, andbfomu::bmmhoﬂmsofhihldhg. Before
authorising the use orcanduct of a sosce, the authorising officershould ensure tha
atbkmtanbdouthmmwkwmmdmyhdzhg
ammmymemsmmamhofmmbem

ongoing securly and weffare of the sounce ncmcalanonoftm
authorisation, should aiso be considered at the

437 The permn defined at section 29(B) lﬁhﬂ 2000Ad’ls responsibla for
bringing to theattention of the pensondefined 4 sestion29(5)b) of the 2000 Act any
mm about the personal dnms!n:ao of. h source, insofar as they mighi
a

y the vaiidty of the risk
2 O

o ﬂnmmunﬁa‘ X
= -3
. the safely and wejfare of the ecurces
~ ﬁ‘ .
433 Where deemed ap, , corcenm bt suCh matrens niust e considered
b/mqaﬂnﬁshgw& }&dsionmnonmﬂnrormfbaihwmo

Py Patthe Dep 42 p exceptions to the rule thal interception
. of ne conversah! under that Part. This includes, where
Bne party to the i 0 e intercaption, & may be authorised In

18

RUH TUNCG A SaFFE  RIST AUN T ERANT SANETV



e |

@

accardance with zacion 48(A) of the 2000 At providad that there & oo
wamant euthoriging the intecagban.  In such cases, the ntercextion s tréated as
drected suvel Bnce (see ctupter 4 ofthe Covart Survellancs aode of practice).

Use of covert uran Intslligance source with tschnical equipsent

441 A sagve, whatheror nat wedring or camying a ssveflance device and knvited
inb residertial pramisss or a pivate vehide, does not requie addtional
athorsetioT o ecod eny activily rking place intide hose penimas or vehicle
which take place tn hig Qresence.  This alsg applies to te recording of teleghane
conversitias otherthan by intescagtion which takes place in the source's presence.
Authorisation for the use or conductof thatsource may be abtained in the usual way.

442 However, if 3 suvellance device s 1o be vsad, other than a of

the source. an inusive sunvellarce auttarisstion and ¥ on
for intexference with property should be obtafred.

~'. P c\\\ﬁ\“
. _‘_;
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§ OVERSIGHT BY COMMISSIONERS

61 The 2000 Act requires he Chisf Suvaltance Commissioner to keep undar
review (wih e assistance of the Survellance Commissoners and Assistant
Suvellance Commissibnens) the patormance of funcions under Part il of the 1897
Act and Part 1 of the 2000 Act by the police (fncluding the Royal Navy Regu
Branch, e Royal Millery Puice and the Royal Alr Force Police and the Minctry
Defence Police and the British Transport Police), NCIS, NCS, HMCE and of the
2000 Act the ofher pubbic authorties #sted In Schedide 1 and in Northem f{reland
officials of the Mhistry of Defence and HM Forces

62 The Intelligence Services Commissioner's remt is to provide independent

oversight of the use of the powen contalned within Part 1 dthezowﬂu by the

Security Semdce, Secet |melperms—Senice Govarmments

Communication Headquarters (GEHG)-ad the wmydo‘-u and MM Forces

(exciuding the Roya) Navy Reguizing Brandh, the Royal MBary Polea and the Royal

AFngot;:e Polica, and in Nosthem lreland officials of the MBnistry of Defence HM
€8,

63 Ths code does not cover the exercise of any of the Cammissirers’ funcSons.
It is the duty of any person who uses these powers 0 comply with any request made
by a Cammissioner 0 dadose or provide aity Inflomalion he requires for the
purpose of enabiing him 1o carry out his functions.

6.4 Referances in this code b meperfumm of raview functions by e Chief

Ssveillance Casrvrdsioner and other ionars mply aiso 1o Irspectors and
other members of stafl to whom such have bean delegted.
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8 COMPLAINTS

8.1 The 2000 Act estabishes an ndpperdent Trbunel This Tridbwal will be
madd wp of somior members of the Jdiciary and he legal profassion and s
adepandat of te Goverenat. The Trwkal hes full powes (h tvaligats end

dedde any caso witi s jurisdicion.

8.2 This cofe does not cover the exercise of the Tabunal's functions. Oetails of
e relavant camptaints procedure can beobtained fom the following addvess:

(nvestgstory Powers Tribunal
PO Bax 33220
London S
SW1H92Q ~ s
f‘-,'.-. =
= 020 7272 4544 o
T v
v, 4
~
‘\‘__ Ca .
’, ]
o 9 2 Wie  f
= s ;
» 2 ~ py, IS
7 I
i o j \x L
i i
.’s.’i S
- ‘\. e
4 }_,_. = ; .08 |
I .\ L~ e
S o (\ {l
".
™~ \\
— \.‘0-1}1

21
BULDNG A SAFE. JUST AND TOLERANT SOCETY




Annex A

R S N S P Y O Y I A e Fe T Ay L e

groriuvenie s

MY ST AP o Bt e

mas)

Govemmeont Oepariment 1 Putiic Athoslty | AZhodsation level  far | Authoflestion  fevei  for
ﬁ—m‘——" ﬁm__- _Yuipemble
Confidertiai-inforrmation. i
ol to bo scoutred lgbe ymed a3 a source

Pclice Forces - Any poice force manntaned | Chied Constable Assistant Chief Constadle

under section 2 of he Polics A2 1886 (polce

forces h England ard Wales ousiide Londan).

Police Forces - Any police forca mantsined | Criad Constable As‘nan_l Chet Consiable

under or Dy virtue of saction 1 of the Police

{Scotand) Act 1667. \

The MetropoRien police force A c I3

The City of London palice force Commissone’ , Commander

The Pollce Service of Northem troland Depgy Chief Carstabls Assistant Chief CormaNle ;

The Roya Navy Regulating Branch Provost Mashal ProvostMarghai 1

H

Royal Mitary Pollce Provost MSghat Provest Marshal

Royel Alr Forca Police Proven Manshal Provost Mzshal

Nalionai Criminal inkefligsnce Service | Ov2cio! Senera) Assistant Chief Constabie or

Aszsant Chief hvesdgation
Officer

Nationat Crime Squad (NC8) Bacior’ Genesa & DApoty | ASsitart Chief Constabie
Director Ganeras

Serious Frand Office Drector arAsistant Osectar | Dvator of Assisant Direcor

The imefigenca Services: |

Goverrenart Comsrunkafions Readquanes | A Dector obGCHQ ’ A Cvectorof GCHQ

Seaurtty Service Oepufy Olrectr General 3 Ceputy Dvector Generay

Seoet iImafigesae Service {a Dicsctor of the Secmt|A membar of the Secret
tntsfigexa Sevke [nteliig ence Sefvice not below

the equivilent ank to that of
a Grace § in the Home CNE
Service)

HM Forces: j
Royat Navy gy Adimicas Rear Aomial
Ammy fw Gencral Major Gereral
RomI Al Force tAﬁvu Marshad Alr\ice Mashal
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foyel fnr

GRanmen; DERANAN / Rutge Auttary |
outes x"' Mdral
m,.mm 1fo ag g £Aema
“HiM Customs and Exciza Band 11 (inteligerce)

"Director  lavestigation  of I
Reglonal Heads o
Investigation i

e
Iniand Revenas

Oeputy Cravman wmluawcmn"
Reverwe IO!I:

OspmrBrent for the Envirarviuny, Food and
Ruarsl Afteirs:

DEFRA kousigeon Brach
| Horticuiturs! Marketing Inspecorate
PRt Heatn and Seed kspecioras
|
Egg Markeling Inspactoraie !
s
Sea Fisheres Inspeconats (SH) mw Officar of | No
| (,\E!'-'ms‘-’nsm:.l:ml
5 Fi .
Certre for Environment, & g of MEFRAFWM
Aguacutune Science (CEFAS) i umdns"h}'#&% m’
L . o et \
Ministry of Defanca Direcr Genera o

F: Oepartment for Trapspory Cocad

Gavernmant and the Reg 3 \ ks "\\ = }
Vehicle Inspectoraie R y R / 1 No
Traasport Secuity (Trdvweg) Dim:uof'l‘rtmpo:;m ‘ Deputy Direcor of Transpor]
L oy 2. Py
Dopaftment of Healliz _ T 3y _ -
i g i No -

-
Medical Do vices Atha : '

75

Head o Dision fo

a 3 *hq:ecﬁmmEnMrt
o % 2 e
SN0 ey Uk O ctiot Mecicas Offcer | No = <
L ' of Counter Diidsor or or Director of Countar. Feaur
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Conal Haalth Claims Uink

Homa OFca

HM Prison Sevica | Deputy Dvectr Genera Area Managers
Immigration Saviea Chief bsoeciar Direenr
Deportroant of Wark and Perrsioms:
Iammw | Criet Exacytive *Beuoﬂ-‘mdhm
Oapartmant of Tradeand Ind rxiry: ] e
L=oTvnukairp Agency No, 1&

Batish Trade intemmsonal No Tha

Campanies Imenfigation Banch Tho repactr of Companey | The repectr of Compaues
Leaal Sarvices Cirexaorn O gﬂﬂmdmam ‘gmotmuleslsuvb
]
‘Nationa! Assembly for Walea | Hoalth - wrocay. NHE Wales | Health - Dieciar, NHS Walas
-'H:. Nstlinel | Agricuttue - ﬂ;d Nationa
i Pt Wals
ARatve o moqnmu
[Tocal Autiatoss TSR Pad Save &
g hs @ Ceef | (% N, “sbbence) a Cniel
. \ Offcey 2t
Ervironment Ageacy = Cruef Erpelle : et Mg
Financial Bervices Authortty _ [Carn  ~ i
A0 st o -
[ Food Gtandzrds Agency | d o p.oomwl of Gooup, Deputy
o !.gmw:j" and  Ch and
: Exfeade Exentive
The E'uw-ﬁu ~ e R [+ Dvector
Produea 5‘:‘ o M;'s S |
Personsl Uwestiussg Matharty o aﬂn‘f;l:l' Bz Chasman
:’ﬂm - T D.vdp‘ sty Heosd o
g ., SecurtyiHead of Secuiy for
L I the MadHaxd of
P e Secutty for Counter Business
- == "u‘__q :{ |
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Official 20180313 MPS-0728173
MPS>DLS>UCPI

[123]
[This seems to have been detached from
the other | sent you (CHIS Code, ...

Manual). It was ... your retention (use ...
template for SDS?)]

MPS-0728173



Official 20180313 MPS-0728173

MPS>DLS>UCPI

o e A e e e e o e e o o e . R P A

- [...MINUTE NUMBER...] -

Det. Supt. [...AUTHORISING OFFICER...]

| am satisfied the proposed operation detailed in the application indexed at
[..-e.g. 2A...] meets the criteria set out in the ‘Regulation of Investigatory Powers
Act 2000’ and ‘Use of Covert Human Intelligence Sources, Codes of Practice’ for
the authorisation for the use and conduct of a ‘source’ participating in crime.

The operation falls within the criteria set out in the Codes of Practice at
paragraph 4.7 in that it is necessary in respect of: -

* Prevention or detection of National Security

* Prevention or detection of Crime or Disorder

* Economic well-being of the country

* Protection of Public Health

* Interest of Public Health

* Interest of Public Safety

* Assessing/collecting taxes

* For other purposes prescribed in an order made by the Secretary of State

The desired result of the authorisation cannot reasonably be achieved by less
intrusive means. The risk of collateral intrusion has been properly considered. |
am satisfied the authorised use and conduct of the source is on specific grounds,
it is appropriate, proportionate and necessary to what it seeks to achieve and that
satisfactory arrangements exist for the management of the source.

Authority is given for [...CODE NAME...] to be deployed as a ‘Covert Human
Intelligence Source’ to the extent described in the application at [...e.g. 2A and
5A ...].

MPS-0728173



Official 20180313 MPS-0728173

MPS>DLS>UCPI

As this operation progresses the Authorising Officer, Controller and Handlers are
to ensure there is a constant review of the risk assessment and welfare issues to
ensure the safety and welfare of the source.

| note the comments indexed at [...e.g. 3B...} conceming an investigation being
conducted into [...CODE NAME...] by [...AGENCY / UNIT...]. Once the outcome
of this investigation has been determined, this authority must be reviewed In light

of that decision.

| note in the application indexed at [...MINUTE..], [...CODE NAME...] has been
involved in conduct which, if the actions or undertakings had been foreseen,
would have needed authorisation. However, the circumstances dealt with,
clearly show this conduct was unavoldable In order for * [...CODE NAME..] to
maintain their cover * in the Interest of justice * to lawfully pursue the
investigation * a justifiable reason. My authority is granted for the above previous

activity.

[...CONTROLLER...] is to ensure that a report reviewing the operation and
Justifying the continued use and conduct of the source and including an updated
risk assessment is submitted through [...AUTHORISING OFFICER...] to myself
by [...DATE...].

My authority expires on [...DATE...]. This Participating Informant Authority
covers the tasking of [...CODE NAME...] to become involved in [...AS
DETAILED IN APPLICATION...]. If further conduct by the source outside of this
activity is sought or there is a significant change to the risk assessment or therg
is a significant development requiring additional authority, a further report is to be
submitted immediately.

[and doubles as authorising officer with SDS applications),

K
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Official 20180313 MPS-0728173
MPS>DLS>UCPI

B L b T —

Where there is no longer a requirement for the authorisations to continue, a
report must be submitted immediately.

Special Branch Roger Pearce
[...DATE...] Commander
Head of Special Branch

MPS-0728173



Officlal 20180313 MPS-0728174

MPS>DLS>UCPI
METROPOUTAN POLICE
MEMORANDUM !
To: Supi.B Squad From: o1 (LD

SO12 Source Uit

Date: 21.112002 Tel No: I[ 27]

might be interested to see the altached, which were passed o me [129
£ Squed.

The main section is e text of he Survediance Commission er's speech tolhls years
nationa! conference an cover policing,

P!ease rolrn when finished.

[131]

[Thank you. We need to discuss how our practices and our aspirations
e.g. RIPA secretariat match the OSC expectations of good practice.]

[132]

(133)

[Please see in particular “X" on page 1 of attachment. It would seem
that recommendations are not up for debate! Please retum papers
to me. They have been separately copied across "S" Squad.]

[134]

MPS-0728174



[136]

[RIPA does

not dictate

e e

1
a

i

X

!

E

Official 20180313
MPS>0LS>UCP!

@

COVERT POLICING FROM 2000 TO 2003

Mynskis o tell you baefly bow the Office of the Savellance Cammisginasrs (OSC) views
the progress of covaxtacivities fram theadvent of RIPA unsd 2003. Likeyou, we keep 2 Jow
profle 20d sze known © Ew. But in this dosed session I @n say that, of the Suvelhnce
Coammxissioners, five wrge Apped Cowrt jadges three from Englind & Wales, one from
Scotand md one fram Notthem Ieeind  One of the other two i sall sitting as a judge in
Scodund. Thece are alao three Assistant Surveiznce Cammission ers, who were Caruit Judges.
To presave dur dDdependence, eachof ns is cemovable anly by adiress in both Honses of
Paudumant Weare backed by theSecrerary t00OSC 2ad 2 digeot supportstaff, who scealways
teady o belp you when they an. RIPA added five Survalunce Inspecors  The Chief

in the PaSce Comphines Commissian  The cther four Inspectnrs wrere senior
hcice officers. They are paachers mmed gamekerpers, who know the tocks of the trade.

B fore RIPA covert amvalhnce otber then property mbzrfarance was underaken by smtrars,
hether giftad or oot Althoughl swrvelhance was exguhansd fom an interml point of view, it

nat validatd exrermily. The funcion of RIPA is of course to try o ensure that rights

der Art. 8 of ECHR ace not tansgraased  But its purpose is also to protact those who
. sy survelbmee 30 loog as ther apphabons ate propedy authordsed and the amditions
of theawhorisations compled wib. tNow that there is exarnal cegulation, there is 2 caan
wmomt of foon-filling to be done. I espect thas, ke the Home Searury, yoo call it
bummucrry, It does not maner what you all . Its purpase 18 twofold: to peovide a0
evilaxh) ba sis when you want to rely in Comrt on the peodurt of eurvellance, snd to affacd
[rOTETTion o opanfives by renderinglswtul whatwould otherwisebe tortious. The OSCis aot
aaxnad with phone apping, probahly baceuse its poduct annot be used in evidence.
Instead, RIPA exeaded my duties o kecping under cevicw all public authoriies in their
candut of coven ariviies, inchuding the melegandy aamed CHIS. I mtend to sx 2
a@xmpetition for abeater atlethan G106, witha more punchy acronym. Maanwbie offer yoa
Suvalance Pesonnd In Enterprising Sinndions. [ think [ hexr 2 few pennes dropping.
Aspast of mydury o keep all cOvertactvites under fEvicD, Mspections ate Qmiadout After
exch the Inspeztor sendsme arepor [send a copy to the Chief Officex concermed.  So far,
allbuttwo have aceveditinthespickinwhich 1t was profexred. Those two became defensive.
They exphamed why they thougbe their focce had been misunderstood by the Jaspecroe, and
they insisted that, con tragy t0 2ppearances, thei 8 enior afficers wexe ammiveed 1O the effective
smplemenntion of RIPA. They then songht to refiee one or two of the recommanditions
before assuring me that sl the othexs wouldsoom beartended to. Thosetwo Qhief Constabiles
miszppeehended thepurpase of revicw. The @pon is intended to be helpful. Itneed be sexa
by no one ekse bot Chidf Oficas sndme. Usmlly chey thank me for itand assere tha they wil
implement & at once. In most cases chut & what is happens. But in 2 Ew they sic oo thexr
bands, and a year later the ame Inspecor bas w repeat the same recommenchrians, with
othen added. In cases of canspicuons fature w0 do what is requized I shall not he sitate
future to usemy sutary power to make 2 specil repart 0 the Prime Minister

1
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The basic requirements that the Inspectors look for relate to policy, procedure and tining.
Forces must have polidies for covent surveilance and CHIS activities, which include formal
reviews and a centralised system for the management, supervision and retention of zecords.
They must have deailed procedures for the processing of all covert surveillance operations
which ensure proper compliance with the legislation. Also necessary is the estabhshment of
dedicated, structured training, including refresher training.

The model forms put out by the Nadonal Crime Squad have laxly been revised. I was shown
copies, while they were stil in draft. I was, I suppose, not surprised by the predilection for
checking bozes. It represents an unthinkingapproach to foomns. Any foal can check 2 box or
recite formulae that have no real significance. But that approach disregards the essenttal
purpose of the forms which is to provide contemporaneous evidence that the applicants, and
more importantly the authorising offisers, have applied their minds to the relevant
considerations in relation to each application. The predilection for checking boxes has,
however, been curbed; the forms are useful now; and the Director General is stll smimg.

The commonest Eaults in applicarions are failure sufficiently to describe the offence uader
investgation, and not answering all the questions in the form. In authordsations the
commonest faults are failure to suike out whichever of two alternatives is inapplicable, failure
to provide all the information required by smwpory instrument, and entering incorrect terminal
dates. The commonest kind of fault in cancellations is the fallure to speafy technical equipment
deployed, product obtzined and the details required by statusory instrument. Commonest in
renewals is the faflure to particulanse product obuined, changes since authorisation, and
reasons why it is necessary for survellance to continue.

The Codes of Practice are a hobby horse of mine. You have them now. Or at least you should
bave. They resolve some problems. Others remain unanswered. Now that we can see where
we are, I have issued some guidance about practice and procedure, including interpretational
guidelines, which summarise the Commissioners’ approach to 30 or 40 points of aw. One of
them concerns crime hotspots. It is acontroversial topic. The key to it is provided by section
26(2) of RIPA, which refers to the obtamingof information about a person whether ornot one
specificallyidentified for the purposes of theinvestigation. It is not testricted to an mifention to
gain private information because the subsection refers to covert surveillance carried out “in such
manner as 15 /i&ely to result in the obtaining of private mformasion.” Surveillance of persoas
while they are acrually engaged in crime in 2 public place is not likely to result in the obtaining
of mformation about them which is properly to be regarded as ‘privase’. But surveillance of
pessons who are not, or who turn outnot to be, engaged in crime is more likely to result in the
obtaining of private information. What is called for, 1 fear, is the exercise of judgement. Itis
nota problem that can be solved by attaching a label, such as ‘crime hotspot’. An authorsation
for direcred surveillance is required whenever there is a real possibility that the manner in which
it is proposed to carry out particular surveillance will result in the obtaining of private
information about a person, whether or not that person is or becomes a subject of the

operation.
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I have three comments about that. First, one purpose of RIPA is to safeguard privacy. The
obtaining of infozmation not in thepublic domain 1s an invasion of privacy. The recent case
of Connor in the Scotish Appeal Court should not encourage unauthorised surveilance,
because in that case no information was directly gleaned from the appellant.  Secondly, the
subsection is concerned not merely wath whether private informaton will be obtained but with
whether the manner in which the surveilance s carried out makes it likely that privare
information will be obmined about any person. In other words, the focus is upon the closeness
and particularity of the survelllance to which individuals will be exposed. Thirdly, you as well
as the Surveillance Commissioners should incime in favour of a need for authorisation, since
if we did otherwise, 2nd an operation was invalidated through lack of it, we would all be at fault
for having adopted a regime in whish authorisation was disregarded.

“If in doubt, apply” is 2 sound geneml rule. But it should never be applied unthinkingly.
Section 80 of RIPA is careful to say that “Nothing in any of the provisions of this Act by virme
of which conduct of any descnption i3 or may be authonsed by any warrant, authorisation or
notice, or by virrue of which information may be obtained in a0y manner, shall be construed

. 28 making 1t unlawful to engage m any conduct of that description which is not otherwise
unlawful under this Act and would not be unlawful apart from this Act.” Sometimes itis also

worth bearing in mind what prindple of the ECHR the Act is seeking to uphold.

Covert surveillance for the purpose of investigating allegations of sex with gids under the age
of 13 is an example of that The offence, which carries 2 maximum sentence of life
imprisonment, must almost always be of the seiousness required by statute. The consent of
the girl is immaterial. I do not consider that the right of the child to privacy can play a
significent part in the decision whether for her own protection to mount covert surveillance in
order to prevent or detect an offence, though no doubt considerableseasitivity is called for, and
would be observed, m the handlmg of evidence so obmined. Because the ciminal legislation
is for the protection of the girl, it would be a strange result if the investigation of such an
offence were to be mhibited or defeated by her consent to the commussion of it or by an
overnding concern for her privacy. In most cases a further safeguard is provided for the
Human Rights of the child by the need for the prior approval of 2 Surveillance Commissioner.
But it is difficult to imagine circumstances in which a child could be left m penl while
survellance sook place. A more realistic situation arises when 2 prisoner holds 2 hostage in his
cell. The conductof covert surveillance in those circumstances withoutauthorisarionis notan
mterference under Art. 8 with the private ives of either victim orhostage taker, and suchaction
is in any event necessary in a democratic society for the prevention of cnme.

Because directed surveillance is less mrasive than other forms of survellance, it tends to raise
more problems. One casedecidedduring the year deserves mention. The Queen v Sutherjand
2nd others was a criminal trinl, which Keir Starmer will be analysmg for you later. Mz Justice
Newman found that after defendants had been arrested in order to be questioned, police
officers deliberately listened to privieged conversations between the defendants and their
solicitors, but obzained no useful information. He nevertheless stayed the proceedings on the
ground that the surveillance was unauthorised, holding that it was not necessary for the
defendants to show either thatthe trial had been rendeted unfair or that some use would be
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made of the relevant matedal The surveillance was unauthorised because the only
authorisation was for directed surveillance of the defendants’ conversations by means of
listening devices in the communal cell areas ofa police station, whereas it was camried out in the
exerdseyard in relation to conversations with their solicitors. It is a cautionary tale forall who
are tempted t0 carry out surveillance in excess of what has been authorised. Unaushorised
survellanee of that kind is often difficnlt to detect, and therefore represents a true test of the
efficacy of intemal monitoring systems. Every police force can usefully ask itself whether its
own system would have detected the miscndnct, and if not, what can be done to ensure that
it would. The judge also remarked that those who carty out covert surveillance should be
shown a copy-of the authorisation; and that is indeed good practice.

The year ahead will offer two particular challenges. First, you are likely to have 2dded to your
store of accountable practices the need to conduct encryption in accordance with Part III of
RIPA. I'shall have to keep those pracfices under review, including directions notified to me by
law enforcement agencies that disclosure requirements can only be complied with by disdosure
of the acrual keys to the prosectedinfoanation,and the arrangements in reladon to tpping off
and for the protection of keys. I am not yet an espert on Part III myself, but, one way or
another, I am sure you are all about to improve my education.

Secondly, with regard 1 directed surveillance I look forward 1o a year 1n which authonising
officers describe precisely what they are authorising, when collateral intrusion is adequately
addressed, when home-made conceprs like ‘non-directed susveillance’ are a thing of the past,
and when authorisations are seen by those who carry them out  As for CHIS, let us see no
more CHIS passed off as ‘confidential contacts’, no more part-time controllers, no more
superficial risk assessments, and no more retention of true identities in working fles.

During the year my Office will update from time to time the emamples of bad and good practice
which we disseminate to all law enforcementagencies, so that you all may continue to learn
from each other. Bad pracrices that we find include inadequate. or non-existent policy
documents, fallure to teview or cancel authorisations, inadequate applications and
authorisations, authorisations that exrend beyond their statutory limit, poor accountability for
technical equipment, nadequate trzining, poor knowledge of the legislation, and no central
record of authorisanions. Good practices are mostly the other side of the penny from the bad.
They include excellent, detailed force guidance, first-rate central authorities bureaur which
provide both oversight and quality control, exemplary reviews of force practice, frequent
internal checking and dip-sampling, adopdon of the ACPO best practice model for the
management of CHIS, detailed risk assessments, and well-directed and imaginative training.

In my Annual Reports I intend to name forces that are notable for their good practices.
Perhaps I should also shame those notable for their bad practices. Either way, Ilook forward
to keeping your practices under review. It simplifies my task that most of those responsible for
covert activities are keen to get them right. For that, and for listening to me without andible
dissent, my heartfelt gratitnde is both necessary and proportionate.
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THE RICHTS PROTECTED

auchonies can show thac other megsures short of decention = such as caking the
Individual home - were ocasidered but rejected 3¢ mmfficient. (Uasa v Poland, para.
78 = blind pozon waken w0 detenzim 30 sober wp qfter ie was alleged that ke was énmk in
& post office)

1.6 PROPORTIONALITY

Key ECHR cases

Handuside v UK (1976) 1 EHRR 737, ECHR
Informadonsveretn Lenda v Ausoia {1993) 17 EHRR 93, ECHR
Lehideus and Isormi v France (23 Seprember 1998), ECtHR

ECHR pririciples -
+ Any reswiction on Convention nights must be proportionate.

« For qualified rights, this requirement flows fiom the use of the phrase ‘necessary
in & democratic soaery’ in Articles 8 w 11

... every “formality’, ‘condition’, ‘restriction’ or *penalcy’ impased in this sphere must
be propartionare 1o the legitimate aim pursued, (Handyside v UK, para. 49)

. A rw‘.n t:on will be proportionate only if the cbjective behind the restriction

with 3 Co ion right, there Is a rational connection

becween the objective and the restriction in question and the means employed
are not more than is necessary to achieve the objectlve.

« In making this assessment, the following factors are relevanc

() whecher relevant and sufficient reasons have been advanced for the
restrictiony

(b} whether there was a less resmictive, but equally efective, way of
achleving the same objective;

{c} whether sufficient 1egard has been paid to the righw and interess of
those affected; in some cases (e.g., in family cases) those affected should
be consulted;

(d)  whether safeguards exist to guard agafnst erzor or abuse (e.g., in secrer
survetliance emies);

(e} whether the restriction in question destroys the very essence of the
Convention right in issue.

e Evidence from other Council of Europe countries will often be relevane to the
question of whether a restriction Is proportionace:

Finally, and above alfl, it canpot be argued thac there was no equivalent less
restriceive, solusion; it is sufficient by way of example to cite the pracace of cerrain
couitries which either e licences subject to specified conditions of varlable content
or quke provision for forms of private participation in the activities of the national
cocporation (Informatanaversin Lentia v Awsoia, para, 39 - prblic braadeasting monopoly
semsiene with Areecle 10)

Al
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HUMAN RIGHTS DIGEST

» The passage of time may be relevant to the question of proportionalicy:

As time passes, the appropriate response to certain types of publieation changes. The
lapse of tme makes it mappopriate to deal with some remarks 40 years on with the
same severity 31 10 oc 20 years previowsly. Thus forms pare of the efforrs that every
couneey must make to debare i io own history cpcn!y a:r:! dlspassimztclv {Lehideus and
Tsorni v Frence, pare. 43 ~ d for | of materiol abowg Marshal
Pessin, mmummmwmwamcvxh governmems might have been righs,
or, at laasz, wef! iniendioned)

Relevant Canadian cases

R v Edwards Beoks end At [1588] 2 SCR 713

R v Oakes [1356] 1 SCR 103

¢ Four criteria muse be satlsfied before z restriction on Charter righs 2and freedoms
can be justfied:

(a) There mux be a sufficlently important objective.
(b) There must be a raonal connection berween the restriction and the
objective.
{c} The resciction awst impair the right in question no moze than is
nesesry o accomplish the objective.
(d) The reswictlon must niot have a disproportionately severe effect on the
person t© whom it applies.
Akhoud\ the naoure of the propartionahity rest will vary depending on the ciscumstances,
cach case coury will be requiced o balance the intercsts of soclety with those of
mdmd,.nls and goups. There are, in my vzew. three imporane companents of a
praportionality rest. Fisst, the depted muse be fully designed to achieve the
objective in question. They must not be wbitrary, unfalr oc $ascd on iractonal concider-
asions, In short, they must be catonally connected to the objective. Secord the means,
even if rationally connected 1o the chisccive in the first sense, should impair ‘as little as
possible’ the right or freedom In question . Third, there must be a proportionality
berween che ffeco of the measures which are respensible for limicing the Charver right or
freedom, and the objective which has been identified =s of ‘sufficient imporsance’ (R v
Qakes, per Dicksen CJ, pp. 135-9)
dmlr :ffem lxh hmking masv.'al must nox g0 severcly srench on individual or group
ﬂih'-! legist is nsvertheless ourweighed by the
abr-dgmcm of righa. (Rv E-ww.ix Books ad. Art, per Dickson C, p. 788)

1.7 THE MARGIN OF APPRECIATION

Key ECHR cases

Bucldzy + LK (1996) 23 EHRR 101, ECtHR
Handyside v UK (1976) } EHRR 737, ECCHR

ECHR principles

e The docrine of the ‘margin of appreciacion’ is part of the jurisprudence of the
ECtHR. The ECtHR has frequently acknowledged that, by reason of their direct
and continuous consect with the visal farces of their countries, the national
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HOME QFFICE o)1/
Hacsefecry House, Dean Ryle Sereet, Lonnon S.W.r
Telex: 23086
Telephone: o1-833 6653, ex:.

Owr pifecce: POL/6S 1050/1/1
o 12th Kay, 1969

Dear Cuief Canstable,

BOMZ_OYPICS CTRCULAR KO, 3$7/1
nformants who take vart in crime

The Home Secsetary’'s attention h¢s been dfawn to Judiciel comeent in the appes
of Cork, Colzan and Kacro and to critieism Of police aotion in saversl other ocasts
involving police uss of infarmants who $ook part in orime. He sought Information
about police practice froc the Commissioner of Police of the Ketropolis and
through E.U. Inspectors of Constabulary. The Tantral Conference on 6th Mareh gave
an opportuni 8y for & geaeral discussion of practices eand principles,

2. Tae Conferen=s fully recognised thet inforwanta, properly employed. wele
essential to crimimal investigation and thag, within lga.ita, they ourh?t to be
protecsed., The Ti3ky attached to their employuent were cbvious, hewaver, and
sefeguards wese nesded befors gse was made of an Informent tsking pert in criae.
The Confsrence appreciated that circuzisancsd varied so widely that it was dirfisgi:
% e3tablish rules of generzl application; tut the discussion 1deqsitiied the
principles iisted in the¢ next paTagzeph,

3. 7The Conference in genersl agrded on the following points.

(a) Ho amembder of 8 police force, and m police informant, phould ocunsel,
fncite or procure the coamissiocn or & crime.

(b) ®here an tafotment gives the police ianforzation sbout the Lngerttiaon of
others to couni® a ¢rime in which they intend that he 3h2ll play a pare, his
perticipation should de 3llored to continue only wherei~

(£) he does not actively engace in planning and cosxitting the crime;
(43) he &s intended to play only = minor role; end
(4ii) bhis partic.‘;g:ioa i3 essential to enable the police to frustrate
the principel criminmly ard to arrest them (aldeit for lesser offences

such 35 _attempt Or COnRspiTacy to commait thé criae, or carryinx oflensive
veapons) before injury ¢ done T any person or sericus damage to

PNP“’W.

The $nforwant should 2lways be instructed that he mUST ON RO seeount gt
as agent vocat whe ther by suggesting to others that they shoyld voamait
affances oEx- om% thea to do 00, exd thet if he &3 found %@ have done
so—howill hisaself be lishle to prosecution.

/(z)

The Pri.f Panakahla
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f (e) the police must never comoit themselves %o & ccurse whieh, whether to
grotect en infocmant or otherwise, will ceastrein. theo to miglead & court in
any subsequent praceedingd. This cust always be regarded as 8 prime
consideration when deciging vhether, end in vhat cenner, arn Lforment 2ay be
vded end how fad. if at ali, he 1is t0 ve sllowed %O Taks pavt 48 an offencs.
If nis use &in the way envissred will, or is li{kaly to, Tesult &n its being
1aposaible %o protect hia withoul subsequently misleadinz the court, that cuss

be regarded as & decisive reason for his not being sQ used or net deiny
protéeted,

{3) The ne=d to protect 8n inforwment does ngt Justily grantinz him :hsu:ag
froz srhest or prosecution for the ¢rime S he fuliy participates i i¢ wit
the renuisi:e dngent (still less in respect of sny other erime he has cermamitted

or ey ‘ia Nure cozalt). P

{o) The hendling of Snfotwepts cally oz the Judgment of aa sxperiernced (\
afficer, There gust be tozplets confidence and fraaknessy betwcen supervisin .
cfficers snd subicdinetes, and every chief officer of police ‘should ensure
effective superviszion of his detectives; a decislion to use a participating
aformant should be tar:a at senior level,

(1)- Payment to 1nror:tn:a from publiie funds should be supervised by s 3enior
of finss, "

{£) Wnerc an infOrmant Res been used xbo has teken part in the cemnission
of a zrize {or which Others have been arrested, the prosecuting aclieitor,
counsel, and (where he is coficerned) the Direstor of Public Prosecution:
should be informed of the fact and of the pazyt that the informeat teok in the
comrigsion of the offence, although, subJect to (e) abave, not rncasswrily of

hi3 §dentity.
(B) Caver:l instruotion ahould be given ta datectives in training.

L. The Home Secrezsry fully endorses these dbroad principles. He fecla sure that
they are slréaqy widely applied 4in the polfce service; but in view of rscent pudlic

interest he thinks it right to dring thea %0 the notice of all chief officers of
wolice. He asxs that you will I'ind ceans of commending theam to sveryone who mgy be 8

~oncerned in your force. Be hzs instructed H.K. Inspectors of Corstsdulary to .'-ay,(
particular attention, in the coutse of their inspections, %W the ocrrangements mads
in police;rforees for jupesvition and traiming In these matters.

Yaure aincarolv

[139] Philip Cullen
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HONME OFFICE CIRCULAR NO. 3571986
CONSOLIDATED CIRCULAR TO THE POUCE,DN CHtME A;B K INDRED MATTERS

1 enclose 2 1386 reprint of the Consohdated Eg@:l:iéc the poha ar Crigne and K:mdr.d Matmers,

5} 1ake uq! relavant Home
& Issued in 1986,
hurmbers. Moweve

ht sbout by the

Office Circulars issued betwean 1 Aprit 1982 snd 31 D
and eiucie FCITIONa! MNOT wTendsTe
this reprint has been made 3
Pofice and Crimina’ Evidence

Th2 cranges o the Y977 Edition las rwrsad hv;\'l sos of

include certain necessary
of the Crown Prosecuti

Heme Office Circulars T 1 *977 - ‘_ Musns iy h.rmg Dés{ Persans) and 74/1978 (Criminal Law
Sk wxelted. " J

The 1877 Edition (as amended} of LConsolidat should be destroved jocally. No aceoun?
shoulic ba taken of the numbers at the bottam of ¢ es of the reprint: these are for printers’ collatior
pumoses only. *‘ro{

uIficient 15 of the new materigl arg beng zs;i 0 match the numbers of the Congolidgted Circular

webnick womie alrmader oo

Enguiries about i Circular can be addressed t [141] Room 524
(teleohone

Yours feithfully

2y e 2 -
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Peragraphs 1.84 1,92

1.84 ReQuests 10r informasion ather thaa addresses shouid 3iwavy Le Made \o the apdrupriate tocal social

sscurity office of the Dapartment.

Tracing missinyg persons under 19 yosrs

1.84A  The Depastment of Health and Social Security will alsa assist the police in UYiNgG 10 trace the whersabouts
of missing parsons under the age of 19 vears. In the cate of a person under 16 vears of age only limited aszistance
may be poss.ble since no separate record i keAt and the only address likzly to be held is that from which the

child & missing nless he is ie the companry of a sarent gr other adult. The Procedures cutlined in the parsgraphs
thave Shauis or {oiiowed. In Canks, Suth bs ThOsE iwOlving wards Of COrt, e wRIGR Khe misting Thild s Thoug

10 be in the company ofa parent or orher adult. as much information as possibie should also be given about tha
3cCUMOBnYINg 3dult in 3 wardship case. the Department is prepared to give the 125t recarded address of the
2ccompynving garent in confidence. on The undertaking that it wiif not be divulged to the other parent,

Tracing addresses of Commonwealth immigrents and oliags

1.8%5  The procedure described in paragraghs 1.8&4{0 1.83 W’mav also e followed where ditficulty is
experienced in tracing the adoress of an slien or Co ok cirizen};bﬁd 13 suspecled of having entered the
Uritad Kingdom ‘llegally or who has overstaved the oegiqd for which he wag p¢minied. Enquiries should normaliy
be addressed 1o the Mansger of the appropriatsigeal s il sacurlty oﬁco chther an to the Departnant’s Record:
Branch at Newcastie-upon-Tyne; and full 1gden nf% %Ian shoulid be gi fhetudi xhe nations! Insurance
regses 3lready knowrt 10 the pplice. Stich smquiries

number it known), tull npmes, date of bigh't 4nd any .
should not normally be made until the affen or Cortmonwealth ¢itizon hl:zun in the Unjted Kirgdom for «t
least a monmeh. The Deoartment nave askél that discdrament shquld He pxaftised in(?;es which fidve been

outstanding tor some lime, and (hat dgt mé&M few sﬁ‘éu be’refarced m‘p"hr one office at the same
time. Tha disclgsurs of an address, knowrt)g the Depart=fgint will be fasde in confidence 10 e palice, and it will
be for the police, not the Depargent to cordirm thet the an rel3TEs Wy the Horson sought.

1.88  Ofices of the Decgnr:-%%:;ialth 30¢ fasial Security may th W 10 the polics. on a
confidential basis. any ev .nca of o s t m.iqﬁcﬁcg w liems or Cqﬂ‘% fmmigrants revealed durl'rlg the
course of deparsmansal . &%, for example, W’Q,nm apptication Ry one pe on beha!{ of another for an
insurance card suggests thERiitner person E%M?er’in,}h&ﬂnitid Kirkdom,

i ; s

i

&

Confidentiality

- ‘y:n’f-'x;: informun‘£ haz bgen passed, by the Department of Heatth and
AT paraga_mtj .79 1o 186 above should, as far as praciicanle,

1.87  The fact %#Mn nas
Soc:al Secur:ty undes \ne procedurss d
remain confidential. -

ENQUIRIES ABOUT EX-NAVAL RATINGS

1.88 Royat Naval D209ts 90 not keep recor raziql' characters or of naval ctences: all enguiries for the
records and craracters of 2x-neval Lings who arg b (osecuted Dy the police should be made 10 MMS CenTurion.
Pav and Pensions Division, Sranch 131ii). Grange Roed. Gosport Hants PO 13 SXA (teephone: Porsmoutt 22351

extersion 2011).

1RQ = 1 Q7 Fimailmmarant

INFORMANTS WHO TAKE PART IN CRIME

1.92 Intormants. properly employed, are assential 1o criminal Investigation ind, within limit. they ought to be
protected. The risks attached to their employment are abviaus, howsver, and safsguards are needed before yse is
made of an informant takirg part in crime. Cifcumstances vary s0 widely that it is difficult to establish rules of
genaral spplicaiion. byt the tollowing points have been agreed upan by the Cantral Conference of Chiaf Canctables—

Reoriatec 1988
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Paragraphs 1.92-1.9

No membder of 3 pohics forcz. 2nd no SudC 1afarmant, should COunsel. INCIte or procure the

commission of 3 crime.
Whare an informaat gives the police information about the intention of Others 10 commiz 3 crime in
whichthey interd N3t he thail piay a Dort Ais PBITic; pation should be silowed 10 continus only whert =

(8 he Jo#s 101 CTively engege 1n planning 3nd committing the crime;

. he i3 Intended 1o Slay only a minor rale. snd

N oaTicipalion ik essental to enable the potice (0 frustrate the orinGioM ariminaks aad to
scvast them lalbeit for tesser offecces such 35 at®empt or :ansRIraty 1 cOMMIT the crime. of
2rtyiny otfensive weapons) defore injury is done o Bny DErION OF serious damage o praperty

The informans: should always be tnstructed that he musT ON N0 YCCOUNT ACT S B5ENT Drovocateur. whathe
Dy SJggesting to Others that they shiculd cammit offences or enc:ouraging them 1o do sa. and that if
he is found 10 have dome 32 he will bumseif be lible 10 prasacution.
high, whathe™ o prazect an infarmany pr
vy sutsequient proceedings This muss atways
g whetjsrisand in what manner, an informgnt
3 ;ltow'd L nkc n an offence. If his usa in the

c The police must never commit themselyes cwn
otherwise, will constrain them 10 mislead 1 uo
ba regorged #s a prime comideraﬁon

way :nvisaged will, or:§ hkelv 6, (esult ', its baing imoQss omn him without subsaguentiy
misleding the court, that must e “Thardedas a deisive raas% Mg A ; so used or not
being protected. f" &
d.  The need to Drotect an m?srmam do fustif aqggrq ammunity "l" 2 r;: or orosecution
tor the crimg if he fut} mmg‘m _§§ JF it ls!ii’,-ntem:( QQ%{ rés’dr.m ot any gther
b ¥

crime he has comm:m

«wer. There must be complete
and g decision 1o usz 3

t Paymeor B inf rvised 13y a senior officer.
e corgmission of 3 erimg for which athers

soligiter, counset, and (e he is concerned) the Director of
&be informed of the fact and of the part that the informant took in the
codymission ofthe offgnce, MgqL whbject ¢ ve, npt necessanly Of his idertity.

2y -:nj ’%’Q} 3

1.83 Unallocated,

%Q“"h'«}{*},
POLICE DOGS =

G
194 Two Looks about golics dogs are complementary

the Standing Advisory Committee on "ohcﬁi%ggs ind p
Handbook™ produced by the Metropelitan P

1.95 Whire police dogs have been used succomuuy o Oral Aan rowdySm. thare sre 10ecial denge:s ‘n usirg dogs
N handhng even comMeKatively gnall crewds 3nd it 5 impartant nO: 1O use them in SUCh 3 wav 2s tC rua INY itk

of cafling 1n Juaston URir use for police wark generally.

g Where sn in
havm Beds dggest

¢ manual 'Palice Dogs: Training and Care™ written by
lighed by AM Stationery Office. and ""The Dogs Secticn
use cf their dog hendlers.

CO-OPERA TION WiTH OTHER SERVICES CONCERNED WITH CASES CF NON-ACCIDENTAL INJURY TO
CHIRLOREN

1.96 Appendix 3 10 this circular reprocuces Home Ot¥ice Ciroular 1739/1976 entitied “Non.actidentd! wjury o
chirdrer: the peiice and case conferences . jpintly isued on 18 Navember 1376 by the Home Office and the
Deoarvment of Health ¢nd Soc.ef Security. The Arirex 0 the Cicular tets Jut the roies of the organisdtions
snigfly corcerned with adn-acc:oentdl injury to shuidren. A sirzula (1967 19F6) ¢ similgr tanms was issued ¢n the

tame day jointly oy the Home Otfiee and the We'sh Offics.
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