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Biometix Pty Ltd Proprietary Notice

Biometix Pty Ltd has taken every care in preparing this report. Information contained within
is accurate to the best of Biometix’s knowledge at the date of release. Biometix cannot
accept any liability to any person or company for any financial loss or damage arising from
the use of this proposal. It should not be reproduced or made available in any form to
persons outside the group/s directly responsible for evaluating its contents, without the
written consent of Biometix Pty Ltd.

All brands and products referenced in this proposal are acknowledged to be trademarks or
registered trademarks of their respective owners.
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1 Introduction

This report details the biometric performance review and comparison of the NEC facial recognition
(FR) algorithms which were tested for the Department Internal Affairs New Zealand (DIA). Biometric

accuracy was tested against a sample of Passport image data and a selection of the results of this
analysis are presented in this report.

Note:

No part of this analysis may be reproduced, used or communicated in any form without the prior
written permission of the Department Internal Affairs New Zealand.

4
Commercial in Confidence

Biometix Pty Ltd — 8/65 Canberra Avenue, Manuka, ACT 2604, AUSTRALIA



@ Biometix

Biometric Data Solutions

2 FR Performance A: General Accuracy

This section presents the results of the identification testing on biometric performance. The analysis
was undertaken on gallery containing approximately 400,000 individuals with varying quality across
image generations and including a selection of images of individuals less than 16 years of age.

The general accuracy test results are presented for both Identification and Verification in the
following sections.

2.1 Current Generation Images

The I-1 gallery set contains a total of 358,677 images. These images are primarily from the current
generation of passport images (G4) at 600dpi. There are additional subtests with previous
generations at 300dpi (12) which were included in the results; however, they are not included in the
analysis below for I-1.

The table below shows the rank data for the large gallery of current generation images test set,
indicating the likelihood of correctly identifying an individual at the given ranking.

Rank NEC

1 99.64
5 99.86
10 99.90
50 99.97

2.2 Previous Generation Test

Tests were conducted to compare the performance of biometric matching when matching current
generation 600 dpi images with previous generation passport images for the gallery I-2 compared to
600dpi I-1A.

For reference, the probe details are below.

e |-1A—Mated G4 to G4
e |-2A—Mated G4 to G3
e [|-2B—Mated G3 to G3
e [|-2C— Mated G4 to G2
e |-2D—Mated G4 to G1

The results for NEC on the previous generation images test are shown in the CMC curve for |-2 in
Figure 1
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Figure 1: Comparison CMC curve for NEC for Previous Generation Test

The identification rates per rank are shown in the table below for each subtest.

Rank | NEC

1-1A 1-2A 1-2B 1-2C 1-2D
1 99.64 |97.85 |98.22 |93.75 |82.19
5 99.86 |99.17 |98.66 |97.13 |90.01
10 99.90 |99.40 |98.71 |97.97 |92.07
50 99.97 |99.81 |98.86 |98.88 | 95.63

1-1A Column shows comparison against results for G4 against G4 (best quality).

2.3 Verification Accuracy

20.0

The overall verification results for the verification data set for NEC are shown in Figure 2.
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Figure 2: NEC ROC curve for verification
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N (eer=0.004065)
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The table below indicates false reject rates (FRR) at a threshold for verification tests.

FAR Verification Rate Threshold
0.1 98.35 0.4162
0.5 99.50 0.3207
1.0 99.73 0.2512
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3 FR Performance lI: Problem demographics and
age effects

3.1 Demographics

Tests were conducted to assess the performance with consideration to gender and age effects.
These were assessed with the I-1 Test set and -6 Youth set.

3.1.1 Gender

The following section shows the NEC performance on gender.. The CMC results are shown in Figure
3.

100.0  vendor,Gender
— (NEC,F)
— (NEC, M)

99.8

Identification Rate

99.7

99.6

0.0 25 5.0 7.5 10.0 125 15.0 17.5 20.0
rank

Figure 3: Comparison CMC curve for Gender 11 (NEC)

The table below shows the identification rates for each gender at a given ranking.

Rank NEC

F M
1 99.53 99.80
5 99.81 99.95
10 99.88 99.98
50 99.99 99.99
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Figure 4 shows the CMC curve for the following specific age-related test-cases for NEC where 11-15
year olds of differing image generation are mated to G4 images of adult of varying ages:

Identification Rate

I-6D — G4, Mated 19-35 years
1-6E — G4, Mated 24-40 years

100

90

80

70

60

50

6A — G4, Mated 16-23 years
6C — G4, Mated 16-31 years

0.0 25 5.0

75 10.0
rank

125 15.

Figure 4: NEC CMC curve for Age Mated Pairs

vendor, Test
(NEC, I-6A Probe Youth)
(NEC, 1-6C Probe Youth)
(NEC, 1-6D Probe Youth)
(NEC, I-6E Probe Youth)

17.5 20.0

The table below shows the identification rates for each age probe for NEC at a given ranking for the
probe match with the CMC above.

Rank I-6A Probe Youth | I-6C Probe Youth | I-6D Probe Youth | I-6E Probe Youth
1 92.74 80.55 62.21 51.96

5 97.34 90.58 78.06 71.18

10 98.35 93.41 83.98 78.20

50 99.69 98.34 95.53 94.25
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The following sections for NEC highlight the age at photos with less than 5, between 5 and 9,
between 10 and 14 and greater than 15 year gap for the same individual. The test data in this

analysis considers only adult data sets.

3.3.1 Age gap of 5 years or less
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0.70

0.65

0.60

Figure 5: NEC ROC Results for age gap of 5 years or less
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F (eer=0.000204)

10

The ROC Results for age gap of 5 years or less are shown in the table below with the accompanying
ROC plot above (Figure 5).

10

Gender M F

FAR Rate Rate
0.1 99.98 99.99
0.5 99.99 99.99
1.0 99.99 99.99
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M (eer=0.000124)
F (eer=0.000372)

10’

The ROC Results for age gap between 5 and 9 years are shown in the table below with the

accompanying ROC plot above (Figure 6).

11

Gender M F

FAR Rate Rate
0.1 99.96 99.98
0.5 100.00 99.99
1.0 100.00 99.99
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M (eer=0.000588)
F (eer=0.000735)

107" 10

Figure 7: NEC ROC results for age gap between 10 and 14 years

The ROC Results for age gap between 10 and 14 years are shown in the table below with the

accompanying ROC plot above (Figure 7).

12

Gender F M

FAR Rate Rate
0.1 99.87 99.82
0.5 99.96 99.96
1.0 99.97 99.98
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3.3.4 Age gap of 15 years or greater
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Figure 8: NEC ROC results for age gap of 15 years or greater

The ROC Results for age gap of 5 years or less are shown in the table below with the accompanying
ROC plot above (Figure 8).

Gender F M

FAR Rate Rate
0.1 99.60 99.31
0.5 99.81 99.82
1.0 99.83 99.89

3.4 Youth Aging

The following sections for NEC highlight the age at photo with less than 5, between 5 and 9, between
10 and 14 and greater than 15 year gap from a gallery of youth.
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3.4.1 Age gap of 5 years or less
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12 (eer=0.0009
13 (eer=0.0012
14 (eer=0.0018
15 (eer=0.0003
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The ROC Results for age gap of 5 years or less are shown in the table below with the accompanying

ROC plot above (Figure 9).

AgeAtPhoto 12 13 14 15 16
FAR Rate Rate Rate Rate Rate
0.1 99.63 99.69 99.50 100.0 99.92
0.5 99.63 100.0 100.0 100.0 99.92
1.0 99.63 100.0 100.0 100.0 100.0
14

Commercial in Confidence

Biometix Pty Ltd — 8/65 Canberra Avenue, Manuka, ACT 2604, AUSTRALIA



3.4.2 Age gap between 5 and 9 years

095

verfication rate

10"

false acceptance rate

Figure 10: NEC ROC Results with age gap between 5 and 9 years
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11 (eer=0.0079
12 (eer=0.0030
13 (eer=0.0024
14 (eer=0.0019
15 (eer=0.0012

16 (eer=0.0003
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The ROC Results for age gap between 5 and 9 years is shown in the table below with the

accompanying ROC plot above (Figure 10).

AgeAtPhoto 11 12 13 14 15 16
FAR Rate Rate Rate Rate Rate Rate
0.1 95.91 98.64 98.84 99.38 99.71 99.93
0.5 98.98 99.64 99.78 99.92 99.87 99.97
1.0 99.44 99.72 99.92 99.97 99.90 99.97
15
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Figure 11: NEC ROC Results with age gap between 10 and 14 years
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The ROC Results for age gap between 10 and 14 years is shown in the table below with the

accompanying ROC plot above (Figure 11).

AgeAtPhoto 11 12 13 14 15 16
FAR Rate Rate Rate Rate Rate Rate
0.1 93.98 95.50 97.00 98.54 99.47 99.63
0.5 97.37 98.32 99.01 99.45 99.85 99.63
1.0 98.03 98.76 99.20 99.53 99.89 99.63
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Figure 12: NEC ROC Results with age gap of 15 years or greater
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The ROC Results for age gap of 15 years or greater is shown in the table below with the
accompanying ROC plot above (Figure 12).

AgeAtPhoto 11 12 13 14 15 16

FAR Rate Rate Rate Rate Rate Rate
0.1 85.81 89.01 93.16 96.05 97.73 100.00
0.5 96.12 97.30 98.54 99.20 99.55 100.00
1.0 97.67 98.31 99.20 99.41 99.80 100.00
17
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