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(b)(1), Sec. 1.4(a)

F-22A Critical Technologies* (U)

U.S. AIR FORCE
Low Observable Situational Awareness, s e
(LO) Defense and Lethality pearh and (ygiaey

s;

® Serpentine inlet ducts
m Airframe and front frame

s o g @
g
"1
2
| a2

= RAM sheets, liquids, fillers, resins
m Conductive pastes, fillers

n I Magnetic RAM

= AESA transmit/receive modules

|
|
countermeasure algorithms

m Radar multiple target track
= Radar missile update

L

]

= Radar long- range search

= Radar medium-range search

= Radar electronic counter —countermeasures
{ECCM)

= Supercruise
m 2D thrust vectoring

= High-temp bismaleimide
composites (BMI)

'—

(b)(l), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

(b)(1),
Sec. 1.4(a)
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U.S. AIR FORCE

(b)(1), Sec. 1.4(a)

F-22A Critical Technology

Export Variant

Critical Technology

Enhances:
Low Observable {LO)

(b)(1), Sec. 1.4(a)
Situational Awareness,
Defense and Lethality

Speed and Agility

(b)(1), Sec. 1.4(a) |
2. Supercruise ‘

3. Thrust Vectoring

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

Export Variant
Changes

Change [

No Change

(b)(1), Sec. 1.4(a)

Export changes are based on
technology transfer
precedents,

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a) |
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< Overall System Changes (U)

U.S. AIR FORCE
(b)(1), Sec. 1.4(a)

« New radar mounting provisions - L
(b)(1), Sec. 1.4(a)

« Group-A for[QISVELRRICY

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

« Common Integrated Processor (b)(1), Sec. 1.4(a)

ll  (b)(1), Sec. 1.4(a) ] Weapons

« Integrated Comm / NAV /D[]
(b)(1), Sec. 1.4(a)

34 (b)(1), Sec. 1.4(a)

« GPS receiver with SAASM
module

| Avionics System ~c=3 ot —
= ek =8 il (b)(1), Sec. 1.4
- AESA radar [ - . RS g

« Enhanced Stores
Management System (ESMS)

(b)(1), Sec. 1.4(a)

J Support & Training Systems

. . » Mission Planning & Signature
« Encrypted video recordmgl A 2 g
(b)(1), Sec. 1.4(a) ss"-"‘-‘5"'"'"-"'”-

M (b)(1), Sec. 1.4(a) « Logistics Reporting [}
I (b)(1), Sec. 1.4(a)

Pilot [raining S 271

" HQUSRERRD -—w

« Mission data files tailored per
customer

(b)(1), Sec. 1.4(a)

M (b)(1), Sec. 1.4(a)

55




(b)(1), Sec. 1.4(a)

N7 Top Level Security Risk Structure (U)

U.S.AIR FORCE Depiction of Technology Distribution

[No or Min. Risk] | Weapons System |
Low Risk ‘ (b)(1), Sec. 1.4(a)

| Moderate Risk | |

Hiah Risk | Air Vehicle

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)
















& ’ (), Sec. 1L4(a)
R Air System (Part 2 of 4) (U)

U.S.AIR FORCE

Training and Publications

Training — Deconflict
location, scheduling, tactics and multi-
national activities

Training
RTU/FTU

(b)(1),

Sec. (b)(1), Sec. 1.4(a)
1.4(a)

Publications — Changes to technical
orders required for hardware and
software differences between US
configuration and FMS configuration
&to eliminate. manufacturing and
design details not required for
operational maintenance activities

Publications

(b)(1), Sec. 1.4(a) 61



















\==/ Requirements Definitions (U)

Q< (see following charts)

U.S.AIR FORCE

Critical Technology (CT)

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

Variant Capability Change

High Interest - Mitigation may be required
(b)(1), Sec. 1.4(a)

Critical Item - Mitigation required; deletion or
redesign or accept risk X = Remove Capability

(b)(1), Sec. 1.4(a)

DC = Design change required

(b)(1), Sec. 1.4(a) l

(b)(1),
Capability [ Attribute Vadant Capabllity Comments Design chan ¥
P ¥t Change i ] esign change 1.4(a)

(b)(1), Sec. 1.4(a) 67



(b)(1), Sec. 1.4(a)

U.S. AIR FORCE

Variant Capability
Change

Capability [ Attribute

Comments

k- 4 LO Requirements (U)

Design change

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

(b)(1), Sec. 1.4(a)

(b)(1), Sec.
1.4(a)

68
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s LO Requirements (cont) (U)

U.S.AIR FORCE

-4 |
Capability / Attribute patiant Cglll"dar:‘:z“ J__:.‘L__! Comments Design change
E A .
o | ] |
| _ oy
i | | W
(b)(1),
I Sec. 1.4(a)
Gaps and Seals | “ar)
Drain Holes il |
Fasteners | . 2|
(b)(1), Sec. 1.4(a) (b)(1), Sec. 1.4(a)
PLESC | R —
69
(b)(1), Sec. 1.4(a)




(b)(1), Sec. 1.4(a)

\,3,/ Aircraft Performance Requirements (U)

U.S. AIR FORCE

Variant Capability

Capability f Attribute Change

Comments Design change
(b)(1),

Sec.
1.4(a)

Thrust-vectoring

Supercruise

-(b)(1), Sec. 1.4(a 70



(b)(1), Sec. 1.4(a)

\.;./ Avionics System Requirements (U)

U.S. AIR FORCE

(b)(1), Sec. 1.4(a)

Track Prioritization

(b)(1), Sec. 1.4(a,

(b)(1), Sec. 1.4(a)
(b)(1), Sec. 1.4(a) A
9 . 1.4(a)

(b)(1), Sec. 1.4(a)

"R

(1]
|

(b)(1), Sec. 1.4(a)

Commensurate with individual systems

(country specific).
(b)(1), Sec. 1.4(a)

b

(b)(1), Sec. 1.4(a

Sensor Management

Emission Control (EMCON) .
Mission Data B
Embedded Training B

Changes as required based on other
functionality changes.

Scoring and weapon launch zones wiil be changed

accordingly. b)(1), Sec. 1.4(a

(b)(1), Sec. 1.4(a)

(b)(1),
Sec.
1.4(a)

71
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L X4

s Avionics System Requirements (cont) (U)

U.S. AIR FORCE

Variant Capability

Capability f Attribute Change Comments Design change
The Core Processor contains no inherent critical
Core Processing (b)(1), Sec. L4(a) (b)(1),
| Sec.
— 1.4(a)
8 1. See. 14(0) === 0
Displays B = == |
—

(b)(1), Sec. 1.4(a) [ ] (b)(1), Sec. 1.4(a) [ (b)(1),Sec. L4(a) | E—
Alr-to-Air {AA) Modes . (b)(1), Sec. 1.4(a) Appropﬂmm._
Air-to-Ground (AG) Modes [ | (b)(1), Sec. 1.4(a) —

(b)(1), Sec. 1.4(a) 72



(b)(1), Sec. 1.4(a)

- Radar Requirements (U)

U.S.AIR FORCE

Variant Capability

Capability { Attribute Change

Comments Design change

Detection Range [0 dBsm (1m) target,
20k, 2k fps Vc, co-alt, +/- 30
azimuth]

(b)(1),
Sec.
1.4(a)

Operational Bandwidth-

Instantaneous Bandwidn-

Field of Regard (FOR)

(b)(1), Sec. 1.4(a) 73



(b)(1), Sec. 1.4(a)

%Y  Radar Requirements (cont) (U)

U.S. AIR FORCE

e Variant Capability - : P ‘
Capability [ Attribute H Change p— Comments Design change
1 |

(b)(1), Sec. 1.4(a)

(b)(1),
Sec.
1.4(a)

74
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< Comm/Nav/ID Requirements (U)

U.S. AIR FORCE

Variant Capability

Change Comments Design change

Capability [ Attribute

Intra-Flight Data Link (IFDL) G

Allow transmit Link 16 for basic
perablilty if requested and No changes.

Link 16 Rx L
foasibin (forelgn country pays).

MADL (3.2 upgrade, but still
included)

(b)(1),
Sec.
1.4(a)

L
1l

(b)(1), Sec. 1.4(a) =



V Ny ———
N? Electronic Warfare Requirements (U)

U.S. AIR FORCE

—/
Variant Capability  [S__|
Change Je—

Capability [ Attribute

Comments Design change

(b)(1),
Sec.
1.4(a)

(b)(1), Sec. 1.4(a) 76




P_

s Modernization Requirements (U)

U.S. AIR FORCE

Variant Capability

Capability [ Attribute Change Design change

= T

Increment 2.

Missile launch zone symbology

(LZIWG) (b)(1),

IFDL Improvements Sec.
1.4(a)
. e
SS JDAM
Increment 3.1

SDB Basic :
Geolocation

(b)(1), Sec. 1.4(a) o



(b)(1), Sec. 1.4(a)

7 Support System (U)

U.S.AIR FORCE

Variant Capability

Capability / Attribute Change

Comments Design change

Support Equipment

Mission Support System {MSS})
(b)(1),
Sec.
1.4(a)

Portable Maintenance Aid (PMA}

Operational Debrief System {ODS)

Integrated Malntenance Information
System (IMIS)

Lt

Signature Assessment Systemn (SAS)

(b)(1), Sec. 1.4(a) 78



k4 Support System (cont) (U)

U.S.AIR FORCE

Variant Capability

Capability / Attribute Change

Comments

Design change

Other test sets
Supply Chain Management
(b)(1),
Depot Level Drivers (CLS...) US dsta protection issues need to be resoived Sec.
1.4(a)

Regional Support Centers (Global?)

Aircraft Production Acceptance

Aircraft Documentation (T.0.'s, etc)

ASIP DATA

Securlty (SAP facilitles, etc.)

(b)(1), Sec. 1.4(a) 79
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U.S. AIR FORCE

Capability [ Attribute

Trainers

Simulators (PTT, WTT, FMT)

Variant Capability
Change

(b)(1), Sec. 1.4(a)

Training (U)

Comments Design chanee

OFP/Sim re-wnite based on capabilities provided

MX Trainers

. ——=

Publications {3-1, etc.)

MX Training

Localion/axposura 1s5uas still nol resclvad in JSF
program

Pilot Training (RTU}

Localiontexposura 155083 shill not resalved ;m JSF
program

Courseware

Coursaware must be purged of arty critical dala

(b)(1), Sec. 1.4(a)

(b)(1),
Sec.
1.4(a)
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