
 May 4, 2021 

 The Honorable Ron Wyden 
 United States Senate 
 221 Dirksen Senate O�ce Building 
 Washington, DC 20510 

 The Honorable Bill Cassidy 
 United States Senate 
 520 Ha� Senate O�ce Building 
 Washington, DC 20510 

 The Honorable Kirsten Gillibrand 
 United States Senate 
 478 Russell Senate O�ce Building 
 Washington, DC 20510 

 The Honorable Mark Warner 
 United States Senate 
 703 Ha� Senate O�ce Building 
 Washington, DC 20510 

 The Honorable Sherrod Brown 
 United States Senate 
 503 Ha� Senate O�ce Building 
 Washington, DC 20510 

 The Honorable Elizabeth Warren 
 United States Senate 
 309 Ha� Senate O�ce Building 
 Washington, DC 20510 

 Dear Senators, 

 Thank you for your le�er regarding the privacy of  bidstream data. Privacy and transparency are 
 core to how our ads services work. We never sell people’s  personal information and all ad 
 buyers using our systems are subject to stringent  policies and standards, including restrictions 
 on the use and retention of information they receive. 

 We understand that you are seeking information about  how Google shares data relating to 
 Americans with third pa�ies and, in pa�icular, whether  that data may be obtained by foreign 
 governments from Google and exploited to the detriment  of our national security. 

 To that end, we answer your speci�c questions relating  to our disclosure of bidstream data to 
 third pa�ies below, but please let us know if you  would like a brie�ng to follow up on any of 
 these answers: 

 1. Please identify the speci�c data elements about  users, their devices, the websites 
 they are accessing, and apps they are using that you  provide to auction pa�icipants. 

 The information we share with Real-Time Bidding (RTB)  buyers is communicated using two 
 standard industry protocols: the OpenRTB protocol  and the Authorized Buyers RTB protocol. 



 The �elds suppo�ed by each protocol are publicly available, and described in detail on our 
 developer  pages  . 

 No Personally Identi�able Information (PII) is shared in bid requests. The only data that 
 speci�cally pe�ains to a device (and by inference a user) are for web impressions, rese�able 
 cookie IDs and, for app impression, a pseudonymous mobile ad ID. 

 No Google account data is ever shared with RTB buyers.  With respect to the types of data 
 mentioned in your le�er, any app name or URL shared  is the app or URL the user is visiting at 
 that time - this helps buyers select ads that are  relevant to or appropriate for the content of 
 the page the user is viewing. To preserve user privacy,  Google truncates the IP address before 
 sharing it with RTB buyers; and no demographic information,  such as age or gender, is shared. 

 Similarly, contrary to some repo�s in the media,  no national insurance details, credit card 
 details or the like are shared by Google in bidstream  data. 

 2. Please identify each company, foreign or domestic,  to whom your �rm has provided 
 bidstream data in the past three years that is not  contractually prohibited from sharing, 
 selling, or using the data for any purpose unrelated  to bidding on and delivering an ad. 

 All buyers are subject to propo�ionate restrictions on their use of bid request data. Generally, 
 in accordance with  our authorized buyer policies  ,  Authorized Buyers are required to use bid 
 request data solely to bid into the exchange or frequency  capping. 

 3. If your �rm has contractual restrictions in place  prohibiting the sharing, sale, or 
 secondary use of bidstream data, please detail all  e�o�s to audit compliance with 
 these contractual restrictions and the results of  those audits. 

 The authorized buyer policies require bidders to use  data received from the service solely for 
 the purpose of buying through the service or frequency  capping. Google operates an annual 
 audit program to assess bidders’ compliance with this  and other policies. Bidders found to be 
 out of compliance with Google’s policies will be required  to remediate �ndings or face 
 enforcement action and potential suspension or termination  from the service.  In 2020, we 
 audited 40 Authorized Buyers, which based on the number  of Authorized Buyers that were 
 active in Q1 2021, equates to approximately 18% of  active Authorized Buyers. (For the 
 avoidance of doubt, as noted in the  Help Center  , Authorized  Buyers are third pa�y ad 
 networks and demand side pla�orms that bid into Google’s  Ad Exchange.) Audits focus on 
 bidders’ compliance with data related policies, including the policy referred to above. None of 
 the Authorized Buyers audited were found to be non-compliant with the policy referenced 
 above. 

https://developers.google.com/authorized-buyers/rtb/openrtb-guide
https://developers.google.com/authorized-buyers/rtb/realtime-bidding-guide#bidrequest-object
https://www.google.co.uk/intl/en/authorizedbuyers/guidelines.html
https://support.google.com/authorizedbuyers/answer/6138000?hl=en&ref_topic=21122


 4. Please identify each foreign-headqua�ered or foreign-majority owned company to 
 whom your �rm has provided bidstream data from users  in the United States and their 
 devices in the past three years. 

 The identity of bidders is subject to non-disclosure  obligations. 

 Again, we appreciate your a�ention to this area and  we share your interest in the privacy of 
 this data. Please reach out if you would like to fu�her  discuss any speci�c points. 

 Sincerely, 

 Mark Isakowitz 
 Vice President 
 Government A�airs & Public Policy, US & Canada 
 Google 


