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Internet Covert Operations Program (iCOP) - Overview ](A)Program Manager



DECONFLICTION
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TOOL IDENTIFICATION AND TESTING
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TRAINING AND SUPPORT GUIDES
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® Cybercrime and Analytics &

Questions



OUT)

] — |o C2 G

Sn ord) ;



2 TK3

OF iyHsp Tie)

Ji [~]



OVER 200
YEARS

’  OLDAUGUST
~ 71,1775

:\ >

Jofry 3
©



WHO WE ARE
LAW ENFORCEMENT AGENTS

on

\ 3



Te

HONEARErc
[ ips ¢

7h

! Ral S

- gFf &



OUR

NIRSION PROTECT the U.S. Postal Service and its
employees, infrastructure, and customers.

ENFORCE the laws that defend the nation’s mail system

from illegal or dangerous use, and

ENSURE public trust in the mail.
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FALSE TRANSACTION FRAUD BANK
MONEY DOLLARS
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Narcotics
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Natural Disasters
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HEADLINE NEWS
SHUTTING DOWN MAIL FRAUD
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https://postalinspectors.uspis.gov/the-inspectors/
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WHAT DOES IT ALL ADD

UP TO?

y »

TAX DOLLARS:

ZERO!



& U.S. POSTAL INSPECTION SERVICE DIVISIONS
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Analytics Team

«The Analytics Team's mission is to identify and develop intelligence on
targets operating on the clear and dark webs for all Inspection Service

investigations. Analytics Team specializes in providing actionable

intelligence through cryptocurrency tracking, open source intelligence and

social media analysis, geospatial mapping and data visualization, and USPS

backend and network data exploitation. The team engages in proactive

threat hunting targeting intelligence supporting each Inspection Service
Program Area as well as threats to USPS executives, employees,

infrastructure and facilities. The Analytics Team also provides dedicated

support for local and national critical incidents in support of field division
operations.



+ Attribution on previously unknown
individualsReport turnaround within 7
days of submissionAverage 2 reports
per week per analyst



CRITICAL INCIDENTS
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EXPECTATIONS
* Work/Life BalanceCommunication is keyAutonomy and

accountabilityTaking ownership for your program, your

reportsEveryone has a voice, and we truly need your

voiceYour development is critical, and so are your

goalsDress CodeCore Hours



EXPECTATIONS
* Goals2 Reports per weekDuty RotationAnalytics Team

inbox MonitoringCritical IncidentsFacial

RecognitionSOPEnsure you read itFollow instructions in

section 3.2 after trainingCOVID Changes100% WFH



TRAINING

* 4 Days, 100% via ZOOMVideo is

requiredEncouraged to follow along with each

tool as the course is being taughtYou will not be

an expert by the end of the trainingThe SOP is

your guide, your best friend



* https://www.youtube.com/watch?v=yaQZFhrwofU


