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Overview
This report details aur firings and recommendations rom the T disaster recovery and businessconinuiy review
performed over the NZ Police Information and Communication Technologies (CT) function.
Due to recent events, Disaster Recovery (DR) and Business Continuity (BC) have becore prevalent topics in many
Government departments‘ interna aut and assurance programmes. As NZPoicoplays an important rlin national
‘emergencies and ncidons, its important 0 be welkprepared as an organisation soit can be resilent and support the
wider publ. Over the years more and more sctvites havo bocome dopandent upon ICT and CT flrs are becoring
more critical, therefore technica resilience iso being assassed. NZ Pol reais the importance of ICT resilience and
have identfied BC and DR as 2 “very high" risk n the Key ICT Risks inthe CT Operations Assurance Plan 2018/19.

Key observations and recommendations
NZ Police ICThave thebaitof experienced ndcapablestaffwhich has ansbled responsive managementof disruptions
to date. At the time of nating this review, ownershipof BC and DR was informally assigned to theHeadof Service
Experience, whist DR assigned to tho Head of IT Operations. Both are keen o ostablish and manage an effective ICT
resilience programme. Whon concluding this review the Head of IT Operations was made aware that DR and 6C is his
responsibilty which is differen from our nial understanding. The ICT Operations Assurance Plan 2018/19 release
authority s he Chief Information Office. Thedocumentaver s the Deputy Director Service Operations and the DR and
BC activity within th plan s assigned 10 he DSO (Director Service Operations).
Although ther s achat BC plan and some DR documentation avaiable, these plans are not yet comprehensive vith a
heavy reliance on the availabilty of key ICTstaff o successfully activate th IT BC and DR capably. Insufficient
Investment and resourcing in recent years has maant ICT resilionce has not been able o recaivo th attention needed to
Gevelop into a proactive father than reactive programme.
Threi limited understanding of NZ Poli requirements fr restoration of systems and services, or consequential (CT
‘capabiy to mest these expectations. As a consequence, our assessment has identified ange of pporuntes to
improve planing an offectivanoss of the ICT resianca capably, some of which should be completed as apriority
ith out recommendations being to work on the following key actions:
— Formallydefineownarship of ICT resionce, inching BC and DR. Assign cea responsiiiie fo performing BC

ond DR actos:
— Allocate budget and resourcesto establish and manage the ICT resilience proggarmme;
— Developa BC and DR framework, associated policies and processes;
— Undertake an CT reshence risk assessment to identity ky resiionco related risks that need to be managed;
— Performa Businoss Impact Analysis (BIA) o identfy koy ICT products and services, nerdependencies, and

tecoveryexpectations;
— Develop recovery strategie, nciucing target time for therecovery of CT activities and the acceptable amount of

dota loss NZ Palco can handio aftea disruption has occurred;
— Develop and maintain realistic BC and DR plans inclutingredundancyand fover documentation;
— Clary dontiy ahternativ locations for ICT staff in disruption inclucing location detalls, workstations imeframe,

and procedures;
—Developan assuranco plan for ongoing valdaton of key vendors and othe third parties’ resilience capabilty; and
— Regularly perform rocovery tests and exercises

Other considerations
With the NZ Police's planned future-state ICT projocts, the ICTfunction i going througha mor technological
wansformation. At this stage, its important that avaabilty, redundancyan resionce aspects of hese upcoming or
improved technologies are careful considered. Is also important for NZ Polic to undorstand that ICT resilience
capabiites shoud not ba dosigned in iscaton o the operational rcuirements that wider NZ Police users of ICTrequire
to maintain the safe and effective deivery of senices 1 the publ



During the assessment we notod that although there has been a NZ Polio BC pli in place fo @ number of years, an
organssaton-wide BC management framework is not avaible that would typical provide guidance and inputto ICT
rosilence related requirements. Without a framework there is a high ikelnood that key business processes may have
CT requirements tht are not clearly understoodo planned for in a Gisruption. A NZ Policewide BC management
framework wil anabe the NZ Polio exocutve and sa 0 spond in a po-anned andthought rough manner when
a disruption occurs, rather than ovar-rolianco on decisions bing mado undor paentially stressful and time critical
situations. This i particularly important if ey leadership resources are unavailable due to the disruption.
Overall management response
Th review has identified a numberofgaps tht need to be addressed such s additions resource required fo
implement, but has also identified that cary is required on ownership of ICTs BCP and DR capably. Wo focommend
that thi view and the actions are given priory to ensure that Police ICT is in the bast pasiton t provide continuity to
the Policeorganisation and the community we serve. We would ke 0 acknowledge the assistance and supportof the.
Risk and Assurance team enabling this review 10 be undertaken.


