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Dear phil Pennington .

Thankyou fo your email of 31 May 2021 t the Ministry of Business, novationand Employment (the
Ministry) requesting, under the Official Information Act 1982 (the Act), the following information:

Onlinematerial says CERT collate a profile ofthe cyber security threat landscape in New
Zealand, 4 times a yea.

1. Pl provide these, goingback3years
CERTalso reports on cyber incidents, analyses threats, shares information and advice,
Coordinates incident responses, promotes goodcyber securty practices

2. PIs provide any CERTadvice/analysis/recommendations in response (in fullorin part] to
deficiencies identified the cybersecurityofOHi the as 3 years

CERT coordinates government agencies’ responses toreported cybersecurity incidents
3. Ps detail CERT's coordinationof agency responses to CS incidents involving OHS nthe

last 3 years, atleast in enumerating them and locating them, but alo providing more
details as you can about how CERT helped

In response to part one of your request, the Ministry's Computer Emergency response Team (CERT NZ)
proactively release quartery reports here:wviw.cetgovtnz/about/quartrty.report/. As such this part
of your requests refused under section 16(), as the information requested is publicly available.
‘The quarterly reports provide an overview of the cyber security incidents which are reported to CERT NZ

that impact New Zealanders. The types of advice CERT NZ provides to prevent these incidents can be
found here: ww. cet govt.nz/individual/guides/. lease not al personally identifiable information
Contained within the quarter reports has been removed to protect th privacy of reporters.

In response to part twoof your request CERT NZ has received 14 reports that relate to the Ministry of

Health or New Zealand District Health Boards (NZ DHB) and have been summarised in part threeofyour
request. Please note CERT NZ's primary ole when dealing with lrge organisations such as NZDHEs i to
contact the IT Security team at th relevant organisation and ensure they are aware of the incident.

In response to part threeof your request please refer to the following table:

[De Ting [sommay |
[25/05/2018|16162 webseversity,0 savedofmeident. |
[03/10/2018|14285 Website vulnerabity, DH8aid ofincident
[03/20/2018|14286 |Website Vlneraily.OWadvisedofincident

Website wineabity, Mot adsed of incident
[15/08/2019|18543 | Compromised email account, (Reported by PHO), (no assistance required).



[0/03/2020 |21348 |Compromisedemailaccountsendingphishing.DHBadvisedofincident. ___|

a
[28/08/2020 |24428 | Website vulnerability, HBadvisedofincident.________|

tntee res

[21/05/2021|30150 |Compromisedemailaccount,(requestedfurtherinfofromreporter). |

You have the right to seek an investigation and review by the Ombudsman of our response to your
request. Information about how to make a complaint is available at: www.ombudsmanparliament.nz or
freephone 0800 802 602.
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