February 9, 2021

«FIRST NAME» «LAST_NAME»
«Address_Line_1»
«CITY», «STATE» «ZIP_Code»

NOTICE OF DATA BREACH
Dear Customer:

Recently, we detected unauthorized activity on your T-Mobile account, during which an
unknown actor gained access to your account information, including personal information and
your personal identification number (PIN). T-Mobile quickly identified and terminated the
unauthorized activity; however, we do recommend that you change your customer account PIN.

What Happened?

On , an unknown actor gained access to certain account information. It
appears the actor may then have used this information to port your line to a different carrier
without your authorization. T-Mobile identified this activity-terminated the unauthorized access,
and implemented measures to protect against reoccurrence.

What Information Was Involved?

The information accessed may have included your full name, address, email address, account
number, social security number, customer account personal identification number (PIN), account
security questions and answers, date of birth, plan information, and the number of lines
subscribed to on your account.

What We Are Doing

We are offering you two years of free credit monitoring and identity theft detection services,
provided by myTrueldentity, from Transunion. Your activation code is .
Please enroll by May 31, 2021 at wiww nivisueidentity com. Attached is a Step-by-Step
Enrollment Guide as well as a How-To for signing up for Credit Monitoring Services.

What You Can Do

If you have not already done so, we recommend that you review your account information and,
as noted above, change the PIN on your account as well as change your security questions and
answers. We also encourage you to update your account passwords and confirm you have
appropriate security for your email, financial, and other accounts. For assistance, you can reach
Customer Care by dialing 611 from your phone or by calling 1-800-937-8997 from any phone
For addmonal resources 1egazdmg secunty on your account, please review our Privacy
Resources at: Litips//www tmobile com/resp

nsthrliny/privacy,

We urge you to remain vigilant in monitoring any potentially unauthorized credit activity
associated with your identity. You may obtain additional information about the risks of identity
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theft from the FTC at 1-877-IDTHEFT (438-4338) or at v e oov/dihiein If you
suspect that you are the victim of identity theft or fraud, you have the 11ght to flle a repmt with
the police or law enforcement. In addition, you may contact the FTC or your State Attorney

General to learn more about the steps you can take to protect yourself against identity theft.

If you have questions about myTrueldentity, need help understanding something on your credit
report, or suspect that an item on your credit report may be fraudulent, please contact
TransUnion’s customer care at 1-855-288-5422 using passcode 697322.

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. If you are the victim of identity theft, you also have the right to file a police report and
obtain a copy of it,

You may wish to place a fraud alert with the three major credit bureaus which we have listed
below. A fraud alert lets creditors know to contact you before opening new accounts in your
name. You can call any one of the three credit bureaus at the number below to place a fraud alert
on your credit file without charge, and they will contact the other two bureaus on your behalf.

Experian® Equifax® TransUnion®

P.O Box 9554 P.O Box 740256 P.O Box 2000

Allen, TX 75013 Atianta GA 30374 Chester, PA 19016

VWY exnelian, comyiraud W aleris oy g soww fransiion.conyivagd
1-888-397-3742 1 800 525- 6285 1-800-680-7289

You may also place a security freeze on your credit reports, free of charge. A security freeze
prohibits a credit reporting agency from releasing any information from a consumer’s credit
report without written authorization. However, please be aware that placing a security freeze on
your credit report may delay, interfere with, or prevent the timely approval of any requests you
make for new loans, credit mortgages, employment, housing or other services. Under federal
law, you cannot be charged to place, lift, or remove a security freeze.

You must place your request for a freeze with cach of the three major consumer reporting
agencies: Equifax (www.equifax.com); Experian (www.expetian.com); and T ransUnion
(www.transunion.com). To place a security freeze on your credit report, you may send a written
request by regular, certified or overnight mail at the addresses below. You may also place a
security freeze through each of the consumer reporting agencies’ websites or over the phone,
using the contact information below:

Equifax Security Freeze
P.O. Box 105788
Atlanta, GA 30348
1-800-349-9960
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ity Freeze

Experian Secu
P.O. Box 9554

Allen, TX 75013
1-888-397-3742

e Enerian.Lor

TransUnion Security Freeze
P.O. Box 160

Woodlyn, PA 19094
1-888-909-8872

ééﬁi.[ﬁiﬁ,;;\-‘-«"»-x-"\-‘v‘.f.ldiink‘ulﬂk)aé,u.}ih!u?.t-:ds.‘vtltfc!.a.

In order to request a security freeze, you will need to provide some or all of the following
information to the credit reporting agency, depending on whether you do so online, by phone, or
by mail:

1. Your full name (including middle initial as well as Jr., Se., 11, IO, etc.);

2. Social Security Number;

3. Date of birth;

4. Tf you have moved in the past five (5} years, the addresses where you have lived over the
prior five years;

5. Proof of current address, such as a current utility bill, telephone bill, rental agreement, or
deed;

6. A legible photocopy of a government issued identification card (state driver’s license or ID
card, military identification, etc.);

7. Social Security Card, pay stub, or W2;

8. If you are a victim of identity theft, include a copy of either the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft.

The credit reporting agencies have one (1) to three (3) business days after receiving your request
to place a security freeze on your credit report, based upon the method of your request. The
credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number (PIN) or password (or both) that can
be used by you to authorize the removal or lifting of the security freeze. It is important to
maintain this PIN/password in a secure place, as you will need it to 1ift or remove the security
freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit

report, you must make a request to each of the credit reporting agencies by mail, through their

website, or by phone (using the contact information above). You must provide proper

identification (including name, address, and social security number) and the PIN number or

password provided to you when you placed the security freeze, as well as the identities of those
Sprint L]

[obile
6200 Sprint Parkway

Overland Park, KS 66251







entities or individuals you would like to receive your credit report. You may also temporarily lift
a security freeze for a specified period of time rather than for a specific entity or individual,
using the same contact information above. The credit bureaus have between one (1) hour (for
requests made online) and three (3) business days (for request made by mail) after receiving your
request to lift the security freeze for those identified entities or for the specified period of time.

To remove the security freeze, you must make a request to each of the credit reporting agencies
by mail, through their website, or by phone (using the contact information above). You must
provide proper identification (name, address, and social security number) and the PIN number or
password provided to you when you placed the security freeze. The credit bureaus have between
one (1) hour (for requests made online) and three (3) business days (for requests made by mail)
after receiving your request to remove the security freeze.

For More Information

The security of your account is important to us and that is why we provide these details. We are
working to further enhance security so we can stay ahead of this type of activity. We regret any
inconvenience this incident may cause you. Please contact us at 1-800-937-8997 if you have any
questions.

Sincerely,

Privacy
T-Mobile US, Inc.

Sprint I Mobile

6200 Sprint Parkway
Overand Park, KS 66251






ADDITIONAL RESOURCES:

Your state Attorney General may also have advice on preventing identity theft, and you should
report instances of known or suspected identity theft to law enforcement, your State Attorney
General, or the FTC. Contact information for the FTC and state attorneys general is included
below.

Federal Trade Commission: Visit; fiips:/wivw fceomplainiassisiuni govy, 600 Pennsylvania
Avenue, NW, Washington, DC 20580, (202) 326-2222.

Alabama Residents; The Attorney General can be contacted at 1-800-392-5658 or

Bt Awwe alabamiag gov/consumiereol mnlaint,

Alaska Residents: The Attorney General can be contacted at 1031 West 4th Ave., Suite 200,
Ancho1age AK 99501 1994 1 888 576~ 2529

vyl eonsy

mmer/on complanthiml,

Arizona Residents: The Attorney General can be contacted at 602-542-5025 or

DEDS U W A, soviconsumediie- breach.

Arkansas Residents: The Attorney General can be contacted at 800-482- 8982;

consume @ Arkansas AG sovs or htlps:/arkansasag oov/orms/ie-greongune-complanty

California Residents: VISlt the California Office of Privacy Protection

hitns /il ong. oo oov/privacy/databreach/reporting for additional information on protection against
identity theft.

Colorado Resulents The Attomey General can be contacted at 720-508-6000 or

rescurces/dabi-ore eCiion

Connecticut Residents: The Attorney General can be contacted at 450 Columbus Boulevard,
Suite 901, Hartford CT, 06103-1840; 800- 842—2649;; or

Liips nortaleteov/AGIGeneral/Repori-a-Breach-of CSecurity-Invelving Computerized-Dali,

Delaware Residents: Contact The Delaware Fraud & Consumer Protection Division at 302-577-
8600. For additional information on protection against identity theft:

bitps//allomeyeeners Ldelaware, of Hravcd/opudidine i,

Dlstrlct of Columbla' The Attomey General can be contacted at 202-727-4159 or

hitnes/fone degovic wer-aleri-ientitv-thefl

Florlda Resulents The Attorney General can be contacted at 1-866-966- 7226 or

. Ty . SR ENEN
dalesal com/Coninelns/Coning O nFornd& Section=Consumer Protection

SIS I TE T R ;L\ Hets ‘“>E

- thannens-

Hawaii Res:dentS' Contact the Hawan Depa.rtment of Commerce and Consumer Affairs at 808-
587-3222 or ¢ feoa hawat ooviidentity-theft-information/,
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Idaho Restdents The Attorney General can be contacted at 208-334- 2400 or

[+
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Ilhnms Resulents The Attomey General can be contacted at 1-800-386-5438 or

Indiana Res1dents The Attomey General can be contacted at 1-800-382-5516 or

Rrtps ffwew s L poviatiomeyeeneral /2895 him.

Towa Residents: The Attorney General can be contacted at Office of Attorney General of lowa,
Hoover State Offlce Buﬂdmg, 1305 E. Walnut Street, Des Moines, IA 50319; 515 281-5164; or

WAV IOWaREIOIEY S S ii (R

enbity/wi \“1'%1‘*!-"2«-1--& Hhmeedata-is-t

Kentuckv Residents: The Attorney General can be contacted at Office of the Attorney Gencral
of Kentucky, 700 Capitol Avenue, Suite 118 Frankfort, Kentucky 40601;
502-696-5300.

Louisiana Residents: The Attorney General can be contacted at 1-800-351-4889 or

To § 0 N I ST D APIA. P FUN b R o
fitos /v ag slule i sy Page/atabreac k.

Maine Residents: The Attorney General can be contacted at 6 State House Station, Augusta,
ME 04333 207- 626 8800 or

s W WA N RIGE, Z0V/A 8/ CONSUINE LG YT

so/complaint form,shimi.

Marvland Residents: The Attorney General can be contacted at 200 St. Paul Place, Baltimore,
MD 2}202 288-743- 0{)23 or
i 3

It womaryviandailorneyesners ;j(‘:s’x.-‘,fm:s,f_c:a::'éfu"*r:i'%'\--H'n:—,iir"a’af‘ai.z.d}rct-g_fci'a(;zsz‘z;:.

Massachusetts Residents: The Attorney Generai can be contacted at 501 Boy}ston Street, Ste.
5100, Boston, MA 02116; 888-283-3757 or it Yoy Inass, Sov o -lo/ie-a-consumers

LAH?]Q ”\i

Mlchggan Resndents The Attorney General can be contacted at 877-765-8388; or

niss: WTHETISan, B Oviagd,

Minnesota Residents: The Attorney General can be contacted at 445 Minnesota Street, Suite
1400, St. Paul, MN 55101; 800-657-3787,

it/ w v ae state, mn us/G nsumer/Publications/PersonalinformationBre aches asp,

Mississippi Residents: The Attorney General can be contacted at 550 Hi gh Street, Jackson MS
39201 601-359- 3680, Dllns W "’f.f_i.-,.n-\_l;k.ei;i“a.?..?i?jii JBRNELee

Missouri Residents: The Attorney General can be contacted at Supreme Court Building, 207 W.
High St P.0O. Box 899, Jefferson City, MO 65102;300- 392-8222; or '

THY OOV i;‘ YOO SISO i salnt,

LT \ ST ‘W".PH:.

]E;I\
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Montana Residents: The Attomey Gene1al can be contacted at 215 N Sander, Helena, MT
59620-0151; 800-498-6455; or https/doint sovis )

Nebraska Residents: The Attorney General can be contacted at 2i 15 State Capltol Llnco}n NE
68509; 800-727-6432; or ! sohrasiog ¢ Cebreach-notificatio

Nevada Resuients The Attorney General can be contacted at 702-486-3132 or

hitns ae v sovidol Topes/Victms/ I The

er/ailecied date-breachy/,

New Hampshire Residents: The Attorney General can be contacted at 33 Capitol Street,
Concord, NH 03301, 888-468-4454; or pxiips//www dopnhopoviconsimegt/

New Jersey Residents: The Attorney General can be contacted at 124 Halsey Street, Newark,
NI 07101; 973-504-6200; or hitps /vy njeonstiy

New Mexico Residents: The Attorney General can be contacted at 408 Gahsteo Stleet Villagra
Building, Santa Fe, NM 87501; 844-255-9210; ! wayw nmag vov/identitv-theftaspx; You
have rights under the federal Fair Credit Reporting Act (FCRA), whlch govelns the collectlon
and use of information pertaining to you by consumer reporting agencies For more information
about your rights under the FCRA, please visit www.consumer fte.poviartivies/ndi- O0Y6-Fun
credit-reperting-act pdf or www (e, mov,

New York Residents: The Attorney General can be contacted at The Capitei Albany, NY
12224-034: 800-771-7755 or hiips://ag ny.gov/consymer-frauds-bureaw/idennity-theft.

atfairs sov/oep/Pages fdelauit naps,

North Carolina Residents The Attorney General can be contacted at 9001 Mail Service Center,

E e iy fam gy B Pt TR LA SR
’\..it}i._ﬂt?\,-‘:’f‘;i-\.!ta_'\_.tl|‘<t.i"M..!!_}.‘\.u;att:‘t.\.f1(.1(;;HM“;"

North Dakota Residents: The Attorney General can be contacted at 600 E. Boulevard Ave
Dept. 125, Btsmalck ND 58505 i- 800 4722600 or ndu: ! oov, For more information, please

visit bitps:/uttorneveencral nd o v/ CONSIIMS-TESO U] r-complants,

Ohio Residents: The Attorney General can be contacted at 30 E. Broad St., 14th Floor
Columbus, OH 43215; 800-282-0515; hitps//waew obioatiorneygeneral pov/New-

int ,?Et FLLEREAL

Oklahoma Residents: The Attorney General can be contacted at 313 NE 21st Street
Oklahoma City, OK 73105; 833-681-1895; Litios://
Oregon ReSIdents The Attomey General can be contacted at 877-877-9392,

Ty e ;-' 1SNES ey
VETITS L WOWOW LY

GLOOHY O SOVICONRU NS - raia Ot

protection/id-thefi-dato-breaches/dala-breachos/.

Pennsylvania Residents: The Attorney Gene1 al can be contacted at Strawberry Square,
Hamsburg, PA 17120 800-441-2555; o

sao attorpey cenerad sov/nreiect-
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Puerto Rico Residents: The Puerto Rico Department of Consumer Affairs can be contacted at
787-722-7555.

Rhode Island Residents: The Attorney General can be contacted at 150 South Main Street,
Providence, R1 02903; 401-274-4400; or ¢ Gine.ricev, You may also file a police
report by contacting local or state law enforcement agenc1es

South Carolina Residents: The Attorney Genez al Consumer Affairs Division can be contacted
at 803-734-4200 or Leips:/feonsumer e sov/identily-thelt-ua,

South Dakota Residents: The Attorney General Division of Consumer Protection can be
contacted at 1302 EHWY 14 Ste 3, Pierre, S 57501; 605-773-4400; or

https:eonsumer.sd gov/astfacis/securiivhrench, asnx,

Tennessee Re51dent5' The Attomey General can be contacted at 615-251-5185 or
ov/ront i i j 25

t SO T “\E_HL\_.,VI}!;E}M

Visit

SUer-rrolaonon m{kﬂﬁ ‘il :".

Oag, fOree.co w’{ ”§>{) i ineForm for its consumer compialnt form

Utah Residents: The Attorney General can be contacted at 801-366-0260 or

zlif agdatiorne \"L’_Eﬂ_z’nfiL.at,ﬁgtdé‘ia-‘fé.' Vicontiao ;cl D faint-forn ..#!55.3]j£.cil5.t__§ POTITY - L Tah AAorncy {ik\q{»’di.

Vermont Residents: The Attomey General can be contacted at 109 State St, Montpelier, VT
05609; 800-649-2424; or hitps//ugo, vermont, gov/privary-datu-sec iy

Vlrglnia Re51dents The Attomey General can be contacted at 804 786- 2042 or

e/

Washington Pesidents: The Attorney General can be contacted at 800 5th Ave. Ste. 2000,
‘ Seattle, WA S 8104 3188 206 464- 6684 or more information may be found at

T n ”’,:iht‘;i‘l.

West Vlrgmla Residents: The Attorney General can be contacted at 1-800-368-8808 or

htps:Augowy, goviconsumerproteetion/Pages/identity - Theft Prevention.aspx,

Wisconsin Residents: The Attorney General can be contacted at 608-266-1221. For more
information on Identity Theft and Privacy Protection

iy ! Th v bon g 1oy b b b mm b e oy
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Wyoming Residents: The Attorney General can be contacted at 2320 Capitol Avenue
Cheyenne, WY 82002; 1-800-438-5799
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