Election Procedure Manual

2020 - 2021

Guidance to state and local election officials and SOS IT staff, avoiding, detecting or mitigating
ransomware attacks on elections systems during the 2020 election cycle, on best practices for state and
local election officials accessing or storing sensitive information, including voter databases and
evaluations about the threat of ransomware disrupting the elections.

The 2020 — 2021 Election Procedure Manual, found at https://sos.nh.gov/media/kzupydju/epm-
2020.pdf contains the following:

Page 26 Resilience

Page 94 Printing long report tape from AccuVote, enabling reconciliation

Page 95 Reconciling votes, voters, and ballots

Pages 154 — 156 Reporting election results, storing, reconciling, and sealing ballots in boxes on

election night, preparing for recounts.

Pages 255 -261 Model Continuity of Operations Plan

Page 262 Cybersecurity terms

Pages 364 — 360 Hand counting paper ballots

Pages 361 —362 Moderator’s Worksheet

Pages 363 — 365 Names on Checklist Worksheet

Pages 368 — 371 Votes in contests - reconciliation worksheets

Pages 1—-383 The Election Procedures Manual, from start to finish, provides a comprehensive

description of how to run elections with confidence, notwithstanding cybersecurity attacks, by relying
on paper checklists and paper ballots.
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