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Aurora Project Review 
 A vulnerability was discovered 

and an Interagency Tiger Team 
was formed 

 Initial concerns and modeling 
results were confirmed by a 
physical test March 4 2007 

 Test resulted in a total loss of 
generating capability with 
extensive damage in about 3 
minutes 

 A strong example of 
interagency cooperation and 
public-private partnership 
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Knowledge Gap Assessment 
 Tiger Team will work with industry partners to identify current unknown 

critical information needed to assess the risk and develop a work plan for 
risk mitigation: 

• Identify protective relays and other devices that may be susceptible 
to this exploitation 

• Identify currently installed base of vulnerable relays 
• Identify exposure of this installed equipment to physical and remote 

access 
• Identify security technologies and procedures currently in place 
• Identify and evaluate applicable standards 
• Determine effectiveness of security technologies and procedures 

presently installed  
• Determine sensitivity of the scenario parameters 
• Determine susceptibility of rotating equipment damage as a function 

of distance from the event initiation 
• Conduct an inspection of a statistically relevant number of “protective 

relays” to determine any type of existing physical or cyber 
exploitation or compromise  
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Mitigation – Next Steps 
 Greatest potential for exploitation of the vulnerability exists in the electrical 

sector; concentrating efforts there first  

 Tiger Team will work jointly with Industry through the Sector Coordinating 
Councils (SCC) addressing the following:  
• Identify resources from Private Sector needed to address the knowledge 

gaps listed on the previous slide.   
• SCCs will establish task groups to work with the Aurora Tiger Team to 

address the list of knowledge gaps.  
• Clarify the extent of risk associated with the Aurora vulnerability. 
• Develop appropriate, cost-effective mitigation solutions. 
• Leverage multiple venues to disseminate mitigation solutions to ensure 

engagement of all components of a sector (e.g., trade associations). 

 Tiger Team will work with the Electric and Nuclear sectors first, and then 
reach to other sectors as determined. 

 Tiger Team will then reach out to appropriate protective relay vendors to 
enhance vendor understanding of possible risks associated with the Aurora 
Vulnerability, to encourage modifications to protective relay functionality, and 
to facilitate notification to affected industry sectors.  
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AURORA Vulnerability Example 
Water Pumping Plants Use Large Motors in Series  
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AURORA Vulnerability Example  
Gas Line Compressor Stations Use Large AC Induction 
Motors Near Cities 
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Other Vulnerable Infrastructure 
 Government Facilities / Bases 
 AC Train Grids 

• Cyclo-converters 
 Continuous Pour Steel Mills 

• Power interruption 
 Refineries 
 Chemical Plants 

• Process control equipment 
 Municipalities 

• Large induction motor pumps 
 Financial Markets / Telecommunications 

• Air conditioning units 
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AURORA Threat Assessment 

Provided by HITRAC - SECRET Briefing  

sandy.ford
Line



12 

AURORA Risk Assessment 

Provided by IP/RMD - SECRET Briefing  
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Tiger Team 
 U/S Foresman directed the formation of a Tiger Team to scope 

the vulnerability, threat, and risk of the AURORA scenario 

 Tiger Team response indicated a reason for concern and U/S 
Foresman established a milestone for a physical test 

 Tiger Team was expanded from Federal stakeholders to include 
representatives from private industry 
• North American Electrical Reliability Corporation 
• Tennessee Valley Authority 
• Electric Sector Coordinating Counsel 

 Execute the test and evaluate results quickly then develop 
mitigation strategy based on the result 



14 

Test Objectives 

 Perform a test that demonstrates the potential vulnerability of 
equipment connected to the power grid 
• Only a single scenario and configuration can be tested 

 The test will be conducted to confirm the vulnerability and 
impacts under real-world conditions 
• The system under test must be configured in a way that 

complies with industry best practices as confirmed by test 
participants prior to test execution 

 Data from the test will be used to validate previous modeling 
and simulation results, demonstrate and catalog physical 
consequences, and provide a baseline for future tests 
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Notable Quotes 
“The Aurora project did demonstrate that the ability to exploit the capability of modern 

protective equipment and cause them to serve as a destructive weapon.  I feel that 
the same results could be achieved by any competent power system protection 
engineer if provided access and the desire to do so.” 

  Tim Ernst, Utility power system engineer with 25+ years in the industry 

“These types of results could be expected if similar operations occurred against a utility 
or industrial plant.”   

  Ed Terlau, Utility power system engineer with 35+ years in the industry 

“With this demonstration... it is clearly time we address the security and integrity of 
substation devices and protection equipment.”   

  Charles Mozina, Utility power system & generator expert  

“Substations represent the most significant information security vulnerability in the power 
grid.” 

   NSTAC Electric Power Risk Assessment 1995 
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Next Steps 
 <Place Holder> 
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Mitigation Planning 

Software

Hardware

Best Practices

3QFY07 1QFY08 3QFY08 



Phase FEB MAR APR MAY JUN JUL AUG SEP OCT 

Validation (M&S)                                     

Company Approach                                     

Rapid Prototype                                     

Field Testing                                     

Manufacturing                                     

DoD & CI install                                     

Private Sector install                                     

Public Knowledge                                     

Hardware Mitigation Plan/Funding  

  Funding Required 

Total Funding Required $1,500K 

DHS/Control Systems 
Security Program $500K 

Unfunded Requirement $1,000K 
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Knowledge Gap Assessment 
 <Place Holder> 
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Control Systems Security: 
Current Activities 
 <Place Holder> 



UNCLASSIFIED/FOR OFFICIAL USE ONLY 

sandy.ford
Line



25 

Test Area Characterization 
(Physical) 

INTEC – Idaho Nuclear Technology & Engineering Complex  

Test Area 
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or 

REFINERY 

SUBSTATION 2 

SUBSTATION 1 

Aurora Vulnerability  

(b)(5)
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Aurora Vulnerability 

Programmable Digital Relay 

 The Elements Necessary for an Attack 
• Programmable Digital Relay 

• Or other device that controls the breaker 
• High-Speed Breakers 
• Access (front panel, modem, Internet, wireless, or SCADA) 
• Laptop/Desktop Computer 

 Knowledge Necessary: 
• Power Engineering (attack planning and device setting skills) 
• Hacking Skills (exploit the relay and conduct the attack) 

 Time Required to Conduct the Attack (after gaining access): 
• Less than one minute 
• No additional software is introduced 
• Uses the internal settings of the imbedded relay software 
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Aurora Vulnerability Example 
Water Pumping Plants Use Large Motors in Series  
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Aurora Vulnerability Example  
Gas Line Compressor Stations Use Large AC Induction 
Motors Near Cities 
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Tiger Team 
 U/S Foresman directed the formation of a Tiger Team to scope 

the vulnerability, threat, and risk of the Aurora scenario 

 Tiger Team response indicated a reason for concern and U/S 
Foresman established a milestone for a physical test 

 Tiger Team was expanded from Federal stakeholders to include 
representatives from private industry 
• North American Electrical Reliability Corporation 
• Tennessee Valley Authority 
• Electric Sector Coordinating Counsel 

 Execute the test and evaluate results quickly then develop 
mitigation strategy based on the result 
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Aurora Threat Assessment 

Provided by HITRAC - SECRET Briefing  
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Aurora Risk Assessment 

Provided by IP/RMD - SECRET Briefing  
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Test Area Characterization 
(Electrical) 

The 138 kV Loop Was Configured to Minimize Power Disturbances to the Remainder of INL 
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Test Site Prep 
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Pouring the Pad 
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Building the Safety Wall 
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Shipping the Generator 
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Placing the Generator 
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Setup and Configuration 
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Simplified Control Diagram 
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Test Team Participants 

NAME ORGANIZATION ASSIGNED RESPONSIBILITY 

Electrical Engineer 

Protection/Electrical Engineer/Utility 

Generator SME/Electrical Engineering 

Electrical Engineer/Utility 

Control Systems Security 

Utility Operations 

SCADA/Engineering 

Electrical Engineer/Utility 

Electrical Engineer 

Cyber Security Research 

(b)(7)f, (b)(4), (b)(6), (b)(7)c
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Test Team Participants (Cont.) 

NAME ORGANIZATION ASSIGNED RESPONSIBILITY 

Level IV Division Manager 

Program/Project Manager 

Test Director 

ALD Management 
Instrumentation 

Engineering Manager 

Construction 

Power Management 
Planning and Controls 

Environmental 

Cost Estimating/Security 

(b)(4), (b)(6), (b)(7)c, (b)(7)f
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Test Team Participants (Cont.) 

NAME ORGANIZATION ASSIGNED RESPONSIBILITY 

Procurement & Project Engineering 

Electrical Engineer 

Electrical Engineering 

Modeling/Simulation 

Modeling/Simulation 

Power Management 

Operations/ES&H Coordination 

Engineering/Safety/PEP 

Quality 

Quality 

(b)(4), (b)(6), (b)(7)c, (b)(7)f
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Notable Quotes 
“The Aurora project did demonstrate that the ability to exploit the capability of modern 

protective equipment and cause them to serve as a destructive weapon.  I feel that 
the same results could be achieved by any competent power system protection 
engineer if provided access and the desire to do so.” 

  Tim Ernst, Utility power system engineer with 25+ years in the industry 

“These types of results could be expected if similar operations occurred against a utility 
or industrial plant.”   

  Ed Terlau, Utility power system engineer with 35+ years in the industry 

“With this demonstration... it is clearly time we address the security and integrity of 
substation devices and protection equipment.”   

  Charles Mozina, Utility power system & generator expert  

“Substations represent the most significant information security vulnerability in the power 
grid.” 

   NSTAC Electric Power Risk Assessment 1995 
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Knowledge Gap Assessment 
 Tiger Team will work with industry partners to identify current unknown 

critical information needed to assess the risk and develop a work plan for 
risk mitigation: 

• Identify protective relays and other devices that may be susceptible 
to this exploitation 

• Identify currently installed base of vulnerable relays 
• Identify exposure of this installed equipment to physical and remote 

access 
• Identify security technologies and procedures currently in place 
• Identify and evaluate applicable standards 
• Determine effectiveness of security technologies and procedures 

presently installed  
• Determine sensitivity of the scenario parameters 
• Determine susceptibility of rotating equipment damage as a function 

of distance from the event initiation 
• Conduct an inspection of a statistically relevant number of “protective 

relays” to determine any type of existing physical or cyber 
exploitation or compromise  
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Mitigation – Next Steps 
 Greatest potential for exploitation of the vulnerability exists in the electrical 

sector; concentrating efforts there first  

 Tiger Team will work jointly with Industry through the Sector Coordinating 
Councils (SCC) addressing the following:  
• Identify resources from Private Sector needed to address the knowledge 

gaps listed on the previous slide.   
• SCCs will establish task groups to work with the Aurora Tiger Team to 

address the list of knowledge gaps.  
• Clarify the extent of risk associated with the Aurora vulnerability. 
• Develop appropriate, cost-effective mitigation solutions. 
• Leverage multiple venues to disseminate mitigation solutions to ensure 

engagement of all components of a sector (e.g., trade associations). 

 Tiger Team will work with the Electric and Nuclear sectors first, and then 
reach to other sectors as determined. 

 Tiger Team will then reach out to appropriate protective relay vendors to 
enhance vendor understanding of possible risks associated with the Aurora 
Vulnerability, to encourage modifications to protective relay functionality, and 
to facilitate notification to affected industry sectors.  
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Control Systems Security: 
Current Activities 
 DHS Federal Control Systems Security Working Group is developing the 

Federal Coordinating Strategy for Securing Control Systems to address cross-
sector DHS responsibilities 

 DoE through the National SCADA Test Bed and the Roadmap to Secure Control 
Systems in Energy Sector provide focus and guidance for the Energy Sector 

 DHS/DoE perform outreach and awareness to public and private sector through 
education, training, conferences, seminars, and the promotion of industry 
recommended practices 

 DHS/DoE Performing equipment and systems vulnerability assessments and 
the supporting tools and technologies 

 DoD has provided significant investment in control systems modeling and 
simulation capability that made much of the Aurora testing and assessment 
work possible 

 DoD partnering with DHS, DoE, and other Federal agencies to protect the 
critical infrastructure of the Defense Industrial Base 

 DHS is working through HITRAC to educate the intelligence community on the 
indicators and warnings of controls systems and SCADA attack scenarios 
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Aurora Classification Guidance 
 Aurora Classification Guidance is based on the Department of 

Homeland Security Classification Guide DHS SCG-004-OS (CIP) 
– Critical Infrastructure Protection for DHS Assets (September 
2006), which is based upon Executive Order (EO) 12958, 
“Classified National Security Information” 

 The Aurora Project Team has designated all Aurora related 
information as “Unclassified, for official use only” 

 Aurora information is “Unclassified, for official use only” to ensure 
successful implementation of the mitigation strategy in 
partnership with private industry 

 Once the Aurora Mitigation Plan has been successfully 
implemented, other information related to specific critical assets 
remaining in a vulnerable state will be classified 

 

sandy.ford
Line



UNCLASSIFIED/FOR OFFICIAL USE ONLY 4 

Mitigation Timeline 

 Finalize joint Nuclear and Electric Sectors’ mitigation measures (May 16, 2007) 

 Address coordination with select vendors on enhanced security measures, 
without revealing the Aurora vulnerability (May 2007) 

 Update of Press Release in case of unintended information release (May 2007) 

 Finalize Aurora Mitigation Plan and roll out (May 18, 2007) 

 Determine additional sectors for immediate outreach based on risk profile, and 
conduct outreach as appropriate (May/June 2007) 

 Additional briefings to EOP, Congress, GAO (May/June 2007) 

 Execution of first phase of Mitigation Strategy (May-July 2007) 
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Mitigation Timeline 
 Nuclear/Electric Sectors’ initiate first phase Mitigation Plan - complete 

 Update Canada, United Kingdom, Australia, New Zealand - complete 

 Coordinate with vendors on enhanced security measures - complete 

 Update Public Affairs Guidance in case of unintended release of information – 
completed/refreshed every 30 days 

 Identify additional sectors for outreach based on risk profile - complete 

 Complete first phase field testing of prototype Rotating Equipment Isolation 
Device (REID) to meet DoD requirement (7/2007) 

 Initial production run of REID device (8/2007) with initial devices employed by 
DoD OCONUS 

 Significant vulnerability reduction to critical infrastructure expected within the 
first 60 days  

sandy.ford
Line



UNCLASSIFIED/FOR OFFICIAL USE ONLY 4 

Recent Activity 

 Public Affairs Guidance updated and coordinated with DOE, 
FERC, NRC, NERC, DoD, and the Electric/Nuclear Sectors 

 NERC released ES-ISAC Advisory on the Aurora vulnerability 
to include the mitigation plan 

 Updated the House HSC members and Senate HSGAC staff 

 Provided the first briefing to the EMP Commission  

 Briefed the JASON study group on Aurora as they prepare a 
report to DHS S&T on R&D directions  

 Based on primary concern of large and difficult to replace 
rotating equipment continue reach out to other sectors 
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Aurora Classification Guidance 
 Aurora Classification Guidance is based on the Department of 

Homeland Security Classification Guide DHS SCG-004-OS (CIP) – 
Critical Infrastructure Protection for DHS Assets (6/2006), which is 
based upon Executive Order (EO) 12958, “Classified National Security 
Information” 

 Draft Classification Guidance is being staffed with Core Interagency 
team members and DHS security 

 The Aurora Project Team has designated all Aurora related information 
as “Unclassified, for official use only” 

 Aurora information is “Unclassified, For Official Use Only” to allow for 
successful implementation of the mitigation strategy in partnership with 
private industry 

 Once the Aurora Mitigation Plan has been successfully implemented, 
information related to specific critical assets remaining in a vulnerable 
state will be classified 
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Aurora Classification Guidance 
 Aurora Classification Guidance is based on the Department of 

Homeland Security Classification Guide DHS SCG-004-OS (CIP) 
– Critical Infrastructure Protection for DHS Assets (September 
2006), which is based upon Executive Order (EO) 12958, 
“Classified National Security Information” 

 The Aurora Project Team has designated all Aurora related 
information as “Unclassified, for official use only” 

 Aurora information is “Unclassified, for official use only” to ensure 
successful implementation of the mitigation strategy in 
partnership with private industry 

 Once the Aurora Mitigation Plan has been successfully 
implemented, information related to specific critical assets 
remaining in a vulnerable state will be classified 
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Mitigation Timeline 

 Nuclear/Electric Sectors’ initiate first phase Mitigation Plan (June 20, 2007) 

 Update with Canada, United Kingdom, Australia, New Zealand (June 
2007) 

 Coordinate with select vendors on enhanced security measures (June 
2007) 

 Continuously update Public Affairs Guidance in case of unintended 
release of information 

 Identify additional sectors for immediate outreach based on risk profile 
(June/July 2007) 

 Complete field testing of prototype Rotating Equipment Isolation Device 
(REID) (July 2007) 

 Initial production run of REID device (August 2007) 
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Aurora Classification Guidance 
 Aurora Classification Guidance is based on the Department of 

Homeland Security Classification Guide DHS SCG-004-OS (CIP) 
– Critical Infrastructure Protection for DHS Assets (September 
2006), which is based upon Executive Order (EO) 12958, 
“Classified National Security Information” 

 The Aurora Project Team has designated all Aurora related 
information as “Unclassified, for official use only” 

 Aurora information is “Unclassified, for official use only” to ensure 
successful implementation of the mitigation strategy in 
partnership with private industry 

 Once the Aurora Mitigation Plan has been successfully 
implemented, information related to specific critical assets 
remaining in a vulnerable state will be classified 
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Mitigation Timeline 

 Nuclear/Electric Sectors’ initiate first phase Mitigation Plan (June 20, 2007) 

 Update with Canada, United Kingdom, Australia, New Zealand (June 
2007) 

 Coordinate with select vendors on enhanced security measures (June 
2007) 

 Continuously update Public Affairs Guidance in case of unintended 
release of information 

 Identify additional sectors for immediate outreach based on risk profile 
(June/July 2007) 

 Complete field testing of prototype Rotating Equipment Isolation Device 
(REID) (July 2007) 

 Initial production run of REID device (August 2007) 
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Aurora Classification Guidance 
 Aurora Classification Guidance is based on the Department of 

Homeland Security Classification Guide DHS SCG-004-OS (CIP) 
– Critical Infrastructure Protection for DHS Assets (September 
2006), which is based upon Executive Order (EO) 12958, 
“Classified National Security Information” 

 The Aurora Project Team has designated all Aurora related 
information as “Unclassified, for official use only” 

 Aurora information is “Unclassified, For Official Use Only” to 
ensure successful implementation of the mitigation strategy in 
partnership with private industry 

 Once the Aurora Mitigation Plan has been successfully 
implemented, information related to specific critical assets 
remaining in a vulnerable state will be classified 
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Mitigation Timeline 

 Nuclear/Electric Sectors’ initiate first phase Mitigation Plan (June 20, 2007) 

 Update with Canada, United Kingdom, Australia, New Zealand (June 
2007) 

 Coordinate with select vendors on enhanced security measures (June 
2007) 

 Continuously update Public Affairs Guidance in case of unintended 
release of information 

 Identify additional sectors for immediate outreach based on risk profile 
(June/July 2007) 

 Complete field testing of prototype Rotating Equipment Isolation Device 
(REID) (July 2007) 

 Initial production run of REID device (August 2007) 
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Control Systems Security Center 
Weekly Accomplishments and Activities 

 
Week Ending 10/26/2007 

 

1.0 OUTREACH AND AWARENESS 

• Sent the OPSEC on line training out to selected members of industry for review and 
comment.  The review period is from October 23-November.  Comments received to 
date are positive.  After the industry review period, all of the comments will be collated 
and evaluated for inclusion or modification of the on-line OPSEC training. 

• Participated in the Meridian conference in Stockholm Sweden.  CSSP provided a 
presentation on control systems security and led a panel discussion.  Hun Kim also 
attended the conference and spoke about the role of government and the interactions or 
partnerships with industry that need to be entreated. 

 

2.0 RISK REDUCTION 
• Received the comments on the “Cross-Site Scripting” and “Using Operational Security 

(OPSEC) to Support a Cyber Security Culture in Control Systems Environments” 
recommended practices.  The comments have been incorporated, and re-submitted to 
NCSD for final approval. 

• Further development work on the Forensic, Incident Response, and Configuration 
Management recommended practices were completed this week. 

• New future topics for the Procurement Language document are also under 
development.       

• Completed the final checkout for CS2SAT delivery to ISA.  BEA attorneys have 
reviewed and approved the ISA End User License Agreement that is included in the 
application software. Still waiting for approval on the main BEA/ISA licensing 
contract.   

• A proposed delivery package including whitepaper, introductory letter, and a brief 
explanation of the CS2SAT for government users has been prepared and delivered to 
DHS.  Still waiting for approval on the government End User License Agreement 
before the package can be assembled for delivery to the US Army Corp of Engineers. 

 

3.0 TECHNOLOGY ASSESSMENT 

• The third validation assessment on the Firmware Upgrade vulnerability document was 
completed and delivered to NCSD. Further discussions of disclosure of information 
will be held next week.   
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• The combined Firmware Upgrade Vulnerability report is getting close to completion.  
A draft copy will be available next week for review. The final validation test has been 
incorporated this week. 

• Completed the Adventium Labs system setup and began assessment activities.  Due to 
the restrictions of the system, the assessment activities will be limited.   

• The Teltone assessment work continues with TOE evaluations.  

• Developed a point paper on Industrial defender and had negotiations on the Industrial 
defender product procurement. 

  

4.0 CYBER METRICS AND ANALYSIS 
• The prototype firewall rule analyzer from Mouna Seri of the University of Illinois has 

been installed and now executes.  Logistics are being worked out to determine if the 
analyzer can actually run on the power substation control network in order to 
automatically acquire the firewall rules. 

• Metrics for the SCADA test case are being calculated based on the data collected.  A 
few of the metrics need more data to be collected at the site.  The additional data 
collection is scheduled to take place November.    

• Review of seven previous vulnerability assessments to identify the vulnerabilities, 
recommended mitigations, and their possible impact on the proposed metrics has been 
completed.    410 findings and recommendations are still undergoing evaluation and 
mapping to the proposed technical metrics and ideals. Summary rollups will be created.  
All of this work will be documented and used in a paper for S4 and for the final Metrics 
report. 

• The scenario development task continues.  A variety of books and documents have 
been reviewed and a decision was made to have the initial attack come through a 
Genco’s corporate network, into the control room, with a compromise of the ICCP 
server communicating with the ISO’s ICCP server.  Writing of a draft document for this 
initial stage of the attack will commence next week. 

 

5.0 DEVELOP PARTNERSHIPS 
• Issued the Vendor Forum minutes for the October 9 conference call.  The subjects 

discussed during the call included a proposed charter for the Vendor Forum and the 
mitigation actions that DHS has taken in response to the Aurora project.  The vendor 
forum is considering meeting at the SANS Control Systems and SCADA Security 
Summit in New Orleans, January 2008 to discuss the Charter. 

 

6.0 US-CERT OPERATIONS SUPPORT 
• Completed a Weekly Digest of the incidents, events, and CVEs for the week and posted 

to the secure portal. 

• The Quarterly report (July-September 2007) is in final editing and internal review to be 
issued to CSSP PMO next week. 
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• A summary of US-CERT support activities is being prepared for a meeting between 
Vishant Shah and Mike Witt, acting director US-CERT next week. 

• The weekly phone call with the US-CERT CSSA and with LLNL was conducted with 
no information to report. 

 

7.0 NCSD COORDINATION 

• No activity to report. 

 

8.0 PROGRAM MANAGEMENT 

• Conducted the Lab Leadership Meeting in Washington, DC. 

 

UPCOMING ACTIVITIES AND EVENTS 

• November 6-7 – API 2nd Annual IT Security Conference, Houston, Texas. 
is planning to attend.  The I3P will also be providing a pre-conference training on 

November 5. 

• November 13 – Vendor Forum Conference call 

(b)(6)

(b)(6)
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Control Systems Security Center 
Weekly Accomplishments and Activities 

 
Week Ending 11/09/2007 

 
1.0 OUTREACH AND AWARENESS 

• The OPSEC on-line training course industry review period was completed on 
November 5, and the development web site was taken down.  An invitation to review 
the OPSEC on-line training was sent to approximately 125 people in industry, of which 
71 people logged into the training.  The industry and internal review resulted in 173 
comments from 28 different people.  PNNL starting working on the modifications to 
the training, in preparation for NCSD approval. 

• Held conference call with Shell Oil Company in The Netherlands.  The purpose of this 
conference call was to discuss: 1) How Shell should use the training with their 
Fountains system, 2) Identify the best way for Shell to provide input to the content of 
the training, and 3) Proposed time frame.  Shell Oil Company is interested in having 
their engineers and operators, and potentially other staff take the NCSD on-line 
training.   

• Participated in the SANS Process Control and SCADA Security Summit planning 
conference call.  DHS announced that NCSD will sponsor control systems training at 
the event at no cost to the attendee.  The training courses as currently planned for 
include the 4-hour introduction to control systems security, the 8-hour hands-on 
Intermediate Control Systems Security and the 8-hour Control Systems Security for IT 
Professionals. 

• Actions – Decisions Needed 
 Will PCSF working groups be meeting prior to the SANS conference 

 International advanced training week after PCSF 

 

2.0 RISK REDUCTION 
• Incorporated the CSSP PMO comments on the “Securing Control System Modems” 

recommended practice and re-submitted to the CSSP PMO for final approval.  Work 
also continues on the incorporation of comments from the CSSP PMO on the 
“Hardening Guidelines for OPC Hosts,” along with the two supporting OPC 
documents. These should be completed and delivered next week. 

• Final approval was obtained on the “Cross-Site Scripting” recommended practice and 
the web site has been prepared for the re-posting of the approved document.  
Information on the web site posting will be completed next week. 

• The next version of the Procurement Language is under development with new topic 
areas in remote access (serial, VPN, Web, TCP/IP), Network partitioning, and physical 

sandy.ford
Line



  
Page 2 of 4 11/09/2007 

Deliberative Process/Pre-Decisional, Not Intended for Distribution 

security.  The draft copy will be ready for technical editing in late November and the 
version will be finalized for posting and publication for the SANS Summit in January. 

• The “Incident Response” recommended practice is being developed by the Matrikon 
subcontractor.  Coordination efforts with the US-CERT Incident Response will be 
incorporated into the document.   

• Participated in the weekly SAT call and discussed the status of the review of NIST 
SP800-82.  

• participated in the ISA 99 WG4 conference call.  The new 
SharePoint web site was demonstrated and discussed.  A discussion on security levels 
followed. 

• Drafted an abstract for a paper based on the CoR to be presented at an ISA symposium. 

• Finished a draft of the revision of the Sector Summary report.  Coordinating Councils 
information is one key addition. 

• (Argonne National Laboratory) discussed 
the status of natural gas industry feedback on the CoR with and 

during a teleconference related to an NSTB activity. 
is interested in reviewing the CoR requirements and their applicability in 

developing natural gas-specific SCADA security standards as a part of an INGAA 
SCADA Security Workshop in late January 2008. Argonne has been asked to assist and 
a follow up discussion is planned. 

• Delivered copies of CS2SAT version 1.0.0 for the government to USACE.   This 
completes the cooperative WFO project with USACE to incorporate DoD Directive 
8500.2 into the tool.  Still waiting for address confirmation on the appropriate USACE 
Headquarters contact for a summation letter.   

• Continued discussions with of the Vulnerability Assessment 
Group, an Australian company specializing in cyber assessments, on the possibility of a 
cooperative development agreement to improve the Security Assurance Level 
component of the CS2SAT. 

 

3.0 TECHNOLOGY ASSESSMENT 
• Industrial Defender procurement was approved and scheduling for the setup and 

configuration of the system is being planned for the end of November for product 
evaluation in December.  This product will also be used for assessment activities and 
partnering opportunities with security expert in the public sector. 

• Completed the consolidated Firmware Upgrade Vulnerability draft report.  Internal 
review will be conducted next week in preparation for the briefing to NCSD. 

• Completed the Adventium Labs system assessment activities and a report is currently 
being developed. This assessment was terminated early due to significant findings and 
the state of the system.  Details will be contained within the report.  The technology has 
high potential but is not ready for production. 

• Work continues on the Teltone Corporation assessment. 
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• The new version of the ABB 800xa system was received this week, setup and 
configured by ABB.  Assessment activities are continuing. 

  

4.0 CYBER METRICS AND ANALYSIS 
• The prototype firewall rule analyzer from Mouna Seri of the University of Illinois has 

been modified and returned.  This modification makes the tool more useful for 
calculating the proposed reachability metric. 

• The case study of metrics for an electric power substation SCADA is continuing.  All 
the data needed to complete the study has been obtained.  The data is now being 
analyzed and documented for the final report.  

• Began drafting the Technical Metrics Final Report. 

• Metrics validation analysis (comparison of assessment findings with proposed ideals 
and metrics) write-up is underway for inclusion in the S4 paper and the final metrics 
report.  All findings and recommendations were found to match, to a varying degree, 
with the proposed security ideals. Charts displaying the analysis have been completed 
and included in the write up. Recommendations to drop, add, or alter metrics are being 
formulated based on these results. 

• Scenario development involving the compromise of the grid's market mechanisms via a 
SCADA control room attack is proceeding. Significant sections are being developed 
and documented.  The market side is just beginning to be understood enough to flesh 
out the final steps in an attack and the plausible high level consequences. 

• Analysis support is being provided to the firmware vulnerability task.  A hypothetical 
example scenario is being developed to provide a sense of the possible consequences. 

 

5.0 DEVELOP PARTNERSHIPS 
• Issued the Vendor Forum minutes for the September conference call.  Mark Hadley 

(PNNL) was the guest speaker and the subject was the “Catalog of Control Systems 
Security: Recommendations for Standards Developers.” 

• Working to issue a contract with Noblis to support the SANS and PCSF events.  The 
terms of the contract are being negotiated and discussed between the INL and Noblis 
attorneys. 

• Issued agenda for the Vendor Forum conference call.  The conference call is scheduled 
for November 13, 2007.  The agenda includes discussing the CS2SAT license with ISA, 
a heads-up that DHS will be developing a national strategy and will be looking for their 
support and input, and discussion of the Vendor Forum charter. 

 

6.0 US-CERT OPERATIONS SUPPORT 
• Completed a Weekly Digest of the incidents, events, and CVEs for the week and posted 

to the secure portal. 

• The Quarterly report (July-September 2007) has been posted to the secure portal. 
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• Discussions with Team Cymru were held to firm up a visit to INL on December 6.  
Their company is collaborating with INL in the collection and analysis of data to 
identify indicators of malware targeting critical infrastructure control systems.  They 
will present capabilities and discuss opportunities to support CSSP. 

• A weekly status call for US-CERT operational awareness was held with

 

7.0 NCSD COORDINATION 
• No activity to report. 

• Actions – Decisions Needed 
 Need scope defined and plan of action for the National Strategy development 

 
8.0 PROGRAM MANAGEMENT 

• Updated the FY-08 Prioritized List and worked with NCSD to draft the FY-08 
Statement of Work. 

 

UPCOMING ACTIVITIES AND EVENTS 
• November 13 – Vendor Forum Conference call 

• November 20 – representing DHS CSSP 
will be visiting INL to discuss the Aurora project. 
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Control Systems Security Center 
Weekly Accomplishments and Activities 

 
Week Ending 11/30/2007 

 
1.0 OUTREACH AND AWARENESS 

• Working on developing a contract with SANS to provide logistics support, advertising, 
and registration for the training courses and PCSF working group meetings prior to the 
SANS Process Control and SCADA Security Summit on January 16-17. 

• Developed and issued a Dashboard for the SANS Process Control and SCADA 
Security Summit.  This will be updated weekly. 

• Submitted the OPSEC on-line training course for CSSP PMO review and approval.  
The request for review and approval was accompanied by a one page overview.  

• Developed the quarterly website report and forwarded to CSSP PMO.   

• Actions – Decisions Needed 
 Comments on the OPSEC for Control Systems on-line training is requested by 

December 12, 2007. 

 

2.0 RISK REDUCTION 
• The Matrikon subcontractor has submitted the draft “Incident Response” recommended 

practice.  The document was submitted for the first round of industry reviews.  The 
review cycle is two weeks with comments due back by December 13. 

• Partnered with LoftyPerch personnel to draft the “Forensics for Control Systems” 
recommended practices. Development work continues. 

• Development work on the “Configuration Management” recommended practices 
continues. 

• Conducted a quick review of the seven SCADA Security Good Practice Guides for 
CPN1 (formerly NISCC).  The SCADA Security Good Practices are currently linked to 
the Recommended Practices website. The review consisted of subcontractors and 
internal personnel with the expertise and background on the topics.  Comments were 
submitted to the CPN1 on November 30, 2007.   

• The new version of the Procurement Language for Control Systems is nearing 
completion.  Four new topics areas were added.  This document is scheduled to be 
delivered to Will Pelgrin by December 7 for review. 

• In response to DHS PMO latest comments, the SAT updated the Catalog of Control 
System Security: Recommendations for Standards Developers and sent it to the CSSP 
PMO. 
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• Wayne Manges reported the following:  “The ISA100 team has renewed its emphasis 
on improved security with the rebirth of the Security Working Group.  The ISA100 
meeting in Houston in October 2007 launched new focus on a number of interest 
groups including discrete manufacturing, distribution automation, and asset 
management along with improved security.  The security group, after input from Scott 
Mix (NERC) and others, was reconstituted as the “Trustworthy Wireless Interest 
Group” so that security and reliability could be considered together.  The group (with 
Scott Mix and Wayne Manges as co-chairs) has now had several telephone meetings 
and is planning its first face-to-face meeting in Richmond, Virginia (hosted by 
ExxonMobil) in January 2008.  The first deliverable is tentatively scheduled to be a 
document with the working title of “The Technology of Trustworthy Wireless for 
Industrial Automation.”  The group has direct representation and collaboration with the 
ISA99 standards body with cross members active in both groups.” 

• Completed development and testing of CS2SAT version 1.0.1 and shipped to ISA and 
the USACE.  This version corrected a few minor problems uncovered by ISA. 

• Dave Kuipers, INL NSTB Program Manager, passed along a request from Hank 
Kenchington of DOE-OE, expressing an interest in a cooperative effort to include Oil 
and Natural Gas sector specific content into the CS2SAT.  CSSP has the action to 
review the available standards in those sectors and to develop preliminary 
recommendations and costs.     

 

3.0 TECHNOLOGY ASSESSMENT 
• The consolidated Firmware Upgrade Vulnerability report was completed with all the 

internal comments incorporated. The report has been submitted for technical editing 
and will be submitted next week to management one-over reviews prior to submission 
to the CSSP PMO. 

• Contacted vendor on the Firmware vulnerability and established a sit down disclosure 
meeting on December 12, 2007. 

• Adventium Labs system assessment report has been completed and submitted for 
technical editing.  The report was submitted this week for management one-over 
reviews.  Estimated delivery of the second assessment report is December 14.   

• Work continued on the Teltone assessment this week. The assessment activities will be 
completed by next week.  The report development has begun and the draft will be 
completed by December 15. 

• The ABB 800xa assessment activities continue. 

 

4.0 CYBER METRICS AND ANALYSIS 
• Customer feedback on the INL electric power substation SCADA metrics case study 

was positive.  They also plan to make several changes to their operations as a result of 
the recommendations in the study.  This report will be included as an appendix to the 
final Technical Metrics report.  
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• The final set of core technical metrics was chosen after a full day of discussions. Some 
of the metrics in the original proposed metrics set were deleted, one was added and 
some were renamed to better reflect the nature of the metrics. Some of the metrics 
definitions were also refined to clarify how the data would be collected. This final set is 
the result of two case studies, and seven security assessment evaluations. This final set 
of metrics will be included in the final Technical Metrics report and in the S4 
conference paper. 

• The paper for S4 entitled “Measurable Control System Security through Ideal-Driven 
Technical Metrics” was completed.  The paper is now undergoing internal review. 

• Scenario development involving the compromise of the grid's market mechanisms via a 
SCADA control room attack is preceding along with weekly teleconferences with the 
PNNL collaborators.    

• A draft of the white paper exploring economic incentives was completed. 

 

5.0 DEVELOP PARTNERSHIPS 
• Issued minutes from the Vendor Forum conference call held on November 13, 2007. 

 

6.0 US-CERT OPERATIONS SUPPORT 
• Completed review and accepted NCSD comments on the white paper on a “Cyber 

Response to Physical Security Breaches for US-CERT” publication as a Technical 
Information Product (TIP) to be posted on the US-CERT website.  A teaser was written 
and submitted to post to the CSSP website.  A link to the US-CERT page hosting the 
document from the CSSP site will be included in the teaser. 

• Developed and posted the Weekly Digest for an analysis of weekly Common 
Vulnerabilities and Exposures, published incidents, blog sites, and industry contracts. 

• Received and responded to a Request for Information (RFI) 948 from US-CERT.  A 
reply was provided for review and forward to NICC. 

• Classification guidance for the CSSP was distributed to laboratory membership of the 
leadership group. 

 

7.0 NCSD COORDINATION 
• Participated in the call between the CSSP PMO, SNL and Energetics on developing the 

Control Systems National Strategy.  Will continue to coordinate with all parties in 
developing the scope, schedule and budget. 
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8.0 PROGRAM MANAGEMENT 
• Drafted the first version of the FY-08 Task Plans and forwarded to CSSP PMO for 

review.  Held a video telephone conference with CSSP PMO to review each work 
package and highlight potential new activities to be considered in FY-08. 

 

UPCOMING ACTIVITIES AND EVENTS 
• December 4 – DHS, SNL, DoD, and DOE visiting INL to discuss the Aurora project. 

• December 4-5 – Cyber Storm II planning meeting in Washington DC. 

• December 5 – CSSP will be participating in a webcast, sponsored by 
Control Engineering magazine.  Other speakers on this one hour webcast include: 

• December 5 – CSSP will be providing an 8 hour 
training, Control Systems Security for the IT Professional, to the US Secret Service in 
Pittsburg, Pennsylvania. 

• December 12 – CSSP will be meeting with ABB management to discuss 
a specific vulnerability. 

• December 17-21 – n assignment at the CSSP PMO in Arlington, Virginia. 
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• CSSP Management Items 
 

• Outreach 
o This week we met with a NCSD/Education and Training Representative to 

discuss strategy to coordinate Control Systems Security Training among 
Federal Partners.  

 
• Aurora 

o NERC letter announcing Vulnerability & mitigation 
o The ES-ISAC would publish a vulnerability advisory on 20 June 
o Outreach telecom to vendors – Feedback from vendor is that 

vulnerabilities are global issues and the vendor community is the only 
organization that can address this needed.  

o Approval from tiger team to reach out to vendors to discuss vulnerability 
and mitigation. 

o CSSP Director will follow up internally to get vendors information as 
soon as possible  

o Once notification is issued, DHS CSSP will provide an email to the 
vendor community.  

o CSSP will schedule a follow on conference call once the vulnerability note 
is released (potentially Thursday or Friday of this week)  

 
• US-CERT  

o Coordinating with HITRAC for increased Intel awareness relating to 
Aurora Project. 

o Providing cyber situational awareness briefing to Chemical Industry 
HITRAC bi-weekly briefing on behalf of US-CERT 

o Coordinating upcoming July 10th Control Systems Malware meeting 
 

• Piloting of Self-Assessment Tool 
o We continue working on licensing the beta version of the CS2SAT self 

assessment tool.  
 Instrument Society of America (ISA) has expressed interest in 

distributing the tool 
 The CS2SAT self assessment tool will be presented at the Special 

interactive, hands-on control system cyber security workshop on 
27 June 2007 in Toronto Canada. 

 
• PCSF 

o Stop work order was issued on May 15th to Noblis. OPP received PR on 
June 18th. Best estimate is process for completion will take at least 30 
days. 

 
• Attended Conferences/Meetings 
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o On June 19th the CSSP provided control systems cyber security training, 
Introduction to Control Systems for IT Professionals, at the Air Force 
Training conference in Ft. Walton Beach, FL. 

o On June 12th the CSSP hosted the monthly Control Systems Cyber 
Security Vendors Forum teleconference, with emphasis on facilitating 
collaboration between government and vendors and providing an open 
forum to discuss common issues that affect control systems security. 

o On June 12th the CSSP provide 4 different control systems cyber security 
training sessions: a 4-hr training, Cyber Security- Who needs it, How to 
secure is your Process Control System? Tutorial on CS2SAT, and Cyber 
Security Best Practices at the Siemens User Group conference in Orlando, 
FL. 4-hour training,  

o On June 12th, CSSP staff attended the 2007: FERC DAM Security 
Conference in Denver, CO.  The FERC is hosting a 2 day workshop on 
dam security open (and free) to all private and federal dam 
owners/operators. 

o On June 13th the CSSP staff gave a 45 min. presentation on control 
systems cyber security to the Utility Executive Course at University of 
Idaho.  

 
• Upcoming events next week 

o Next week the CSSP will provide: 
  Control systems cyber security training on June 25 entitled, 

“Control Systems Cyber Security - Who Needs It?” and 
demonstrates the Control System Self Assessment Tool (CS2SAT) 
at the American Water Works Association conference (AWWA-
ACE) in Toronto, Ontario, Canada. 

 Control systems cyber security training on June 25 entitled 
“Introduction to Control Systems for IT Professionals,” at the 
GFIRST National Conference in Orlando, Florida. The United 
States Computer Emergency Readiness Team (US-CERT) 
Operations staff and Federal Partners received this same training 
on May 21-22.  

 Control systems cyber security training entitled “Solutions for 
Process Control Security,” and demonstrate the Control System 
Self Assessment Tool (CS2SAT), at the New Zealand SCADA 
Security Workshop in Wellington, New Zealand, on June 25-27.  
This will be the end of a month-long outreach trip in Australia and 
New Zealand to meet with government agency officials, discuss 
potential opportunities for future collaborative work, and explore 
alignment of activities between programs. 

 Presentation on the topic of the National Institute of Standards and 
Technology (NIST) Special Publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement 
Language for Control Systems (draft) document to the Special 
Publication 99 Working Group 4 meeting in Scottsdale, AZ on 
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June 25. The Instrumentation, Systems, and Automation Society 
sponsors the SP99 standard, which defines procedures for 
implementing electronically secure manufacturing and control 
systems and security practices and assessing electronic security 
performance.   

 
o The next monthly Control Systems Cyber Security Vendors Forum 

teleconference is on July 10th. 
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• CSSP Management Items 
o Coordinated with on Catalog of Requirements document.  Draft 

document was provided to ISA (Instrumentation, Systems, and 
Automation Society) SP 99 working group 4 for review and comment. 

o Met with to discuss education and training strategy.  The 
curriculum develop has received positive feedback and is getting used by 
academia.  

o Met with TSWG (Technical Support Working Group) to discuss new 
requirement for training gap analysis.  CSSP is currently reviewing a 
TSWG SOW that would be used in a future training announcement. 

o Updating CSSP Program Plan 
o Status of PCSF contract support?? 
o New CSSA 

 
• Outreach 

o Rev 1.6 of the Procurement Specification effort (this is now posted on the 
MS—ISAC web site. 

o We are in discussions with SANS for the next SCADA Summit.  Schedule 
is not yet finalized, but we are thinking that this will be early CY08. 

o Will be meeting with on Thursday to discuss collaboration 
and leveraging of efforts with Australians.  

o Held vendor monthly phone call and included a presentation by CIP CS 
on Sector Specific Plans (SSP) and the role of cyber 

security within these plans. 
o Posted new recommended practice on using 802.11i. 

• Aurora (not sure will want to brief all this detail at the all hands.  I believe 
he will simply boil it down to three things: Conducted numerous briefings 
including Chertoff, Congress, and GAO; Electricity and Nuclear sectors fully 
engaged with mitigation efforts; Currently engaging other sectors including Dam, 
Oil & Gas, & ?) 

o 6-25-07 Dam sector presentation and discussion (NCSD/IP hosting) 
o 6-26-07 Briefed the Electromagnetic Pulse (EMP) Commission 

(HSC/NCSD) 
o 6-26-07 Via VTC briefed Australian critical infrastructure sector leads 

(NCSD/IP)  
o 6-28-07 Provided GAO with an update on the Aurora project (NCSD) 
o 6-28-07 Update brief to the Senate Homeland Security and Governmental 

Affairs Committee staff (CS&C/NCSD/OLA) 
o 7-2-07 Briefed the JASON study group 
o Perry provided 3 briefs to FERC on Aurora (7-6-07, 7-10, & 7-11) 
o  7-6-07 Briefed Air Force Under Secretary Sega  
o Cheri McGuire provided an update on Aurora to Secretary Chertoff (7-9-

07)  
o 7-11-07 Held a meeting with DHS security on classification guidance 
o 7-11-07 Received initial inputs from Dams/Hydroelectric industry on 

tailoring the annex to their Sub-sector 

(b)(6)

(b)(6)

(b)(6)
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o 7-13-07 Status of Mitigation Efforts/Upcoming Events 
 Nuclear Sector provides weekly updates and is making progress in 

identifying where and to what degree to apply mitigation efforts 
(detailed scoping) 

 Electric Sector will provide an update by 7-20-07 
 Oil & Gas and Chemical outreach meeting scheduled for 7-17-07 
 Additional FERC briefing scheduled for 7-17-07 
 Water sector meeting is being rescheduled 
 The prototype Rotating Equipment Isolation Device (REID) is 

being filed tested in partnership with Constellation Energy  
 

• US-CERT  
o New CSSA on board, This week traveling to CSSC for 

orientation visit.   
o CSSC representatives met last week (July 10th) with US-CERT 

Management to provide update on Control Systems Malware initiative.  
o Coordinated Focused Operations briefing for SI Branch leadership. 
 

• Piloting of Self-Assessment Tool 
o We continue working on licensing the beta version of the CS2SAT self 

assessment tool.  
 Instrumentation, Systems, and Automation Society (ISA) has 

expressed interest in distributing the tool 
 The CS2SAT self assessment tool was presented at the Special 

interactive, hands-on control system cyber security workshop on 
27 June 2007 in Toronto Canada. 

 
• PCSF 

o Stop work order was issued on May 15th to Noblis. OPP received PR on 
June 18th. Best estimate is process for completion will take at least 30 
days. 

 
• Attended Conferences/Meetings 

o On July 12th CSSP participated in a Kick-Off meeting for SCADA Cyber 
Attack Alert Tool at TSWG.  The purpose of the project is to develop a 
SCADA Cyber Attack Alert Tool system to alert operators to the 
existence, nature, and extent of cyber attacks and report that information 
based on a standard set of attack definitions against geospatially 
distributed, resource limited, and time-critical systems.  

o On July 2nd the CSSP Director, participated in the 
JASON (July-August-September-October-November) Power Grid Study 
in San Diego, California. JASON is an independent group of scientists that 
advises the U.S. government on matters of science and technology. Its 
sponsors include the Department of Defense (frequently DARPA and the 
U.S. Navy), the Department of Energy, and the U.S. intelligence 
community. Most of the resulting Jason reports are classified.  

(b)(6)

(b)(6)
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o On June 25th the CSSP provided control systems cyber security training, 
“Control Systems Cyber Security - Who Needs It?” presentation, and a 
demonstration of the Control System Self Assessment Tool (CS2SAT), at 
the American Water Works Association conference- AWWA-ACE 2007 
in Toronto, ON, Canada. 

o On June 25th the CSSP provided control systems cyber security training, 
“Introduction to Control Systems for IT Professionals,” at the GFIRST 
National Conference in Orlando, FL. US-CERT Operations staff and 
Federal Partners received this training on May 21st & 22nd.  

o On June 25th the CSSP made presentations on the NIST publication 800-
53, the Catalog of Security Requirements (draft), and the Cyber Security 
Procurement Language for Control Systems (draft) document to the SP99 
Working Group 4 meeting in Scottsdale, AZ.  

o On June 25th – 27th the CSSP provided control systems cyber security 
training, “Solutions for Process Control Security,” and a demonstration of 
the Control System Self Assessment Tool (CS2SAT), at the New Zealand 
Conference in Wellington, New Zealand.  

 
• Upcoming events next week 
 

o On July 23rd and July 24th CSSP will host a two-day information and 
coordination meeting on the PCSF, and training and technology transfer 
for the control systems cyber security. The participants will include: 
PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG 
representatives. The purpose of the meeting is to: 
 Develop new short- and long-term strategies for the Process 

Control Systems Forum (PCSF), and to solicit ideas for the PCSF’s 
growth and vision from key participants and stakeholders 

 To develop an understanding of the control systems cyber security 
tools and training offered by federal organizations, and potentially 
to begin to develop a coordinated vision on how we offer these 
products to our constituencies and how to transfer them to other 
non-government organizations. 

o On July 23rd the CSSP will participate in a roundtable discussion and 
exhibit a DHS/CSSP booth at the Waterpower XV Conference in 
Chattanooga TN. The discussion will entail current security standards for 
critical and non-critical facilities and how are those standards 
implemented and enforced. 

o On July 23rd the CSSP Director will participate in a conference call with 
Shell International Exploration and Production B.V. to discuss the use of 
CSSP Control Systems courses as their general awareness on cyber 
security in the process control domain training standard. 

 
o The next monthly Control Systems Cyber Security Vendors Forum 

teleconference is on August 14th. 
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 No significant outside events this week. 

Control Systems Security Program Weekly 
Summary Week of Dec 31 – Jan 4 
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 Dec 24-28, 2008 No significant outside events this week. 

 Strategy for Control Systems Security.  CSSP is developing the strategy to align federal and 
private programs and initiatives in response to GAO recommendation.   
Initial work plan has been developed.   
Next steps include briefings to PCIS, CSCSWG, and PCSF to achieve partner and stakeholder 
buy in 

 Jan 14 – 17, 2008 SANS SCADA summit 2008, New Orleans, LA 
The NCSD will sponsor Control System Cyber Security training  
The following Process Control Systems Forum (PCSF) Working Group will meet: 
The Control Systems National Strategy Working Group  
Project Advisory WG  
Control Systems Cyber Security Vendor Forum WG  

 Jan 14 – 17, 2008  The CSSP will: 
Release the Catalog of Control Systems Security- Recommendations for Standards 
Developers 
Release the NCSD online course “OPSEC for Control Systems “- Introduction to basic 
Operational Security principles in control system 

Control Systems Security Program Weekly 
Summary Week of Dec 24 – Dec 28 
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No significant outside events this week. 

 

Control Systems Security Program Weekly 
Summary Week of Dec 17 – Dec 21 
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On December  11, the CSSP will host the monthly Control Systems Vendors Security Forum 
teleconference, topics of discussion will be: 
 National Strategy – Coordinating control system security.  
 Continue discussions to plan for January meeting at the SANS SCADA Summit to work on 

the Vendors Forum Charter  

 

Control Systems Security Program Weekly 
Summary Week of Dec 10 – Dec 14 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
5 

On Tuesday, December 04, the CSSP will be providing an 8Hr Control System Cyber Security 
lecture at the United States Secret Service SCADA overview workshop at the Carnegie Mellon 
University in Pittsburg, PA. 

On Tuesday, December 04, the CSSP will be judging and attending the Cyber Security Awareness 
Week (CSAW) competitions at the Polytechnic University in Brooklyn, NY. This is a venue to 
discover the best interns. 

On Tuesday, December 04, the CSSP will participate in the Technical Vulnerability Discussion at 
the Idaho National Laboratory with SNL/PNNL/DOD OSD/DoE OE/ and DHS.  

On Wednesday, December 05, the CSSP will provide an eight minute presentation on the Control 
System cyber security self assessment tool (CS2SAT) at a webcast sponsored by Control 
Engineering magazine.  

On Wednesday, December 05, the CSSP will be presenting control systems common 
vulnerabilities/mitigations at the Marcus Evans Utility Cyber Security conference in Dallas, TX.  
The conference will take a look at the current challenges faced by utility companies in identifying 
and managing their operational critical cyber assets, talk about some of the regulatory compliance 
processes, and provide an opportunity to discuss the two big questions: “Where do we stand?” and 
“How much work will be needed to become compliant?”  

On Wednesday, December 05, the CSSP will participate in the unclassified Bi-weekly Chemical 
Sector teleconference.  The purpose of the call is to provide a cyber situational awareness report 
which acts as a mechanism for disseminating US-CERT related vulnerability information and 
publications as well as any other cyber issues of concern to private members of the chemical 
sector.  The teleconferences are open to all chemical facility owner/operators and plant managers. 

Control Systems Security Program Weekly 
Summary Week of Dec 03 – Dec 07 
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On Thursday, November 29, CSSP Deputy Director will participate in the Cross-Sector Cyber 
Security Work Group (CSCSWG) teleconference meeting. The group will be providing status 
updates of ongoing projects (like the Sector Specific Plan Review), special announcements, and 
informational briefings of broad interest to the group. 

Control Systems Security Program Weekly 
Summary Week of Nov 26 – Nov 30 
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On Tuesday, November 20, CSSP personnel along with engineers from Sandia National 
Laboratories, Idaho National Laboratory, and Department of Energy, will participate in a technical 
exchange meeting being held at the Idaho National Laboratory to discuss technical details of the 
Aurora vulnerability.  Rescheduled for December 4th. 

        

Control Systems Security Program Weekly 
Summary Week of Nov 19 – Nov 23 
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On November 12, the Queensland University of Technology (QUT) and the University of South 
Australia will visit the Idaho National Laboratory (INL). INL will present the NCSD/CSSP program 
brief, tools, procurement language, recommended practices; and methods used as means for 
industry outreach.  The QUT and University of South Australia will share their research on Critical 
Infrastructure (CI) with specific focus on incident response and forensic capabilities. Both 
universities have been involved in this research for several years, and have developed a great 
product that will assist in securing CI. The QUT has also requested a briefing on the NSTB 
program. Both Universities will be visiting other Department of Energy National Laboratories. 

On November 12, from the CSSP will  participate in the Emerson Global Users 
Exchange Board of Directors Meeting in Austin, Texas. 

On November  13, The CSSP will host the monthly teleconference Vendors Forum, topics of 
discussion will be: 
CS2SAT License w/ISA Announcement  
                Updated Software – What are the changes from Beta version?  
                ISA Pricing Structure  
National Strategy – Coordinating control system security.  
Continue discussion of last month, to plan for January meeting to work on the Vendors Forum 
Charter  

 
 

Control Systems Security Program Weekly 
Summary Week of Nov 12 – Nov 16 
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On 5 November, representatives from the CSSP will attend to monitor the Institute for Information 
Infrastructure Protection (I3P) Control System Security Awareness and Education Course: 
"Understanding Cyber Risks and Mitigation Strategies" in Houston, Texas. 

        

Control Systems Security Program Weekly 
Summary Week of Nov 5 – Nov 9 
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On 31 October, Deputy Director of CSSP will meet with representatives from the Water Sector at 
the Washington Marriott to discuss coordination and next steps in developing a water sector 
roadmap to control systems security 

On 29 October, Deputy Director of CSSP will meet with representatives of Baltimore Power and 
Light at their Baltimore, MD facility to discuss their implementation of the hardware mitigation to the 
control systems vulnerability. 

        

Control Systems Security Program Weekly 
Summary Week of Oct 29 – Nov 2 
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October 23 - 24 The CSSP will host a Lab Leadership Meeting in Washington D.C. The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the CSSP – Idaho National Laboratory, Sandia National Laboratories, Pacific 
Northwest National Laboratory, and Lawrence Livermore National Laboratory.  The leadership 
discuss emerging technologies, vulnerabilities, research goals, and implementation plans for 
reducing cyber risk for control systems.  

 

October 24 – 26 at the Meridian 2007 Conference, Stockholm Sweden, the CS&C Chief of Staff 
will present "How Governments are Organized to Address Public-Private Sectors Interactions, 
Dealing with Process Control Security," and a representative from CSSP will be presenting 
"Process Control Systems Challenges, How Process Control Differs from IT."  The Chief of Staff 
will also be participating in a panel discussion and discuss the importance of exercises for critical 
infrastructure protection. 

        

Control Systems Security Program Weekly 
Summary Week of Oct 22 – Oct 26 
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No significant outside events this week. 
 

        

Control Systems Security Program Weekly 
Summary Week of Oct 15 – Oct 19 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 

Control Systems Security Program Weekly 
Summary Week of Oct 8 – Oct 12 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 

 

Control Systems Security Program Weekly 
Summary Week of Oct 1 – Oct 5 
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On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October. is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 

Control Systems Security Program Weekly 
Summary Week of Sept 24 – Sept 28 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 

 

Control Systems Security Program Weekly 
Summary Week of Sept 15 – Sept 21 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 

Control Systems Security Program Weekly 
Summary Week of Sept 08 – Sept 14 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  

 

Control Systems Security Program Weekly 
Summary Week of Sept 01 – Sept 07 
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 27 – August 31 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 

 

Control Systems Security Program Weekly 
Summary Week of Aug 20 – August 24 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  

 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 11 – August 17 
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No significant outside events this week. 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 4 – August 10 
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No significant outside events this week. 

 
 

Control Systems Security Program Weekly 
Summary Week of July 28 – August 3 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 

 
 

Control Systems Security Program Weekly 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 

 
 

Control Systems Security Program Weekly 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
35 

 
The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  ill 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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 No significant outside events this week. 
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 Dec 24-28, 2008 No significant outside events this week. 

 Strategy for Control Systems Security.  CSSP is developing the strategy to align federal and 
private programs and initiatives in response to GAO recommendation.   
Initial work plan has been developed.   
Next steps include briefings to PCIS, CSCSWG, and PCSF to achieve partner and stakeholder 
buy in 

 Jan 14 – 17, 2008 SANS SCADA summit 2008, New Orleans, LA 
The NCSD will sponsor Control System Cyber Security training  
The following Process Control Systems Forum (PCSF) Working Group will meet: 
The Control Systems National Strategy Working Group  
Project Advisory WG  
Control Systems Cyber Security Vendor Forum WG  

 Jan 14 – 17, 2008  The CSSP will: 
Release the Catalog of Control Systems Security- Recommendations for Standards 
Developers 
Release the NCSD online course “OPSEC for Control Systems “- Introduction to basic 
Operational Security principles in control system 
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No significant outside events this week. 
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On December  11, the CSSP will host the monthly Control Systems Vendors Security Forum 
teleconference, topics of discussion will be: 
 National Strategy – Coordinating control system security.  
 Continue discussions to plan for January meeting at the SANS SCADA Summit to work on 

the Vendors Forum Charter  
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On Tuesday, December 04, the CSSP will be providing an 8Hr Control System Cyber Security 
lecture at the United States Secret Service SCADA overview workshop at the Carnegie Mellon 
University in Pittsburg, PA. 

On Tuesday, December 04, the CSSP will be judging and attending the Cyber Security Awareness 
Week (CSAW) competitions at the Polytechnic University in Brooklyn, NY. This is a venue to 
discover the best interns. 

On Tuesday, December 04, the CSSP will participate in the Technical Vulnerability Discussion at 
the Idaho National Laboratory with SNL/PNNL/DOD OSD/DoE OE/ and DHS.  

On Wednesday, December 05, the CSSP will provide an eight minute presentation on the Control 
System cyber security self assessment tool (CS2SAT) at a webcast sponsored by Control 
Engineering magazine.  

On Wednesday, December 05, the CSSP will be presenting control systems common 
vulnerabilities/mitigations at the Marcus Evans Utility Cyber Security conference in Dallas, TX.  
The conference will take a look at the current challenges faced by utility companies in identifying 
and managing their operational critical cyber assets, talk about some of the regulatory compliance 
processes, and provide an opportunity to discuss the two big questions: “Where do we stand?” and 
“How much work will be needed to become compliant?”  

On Wednesday, December 05, the CSSP will participate in the unclassified Bi-weekly Chemical 
Sector teleconference.  The purpose of the call is to provide a cyber situational awareness report 
which acts as a mechanism for disseminating US-CERT related vulnerability information and 
publications as well as any other cyber issues of concern to private members of the chemical 
sector.  The teleconferences are open to all chemical facility owner/operators and plant managers. 
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On Thursday, November 29, CSSP Deputy Director will participate in the Cross-Sector Cyber 
Security Work Group (CSCSWG) teleconference meeting. The group will be providing status 
updates of ongoing projects (like the Sector Specific Plan Review), special announcements, and 
informational briefings of broad interest to the group. 
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On Tuesday, November 20, CSSP personnel along with engineers from Sandia National 
Laboratories, Idaho National Laboratory, and Department of Energy, will participate in a technical 
exchange meeting being held at the Idaho National Laboratory to discuss technical details of the 
Aurora vulnerability.  Rescheduled for December 4th. 
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On November 12, the Queensland University of Technology (QUT) and the University of South 
Australia will visit the Idaho National Laboratory (INL). INL will present the NCSD/CSSP program 
brief, tools, procurement language, recommended practices; and methods used as means for 
industry outreach.  The QUT and University of South Australia will share their research on Critical 
Infrastructure (CI) with specific focus on incident response and forensic capabilities. Both 
universities have been involved in this research for several years, and have developed a great 
product that will assist in securing CI. The QUT has also requested a briefing on the NSTB 
program. Both Universities will be visiting other Department of Energy National Laboratories. 

On November 12, Marty Edwards from the CSSP will  participate in the Emerson Global Users 
Exchange Board of Directors Meeting in Austin, Texas. 

On November  13, The CSSP will host the monthly teleconference Vendors Forum, topics of 
discussion will be: 
CS2SAT License w/ISA Announcement  
                Updated Software – What are the changes from Beta version?  
                ISA Pricing Structure  
National Strategy – Coordinating control system security.  
Continue discussion of last month, to plan for January meeting to work on the Vendors Forum 
Charter  
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On 5 November, representatives from the CSSP will attend to monitor the Institute for Information 
Infrastructure Protection (I3P) Control System Security Awareness and Education Course: 
"Understanding Cyber Risks and Mitigation Strategies" in Houston, Texas. 
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On 31 October, Deputy Director of CSSP will meet with representatives from the Water Sector at 
the Washington Marriott to discuss coordination and next steps in developing a water sector 
roadmap to control systems security 

On 29 October, Deputy Director of CSSP will meet with representatives of Baltimore Power and 
Light at their Baltimore, MD facility to discuss their implementation of the hardware mitigation to the 
control systems vulnerability. 
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October 23 - 24 The CSSP will host a Lab Leadership Meeting in Washington D.C. The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the CSSP – Idaho National Laboratory, Sandia National Laboratories, Pacific 
Northwest National Laboratory, and Lawrence Livermore National Laboratory.  The leadership 
discuss emerging technologies, vulnerabilities, research goals, and implementation plans for 
reducing cyber risk for control systems.  

 

October 24 – 26 at the Meridian 2007 Conference, Stockholm Sweden, the CS&C Chief of Staff 
will present "How Governments are Organized to Address Public-Private Sectors Interactions, 
Dealing with Process Control Security," and a representative from CSSP will be presenting 
"Process Control Systems Challenges, How Process Control Differs from IT."  The Chief of Staff 
will also be participating in a panel discussion and discuss the importance of exercises for critical 
infrastructure protection. 
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No significant outside events this week. 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 

 

Control Systems Security Program Weekly 
Summary Week of Oct 1 – Oct 5 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
15 

On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October.  Alan Paller (SANS) is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 

(b)(6) (b)(6)
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  

(b)(6)
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 

(b)(6)
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 18 – June 22 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 11 – June 15 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 4 – June 8 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 

 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of May 29 – June 1 

sandy.ford
Line



FOR OFFICIAL USE ONLY 
 

33 

On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  

 
 

Control Systems Security Program Weekly 
Summary Week of May 7 – May 12 
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 30 – May 4 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 23 – April 27 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 14 – April 20 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 9 – April 13 
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No significant outside activities this week. 

 
 

Control Systems Security Program Weekly 
Summary Week of April 2 – April 6 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 

 
 

Control Systems Security Program Weekly 
Summary Week of March 26 – March 30 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 19 – March 23 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 12 – March 16 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of March 5 – March 9 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 

 
 

Control Systems Security Program Weekly 
Summary Week of February 25 – March 2 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 

 
 

Control Systems Security Program Weekly 
Summary Week of February 19 – February 23 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  

 
 

Control Systems Security Program Weekly 
Summary Week of February 12 – February 16 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of February 5 – February 9 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 29 – February 2 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 

 
 

Control Systems Security Program Weekly 
Summary Week of January 22 – January 26 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 

 
 

Control Systems Security Program Weekly 
Summary Week of January 16 – January 19 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 8 – January 12 
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 18 – June 22 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 11 – June 15 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 4 – June 8 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 

 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of May 29 – June 1 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 30 – May 4 

(b)(6)

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
11 

 
The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 19 – March 23 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
18 

 
The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of March 5 – March 9 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
20 

 
The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with , an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 

(b)(6)

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
5 

On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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Summary Week of May 21 – May 25 
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  

 
 

Control Systems Security Program Weekly 
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 18 – June 22 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 11 – June 15 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 4 – June 8 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 

 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of May 29 – June 1 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  

 
 

Control Systems Security Program Weekly 
Summary Week of May 7 – May 12 
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 30 – May 4 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 23 – April 27 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 14 – April 20 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 9 – April 13 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
19 

 
No significant outside activities this week. 
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Summary Week of April 2 – April 6 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 

 
 

Control Systems Security Program Weekly 
Summary Week of March 26 – March 30 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 19 – March 23 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 12 – March 16 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of March 5 – March 9 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 

 
 

Control Systems Security Program Weekly 
Summary Week of February 25 – March 2 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 

 
 

Control Systems Security Program Weekly 
Summary Week of February 19 – February 23 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  

 
 

Control Systems Security Program Weekly 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of February 5 – February 9 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 29 – February 2 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
29 

 
The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 

 
 

Control Systems Security Program Weekly 
Summary Week of January 22 – January 26 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 

 

Control Systems Security Program Weekly 
Summary Week of Aug 20 – August 24 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, , will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 

 
 

Control Systems Security Program Weekly 
Summary Week of January 22 – January 26 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
33 

 
The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 4 – June 8 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
12 

 
On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing. 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   Perry Pederson will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 

 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 23 – April 27 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
19 

 
The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of April 9 – April 13 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
21 

 
No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the UTC-NER Cyber Security Workshop in Washington, DC.  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  

 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 11 – August 17 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
5 

No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 

(b)(6)(b)(6)
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  

(b)(6)
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 18 – June 22 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
13 

On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, , briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 

 
 

Control Systems Security Program Weekly 
Summary Week of March 12 – March 16 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
28 

 
The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 

 
 

Control Systems Security Program Weekly 
Summary Week of January 16 – January 19 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
36 

 
The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 
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On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October.  Alan Paller (SANS) is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director Vishant Shah will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 

Control Systems Security Program Weekly 
Summary Week of Sept 08 – Sept 14 

(b)(6)

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
5 

On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  

 

Control Systems Security Program Weekly 
Summary Week of Sept 01 – Sept 07 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
6 

On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  

 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 11 – August 17 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
9 

No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 

(b)(6)(b)(6)

sandy.ford
Line



FOR OFFICIAL USE ONLY 
 

13 

 

 

Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  

(b)(6)
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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Summary Week of June 18 – June 22 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
17 

On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 

 
 

Control Systems Security Program Weekly 
Summary Week of March 26 – March 30 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
29 

 
On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 29 – February 2 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
37 

 
The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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No significant outside events this week. 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 

 

Control Systems Security Program Weekly 
Summary Week of Oct 1 – Oct 5 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
4 

On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October.  Alan Paller (SANS) is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  

 
 

Control Systems Security Program Weekly 
Summary Week of May 7 – May 12 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
25 

 
The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On 31 October, Deputy Director of CSSP will meet with representatives from the Water Sector at 
the Washington Marriott to discuss coordination and next steps in developing a water sector 
roadmap to control systems security 

On 29 October, Deputy Director of CSSP will meet with representatives of Baltimore Power and 
Light at their Baltimore, MD facility to discuss their implementation of the hardware mitigation to the 
control systems vulnerability. 
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October 23 - 24 The CSSP will host a Lab Leadership Meeting in Washington D.C. The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the CSSP – Idaho National Laboratory, Sandia National Laboratories, Pacific 
Northwest National Laboratory, and Lawrence Livermore National Laboratory.  The leadership 
discuss emerging technologies, vulnerabilities, research goals, and implementation plans for 
reducing cyber risk for control systems.  

 

October 24 – 26 at the Meridian 2007 Conference, Stockholm Sweden, the CS&C Chief of Staff 
will present "How Governments are Organized to Address Public-Private Sectors Interactions, 
Dealing with Process Control Security," and a representative from CSSP will be presenting 
"Process Control Systems Challenges, How Process Control Differs from IT."  The Chief of Staff 
will also be participating in a panel discussion and discuss the importance of exercises for critical 
infrastructure protection. 
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No significant outside events this week. 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 

 

Control Systems Security Program Weekly 
Summary Week of Oct 1 – Oct 5 
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On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October.  is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 

Control Systems Security Program Weekly 
Summary Week of Sept 24 – Sept 28 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 

 

Control Systems Security Program Weekly 
Summary Week of Sept 15 – Sept 21 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 

Control Systems Security Program Weekly 
Summary Week of Sept 08 – Sept 14 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  

 

Control Systems Security Program Weekly 
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 27 – August 31 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 

 

Control Systems Security Program Weekly 
Summary Week of Aug 20 – August 24 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 

sandy.ford
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 

(b)(6)(b)(6)
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  

(b)(6)
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, , briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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Summary Week of June 18 – June 22 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 

 
 

Control Systems Security Program Weekly 
Summary Week of June 11 – June 15 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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Summary Week of June 4 – June 8 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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Summary Week of May 29 – June 1 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
25 

 
On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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Summary Week of May 7 – May 12 
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.  will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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Summary Week of April 2 – April 6 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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Summary Week of March 12 – March 16 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
35 

 
The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  

 
 

Control Systems Security Program Weekly 
Summary Week of February 12 – February 16 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
39 

 
The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 8 – January 12 

sandy.ford
Line



National Cyber Security Division 
 

SI Branch – Control Systems 
Weekly Summary for 2007 

DRAFT/ PRE-DECISIONAL 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
1 

On 5 November, representatives from the CSSP will attend to monitor the Institute for Information 
Infrastructure Protection (I3P) Control System Security Awareness and Education Course: 
"Understanding Cyber Risks and Mitigation Strategies" in Houston, Texas. 
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On 31 October, Deputy Director of CSSP will meet with representatives from the Water Sector at 
the Washington Marriott to discuss coordination and next steps in developing a water sector 
roadmap to control systems security 

On 29 October, Deputy Director of CSSP will meet with representatives of Baltimore Power and 
Light at their Baltimore, MD facility to discuss their implementation of the hardware mitigation to the 
control systems vulnerability. 
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October 23 - 24 The CSSP will host a Lab Leadership Meeting in Washington D.C. The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the CSSP – Idaho National Laboratory, Sandia National Laboratories, Pacific 
Northwest National Laboratory, and Lawrence Livermore National Laboratory.  The leadership 
discuss emerging technologies, vulnerabilities, research goals, and implementation plans for 
reducing cyber risk for control systems.  

 

October 24 – 26 at the Meridian 2007 Conference, Stockholm Sweden, the CS&C Chief of Staff 
will present "How Governments are Organized to Address Public-Private Sectors Interactions, 
Dealing with Process Control Security," and a representative from CSSP will be presenting 
"Process Control Systems Challenges, How Process Control Differs from IT."  The Chief of Staff 
will also be participating in a panel discussion and discuss the importance of exercises for critical 
infrastructure protection. 

        

Control Systems Security Program Weekly 
Summary Week of Oct 22 – Oct 26 
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No significant outside events this week. 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 

Control Systems Security Program Weekly 
Summary Week of Oct 8 – Oct 12 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 

 

Control Systems Security Program Weekly 
Summary Week of Oct 1 – Oct 5 
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On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October. is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 

Control Systems Security Program Weekly 
Summary Week of Sept 24 – Sept 28 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 

 

Control Systems Security Program Weekly 
Summary Week of Sept 15 – Sept 21 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 

Control Systems Security Program Weekly 
Summary Week of Sept 08 – Sept 14 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  

 

Control Systems Security Program Weekly 
Summary Week of Sept 01 – Sept 07 
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 

 
 

Control Systems Security Program Weekly 
Summary Week of Aug 27 – August 31 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 

 

Control Systems Security Program Weekly 
Summary Week of Aug 20 – August 24 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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Control Systems Security Program Weekly 
Summary Week of July 16 – July 22 

   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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Control Systems Security Program Weekly 
Summary Week of July 02 – July 08 

   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 

Control Systems Security Program Weekly 
Summary Week of June 25 – June 29 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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Summary Week of June 18 – June 22 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
22 

On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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Summary Week of June 11 – June 15 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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Summary Week of June 4 – June 8 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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Summary Week of May 29 – June 1 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 
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On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 

 
 

Control Systems Security Program Weekly 
Summary Week of May 14 – May 18 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  

 
 

Control Systems Security Program Weekly 
Summary Week of May 7 – May 12 
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise.   will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 

 
 

Control Systems Security Program Weekly 
Summary Week of April 2 – April 6 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team meeting on January 18, 2007, to address a 
newly discovered control systems vulnerability. 

The CSSP is meeting with the Chief CIO, US Army Corp of Engineers at DOD headquarters on 
January, 19, 2007 to discuss possible inclusion of DOD security requirements in the Control 
Systems Cyber Security Self-Assessment Tool (CS2SAT). This meeting is a result of a previous 
pilot effort of the CS2SAT with the Corps of Engineers. 

The CSSP will host a Control Systems Standards Support Strategy meeting on Jan 18.  The 
meeting will help coordinate control systems standards activities between NCSD, NIST, and the 
national laboratories. 

The CSSP will participate in the Control Systems Malware Identification task team meeting at 
Lawrence Livermore National Laboratory the week of January 16.  This group is working to 
determine the characteristics of control systems malware to develop detection signatures and 
recovery strategies. 

The CSSP is participating in the InfraGard Nations Capital Members Alliance (INCMA) General 
Membership meeting in Vienna, VA on January 17, 2007. 
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The Control Systems Security Center will provide multiple training sessions on control systems 
security for the energy working group of the Pacific NorthWest Economic Region (PNWER).  
PNWER is a statutory, public/private partnership composed of legislators, governments, and 
businesses in the Northwest states of Alaska, Idaho, Montana, Oregon and Washington and the 
Western Canadian provinces of British Columbia, Alberta, and the Yukon Territory.  

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on January 9, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  A major 
point of discussion will be potential issues surrounding the new times for shifting to Day Light 
Savings Time (DLST).  
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On Tuesday, November 20, CSSP personnel along with engineers from Sandia National 
Laboratories, Idaho National Laboratory, and Department of Energy, will participate in a technical 
exchange meeting being held at the Idaho National Laboratory to discuss technical details of the 
Aurora vulnerability.   
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On November 12, the Queensland University of Technology (QUT) and the University of South 
Australia will visit the Idaho National Laboratory (INL). INL will present the NCSD/CSSP program 
brief, tools, procurement language, recommended practices; and methods used as means for 
industry outreach.  The QUT and University of South Australia will share their research on Critical 
Infrastructure (CI) with specific focus on incident response and forensic capabilities. Both 
universities have been involved in this research for several years, and have developed a great 
product that will assist in securing CI. The QUT has also requested a briefing on the NSTB 
program. Both Universities will be visiting other Department of Energy National Laboratories. 

On November 12, from the CSSP will  participate in the Emerson Global Users 
Exchange Board of Directors Meeting in Austin, Texas. 

On November  13, The CSSP will host the monthly teleconference Vendors Forum, topics of 
discussion will be: 
CS2SAT License w/ISA Announcement  
                Updated Software – What are the changes from Beta version?  
                ISA Pricing Structure  
National Strategy – Coordinating control system security.  
Continue discussion of last month, to plan for January meeting to work on the Vendors Forum 
Charter  
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On 5 November, representatives from the CSSP will attend to monitor the Institute for Information 
Infrastructure Protection (I3P) Control System Security Awareness and Education Course: 
"Understanding Cyber Risks and Mitigation Strategies" in Houston, Texas. 

        

Control Systems Security Program Weekly 
Summary Week of Nov 5 – Nov 9 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
4 

On 31 October, Deputy Director of CSSP will meet with representatives from the Water Sector at 
the Washington Marriott to discuss coordination and next steps in developing a water sector 
roadmap to control systems security 

On 29 October, Deputy Director of CSSP will meet with representatives of Baltimore Power and 
Light at their Baltimore, MD facility to discuss their implementation of the hardware mitigation to the 
control systems vulnerability. 
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October 23 - 24 The CSSP will host a Lab Leadership Meeting in Washington D.C. The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the CSSP – Idaho National Laboratory, Sandia National Laboratories, Pacific 
Northwest National Laboratory, and Lawrence Livermore National Laboratory.  The leadership 
discuss emerging technologies, vulnerabilities, research goals, and implementation plans for 
reducing cyber risk for control systems.  

 

October 24 – 26 at the Meridian 2007 Conference, Stockholm Sweden, the CS&C Chief of Staff 
will present "How Governments are Organized to Address Public-Private Sectors Interactions, 
Dealing with Process Control Security," and a representative from CSSP will be presenting 
"Process Control Systems Challenges, How Process Control Differs from IT."  The Chief of Staff 
will also be participating in a panel discussion and discuss the importance of exercises for critical 
infrastructure protection. 
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No significant outside events this week. 
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October 9 – The CSSP will host the monthly teleconference Vendors Forum, topics of discussion will be: 
 Vendor Forum’s charter (DRAFT).  
 The CSSP Deputy Director will brief on NCSD’s responsible vulnerability disclosure process. 

October 10 – The CCSP will discuss the Catalog of Control Systems Security Recommendations for Standards 
developers at the American Public Transportation Association (APTA) Annual Meeting in Charlotte, NC 

October 11-12 - National Cyber Security Division will host Control Systems Cyber Security training at Glebe Rd 
facility, 97 attendees from federal agencies and departments supporting control systems security have registered.  
 October 11 – Solutions for Process Control Security (2 sessions) 
 October 12 - Introduction to Control Systems for IT Professionals 
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Tuesday, October 02 through 04, 2007 CSSP staff will participate in several sessions at the 
Instrumentation, Systems, and Automation Society (ISA) Expo 2007 in Houston, TX (Houston 
Reliant Center).  CSSP will have an exhibit booth,  present a Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) paper and a Defense In Depth paper, and lead a Standards 
Harmonization Panel discussion. 

Wednesday, October 4, 2007 CSSP staff will give a presentation on Control systems Security 
Initiatives at the 2007 Critical Infrastructure Protection Congress in San Diego, CA.  The Critical 
Infrastructure Protection Committee (CIPC) is sponsored by the Information Sharing and Analysis 
Centers Council (ISAC Council) and InfraGard. 
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On September 26 – 28, 2007 CSSP staff will participate in the review meeting for the I3P 
Consortium, and the process control project team, being held at the US Military Academy in West 
Point, NY. The I3P is a DHS-funded consortium that includes academic institutions, federally-
funded labs and non-profit organizations to bring experts together to identify and help mitigate 
threats aimed at the U.S. information infrastructure. 

On September 24, 2007 : CSSP staff will participate in New York Government Workshop to "C" 
level executives of New York State and local municipalities in Albany, NY. CSSP staff will give a 
presentation on common vulnerabilities, show the chemical sector cyber security video, and 
announce 2 webcast dates for CS2SAT demonstrations in October.  Alan Paller (SANS) is also 
scheduled to give Cyber Security awareness presentation. 

On Monday, September 24, 2007, CSSP Deputy Director will present the CSSP 
overview brief at the Electric Power Research Institute (EPRI) / Energy Information Security 
Advisors (EIS) Power Delivery & Markets Area Council Meeting in Chantilly, VA. CSSP staff will 
also provide a briefing on the CSSP developed CS2SAT tool 
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On September 18  The CSSP will give a program briefing of the Control Systems Security Program 
at  the 3rd Annual E-Sec NW [Energy Security Northwest] CIPS Summit on compliance to the 
NERC Critical Infrastructure Protection Standards, CIP-002 through CIP-009 (CIPS), in Portland, 
OR. 

On September 20  The CSSP will give a perspective on Cyber Security in the Water Sector at the 
Cyber Security in the Water Sector: Securing Control Systems conference in San Jose, CA. The 
CSSP supports the American Water Works Association’s effort in developing a strategic 
plan/roadmap for addressing water sectors needs in cyber security. 
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 On September 10-14  The CSSP will participate in the user group meeting through staffing an 
exhibit booth at the Emerson Global Users Exchange in Grapevine, Texas. Note: 
CSSP Outreach, is Chairman of the Emerson Exchange for 2007. 
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On September 6, the CSSP will give a presentation on the Control Systems Cyber Security Self 
Assessment Tool (CS2SAT) and its use to understand how well an asset owner is meeting the CIP 
standard’s requirements, at the United Telecom Council- North American Electric Reliability 
Corporation (UTC-NERC) Cyber Security Workshop in Washington, DC.  
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On August 28-30 the CSSP will give a presentation on the U5 workshop at the annual REDTEAM 
meeting in Washington, DC. The conference will address two broad application areas: (a) red 
teaming and adversary-based assessments and (b) adversary modeling.  

On August 28 the CSSP will give a PCSF up date to the Cross Sector Working Group in 
Washington DC 
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On August 21st the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. The topic 
for August will be on Vendor Assessments. There will be three guest speakers, one each from INL, 
Wurldtech, and ISA. Each speaker will provide information about their assessment program or 
proposed guidance. The purpose of this topic is to demonstrate what others in industry are doing 
and that the CSSP through INL are providing assessments that the industry is not doing 
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On Aug 13th the CSSP Director will participate in a Control Systems vulnerabilities panel 
discussion at the 2007 Applied Control Systems in Knoxville, Tennessee. 
 
On Aug 14th the CSSP will present an overview of the DHS CSSP, the CSSC work on Security 
Metrics, and LDRD Attack Graph efforts at the MIT Lincoln Labs in Lexington, MA. 
 
On Aug 16th the CSSP will conduct a meeting with the Instrumentation, Systems, and Automation 
Society (ISA) with regards to potential licensing and distribution of the Control Systems Cyber 
Security Self Assessment Tool (CS2SAT) on August 16th in Knoxville, TN  
 
On Aug 16th the CSSP will participate in the Bulk Power Transmission System: How It Works and 
How To Make It More Reliable Seminar in Washington DC to gain a better understanding of the 
physical and operational characteristics of the electrical grid to support the development of 
plausible cyber attack scenarios on the control system scenarios.  
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No significant outside events this week. 
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No significant outside events this week. 
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Control Systems Security Program Weekly 
Summary Week of July 23 – July 27 
On July 23rd and July 24th  CSSP will host a two-day information and coordination meeting on the 
PCSF, and training and technology transfer for the control systems cyber security. The participants 
will include: PCSF, DOE, I3P, LOGIIC,PNNL, Sandia Laboratory, and TSWG representatives. The 
purpose of the meeting is to: 

Develop new short- and long-term strategies for the Process Control Systems Forum (PCSF), 
and to solicit ideas for the PCSF’s growth and vision from key participants and stakeholders 
To develop an understanding of the control systems cyber security tools and training offered by 
federal organizations, and potentially to begin to develop a coordinated vision on how we offer 
these products to our constituencies and how to transfer them to other non-government 
organizations. 

On July 23rd  the CSSP will participate in a roundtable discussion and exhibit a DHS/CSSP booth at 
the Waterpower XV Conference in Chattanooga TN. The discussion will entail current security 
standards for critical and non-critical facilities and how are those standards implemented and 
enforced. 

On July 23rd  the CSSP Director will participate in a conference call with Shell International 
Exploration and Production B.V. to discuss the use of CSSP Control Systems courses as their 
general awareness on cyber security in the process control domain training standard. 
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   On July 19th the CSSP Director, will meet with an Australian 
government representative to collaborate on key steps to protect critical infrastructure. 
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Control Systems Security Program Weekly 
Summary Week of July 09 – July 15 
On July 12th CSSP will lead a Kick-Off meeting for SCADA Cyber Attack Alert Tool  (TSWG SCADA 
W91CRB-07-C-0070) in Washington D.C.  The purpose of the project is to develop a SCADA Cyber 
Attack Alert Tool system to alert operators to the existence, nature, and extent of cyber attacks and 
report that information based on a standard set of attack definitions against geospatially distributed, 
resource limited, and time-critical systems.  
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   On July 2nd the CSSP Director, will participate in the JASON (July-August-
September-October-November) Power Grid Study in San Diego, California. JASON is an 
independent group of scientists that advises the U.S. government on matters of science and 
technology. Its sponsors include the Department of Defense (frequently DARPA and the U.S. Navy), 
the Department of Energy, and the U.S. intelligence community. Most of the resulting Jason reports 
are classified.  
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On June 25th the CSSP will provide control systems cyber security training, “Control Systems 
Cyber Security - Who Needs It?” presentation, and a demonstration of the Control System Self 
Assessment Tool (CS2SAT), at the American Water Works Association conference- AWWA-ACE 
2007 in Toronto, ON, Canada. 

On June 25th the CSSP will provide control systems cyber security training, “Introduction to Control 
Systems for IT Professionals,” at the GFIRST National Conference in Orlando, FL. US-CERT 
Operations staff and Federal Partners received this training on May 21st & 22nd.  

On June 25th the CSSP will make presentations on the NIST publication 800-53, the Catalog of 
Security Requirements (draft), and the Cyber Security Procurement Language for Control Systems 
(draft) document to the SP99 Working Group 4 meeting in Scottsdale, AZ.  

On June 25th – 27th the CSSP will provide control systems cyber security training, “Solutions for 
Process Control Security,” and a demonstration of the Control System Self Assessment Tool 
(CS2SAT), at the New Zealand Conference in Wellington, New Zealand.  

The CSSP Director, briefed on Control System Vulnerability (Aurora) to : 
 June 25th  - the Dam Sector. 
 June 25th  - the Australian Critical Infrastructure representatives at the Australian Embassy. 
 June 26th  - the EMP (Electro Magnetic Pulse) Presidential Commission. 
 June 28th  - the GAO on Aurora project and its mitigation strategy. 
 June 28th  - the Senate’s HSGAC (Homeland Security and Government Affairs Committee) 

on Aurora project and its mitigation strategy. 
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On June 19h the CSSP will provide control systems cyber security training, Introduction to Control 
Systems for IT Professionals, at the Air Force Training conference in Ft. Walton Beach, FL. 
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On June 12th the CSSP will host the monthly Control Systems Cyber Security Vendors Forum  
teleconference, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

On June 13, CSSP staff will give a 30-45 min. presentation on control systems cyber security to 
the Utility Executive Course at University of Idaho. For over 50 years, the Utility Executive Course 
has been preparing industry leaders with the knowledge and skills they need to produce business 
results. UEC has earned a worldwide reputation as the premier industry-driven executive 
education program designed specifically for utility leaders.  

On June 12th the CSSP will provide training 4 different control systems cyber security training 
sessions at the Siemens User Group conference in Orlando, FL. 

On June 12th, CSSP staff will attend the 2007 : FERC DAM Security Conference in Denver, CO.  
The FERC is hosting a 2 day workshop on dam security open (and free) to all private and federal 
dam owners/operators. 
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On June 5 – 6, 2007 CSSP staff will participate in the review meeting for the I3P Consortium being 
held at Carnegie Mellon University, Pittsburgh. The I3P is a DHS-funded consortium that includes 
academic institutions, federally-funded labs and non-profit organizations to bring experts together 
to identify and help mitigate threats aimed at the U.S. information infrastructure. 

On June 6, 2007 CSSP will hold the next facilitated Federal Partners coordination meeting to 
outline the scope and content of the Federal Coordinating Strategy for Securing Control Systems. 
This stakeholder-driven plan will outline how the federal government will coordinate and share 
information on control systems activities and can serve as a central framework for coordinating 
federal activities.  The intent of the plan is to define a common set of high-level goals, outline the 
key requirements of effective federal programs, and identify effective coordination mechanisms.  
While this plan is intended to reflect the needs of the entire control systems community, it is 
primarily intended as a strategy to improve federal coordination. 
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On May 29, 2007 CSSP staff will participate in the Washington, DC InfraGard meeting.  The CSSP 
team will discuss ways to share information and collaborate with the new SCADAGard working 
group. 
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On May 21st & 22nd the CSSP will be providing an 8-hour training course titled “Control Systems 
Security for IT Professionals” to US-CERT Operations staff.  And, on May 23rd, the CSSP will be 
providing a 4-hour training course on Control Systems Security for the Control Systems Federal 
Partners Group.    

On May 21st, CSSP staff will attend the S&T Meeting in Washington, DC to participate in discussions 
of National Laboratory Capabilities.   

On May 24th, CSSC representatives will support the 2007 WERF Webcast.  The title of the web cast is 
“Cyber Security Tool: Protecting Water and Wastewater Process Control Systems from Online 
Attacks.”   

On May 20th through May 24rd CSSC representatives will be attending the ABB 2007 Spring User’s 
Group Meeting in Scottsdale, AZ in support of the CSSP outreach mission.    

 
 

Control Systems Security Program Weekly 
Summary Week of May 21 – May 25 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
28 

 
On May 15 and16, the quarterly CSSP Lab Leadership Meeting will be held at Lawrence Livermore 
National Laboratory (LLNL), in Livermore, California. The leadership meeting brings together 
representatives from DHS and the national laboratories that perform the technical work of the 
Control Systems Security Center of the CSSP – Idaho National Laboratory, Sandia National 
Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore National Laboratory.  
The leadership discuss emerging technologies, vulnerabilities, research goals, and implementation 
plans for reducing cyber risk for control systems.  

On May 15 and 16, CSSP staff will participate in a panel discussion on standards harmonization at 
the Platts 5th Annual Cybersecurity for Utilities Conference, Houston, Texas. The conference is  
attended by cyber security, information security, information technology, energy systems analyst, 
critical infrastructure protection, energy management systems, and corporate security 
professionals. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on May 8th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

CSSP staff will provide a CSSP program brief to the Utilities Telecom Council’s Annual Conference 
and Exposition—UTC Telecomm 2007, in Austin TX on May 6-9 .  The conference is geared 
towards telecommunications, information technology and networking professional at utilities.  

CSSP staff will attend the Cyber Security Program Spring General Meeting of Chem ITC in Miami, 
FL, from May 09 – 11, 2007.  The meeting’s emphasis is on challenges that are relevant to industry 
and provides an excellent opportunity for the industry's cyber security professionals to share 
experiences and learn what industry peers are doing to face cyber security challenges head on.  
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The CSSP will host a week long control systems cyber security training conference, April 30 
through May 4.  The conference will bring together control systems security experts from the U5 
Countries (US, UK, Canada, Australia, and New Zealand) for informational and coordinating 
briefings, training sessions, and a control systems Red Team exercise. will 
deliver the keynote address for CS&C. 
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The CSSP will provide a control systems cyber security overview briefing at the ISSA Boise 
Chapter 4th Annual InfoSec Conference, Boise, ID, on April 25. The Information Systems Security 
Association (ISSA)® is a not-for-profit, international organization of information security 
professionals and practitioners. It provides educational forums, publications and peer interaction 
opportunities that enhance the knowledge, skill and professional growth of its members. 
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The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on April 17th, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security. 

The CSSP will be participating in the American Chemistry Council’s (ACC’s) Security Conference 
and Exposition – ChemSecure in Washington, D.C. April 17-19. ChemSecure is designed to 
support ACC member’s efforts to implement the DHS regulatory framework requirements into their 
existing systems developed for the Responsible Care Security Code.  

The CSSP will provide the CSSP Program Brief at the PAS Process Matters 2007 Conference in 
Galveston, TX on April 18. The conference theme – Innovate!  Collaborate!  Simplify! echoes the 
current needs and expectations of the industry. Major global companies such as ExxonMobil, Shell, 
BP, DuPont, DOW, ARAMCO, Chevron and many others are expected to attend. 
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CSSP staff will attend the Defense Industrial Base Critical Infrastructure Protection Conference 
April 10 – 12 in Miami, FL.  The conference is designed to enhance public and private sector 
collaboration and mutual understanding of the critical roles of the federal, state and municipal 
governments, and defense industry owners and operators in building a resilient defense industrial 
base. 
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No significant outside activities this week. 
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On Monday, March 26, 2007 CSSP staff will attend the Risk Symposium 2007 – Risk Analysis for 
Homeland Security and Defense Theory and Application in Santa Fe, New Mexico.  The goal of the 
meeting is to support sector work and RAMCAP.   

On March 27, 2007 CSSP staff will participate in the Industrial Control Systems (ICS) Workshop at 
NIST in Gaithersburg, Maryland.  The agenda will include work on NIST SP-800-53 and SP-800-
53A, NERC CIP Analysis, outreach plans to Inspectors General relating to FISMA requirements, and 
NIST SP-800-82 
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On Monday, March 19, 2007 CSSP staff will attend the First Annual IFIP Working Group 11.10 
International Conference on Critical Infrastructure Protection in Hanover, New Hampshire 
(Dartmouth College).  The IFIP Working Group 11.10 on Critical Infrastructure Protection is an 
active international community of researchers, infrastructure operators and policymakers dedicated 
to applying scientific principles, engineering techniques and public policy to address current and 
future problems in critical infrastructure protection. 

On March 21, 2007 CSSP staff will participate in the review meeting for the I3P Consortium 
Meeting Institute for Security Technology Studies (ISTS) in Hanover, NH (Dartmouth College). 

During the week of March 19 through 23, CSSP staff will accompany the Nuclear Regulator 
Commission as an observer on a site audit at Calvert Cliffs Nuclear Power Plant in Lusby, Md. 
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The CSSP will participate in an Emerson Process Management users workshop in Vancouver, BC, 
Canada on March 15, 2007. 

The CSSP large scale validation test of a significant control systems vulnerability (Pandora) was 
successfully completed at the Idaho National Laboratory on March 4, 2007.  Results and findings 
from the test are being documented and significant follow-on activities are anticipated.  The Tiger 
Team formed to coordinate activities for this vulnerability will meet on March 13. to U/S Foresman 
is scheduled to be briefed the afternoon of March 13.  Briefings to Secretary Chertoff, House 
Homeland Security Committee, and White House Homeland Security Council are anticipated. 
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The CSSP will host a face to face Control Systems Cyber Security Vendors Forum  meeting on 
March 5 in Atlanta, with emphasis on facilitating collaboration between government and vendors 
and providing an open forum to discuss common issues that affect control systems security.  This 
is the first “live” meeting of the vendors who have participated in the monthly teleconference 
sponsored by CSSP. 

The Process Control Systems Forum (PCSF) will host its annual conference March 6 through 8 in 
Atlanta, GA.  Deputy A/S Landis is the keynote speaker.  The PCSF is the primary outreach arm of 
the CSSP.  The event is expected to attract over 300 attendees, and will feature sessions covering 
solutions to control system security issues, security training sessions, and other meetings of the 
PCSF working group. 
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The CSSP is conducting the scheduled large scale validation test of a significant control systems 
vulnerability (Pandora) at the Idaho National Laboratory on February 25.  Representatives from 
DHS, DOD, DOE, the UK, Canada, and other federal and industry partners will be on hand to 
observe the test. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). CSSP is installing target test 
equipment in preparation for large scale test of vulnerability. 

CSSP is participating in Emerson Global Users Exchange in Austin, Texas on February 19, 2007. 

CSSP is participating in a meeting between DHS and NIST in Washington, DC on February 22, 
2007, to discuss control systems standards efforts and activities. 
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CSSP will hold a Lab Leadership meeting, Houston, Texas on February 13 and 14.  The leadership 
meeting brings together representatives from DHS and the national laboratories that perform the 
technical work of the Control Systems Security Center of the CSSP – Idaho National Laboratory, 
Sandia National Laboratories, Pacific Northwest National Laboratory, and Lawrence Livermore 
National Laboratory.  The leadership discuss emerging technologies, vulnerabilities, research 
goals, and implementation plans for reducing cyber risk for control systems.  

CSSP will attend the Institute for Information Infrastructure Protection (I3P) Control Systems 
Security Workshop in Houston, Texas on February 15 and 16.  The I3P is a DHS-funded 
consortium that includes academic institutions, federally-funded labs and non-profit organizations 
to bring experts together to identify and help mitigate threats aimed at the U.S. information 
infrastructure. 

The CSSP will host the monthly Control Systems Cyber Security Vendors Forum  teleconference 
on February 13, with emphasis on facilitating collaboration between government and vendors and 
providing an open forum to discuss common issues that affect control systems security.  Agenda 
items include potential issues surrounding the new times for shifting to Daylight Savings Time 
(DST), and refining the agenda for the face to face vendor forum meeting to be held in Atlanta on 
March 5th.  
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address a significant control systems vulnerability (Pandora). Coordinating inputs for 
briefing on Pandora to U/S Foresman. 

Participating in a Canadian SCADA Collaboration meeting in Ottawa, Ontario on February 5-6, 
2007. The CSSP will provide Public Safety and Emergency Preparedness Canada (PSEPC) and 
the Royal Canadian Mounted Police (RCMP) a CSSP program overview and control systems 
cyber security training. 

CSSP is working with US-CERT on developing an information bulletin that will provide guidance to 
critical infrastructure owners and operators on the new Daylight Savings Time changeover 
schedule specified in the Energy Policy Act of 2005 (second Sunday in March and first Sunday in 
November). Plans are to post information bulletin on Control Systems Security Program Website. 
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The CSSP is continuing interagency and internal DHS coordination of an Office of  Cyber Security 
and Telecommunications (CS&T) and Office of Infrastructure Protection (IP) co-lead Tiger Team 
effort to address significant control systems vulnerability (Pandora). Planning for second 
Interagency Pandora Tiger Team meeting for week of January 29th. 

Participating in a meeting attended by DHS, Idaho National Laboratory (INL) and the Institute for 
Information Infrastructure Protection(I3P) to discuss control systems security efforts on February, 
1, 2007. 

 

 
 

Control Systems Security Program Weekly 
Summary Week of January 29 – February 2 

sandy.ford
Line



DRAFT/PRE-DECISIONAL  
44 

 
The CSSP is coordinating an Office of  Cyber Security and Telecommunications (CS&T) and Office 
of Infrastructure Protection (IP) co-lead Tiger Team effort to address a newly discovered control 
systems vulnerability. The current plan is to brief the Under Secretary for Preparedness on Tiger 
Team progress on January 26, 2006. 

CSSP Director will provide briefing to UK National Infrastructure Security Co-ordination Centre 
(NISCC) on control systems vulnerability (Pandora). 

The CSSP will participate in the S4 SCADA Security Symposium in Miami, Florida on January 24 – 
25, 2007. The S4 is a 2-day symposium with multiple technical presentations on SCADA security 
research. 

The CSSP will participate in the Microsoft Manufacturing Users Group (MSMUG) meeting in 
Seattle, Washington on January 24-26, 2007. 
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