UNITED STATES DISTRICT COURT

for the
Eastern District of Virginia

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and address)
THE YOUTUBE ACCOUNT BRADMANNING,
MAINTAINED ON THE COMPUTER SYSTEMS OF
GOOGLE, INC.

Case No. 1:13SW446

~— N N N N N

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Northern District of California
(identify the person or describe the property to be searched and give its location):
See Attachment A

The person or property to be searched described above, is believed to conceal (identify the person or describe the

property to be seized).
See Attachment B

[ find that the afﬁdévit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before © June 27,2013
(not to exceed 14 days)
@ in the daytime 6:00 a.m. to 10 p.m. O at any time in the day or night as I find reasonable cause has been
: established.

Unless delayed notice is authdrizedbelow, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory. to United States Magistrate Judge 'F "
The Honorable John F. Anderson ) o\f\

(name)

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose Rroperty, w111 be
searched or seized (check the appropriate box) (for days (not to exceed 30).

Ountil, the facts justifying, the later specific date of

Date and time issued: \\\l N2 t%{ ZO‘} $ i E ' ’%
'Y t.*é A AR, Judge'’s signature

City and state:  Alexandria, Virginia The Honorable John F. Anderson, U.S. Magistrate Judge
Printed name and title




Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:
1:13SW446 June 17, 2013, 6:47PM(PDT Google, Inc., Custodian of Records

Inventory made in the presence of :

Mr. Garon E. Young, Alternate Evidence Custodian, CCIU, 27130 Telegraph Rd, Quantico,

Inventory of the property taken and name of any person(s) seized:

On June 19, 2013, Google, Inc., responded via email with one PDF file, which further
contained a four page document containing: account subscriber information, account
logs, three (3) private messages from account, a listing of six (6) deleted videos
associated with account, and a Certificate of Authenticity, dated Jume 19, 2013.

On June 25, 2013, Google, Inc., responded via email with one PDF file, which further
contained supplemental search warrant production materials, specifically a three page
document containing a listing of thirty-nine (39) Favorite Videos associated with
account, and a Certificate of Authenticity, dated June 25, 2013.

Thirty-eight (38) video:files related to the listing of 39 videos provided from the
above mentioned Google, Inc., search warrant production were further collected from
Google, Inc., via their YouTube video sharing service.

A1l computer files, documents, and videos were placed on DVD disc and collected as
evidence.

IHITTLETTIE7117100000171111111111] NOTHING FOLLOWS ////////1/1/111111111111E11]]]]

This search warrant was initially servéd via fax at 11:41AM, June 13, 2013; however,
Google, Inc., responded this search warrant had not been received. This search warran
was subsequently served again at the above listed date/time.

Certification

5 [ declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the designated judge.

Date: (73VL 1% . jaé ‘%

Executing officer's signature

MARK A. MANDER, Special Agent

Printed name and title

VA



ATTACHMENT A

ITEMS TO BE SEARCHED

The items to be searched are the YouTube Account “bradmanning”, that is stored at
premises owned, maintained, controlled, or operated by Google, Inc., a company headquartered at 1600
Amphitheatre Parkway, Mountain View, CA, including: |

e All posted video files (both publicly accessible and private)
o All logs showing the date and time videos were uploaded by the user of this account

e All logs showing the date and time videos on this account were linked/saved/associated
(such as ‘Favorite Videos’) by other YouTube accounts

e All logs showing the date and time videos uploaded by other YouTube accounts were
linked/saved/associated (such as ‘Favorite Videos’) to this account -

e The content of Private Messages sent to or from this YouTube account, to include the
time and date of messages sent, received, drafted, or deleted.

e Alllogs related to the deletion of videos, Private Messages, or other data (such as
‘Favorite Videos’) related to this account

e All videos and other content which may have been deleted by the account user but is still
retrievable by Google

e All connection logs related to this account
e All registration and user account information related to this account

e Any other content, metadata, logs, or information in the possession of Google related to
this account



ATTACHMENT B

ITEMS TO BE SEIZED

The items to be seized constitute fruits, evidence, contraband, and instrumentalities of
violations of Title 18, United States Code, Section 793(d) (Unauthorized Disclosure of National
Defense Information) and Title 18, United States Code, Section 1030 (Exceeding Authorized
Access to a Computer to Obtain and Disclose Protected Info‘rmation), including:

1. Records, documents, information or data evidencing ownership or use of the
account listed in Attachment A.

2. Items containing potential passwords or passphrases.

3. U.S. Government records, documents, information, or data inclﬁding national
security and national defense information. |

4. Records, documeﬁfs, information, orrd‘ata identifying persons or entities involved
in such violations,. including communications, financial transactions, and data exchange with or
related to such persons, photographs and/or videos of such persons.

5. Records, documents, information, or data identifying the methods or means used .
to obtain U.S. government information or the communication, delivery, or transmission of suéh
information. |

6. Records, documents, information or data evi_déncing knowledge, intent, or motive. .



