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II S;:"Pl":lllh~r ~O I:; 

152 Dirks",'" St'nalt" Ol1ice Builuinl;!­
\V:Ishinglon. DC 20510 

Scnator (;r,t:=:slcy: 

I wrik in r~spot1si.· \0 your Icller or "27 August :;013 rl!4l1cslin!,! ini'onll:.lliou ahmtl 
intentional and willful misuse ofsuncillatKC allihorilic:;, 

Si nce I Jamlary 101)~, then: 1'1:1\''''' n<!cll 12 suhs\,lnl ialed insIUIH.:\;,S III' itllt'nlional llli slI SI.' (If 
11ll' !'ignals illldligcl1ce (SIG1NT) alliholilics or' Ille Dir.:",'tor or Ihe !\alional Sccurity f\~Ct1CY, 
! Ill' NSA Ollie(' of lh~~ lnspcC'lor (jenera I (010) currel1ll~ has IWO open il1\csligmion.<. intt' 
alkg..:d mislIsc ur SI(lINT allll is rc\ iewing Olll' al1.:g<.l110n Iltr pdssink invcslig<.rlitlll , 

I, Civil ian Emplo~' t., c. Furd~n LOl':ttinll 

In 201 L berlin.: nn upcoming T¢iIHCSlig<ll iotl polygraph. Ihe sl1bjcct repof(",'J thaI in 2004. 
"OlLt nf curiosilY," he performed" SI(l!l"l qlU.:r) of his !JilInc H.'kphollC lIumb..:r and thc 
h:lcphu m: numl:1..:r or hi~ !,(illfrh:nd, OJ foreign national. Tht' SIGI:'-JT S)Slt'm pr~\cnh:d 1h<: 411l' r ~ 

011 Ill\.' hOlllc numher h(';,::luse i1 \\as made 1111;1 l ;S p.."fSOIl rile sllhjc~1 \ie\H!d Ib(' 1ll..:lndaltl 
returned hy Ih(' qucry nn hi::; gir lfricnd's telephone'. 

Th~ approprial<.' DIG cundlll'h:d an in\'t~sligation, The suhj..:c(s actiolls \\Cfl,' found 10 bl' 
in \'iol<.111011 ofl Jnited SI,,!o;.'s Signals lntdligcnce Direcl[\C {IJSS II)118 (l,cg.al<'·Otllplianc..: lind 
t !.s, P",'rsnn Minimi1atioll Proc..:durcs l, 

The mailer was I'o;:fcrn:d 10 DtlJ in "2011 for possiblt." vio lations of 1~ C.S.C *641 
(cmhazknK' t1t ,lnd theli) ~Ind lR l :.S,C. §2511 (illlCrCCplion and disclostII'l' \~f ck~tl'Onic 

nll11nllillicatiollsl, In 2011, 1)0.1 dl.'clincd pnlSCC lJtill11, '1'111..' suh,;cc t 1'I:li rcd ill 2(11 2 ncti)l'c 
disdplin"r~ (\l,ti on had nC'<;:n t:rh'n, 



UNC LASS 1 F i ED 

2, Civ ilian E mplny('c, Fn rcign I.fl('afi oll 

III 2005, during .1 pr~·t'L,tirl'lllo.:nt ro.: i"\l's t i~'llhm I,".l~g.rapll and iraL'l'\i~\\, tilt' slIb.i~l' l 
1'~l'nrt('d that. ill 200J, Ill' lask~'d S]G!\lT l'n lltTti'lil {It' thl" \.:krilol1e tllllllhl'r or hi ~ 1', 'rl'ign. 
n<Lli(H1a J girlfriend \\ il1101l1 an :lulhlJrilCd purpOSe I'M 'lPPlw.;imatl'iy Olll.' 1110mh III dl.'tL'rrn illl' 
H'hl'lhl.'t ~Ilt' \\',l~ "ill\'o!\'l.'d \\ilh any !111(':(l1i !; (I\ ~rnll1l'!lt l.!lkiab (It Nhl~r ;Kliv ili('s \h:u mighl g\:t 
IhimJ in!r,'uhk. ·' 

rho.: NSf\ (lit; , kll.'fminl'd Ihm thL' suhjl'ct's i.K,tiOlIS \iolall'U j':Xt'l'uli\l' ( lrliCf 1~ 3~ :;, 

Dol> Rcgu ialwil )~ -U1.l·R . :'i c.~ .R, ~ ~(13).704. ;mu ~S .'V("SS 1'1\1.\-1 _~o-~ . Cbaph,:r ,; ('(J. ~~. 1-,": 
,l1ld ,1-1. 

Iht: ()I G's n:p\lrt I\as ~haf..::d wilh llll' l"SA Oni..::..: 01' CiL'll o.:r~il (",'UIl :,;..: 1 100(,) l'or ,11l 

assc:-;smo.:n\ as 1\1 Whi:lhL'r r..:krral to ])II.! was nppl"Ilpriat'.!. Rl'cord s arl' insufficie nt to dClennine 
\\'ho.:lh~r <l rl'l"i:fru1 was mHlk. Th~ suhjcct rl'lir~d hdhr~ 1110: 01(; ii\\"\.'sligillion lIas timlliz .. .'d . 

_'. C h ·ili;.lU Employee. Fu reign Location 

[n ~on-l. UP"Jl her n:lunl fmm:l fi)ro:ign silt" the Sllt'>j~1.: 1 rl'[l0rled ttl NSA Sccuril~ ti m!. in 
~on..j., Shl' task~d [l rtJr~';gn t.:kphonc nllm ber sh~' haJ d isL'l1\l't.:d in her IHlshand's ccHLlbr 
[,,:kphnn-.: hL'Cll lo.;~ :o;hc suspected tktl )"'1' hus b;md had hl'en 1I1l!~lilhru l. The IUs-king resul ted in 
\ oiL'c tollc(:1 it.n (11' her hushand , 

I he NSA ())(i determi ned thaI the slll~iee l ':; actions \'iolah' d USS II) II::. t :-..eculi\.c Order 
1:!,;:l3, :' C'. F,R. ~ 16 35,7(j-l. and ])\)1) RL'~lIla\\()1l 5140.I-R, ;md pn:-;<; ihly IX I I,S.C. f 251 1 
(il1lcn:('plioll and dis-.: IO $ llfc of clcl'lroll ic cOll"lI l1lmicrtlions), 

Th .... OICi 1'cp,ln \1<1 :-. flJrwardd 10 NS'\'s ( )(iC whic h rdl-ffet\ IbL' malk'r to DoJ. lhe 
":lIh,icct o f tilL' iln-cst igal ion I'('!; igm'd bdlll"l' the prllp\lSl'd dis(" iplllll' or rCIn(l\ al IHlS acimin istl'rL'd 

-I. Ch'j lian Employee, Foreign Locat ion 

III ~ ()03 , llt l' appropriulo.' ()](; I\ U, ll11tilil'd Iha l nn l'lnptn~~c had [,!nssibly \'j ,) \mcd 
l :SSI D I R. A h:llI:tl (· fur..:tgn 11:llitlt1;tJ clllplll~':0.1 I">~ !Ill' l ' .S. gml' rtHIl \! nl, \\ il h "hom lh~ suiljL'o.:l 
\\as h<1\ing sr;!;"llal rdalion~. loll.! alllllill'l" b!l1\crnm.:n; employee that shr;! ~ llSpe(;l(:d IIt:'ll Iht: 
suhjcct \\ a~ I istl'lIi I1g II) h~r ld('pholll' c;1i Is. l 'he olht'r t.'1l1pl o~ ei..' r\!jJortl:'J 1 hc int:: ide])l , 

Ih ~' itl\~stigi.lll(lil dcIL'!'millL'd that. f rlll1l appro:..:illlatdy I lJ9R \("l 2003_ thL' L'mp loycl' 
I;I:-.\"'ed nine Il'kpht>llt.' tlllmh\,!'s ui" Ii:nw!o.: Coro.'i;;,n national s. \\ilh(llli a \'ulid tilrcign intl'lI igt::l\ct, 
purpose. and listened \0 cnllCClt.'d pbUlll.: c(ln\'l,,..o.;ali.ms whi le assi glll'J tIl Jilreign lu,,:(\tioll~. The 
:-;uhject l' \~nd UCll'd cal! l'lwining un l)lI~ urlh~' numbers and I;Js\.;...:d the re:-.ulta1l1 IllHnh~r~. lk nbo 
im.: id ": lI l all~ C(lllectl'd th..: coml1l uni~alion$ of 3 U.S . perS\ln '~tl IHO occasiuns. 

Tl\~ apprupri:th.' <tgl.:llcy f<..'fL'rt\.'ti Ih..: mal1..:r to I).) J , T hc sll~iL'Ct \\<1:' sllsp<..'ndcd , ... it!ll lU\ 
p:t~ pending IhL' 0Ltlcomc ur lht.' ill\L'sli !:,alinll <:tnd r~' s iglwd bdilt'l' di .~c irlint' had b~~l1 prllp\Js~'d. 



:" ( "i, ili:ln Empltl ~ · l' l'. fO rl.' il!,1I Lw:at inn 

111.;.' ..:mploy<.'\··s ago.;l1';'·~ d;sCtl\~r~d thaI al1 •. :ll1plo~<.·l' had mislls(..'d thc ~Hi I N ' 1 l.."olkl.."lioll 
s~sll'm hclll,:l.:ll ::!OOI .1lld 2011:; hy targcting Ihr~'..: feln;1!..: fi.lrl..'i;n n: lliu nals . 

rill' (\ppf\1p,.ia\~· ()I(i o.::l'ndu.':I('d an ;Il\\,.,:>tig:uillll. I h<.' \';lll!ui,)lls wcn: rckrn:u 1(1 [),l.!. 

I hI..' ~llhj\"Tl fl..'~;!:!lH.'J b .. :1\)1·\'" diso.: iplimlry al'I ;( 11I '\.1'> lukl'tI , 

.• \~ Ih..: n:~lIlt III' a fl",l~ 'graph cXUlninalioli. il \HIS di::;('o\cr\,.,d that tin o.;l1Iphl~\"'\'" had 
aco.:\..'s~l,:d tilt..' n il 1..::..:1;\ '11 .1 r \,'omIlIUlli C; l l ;flllS Oil 1\\.' fnl"l . .';gl\ nal lonal~. 

Th~ ..:mployo.:e's a;;o.::tK') i,',)J)cludl'd il!- ;tl\'cslig;'tt; nll in ~OO(I. and Illl' subj":';"l t''':c..:i,'('d a 
onc-~ \,.' ;It" I..:tl<.'r or rcpr; rnand (pI"0111h;\; ng pnltllolions. :)1\ llrds, and \\ ithin-grad..: increases) and a 
1 I) ,hl ~ sltsp .. ' nsi, ,n \\ itht ILl! p;J~. I h .. ~ subjl'ct'::; p':lld i Ilg JK'nnal1t'nH;h.ltlg<.'·ol~ st:!tiot1 assignmclU 
\1 us ..:;lI)t..,d kd. ;tnt! hi!' pmlllot ion n:C(\tlltllCtKlallU11 \\ a:. \\ ithdnl\\ n. 

7, Civ ilian Emp lo)'l'C, Fon:ign LO(';llio n 

III :!Oll. the \lSA OIU \\a~ \l\!lilit..'u lhu\. in 201 L th..: 5oubjl!l-1 h:ld lasked Ihl.": ldep!lo!lc 
1ll1 t11h..:r of IlL'f rOfcign-1HII;Onal hoy fri end (I1u\ other foreign t1<I1i("'1!lllls :tnd th;JI shl' J"t:\';~wo.::d tho.: 
rc~ltlhltlt wlk..:lioll. Tltl.: suh.kl·t n:p\ltwd Ihis (I(.:t i viI}, during ;Ill in\ <:sl ig:Hion into ;.mother IllUl!er. 

1"11" !'ubjo.:..:t as'>l!l't ... d. Ill:!t il \\US her pr<lttlc": h) I!lltcr lorc;!;n nali on,,1 phone numhers she 
nbtainl,.'d in sodal :.l'Itings in\(l tht' SIC"iII\T sy~h:tIl 10 \,.·nsltrl,.' thai sht' \\"a~ nol \<lIking tn ":.had ~ 
rilaractcr,," <lnd to help mission. 

Thl' 'lprroprial~ Ole.; I"lllltld Ihal th..: '>l lbjt' '':I' ~ action . ., p()It.'nliall~ \ l(lblt:d E:-: CCllliw Order 
J:~ .. ~ 33, Pmt 1.7k)(1 J. and DoD R\'gulalilll' 5:!4l1 .I-R. Prllc\~Jllr\'" \-1. . 

rh~ appn'priatc 01(; n:krr..:d Ih .... malk'r III I)I,)J in 201 1 ;1~ <I rossibk \'io1<:lIioll!,)f 
Il:: l. .S .c. ~::!511 (illt..:n.:,,:plion <md dis(:II.):{tlt't.' oj" .:kl,.'lronil.' 1,.' \)tlltlIUnklition:n TIll.' sllhjct"l 
1't:<;ig IlCd hl . .'fon.' d i sc i rllnM~ <lC(11l1l had h\'\!\l impor;.ed. 

H. Mi litary :'\h' lll h('I', CO.'1lJS Sift' 

In :!OO:' . Ille NS .. \ 01(; \\:lS nol i!i\.'d 111m, on 111t..' !>uh,iC'l.'t's fin_t d;l~ f Ir a..:I;":S" [(I th ... · 
SI(I!:\"j colkclltln SyS\<..'IIl. h .. ' qUl'l'i~'d :-;.ix ..:-m'li1 addr\.'ssl,.".'" hdl,lngin~ 10 a lilnll..:r Iprlfrit'mL .1 
l : .S.j'll..:rsnn . \\ ;lhI1111 ;nllhori/:lI;on. A ... it ... · n.:\i~'\\ nI'SIC"iINT audit disl;(>\ert:d the qut.'rio::-s filur 
~ht~ s atier th('~ h:klo":l,.'lllTed. 



T h ... ~tli~i<.'L'1 1 ~" l itkd thai h .... \\;UUI?U III prilclil' ... I.n ,hl.' ";~'''; II.'ln ;llId h,lI i 'k:.:id<.'d \(I m •• ,: Ih i .. 
lilnlll,.'r girlfri..:nd ' :. ~"lIl;!il i,ldJrl.':.;:.;e~, III.' alslllt' .. aili..:d llmllH' r~'I; .. :i\l'J nIl ill l ~lrma,iull ,I:' ,I r,,:slIli 
t, ( l1i~ qll ~·ril.'s <lnd h,l(\ Il{,ll rt';]d ;1I1~ 1 ' ,S, p'-'r ..... IIl·:. t·-Illail. 

'I Ill' \:\ .. \ Ol(i WT\('lwkd 111,111111.' slInk':I':. ;tClinn,' \ i"I 'lh:,i l"iS l n I~, 1 ,l'l'lHh"\ ' ()n.kr 
I ~ ,'1 ,'1 ,~. ) ('I-'I{ ~2(,'15 , 704, ,lIld Do]) I{q;ulali nll ~2,IO,I - R , 

"'h\.' ()IG rqlllrt \\<1" i'or\\ arJl.!d hi Ihl.' Si ll.! comman..:! and Ilh' (H i( ' , ,\s a rL' ... uil (If u 
l Jnifllrm ( 'tllk' Ill' \Iilitill'~ .lust i..: .... :\,1i<: l..: 15 pnlc('('d ing" III": :'llh,iL''':1 rl~..:..:i\ 'l~d a r,,'dlll'lillll in 

gnllk, ~~ d,,;.s r",slri:':liOIl, 45 days Ill' e1\lra d\ll~ , ;tI1d iwlf ray i'llI' 1\\0 ml)lllhs, II I\,I'S 

r('nlln!l1I.' ll lkd Ihal Ih..: slIh,iC''':1 11 .. 11 h ... gi\ ... 11;J ~<:L'lIrit : ... kUl'a IKI.' , 

9. el' ilian Employl'\', ('Oi'i liS S it t 

III 2006, Ih o.'.' Of!il:l' nf U\..: riiight and Cornpli;mcc \\lll1in NS:\ ' s Sig.nab Inlt'lligenc<! 
I)ir..:cllll':tlt,: inliHn1I.'d ;..IS/, OIU Ihal, lK' twt'l'tl 200:; :lIlJ ~UOU, Iht" ~lll~io:c( hnd \\'ilho\11 
<l1I11illl'j/,;lt ill fi qu.:rkJ in 1\\\1 SI( j [ t'-:T :-;~St"'llh 11K' klL'phOl1l' 11l1111b ~'r ~ (II' 1\\\1 t'nr ... ign IWli llllal.", 

un .. · Ill' \\hU llI \\as hi " g irl!'ri..:nd, On 'lilt' IIC(.;usi,m , Ih ... SllbjL-LI pL'fli1rl11 .:d II I ~'XI 4lH.:ry o( his own 

nall1\.' in:1 SJ( il!\T ~~ "tClll , 

I h,' Ol(i i,H..:::tig.nl(\llli,und that tlw suhject quo:ri(;li hi:, g,irlfri..:nJ's 1..:l<.-ph(I1\I.' numb.:r IIIl 
Ill;tn~ oc~'a. .. iolls and h~'r n;Ime 1.'11 (\\(1, 1 k I~':-.Iilkd Ih<ll Iw rl:cci\'I.'d I.nly onl' "hit" from thL' 
qllL'ril.'''' 1)11 til..: girl fricnd, .'\l1011lcr numbL'\' hl' ljll~'nt'(1. Ih'll \11' <l ron:i:;n n,llion;t1 Jangung.:: 
in~l r ll~'I(lr. n.:t urn..:d "insiJ,; llilicant information ," 

T hL, <;ubjl'l.:t dainlL'd Ihal hl' lllllCril.'d his nam..: lu SCI.' if :1Il~(JIIl' \\;h d i.scll,sin~ hi~ 11':l\'d 
and till: h:: J..:pl lllm' 11Ulllh..:l'~ Ie. I.'I1'>UI"": Ih,,111I .... 1'1.' \\":1''': nu s":l:urity prllb l l.'ll1~. 

Th..: 01< i l'Olll' ll1dl'd that 11ll' !;lIb.i(,~:I·' aClion<; \ i\)!;\I('\1 F'l'('Ulj\ l~ Onkr 1 :-: :n:.1, ,) ('.F.R , 
~ 21, :; :;, 7fl4, Uu D Rt'!,!ulal il In 52-l0, I -K, " ilL! N SA ''CSS Pill M, <. 'lwplt"l' 3(){) (fi..::n..:ral i'ri lll.' i pk~ fur 
~ ' 111IlL',ioh cllndm:l: I I~ I.' ni'(jp\t"l'llllh':111 R..:~ulln': l':'; , a nd J ll~ubllr,ljlltltiol1) , 

J h ... :\g~nI'Y has b~en unahle 10 Inca i\' fl:corJS a. .. 1(1 whelher a rd i:rra ! was nKltic 10 DnJ, 

I Ill: s ubj1.:ct rc::-igncd rrom lh~ Agen..:~ hdilrL' Ih..: Pfl11)tlSI:J d i:c;l.'iplilll;' Ilr n:nlll\'al had ht."cl\ 
adminislo:rec\, 

III, C i\'iIi:lfl Empl(J~I'(" ('O ,'\'US Sill' 

III 201lR , Ihl.' NS ,\ Ol(i \\<lS nuli ti ... d lhal iI S I(i!t\T alldi t llild db<.'n\l;'ft;'d a pll:-.sihl.: 
\ iuJnlion \ 11' I.:SS11) I X, An i nn'sllg1Hion n: \ cu lcd Ihal. \\ hilc rC\ ie" illg the cQIl11l111nic;:llu)JlS of :t 
\alill intdligL'l1c,,: lar~L'1. ,hl' SUhjl'Cl 1Il.'!l'nnlncJ Ihal Ih..: i lll ~'l li gl' IlCC largel had a rd~lli, -..: in r!ll' 

l i S I he stlh,i~'c l 4uail'd Ih..: S!(i l ~ I <:y:o.\I..'J)l fo r tho: c-mail <lddrc~" of thl' intl'lIigL'nt:..:: tar!,!.:! ill 
~ om: :tnd used olhlT SI.'W'dlll'rlllS 10 ohl,tin informatioll abllllllh..: l:lrgd ' s r~'!:l1i\'l', 

., 



Th..: O](j tt.'IKlud .. :d Ih all h..: :-'llh.i"'·t,t"~ 'K l iu(1." \ i(.lal ",'d 1 S~ Il} I~, I '\""nll i\ c Ortk r l .:n:n . 
,l}ld ))\lD [(c;!\ll'lIioll ~ ~ ,.w.l-R . 

II. ,\ Iili tar~ \ h'mhCl', FOI·{·ig.n Lnr:lf inn 

III ~OtjlJ. th ... , :'\lS/\ 01(; \\,1'" lloti1"t.:d 1hill. in 1011<';. ,I Illil i lar~ lll<.:il1hcr as:-;igll~'d 10 a 
Il\ilitar~ t:ll'!I<':,ll intt.'lli~L·n ... 't.' ltllil \jll.: ricd I h ~' ",'\IIllIlHlIlit' ali, 'lb Ill' hi s \\ it-..·. wh\l Has ,listl .. I 
llIililar~ Illl'mh .... r s l<lIi ~\ Ill'd in ,l l i'r~'ign hn:ali.lIl . til ... , llliS lb<.' \\:I:- d i:-.c "\~' I\·d h~ II rl'\ i~'\\ or 
~ 1 (ilNT alldit tDgS, The im\..'.;l ig,at iull h~ hi ~ lllili l 'l r~ unil :-.uh::.l'1Il1iali,;d lh~' llIiSIIS':, 

I hl'l1l1gh <! I 'nit;lrm C~\dl' Ill' \lih l'lr.\ hlstic~' :\ni~'k I ~ prun'l'ding . ltHo' ll1L'l1lh\'f rl'l'~'i\'l'd 

:l r~'dllctillll in ran ~. -1 5 da~,:> ~"Irrt dlll~. ,mJ half P;IY fix 1\\ 1) months. T he 1llt:lllh<.:r·s an:c:-.s 10 
~'Iassilit'd In li,mnal inn \\;)~ ro..: \'\ lk..:d , 

III 2001} IlIi ... mailer W:t!> r..:l~r rt:d til Do.1, 

12 . .\-l i lil :II ',\· l\ l l' tu h l"', Fur('iJ,! 1I 1.1)C'i\l in ll 

In .:!OOI). a l1li'ih1r~ unit ;u " for..:ig.n IO(.';t\inll nll1 i1 it-d Ihe N~.'\ Ol(i Ilml. ill 20uIJ, a 
Illilitar~ 111\.:11111 ... '1' had 411C'l'ir.:u ;\ cuunlry's l\.'kplt" !II: nlltll h~: r , HI aid ill k ;tl'llillg. llwI CP' II Hr~·:; 
I;'ln~uagc Ih t.: mi sus..: H,I:' d is":lI\ert:d h~ a r..:\ i..:\\ of St( i l \l r al!~l il logs. 

Ti l\.' a ppr{\pri~ll~' hrand, {If tilt· llIililary dt'II.:nnilll:d lhal the <.tn:lI>st\ qll~rit::- \\t:l'l' nnt 111 
!>l1l'pm1 .11' his oOidal d li llt'~ <llld \ il,l(ltC'd liSS IJ) IS. 

1 h"J'k! tl1:lIlh; . .; inl~rmation ~ll is lit: s >otlr r<;"~j ll~· SI. 

S i n(, l'n:l ~ , 


