Protected "A”

e e rale)

U0 BAMRY T
S iy __._..t‘_. s r

This dncument is the praperty of the fioyal Canadian Mounted Police {(RCMP), National Security Program. [tis to be used forthe intended purposes-only,
andf should not be disseminated, in whale or in part, without the prior consent of the orginator, Far any enquiries concerning the information, please

contact the eriginator of the dotumeni.

3 y - - : . sal’
floye Carodan. Gendarmariooyale Canadi
2010 G&-G20 1SV BiG ) ) DOCO038020.pdl . Page 1 of 49

000629

004234




o
o _
- g - -
! g .
i ¢
[
. .
. )
,
,
.
o /
s
- N — e e .. .
et P
~ -
N N
L 2 -
o
. S T
B " f
1
B ~
{ 7% (\ w2
. # [
'

NATIONAL SECURITY CRIMINA. INVESTIGATIONS

N AR R o

2010 G8-G20 ISV JIG

Page 2 of 49

" 000630

000485




ChapterOne—ABOUTHQ.. ..o ottt e e s el e e

" Protected A"

TABLE OF CONTENTS
Introductionto the Orientation GREAE ... .. .. .. .t oottt e it et s as e re caas oe eatvmrn ciansn ol

General information about HQ Grounds . .. .. .. ...l e
NIChOISON BUIBING. . .. s os e it o ve ve s e o et ee e e e oe e b s e b e e e e e e
HQBUIdING anA Map . ©. .. L . i i i et e e e e e e e e e e e e e e e e e e e e

[V, I - T ¥ ]

Chapter Two ~ National Security CriminalInvestigations. .. .. .. .. .. vttt cv ir ii ie bt ae vn 0n 00 B

NSCOBStructureandDuties......................‘............................‘......._.7........ 10
NSCOSBStructureandDuties.........................._.....'..............:................... 14
NSLAB Structure and Duties .. .. .. .. oo s vin cn i e cr s s i e e o 18
SIPS Structure and BULIBS .. oo oo .. e i e s e i s e e e e e e T TR 19

Chapter 1‘hree—-Imegrated'ﬂationa! Security Enforcement Teams.. .. .. oo vivnvr i vvivean v .0 20
BACKGIOUNG . 1\ it ot vt vt et teen od e aa i e e e e e e s e re ne e e e e s
CMANGEE. . .ol ol e e e s e en e et e e e e e ee e e el 2
INSETURIESIUCIUIE . .. 1. . v ox 2. oo e et e et et ae e e s s es ea et s e ae v s e e or 2o v s s on 21

Chapter Four— The GovernanceModel.... .. ..ot oe vttt i i e e e e v e ....‘..22
Keyelem_ent_s-.. P 23
BACKGIOUN . 1. 1u vv o v v sares s es ee et e te ee et e e et e e et et e e 2 en et e e et s e ee e a1 e 23
GOVEINANCE STIUCIUNE . .. .\ oo 44t us e e ts oo sr s v s sn s ss e ga be am ae ve e beien na an oo un ne ve s oe 10 O
Governance Structure details. . .. .. .. .. i Ll il i i e e e e e e b e e e s e e an e s e e aa 25

» HUMBNRESOUICES .. .. .. .. oevs bes s ee e e O P~

Defining:NS Criminal Investigations. .. .. .. .. .. ool i i i i i i i s e e e . 2B

Chapter Five — Departmental Security . o, c. vu vt ts v tr crtn vi s st v vn s bt s vnnson vs 21 29

Chapter Six — Documeant Classifcation. .. .. .. .. .. 0 criiiir ci vt ce it i ar ceaa s oe e an . 30

C: . . Nationat Security Criminal Investigations — Qrdentation Guide Ll
Thes document is the property of the Royat Canadian Mounted Pofice (RCMP), National Security Program. it is to be used for the intended
purposes only, and should not be disseminated, in whole or in pan, without the prior consent of the originator, For any enguiries concerning &
the information, please contact the ariginator of the document,

2010 G&8-G20 ISU Jlé . DOCO039020.pdf Page 3 0f 49

000631

000486 |




- Protected *A”

TABLE OF CONTENTS

Chapter Seven — Information and intelligence Handling Prétocols. .
Sharing Information. .. .. .. ... ... ...

General .. ... .o oL ie e

Caveats.. ...............

Technology . .

Requests to RCMP Liaison Officers (LO's)

Brefing NOIES.. . oo oo ot e e e e e e e e e e e e e e e

Security of Information Act . .. ...

ey e e

ce re

Chapter Eight — Ministerial Direction on National Security.. .. .. .......ov. .. ..

Responsibility and ACcountability .. .. .. .. ... o
Arrangements and CoOaperation . .. .. .. v oot s o e s e e e e e e e e

Investigations in Sensitive Sectors ... .. ,, ..

Chapter Nine — Software, Data Systems and Access . .. ..
Records ManagementSystem . .. .. ........ ..., .. O e
General .. .. ... ... e RO
Internet .. ...l .
ROSS ..ot it e e e e e

ChapterTen — Fraifing . . .. .o oy invivn a0
Chapter.Eleven — Official Languages. .. ... ... .

Chapter Twelve - Relocation of National HQ .. ..

Chapter ‘Thitteen— Cofninonly Used Acronyms. ..

AgENGES . .. .o o e e e e e e e

Computer Systems.. .. oo v vvvs vn e ih an s

RCMPUnits . .. ...

‘Miscallaneous Ternms .. .. .. o. v ve e e s o

2010 G8-G20 ISU JIG

DR Y
- . ..

DOCOC39020.paf

A ora e e

L A

RN NI

R T N BRI
- . P .
e e PR .

, National S«:unly Cnmma! hw!stlgadons—- Onenmwn Guide s
This document Is the property of the. Royal Canadian Mounted Police: (RCMPY, National Security Pragrast. 1t is to be uséd for the intended
pumposes enky, and should nat he disseminated. in whole or in parg, without the prior consent o( the Or-gmamr For any enquincs conceraing
il the information, please rontact the ongma:or of the document,

e e

..32
.32

se s

e 33
.34
.34
36

ceeaeo-..34

TR

vee...35
35

.36
e 37

ver...38
.. 38
38

eeran.. 39

.39

U

via. 81

vers .43
.4
... 43
.44
.. 44

Page 4 of 49

000832

000487




Protected "A”

INTRODUCTION TO THE NSP ORIENTATION PACKAGE

Welrome,

The purpase of this arientation guids iteo I;rouidé dn initial introduction for news ri;;plnyea>-;‘wb¢tbﬂ they are
new to the RCMF, new 10 Headquearters, new to the National Security Program (NSE), or even all three.

 As part of your oriensation.it wosild be wseful to explove the RCMP INFOWERB site, an internal site which contains
Mots of valuable information. Particularly valuable is the package pus. together on the Chicf Information Qfficer
( CIO) Websize for the information of new employees. While some infarmation rbm is outdlated and is specifically

geared 1o new members of that program, it contains links to aveas that will be of interest to all new employees of the

. When using the NSP ofientation guide please krep in mind that the meﬁa af yaur arientation are still the
responsitiility of your mpcrvuars

If you have suggessions for the orientation gtud: Pplease contact us via r-mﬂ:! ar NSCL i,g'é!!'@rgnm-m ar.ed

and les ws know. We would be pleased ro include any mjbrmzzrmn shat will assist in insegrating new employees.

Again, welcome to the Nanorwl Security Program.

Bob Pautson
Assiseans Commissioner
National Security Criminal Investigations

Nattonal !mcumy Criminal investigations = Drigatation Gundc o :
nus document is the propcrry of the Roya! Caniadian Mounted Police IRCMP), National Secutity Program itisto be used for the lntendcd
purposes only, and should not be disseminated, io whole.or in part, without the prigr consent of the originatoe, For.any enquiries concerming

. the information, phizase contact the vriginator cf thedocument.
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GENERAL INFORMATION ABOUT HQ .GROUNDS

Protected "A”

Commissioner’s Flag

The Commissioner's flag is included on the flagpole near
the front door of the Nicholson Building. [fit is raised, .the
Commissioner is present ac HQ, All flags flying ar half-mast
denotes a death within the Force.

Picnic Area

Located in berween the Canadian Police Informarion Centre
(CPIC) and National Police Services (NPS) Buildings, the
picnic area is an area where all employees may relax while
enjaying a coffee or meal break,

Smoking Areas

Smoking is allowed on campus in areas indicated by “Buct
Stop” boxes. Please be aware that smoking directly in front
of the doors of any building is not permitted.

Parking Lots
Parking. lots are kocated arbund the entire campus. Please
see campus map for their various locations,

The parking lots at the H(} complex are currently full to
capacity. Waiting lists for all areas have been established.
Should you require a parking space, you must complete
form 2613, which can be found on the Infoweh (scc the
Web Forms Catalogue: hispuffinfoweh semp-gic.goc.calsiof
_ bsfim/bpas/Formsfics indexfindex e him ), and be placed

on a waiting list.

To obrain complete parking information, please visit Room

#8212 in the Nicholson Building,

RCMP employees may also park ar the RCMP Building
locared ar 295 Coventry Rd. for $69.00 per month' for
outside parking or $80.50 for inside parking. For more
information, please call 613-842-8612.

If you would like an‘:itermtive w paflcing on the RCMY
lots, corisider parking. in the church ot adjacent to our
campus for $45.00.

You may alse patk st The Canadian Tire on Coventry Rd for
a monthly fee of $50 {about 2 10 minute walk from HQ).

Public Transportation information -

OC Transpo operates bus and light rail service in che
Ottawa area. Two buses service the RCMP campus: the #3
and the #103.

Formore ransitinformation, consult the QOC Transpo Information.
Line, at 613-741-4390 or hup:/fwww.octtanspo.com -

Entering Campus : :

Whether you are walking: bkagor inacar, pleaseslow down
and show your security badge to one of the commissionaires
on duty at the entrance to the campus.

Obtaining your Building Security Badge

“You will be issucd a building securiry badge. You must wear

this badge ar all rimes and'it must remain visible.

Your building securiry badge allows you access to various

‘buildings on campus. Please notify your Security coordinator

if you need access to more than one building or if you need
access ourside of normal office hours.

Please note that HQ personnel ke security extremely
seriously. If your badge is not visible, do not be surprised or
offended if your identiry is. ch:llcngcd by another RCMP
employee.

Visitors

When you have a visitor who is not an RCMP cmpla} e, it
is your re.cp(ms:bihry to meet them at the commissionaire's
desk and register them as a visitor. All visitors must wear a

visiter's badge and it must be visible at all rimes. You must

accompany your visitor at all times.

When your visitor leaves, you must escort them back to

the commissionaire’s desk where they must drop off their

visitor’s badge.

Emergencies
Should you need o call an ambulance or the ﬁredepanm:m.
please do oot dial 913 directly.

Instead, call 613-993-1204 1o alert the commissionaires at
the rain desk. They will assist you with all further cmergency
needs.and will facilitate the entrance of emergency vehicles

through the front gate.

Please remember to provide the commissionaires with your
exact location, so that they may relay this Information o
the emergency workers

. . . Natmnal Security Criminal investigations — Orlertaton. Guide

Thus du(unw.n: it 1he proaerty of the Royal Canadian Mounted Police [RCMP), National Securty Program, It is 1© be used for lhe emendod
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‘The Nicholson Buiiding

Commissionaires'Desk

The comeissionaires’ desk is locared at the main entrance
to the building. This is the desk at which you must sign in
your visitors, obtain a-temporary security pass should you
forget yours, and ask other questions abom the building
and its securiry.

Should. you have any questions, and would like to contact
the commissionaires, they can be reached at 613-993-
- RCMP (7267).

Mail Room/Mail Slot

The muil room is used w send outgoing mail, both external
and internal. Please ensure that all outgoing external mail
‘has correct postage and a return address on it or else fc will
not be processed.

The mail room is situared on the first Aoer, Room G-110.

Should the mail room be closed, please feel free to insert
your mail threugh the various sizes of slots on the walls.
It will be mailed at the nexr earliest mailing,

Cafeteria
The cafeteria is situated on the first foor. Itis open Monday-
Friday from 6:30 a.m. uniil 3 p.m,

Breakfast is sarved From 6:30 a.m. until approximately $:30 a.m.
and a full lunch service is available at midday.

The HQ General Mess

The licensed Officer's Mess facility is situated in the
basement of the buikling. It is open on ‘Thursday, Friday
and Saturday nights uncil 2 2.m.

Gym
The gym is located in the basement of the Nicholson
Building. It is free for all employees of the RCMP. It is open

'24 hours & day; seven days a week.

If you would like some assistance in creating a wockout

plan for yourself, feel free to contact Pierre Drouin ar

'613-993-0283. He can arrange a meeting with you and help

you design a fitness training plan with spcclﬁc objcotives
tailored to your personal wishes.

If you are interested, you may also inquire if yon.are eligible
for a personal body fat andfor nutritional analysis,

To help you ohrain your fitness objecrives; the gym offers the
following cardiovascular cquipment: treadmills, elliprical
machines, stair climbing machines, and stationary bicycles.
Tr atso has 2 weight room that fearures many machines, free
wreights and full length mirrors. Furthérmore, there is a
Fully sprung floor for acrebics and other activities, 2 large
and 2 small punching bag, mats for doing fAeor work, and
exercise balls. For information on class schedules, please
visit the infoweb ac hupi/finfoweb.cemp-gre pesalbulleting
hyfficnessfindex_ehtm

_the tucker room is available to anyonc accessing the gym.

Showers, towel racks, sinks, lockers; mirrors, benches and 2
medicat grade scule can be found in the change rooms.

RCMP Store (also known as “the canteen”)
‘the canteen ‘is locared in the basement of the Nicholson
building. It is open Monday to Friday, from 9:00 a.m. -

3:30 p.m. [t stocks an array of RCMP branded merchandise

along with candy and sundrics. It also offers 2 plck -up and
drop-off service fur dry cleaning.

CS-CO0P ATM Machine
The AT'M machine is focated in the basement.

Vending Machines and Newspapers

There are vending machines offering cold drinks and snacks,
as well as various newspapers on the 1st floor of Nicholson
Building, right outside the cafeteria doors,

Na:lonal Security Criminal !nuesdgaﬂons — Crietitation Guadc
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NATIONAL SECURITY CRIMINAL INVESTIGATIONS

l'!i!S{.‘lSrrucrure: e

f

Assistant Commissioner

o o (NationglSewrl_ty(rlrnlnalinvnsl!gntlons)"_ Lo S

Four arcas within. NSCI report directly. wo the Assistam
Cominissioner:
> National Security Criminal Operations (NSCO)
» National Security chislativc.AE‘airs {NSLA)
o Strat.cgic Entegration & Program Support (SIPS)

Nartional Office of Investigative Standards and
 Practices (OISP)

L3

National Security Criminal Operations (NSCO)
National. Security Ceiminal Qperations centrally conrrols

_all investigations relating to national security and consists of
ewo-units: National Security Criminat Operations Branch
(NSCOB) and National Security Criminal Operations
Support Branch {NSCOSB). These twe units are composed
of scveral sub-units.

.National Security Legislative Affairs (NSLA)
National Security Legislative Affairs provides 2 centrally
conzrolled response to issues arising from public inquiries
and civil litigation related to national security criminal
investigations, It analyzes cvents on the public and political
horizon that have implications for the RCMP’s national
security criminal . investigative activities, particulasly
concerns emerging from government stakeholders, security
and intelligence pariners, the legal community and civil
society. A key NSLA activity is providing advice to senior
managers on national security issues with lepislative and
legal irnplications. '

the informatian, please contact the originat of the document,

»: Natlonal Secusity Criminal ibvestigations
This document is the property of the Rayal Canadian Mounted Police (RCMP), Notional Security Program. 11 is o be uled for the intended
purpoeses only, and should not be disseminated, in whole or in part, without the prior consent of the criginator. For any enguirics concerning

DOCA038620.pdf

Strategic inteqration & Program Support (SIPS)

Strategic Integration and I_’rdgram Support provides
strategic dircction and client services in the arcas of
program/policy development, intelligence research and
development, HR, Training, creative design, alternative
analysis, business plinning, performance management,
report on program management and expendirures, and
briecfng of senior ‘management, Through consultation,’
feedback, quality assurance and communicition processes.
it ensures that obligations to internal partners, RCMP
divisions and senior government and internarional bodies
are met. A key componenc of this branch is its capability to
act and respond in a visionary and proactive capacity.

ientation Guidy”
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Natlona! Office of lnvestigat:ve Srandards and
Practices (OISP)

NSCl is in the process of dcvciopmg a National OISP 1o
heighten oversight, raise accountability and manage civilian
oversighr for NS .criminal investigations across the RCMP.

2 program for accreditation of téam commanders. Team
commanders, or case managers, are the single point of
responstbllity and a.ccountablhry for major cases.

OIQP s rcspons:bnhtm would  include ensuring ﬁc]d
compliance with the principles of Major Case Management
(MCM). MCM is 2 methodology for managing and leading
major investigations: this providesaccountabiliy, clear goals

over the speed, flow.and direction of the investigation.

“+ . Akey function 6f the' QISP will be to instituté and manage

‘and objectives, planning, utilization of resources and control

Through the OISP, NSCi hopes to:

>

elévate ‘operational oversight and accountability for:
major cases to those who are best positioned to both
enable and enforce the consistent apphcauon of the
principles of MCM; L

develop a pool of accredited Team Commanders

within National Security Criminal Operations to lead

major investigations;

. mitigatc loss of public teust in law cnforc:mcm

atising from failed major cases;

d.evclop and sustain excéllence in mvcsu.ganve
pracrices:

develop acrive review of high-risk acrivity;

conducr critical debriefs and after-aciion rcportmg on
best practices / chailenges;

respond pro-actively to civilian ovcrsight of NS .
criminal investigations; and, '

demonstrate transparency and impartialiry through
civilian oversight.

Natlonal Security.Lriminall

the informauon, please contact. the originator of the ducumt’n(
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NSCOB: STRUCTURE AND DUTIES

National Security Criminal Operations Branch (NSCOB) monitors, assesses, coordinates and dirécts all RCMP
national seéurity criminal investigations ‘from a national ;-and international perspective. It suppaoris feid
operations by reviewing, anakyziﬁg and disseminating information from all sources, including the Canadian
Security Intelligence Service (CSIS), various domestic and international partners, and RCMP field investigations.
.NSCOB also prepares subject profiles, case briefs and briefing notes for senior management, ensures compliance
with RCMP pelicy, and tasks RCMP Liaison Officers in'Canada and abroad in support of RCMP national security

criminal investigations. It also co-ordinates the National Counter-Terrorism Plan on behalf of the RCMP.

- : Nztional Security,Criminal ITVETigatons s N enteton Lide o ]
This document is-the property of the Roysl Camadian Mounted Police (RCMP), National:-Serurity ngram 3t is to be used for the intended
purpses onty, and shauld nat be disserminatid, in whole orin part, without the prior consent of the ardginator, For any ¢nquirles cancerning
the information, pleate contact the originater of the document,
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The units within NSCOB are;

Intake Unit (1U)
~ The Intake Unit is a critical point for initial conract and
is responsible for processing all ‘national security relared
requests for assistancefinquiries. These requests originate
from, buc are not timited 1o, domestic and forclgn faw
enfarcement ageiicies,- domestic. and forcign government
and non-government agencies, RCMP Liaison Officers,
. other RCMP business lines, and information/tips received
* from the public. The Intake Unit ensures that the requests
and selated reports are gathered, -assessed, eritered ofto
the secure file management databise (SCIS/SPROS) and
disscminaied 1o the appropriate unit or section in order 1o

be dealt with'as per the prescribed policy. -

The role of the Intake Unit is integral w mecting the
requirement that all national security criminal investigarions

‘be centrally coordinated by HQ
Intake Unit Reviewers:

" » peview and assess correspondence to determine if che-
- information is relared to an ungomb SC[SISPROS
investigation;

%, review and assess new information to determine its
relevancy to the national security mandate;

> conduct indices checks;

> create supplementary reports including the results
of basic indices checks;

= create new SPROS occurrences when appropriare;

> process correspondence related o ongomg SCIs/
SPROS investigations;

= task the relevant unit/ieam within NSCOB.

National Response Team (NRT}

NRT is the primary unit for oversight of the majoriry
of national security criminal investigations, It supports
field operations conducted by the Narional bccum}
Enforcemenr Sections (NSES) and Integrated MNartional

‘Security Enforcement Teams {INSET) and tasks RCMP

Liatson Qfficers abroad, in support of RCMD national
sccurity related criminal investigations. NRT also prepares
subject profiles, case briefs and brichng notes for senior
management and ensures compliance with RCMP palicy,
mandate and baw. ltacts as 2 cricieal conerol poin for ongding
investigations. NRT also provides necessary Headquarers

approvals (i, International Travel, including travel of

forcign police officers to Canada).

Protected A"

Emerging Trends Unit (ETU} _

The ETU establishes an enhanced capacity to systematically
colleer, cvaluate, analyz: and disseminare xnfo:mataon, from
a multitude of internal and external clients and partners,

_ designed to identify and predict emerging trends in national

security criminal. i investigations. ETU regularly reports o
senior management and to the Divisions with FESpECt to 4
variety of topics. Due to its'location within NSCQB, the
Emerging Trends Unithasthe capability to provide a national
perspective. [t provides monthly reporting to the Divisions
in ofder 10 kcep them abreast of investigations occurring

- in other regions of Cinada. ETU links commmonalities in
" an effort to identify ernerging irends and provides Sesisitive

Case Repotting to the Deputy Commissioner, Operations
and Integration (DCOL), including empirical analysis of
data, such as case load and resource allocation, and mapping
of significant events or trends. ETU -is responsible for
updating and disseminating Litigation Reposts and Monthly
Case Synopsis Reports 1o INSET and NSES management.
The Unir monitors qualiry assurance of files in NSCOB
and supports Critical Infrastructure Criminal Intelligence
(CICI) Section in regular reporting to partners in the private
and public. sector. ETU collects, evaluates and analyzes
irformarion with respect to major events worldwide relarive
o nacional security.and terrorism.

The Umt also responds to various raskings on issues of
concern and emerging trends within Canada and abroad,

such as the use of the Interrier By excresists for propaganda
and recruittocat, new trends in' domesiic znd foreign
tereorist training, radical imams, etwc.

National Priorities Project Team {NPPT)

"NDPPT assesses, manitors, and provides -operationa! support

and dircction as appropriate on established nagional prioriies,
at the national and international level, relared 1o major case
priority projeers. Other responsibilities include coordinating
approvals for major projects such-as Undercover Operations,
Part VI Investigations (efectronic surveillance), Sensitive Sector
livestigations, Proventative Asrest; Investigative Hearings, the laying
of Ani-Terrorion Ars charges, and foreign operasional trive

NPPT provides analytical reports-and key advice w senior
manigement and is responsible for handling Canadian
Security Intelligence Service (CS15) disclosure and advisory
letters (For use in affidavits and search wartants). CSIS ofeen
gathers parallel security intelligence related 1o RCMP national
security criminaf investigations. As a resulf, RCMP and CS1S
efforts related to major uperations require coordination and

‘freporting to senior management and government. NPPT

is 1 critical poins for ongoing investigations. The team also
fucilitates conract with foseign law enforcement agencies.

National Securlty Ceiminat rnvesugnuons ~ Dulentaiion Guide
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Anﬁ-Terrorierinancing Team (ATFT}

Responsible for the assessment, coordination, monitoring,
operational support and progress reporting of established
national prioritics at the natonal and international level
with respect o financing acrivities associated with terrorism;
ensures that operations conform with legistation; implements
approved new operational support mechanisms and strengthens
existing ones.

The ATFT supports countei-terrorism strategies with
respect to terrorist-financing, financial intelligence gathering,
investigations, and cnforcement. ATFT provides operational
anti-terrorism Anancing support to national prierity projects
aswell asaltongoing national securicy criminal investigations
by providing advice, and making recommendations based
on the examination of inancial information received from
various sources specific tergorist ﬁnqncing ofences. It
is also responsible for preparing documentation for the
Criminal Code listing pmccss in respect to terrorist entities
(sec hsrpilfpublicsafery.ge.culprad

ATFT also assists the Dcpamncm of Foreign Affairs and
International Trade in refation to che Unired Nations/Office
of the Stperintendent of Financial Insriturions list (see heepe/f
www.osi-hsif.gc.calosfifindex _c.aspxiRetuillD=525) and
Certificates of Mistaken Identity.

ATFT has enhanced its role and parricipates within national
4and international forums such as the Financial Action
“Task Force, the G8 Law Enforcement Projects Subgroip
{Roma/Lyon Group), the International Working Group
on Terrorist Finanicing, as well as, the Terrorist Financing
Working Group of the Canadian Bankers Association, Five
Eyes (Canada, US, UK, Ausrralia, New Zealand) Terrorist
Financing Working Group, and the Bi-fateral (US-Canada)
Anci-Terrorist Financing Working Group.

Terrorist Entity Listing Group (TELG}
Prepares cases for adjudicadion under existing legislation
that provides for terrorist entities to be identified, thereby

restricting  the capabifities and activities of extremist

organizations and individuals. TELG also implements and
supports counter-terrorism and anti-terrorist strategics,
activities, procedures, policics and standards.

Extra-Territorial Investigations

Provides. the RCMP with the capability to . respond 10
terrorist activity commitred outside of Canada, where
the act is committed against a Canadian citizen or by a
Canadian cirizen. A member will be required to travel ro
conduct investigations ousside of Canada. The member

will also be responsible to cstablish protocols with clienc
partners to ensure an integrated incerdeparemental approach
to éxtra-territorial jurisdiction. The ensuing investigation
will be cenducted as per Canadian standards and the
RCMP could be tasked to participate and/or conduct these
investigations. Therefore, the duries of the Extra-territorial
Unir are 1o enforce the legislation enacred by the Canadian
government.

Analytical Component:

Analysts are assigned to each of the above noted units
to provide key support for all investigations. The analysc
performs the following key activities:

a} Researches subjects related to internarional cvents,
groups. or politicalfideologicalfreligious dynamics
in order to provide appropriate context and relevant
miaterial for all vational secusity criminal investigations
and briefings. Analysts are considered subject matter
experts,

b} Researches, collates, evaluates and analyzes informarion
from a varicty of closed and apen sources in otder o
develop a complere and accurate picture of specific elements
of eriminality that are national and international in scope.

¢) Supports investigations by praviding link chares, asso-
ciative chares, diagrams, maps, target profiles, summaries,
briefs, time-lines, and all other related analytical
products as deemed appropriate for a given topic or-file.

d) Acts as the bridge between investigations and imzelligence,
gathering all relevant and available material and
determining what may be included in a given analytical
producr depending on need. dissemination, classification
or eventual end-purpose.

¢} Identifies and evaluates extremist organiz:ixions, exrremise
sargets, illicit commodities and trends that are national
ot international in scope in support of the RCMP
National Security Program.,

Please remember ro engage ana!ysxs within your section
AS SOON AS A FILE pains imporsance. The analyst is 2
key componcent in all investigations, particularly national
sccurity criminal Investigations. which are often more
complex and critical then other law enforcement domains.

National Security Crithinal tnvestigations - Orlchiaudn Guide
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NSCOS_B:-S_tructure and _D_uties

National Security Criminal Operations Suppert Branch
(NSCOSB) provides support to NSCOB in-the following

capaciry:

"National Security Threat Assessment Section

(NSTAS)
NSTAS moritoss events, investigations and intelligence
- reports and prepares threat assessments on national security
jssues which may pose a threat to Canada, Internationaily
Protecred Persons or ro Canadian incerests abroad. Ics legishative
mandate and primary responsibility is to identify and evaluate
_ potential threats associated to subjecrs, events and locations
regarding Protective Policing tlients. Five units within the
section are responsible. for various aspects of the program.

1 Canadian Executive Protective Intelligence:
Condugcts tacrical Threat Assessments {TAs} and
monitors events regarding Canadian Executives such
as the Governor General, the Prime Minister, Cabinet
Ministers and certain other Members of Parliament,
as well as Supreme Court, Fedesal and Tax Court
Justices. These praducts can be general in nature
or be focused on a particular event or travel within
Canada or abroad. The unit also conducts Threat
Assessments for Parliament Hill, the Supreme Court,
as well as other prominenc federal buildings. iris also
responsible for developing TAs on Security Certificate
Derainees (for information on secunry certificates see

LG ) and
in supporr oF Federal and !ntcmatlonal Opcmuons

in regards to the potential deployment of RCMP

resources abroad.

2 International Protective Intelfigence: Conducrs
Tactical Threat Assessments-for foreign missions in
Canada, including embassies, consulates and foreign
visitors ([nternationally Protected Persons) traveling
1o Canada. It also conducts TAs for major events
taking place in Canada and abroad'such as the
Olympic and Commonwealth Games, the G8 and
other political summits.

3 Civil Aviztion Protective Intelligence: Identifies
flightsfroutes in Canada that represent a risk of
terrorist action or other aviation chreats. Provides
threat assessments to Canadian and international
atrports and carriers. The unit supports the Canadian
Air Carrier Protecrive Program (CACPP), which
assigns RCMP Aircraflt Protective Officers (APO’s) to
Canadian flights and provides imtelligence supporz for
a range of clients. The unit also produces bulletins on
aviatien and security related matters.

Protected "A™

4 Threat Management Protective Intelligence:
Coordinates and matntains the Protecrive Policing
Persons of Interest Program which identifies,
investigates and monitors individuals who have shown
a criminal or abnormal interest in public Agures who
fall wichin the Protective Policing mandare.

5 Intergovernmental Coordination: Conducts.
criminal checks and security checks on behalf of
the Commissioner for the Privy Council Office and
Department of Justice to assist the Prime Minister
with suitability of candidates for certain public office
positions (Senior positions within the Government of
Canada and Federal Judiciary).. -

Protective intelligence and Threat Assessment
Section (PITAS) . :

Monitors events and prepares threat assessments on national
security issucs which may pose a threat to Canada, or to
Canadian interests abroad. "Three units within the section
are responsible for various aspects of the program.

Airline Passenger Assessment and Security Profect
(APAS)

Provides an RCMP contribution to a horizonral initiative
involving Public Safety Canada (PS), Transport Canada
(TG}, Canadian Sccurify Intclligence Seeviee (CSIS),
Canada Border Services Agency (CBSA) o implémcnt the
provisions of Sections 4.81 and 4.82. of the. Acronautics
Act. Section 4.81 forms the basis of Passenger Protect
as announced jointly by the Minister of Transport and
Deputy Prime Minister in Augusc 2005. Section 4.82
aurhorizes” the Commissioner to designare persons who
can request information listed in the schedule of the Act
from air carriers and air reservations system operations,
This informacion will be marched with infurmation under
the control of Transport Canada, the RCMP and CSIS o
identify threats ro transportation security.

National Seécurity Critinal investigations — Orlentation Guide
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Criticol infrastructure Criminal Intelligence (CICi}

CIC! examines physical and cyber threars 1o erirical
infrastructure in support of the RCMP's and Government
of Canada’s critical infrastructure prowection mandates.
CICI collaborztes closely with domestic {such as Public
Safesy Canada, CSIS, ITAC, provincial government
agencies, and privace sector stakeholders) and incernarional
{such as security and police partners in the US, UK, and
‘Australia) pareners to acquire, assess, analyze and share

“information 1 prevent, derect, defer and respond ro actual

and potential national seeurity criminal threats o Canada’s
criticalinfrastructure,

CICI projects are intelligence-led and priority based. CICI
produces criminal threat, risk. and intelligence assessments
and indications and warnings related to physical and eyber
threars to critical infrastructure through comprehensive
analysis, research and cvaluation of information from a
variety of classified 2nd epen sources. CICI also parricipates
in joinc threar, vulnerabitivy and risk assessments with public
and privare sectof partners. To supporr this werk. CICI
résearches analyrical and risk assessment methodologies to
identify, develop, and implement tools and best practices.

CICI members provide subject marter expertise to NSCI
investigations and other RCMP supporting programs, and
participate as sibject mattcr ekperts in Interdepartmental
Expert Groups (IEG) (including the IEG Domestic Security,
which is developing a national all-hazards risk assessment);
as well as domestic & inrerdepartmental warking groups,
meetings and conferences.

CICl coordinates the development of a robust, centrally
coordinated, Canada-wide framework 10: (i} collect, analyze
and share suspicious incident criminal information; () eahance
inter-jurisdictional police co-operarion, inrclligence and
information sharing amongst government, law enforcement
and the privare sector; and {ili) supporr the comprehensive
identification and examination of national sccurity threats
to critical mfms:ruc:urc

This framework wnll consist of a secure wch-pnrral wn (2)
allow che rapid collecrion of suspicious incident reports from
private sector security stakcholders, and (b) provide access
10 a library of finished intelligence products by government,
law enforcemenr and industry security stakeholders. The
reports of suspicious incdents with a possible nexus to
narional securiry will be analyzed using a new streamlined
approach and innovative analytical rools to betrer support
operational and ractical-decision-making.

2010 GB8-G20 1SV JIG
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National Security Community Qutreach Program
(NSCOP}

The program emnploys proactive and consuh:nn.c ncasures
1o forge and enhance links with communisies and graups
‘impacted by narionzl sccurity issues,

Mandate

In keeping with the Government of Canada's goal-of Safe
Homes and Safe Communicics, Canada’s Action Plan
Against Racism, the RCMP’s Bias-free Policing Straregy
and its national terrorism and youth. priorities, the RCMP
Nartional Security Progrzm (NSP) established the National
Security Community Qurrcach Program (NSCOP} in
April, 2005.

The program is a comprehe nsive effort 1o engage all Canadian

. communitics, including the diverse ethnic, cuhural and

religious communities in protecting Canada’s nartional
security. This is sccomplished in parc by increasing che
understanding of murual goals and concerns and ensuring
appropriate and informed communicagions should a crisis arise.

Sensitive Information Handling Unit (SIHU)

. Develops, implements and manages procedures and

protocols.for the handling and rclcasc of sensirive national
security information.

SIHU has bheen cstablished in the National Security
Criminal Operations Support Branch to provide for the
centralized processing.and control of forcign and sensitive
informarion and criminal incelligence.

SIHU supports the National Secu riry. Criminal Cperations
Support Branch (NSCOSB). the [Incegrated .Narional
Security Enforcement Teams {INSETs), the National

- Security. Enforcement Sections (INSES), the Integrated

Border Enforcement Teams (IBETs), Threat Assessment,
Critical Infrastructure Criminal Ineelligence  Secrion,
Liaison Officers (LO%). Peacckeeping operations and

Criminat lme.lllgcncc Major and Serious Organized

Crime.

SIHU also supports National Sccurity Criminal Opcmtions
Branch by providing intelligence received from sensitive
incelligence sectors in the form of intelligenie analysis
zepaorts, sumnmaries and officer safety alerts.

* National Security Criminallnvr_mgatlons = Orertdtion Guide . .- Lo :
¥ This ctommpnt is the proparty of the Royal Canadian Mourted Police {RCHP}, National Security Program. it is 10 be used fo: thc intended
i purposes only, and should not b disserminated, in whale ot in part, vithourt the prior consent of the originato:, FoE any enquirics tenceening
i the informanon, please contact the originator of the document.
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National Security Border Integrity Unit

Provides analysis and draws linkages berween narional
security threats to protect Canadian borders from extremist
groups.

Mandate.

To facilitate cooperation and provide a link betwezen ali
programs responsible for protecting our barders and those
‘overseeing investigations related to national security.

To explor and report on the narurc and extent of 2ffiliations
berween terrotist groups and their activities and other
forms of cross border criminal activities, including
organized crime.

Role and Responsibilities
Collection, collation, evaluation, analysis and dissemination
of information and incelligence pertaining to the affiliations

of terrorist groups and activities, and their association with.

cross border eriminal acrivities.

Produce strategic and tactical criminal ingelligence reparts
to provide management and field units with insight inte
‘cross border criminal activities and trends,

Open Source Criminal Intelligence Section (OSCIS)
-OSCIS specializes in collecting and tetrieving open source
information available through the Interner in order w0
develop and wirn chis information into meaningful and
actionable criminal intelligence.

The section supports all national security criminal
investigative and support sections within the RCMP. As
pars of its mandate, it also provides related training to the
RCMP National Security Program and many of its domestic
-and international partners.

ia

i
} .
H
3

Protected “A*

JIndependent File Review Unit (IFR}

Mandate

Under the direction of the A/Commr. Nmom] Security
Criminal Investigations and the DG Narional Security, an
1FR procedure was requested to enhance the service delivery
of the National Security Program.

Role and Responsibilities
> The DG National Securiry will make the final

decision of when to implement.chis process

A

Reviews are conducted under the supervision of an
expetienced Major Case practitioner, not involved in
the investigation

» Working in conjunction with the INSET and NSES
commanders, the review is guided by the principle of
coopcration

= The results of the review ate documented and
reported 10 the DG National Security or histher
delegace

= The review reams’ reporting or recommendations in
relation to the file is subject to disclosure

» The assessment of resources includes the appropriate
intra and intcr-agency response when applicable

> A peer review should be considered in aff National
Security investigations where there is 2n Operation/”
Project name

> Major cases are serious in’ nature, which by virrue of
their nead, complexiry, risk, and resources, require
the application of the principles of Major Case ©
Management

» Major cases will be submitred for.an independent '
review if an investigation has become pmlongcd
-complex, difficult or stalled

: i National Secirity Criminal Investigations - Onientation Guide, ~ . E
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NSLAB: STRUCTURF AND DUTIE

General Description

Nartional Security Legislative Affairs provides 3 centrally
coardinated response o issues arising fram public inquiries
and civil litigation stemming from national security
criminal investigations. It a)so analyzes events on.the public

and polirical horizon thar have implications for the RCMP's -

narionzisecuricy eriminalinvestigative acrivities, parcicularly

eoncems emerging from government stakeholders, security

and intelligence partners, the legal community and civil
- society. A key NSLAB activity is providing advice tw senior

managers on national security issues with legislative and
- fegal implications.

Inquiry Licison
Presently, NSLAB personnel are engaged with two public
inquities: Air India and lacobucci. The ream has produced
thousands of documents fur Commission counsel, responded
-to Aumerous requests for informartion, and artended regular
weekly meertings to coordinate work and plan strategy with
Government of Canada counsel. NSLAB has also notified,
scheduled and prepared more than 50 witnesses (from
the RCMP and intcgrated police forces) for testimony at
the inquiries. Redacting RCMP documents for public
disclosure purposes and protecting investigative methods
“and sources has been a key activiry [hruughour;{)uring the
‘final phase of these inquirics, NSLAB personnel have been
. collaborating with counsel o prepare the Governmenr's

final submission to the Commission.

) ngat!on and Parliamentary Response

Tearn members working in this area have coordinated:
responses o ongoing -and prospective civil litigation
against the RCMP stemming from actions with respect
to national security criminal investigations, This includes
the prepuration of bricfing material for senior officers,

2010 G8-G20 15U JIG
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responding to questions emanaring from the Department of
Justice, and developing a coordinared response with other
agencies and departments.

NSLAB also prepares briefing material for appearances
by scnior RCMP officers at a -number. of Pardiamentary
committees such as the Special Senzte Committee on And-
Terrorism, the S$enate Committec on National Sccuriry and
- Defence, and the Standing Committee on Public Safery
and National Security, ’

NSLAB personnel have also prepared marerial and

- participated in discussions (both internal and at the inter-
deparrmental level) on the review of the Canads Evidence At
{i.c., protecring confidential information from disclosure),
contributed material to the reviews by the House and Senate
of the Anti-Terrorism Act, and provided inpur on behalf of
the RCMP 1o reform the sccurity certificate process within
the [mmigration and Refugee Protection Act.

National Security Review

NSLABcoordinatesthe RCMI's response togovern mcm—!cd
initatives with respect to enhancing public accounsability in
the national security sphere. lts activities include providing
feedback on proposals for new review models, coi|:tbu,rating.
on an, inter-departmental warking group to enhance the
current review process, and developing critical discussion
papers on proposals to strenpthen the Commission for
Public Complaints Against the RCMYP (CPC). It also
coilaberaces with the Public Complaints Unit of the RCMP

when there is a complaint in the national security area.

Major Case Management

This team within NSLAB centrally coordinares NSCI
investigative files for pub]:c inguiries and ongoing litigation,
public complaints and civiliap review in the national

National Secusity Program. it is to'be used Tor the intendad
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SIPS: STRUCTURE AND DUTIES

security domain. Its key activities are collating, organizing,

" classifying, vetting, formacring and cenrrally storing

X

e Stntcglc Inecgrarion & Program. Support (SIPS) pmv:dcs"
“ strategic direction to NSCI by developing. policies,

information for use by any of the processes noted above.
This unit is modernizivg and more broadly improving
NSCI's. abx]uy to respone] to the requirements of external

General Descrfprmn

programs and processes to ensure thar NSCI is meeting
its cbligations to internal parners, RCMP divisions,

"agencies - {e.g, the Commission for Public* Complaines..
- Against the RCMPD) or ad hoc bodies such as publicinguiries, -
. " Work being done in this atea will evolve into srandard fle -
managcmzm: ‘pracrices cmploytd by the Narional Sccur:ry
- Opemnons Branch.

_senior government and international bodies. Through the -
application of consultative feedback and quality assuranice”

" processes, and the provision of research, -analysis and .

- . communication services SIPS ensures NSCl is equipped ro

-, Jmeer current and future eriminal intelligence requirements,

SIPS is also responsible for providing direction and

_09- ng rATCOmmission. cafengfindex.hym  for

support to NSCI for the implementation of the O'Connor

Commlssmn recommendanons (sce hﬂg.[.{;p&!ag,,bgg,

2
_ thc
Commxsszon report)

B Alternative Analysis {AA)

* AA conducts analysis of the strategic ‘environment in order -

* and'national security threats emerge. Its primary clients are -

Natlonal Security Criminal lnvestigations Supporr
Services:

Strategic Integrarion & Progmm Support (SII’S) provides
strategic direction to' NSCI by developing policiss,- programs
and processes to ensure that NSCI is meeting irs obhg,amma .
tointernal partners, RCMP divisions, seriior government and
international bodies. Through the application of consulrative

" feedback and quality assurance processes,; and the provision
of research, amalysis and communpication scrvices. SIPS

ensures NSCI Lscqu;ndmmcunmtandﬁxmre criminal

mtclllgenccrcquucmcnrs SlPSuzlsoresponsblcforpmndmg .
- direction'and support to NSCI for the implementarion of the
" O’Connoi Commission mcomm:ndanans (sac bitp:flepe,

206/

mﬂaﬂmmﬂm g!mdg him for

" the Commission rcporr)

_A Briefing Co- ordmartan (BC)

Co-ordinates and produces comprehénsive and nmcl)'
responses to requests for NSCI informiation and - -briefing

matcrials from internal and external partners. BC works

closely with Inrcgmmd Operations Support (105) w
respond to bricfing requirements for the Commissioner and |
Depury and Assistant Commxss:oncrs .

L Client Smu:n Scmau (CSS)

to provide in depth understanding of issues that may affect-
" the RCMP. Its focus is the global context from which crime

"« the Deputy Commissioner of Operations and Intcgration,

" Assistant Commissioners, the Operations’ Council, the

" .- Senior Management Team (SMT) and the Senior. Execurive
. Commlttcc (SEC). .

- imselligence analysis and rmanagement pracesses. Projects,

' lntclhgcncc Research and Development (IR&D) IR&D
, researches, develops and updates criminal intelligence .

processes, methods and techniques to assist and enhance

include updating SLEIPNIR (a threat-measurement

technique), developing the Disruption Aceributes Tool

(DAT) and Prioricy Rating of Operational Files (PROOF)

techniques for National Security, and | writing Criminal

Intetligence Doctrine.

Provides professional expertise in the area of creating a bétrer .-
understanding and” awarencss ‘of all aspects of national
" security policies, practices, processesand pmdmts'lh:smdud:s '
 creating national sécurity-specific doqiments, presentations
.and products. CSS is also responsible -for, establishing -

production and graphic standards for NSCI products, and
the ongoing development of related sections of the Infoweb, -
RCMP public web site and secure govcmmcnt network.

Paluy and Program Dmlapment (PPD)

PPD ensuresthat policy relative o nanona] security iscurrent
and addtesses issues related.to program. co-ordination: This
includes developing Memoranda of Understandi ing (MOU),
sccondmcmandmfonnanonsharmgagrccmcntswwhoursldc‘
agencies, and the momtonng of qualiry assurince processes
on critical issues, such as co-operation wirh forcign securiry
intelligerice agencics. Other responsibilities include managing

-the Balanced Scorecard (2 performance measurement rool),
~ contributing to business planning and the Departmental

Performance Report, financial’ administration, security,
training co-ordination and employée accommodarions.

This document is the proparty of the Royal Canadian Moumed Palice (RCMPS, National Smsnxy ongram It s 1 be used fot the intended }
purposes only, and should not be disséminated, n whole or i part, without the prior consant of dw otiginator. For 3uy enquiries concerning k
the information, please comaci. the OI@nawf of the document, ]
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Background

» The Rayal Canadian Mounted Police is the legislated,
designared [ead agency for-investigating criminal acts
of terrorism .within Canada (sce the Security Offences
Act — huplllaws justive.ge cafenShowed mics!S:7).
There is also a memorandum of understanding (MOU)
in place with Health Canada for the RCMP o fead
investigations into Chemical, Biological, Radiological
and Nuclear (CBRN) incidents. Historically, che
RCMP's Narional Security Enforcement Sections
{NSES) — Fformerly called. National Security
Investigation Sections — was the unit assighed to the
national security fle.

- fntcgmscd National Sccurity Enforcement ‘Teams
(INSET), which arc madc up of representarives of the
RCMP, federal partners and agencies such as Cznada
Border Services Agency, Citizenship and Immigration
Canada, Canadizn Sccurity Intelligence Service, and
*- provingial and municipal police services, were created
in the Post 9/11 environment to address the issue.thar
10 single agency can investigate terrotism in isolation,

> There are currently four INSET's in Canada:
Vancouver, Toronto, Outawa and Montreal with a uaic
planned for Edmonton. RCMP NSES units still exist
in the orher provinces.

Mandate

"> Increase the capacity 1w collect, share and analyze
intelligence among pariners, with respect to suspects
that are threar to national sccurity. :

» To cteate an enhanced cnforcemcnt c:lpaatv 10 bring
such suspects to justice

» Enhance parmcr agencics’ collective-ability tv combar
nativnal security threats and meet spacific mandate
responsibilities.

" INSET Unit Structure’

Support Unit

Public Service Employees: duties include — records
managemenst, exhibit managemens, finances, pay and
compensation, kit, equipment procurement and .upkeep,
transcriptions, mail, secure faxes.

Gerneral Enforcement Unit (GEU)

Investigates complaints feceived via phone or fax, from
internal 2nd external partners and requests from foreign
agencies. Generally, short term invesigations are assigned
to individual team members.

Protected “A”

Protective Intelligence, Threat Assessment Unit (TA)

Working in conjunction with the RCMP VIP unig,
Municipal and Federal agencies, the team conducts
regional assessments on potential threats to Internationaliy
Protected Persons (IPP's), VIP's and at funcrions char mighe

have international visitors, VIP’s or involve international

Ttelations and trade.

Anti-Terrorist Financial lnv'estfgation Unit (ATFIU)
ATFIUs role is to investigate financial leads relating to
terrorist financing and support, “The unit supports other
INSET investigations and conducts its own projects as well.

Project Teams

‘The team conducts long term investigations of a complex
nature using the principles of Major Case Management
(MCM), Pare Vs and Undercover Operations.

Major Case Management Support Unit
Using Evidence and Reports (E&R) 111 as the primary tool,

the MCM Support Unit provides the necessary support for

the cffective management of the investigation up to and
including court document preparation and disclosure.

Community Outreach Program

Working in conjuaction with alt partner agencies, provides
a method for effectively sharing informarion, providing
education on currenr and pending issues (relating to national
security and tetrorism} affecting che communities we
serve; This includes crearing and maintaining Communicy
Consuliative Groups, providing training wich law
enforcemens, government and non-governmental agencics
that have-a role or service thar is or would be affected by
terrorism.

Analyst Program

The Analyst’s role is the research. review and assessment
of incoming information (mulfi-source), and then crearing
intclligence (through an analytical process) that can be
applied to the investigarions.. At .the unir level this is
normally Tactical Analysis (what is happening now or in
the very near furure) buc may include Strategic (the big
picture, long term). Some Analysts arc assigned to one

specific project and others may be multi-tasked chrough the

Operations NCO.

Source Development Unit (SDU)

Supports INSET cnforcement operations by recruiting
Human source assets, assists in major operations, provides
training and supporc to Divisiens on Human source issuces.

" Nationa! Security Criminal Investigations ™ Qrientation Guide -
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This chapter presents the governance structure for National
Security (N§) criminal investigations.

Key Elements
NS criminal investigations will be centrally cantrolled by:
» Increasing National Headquarters’ capacity wo

monitqr and oversec 2l NS eriminal investigations;

= ‘Delineating to the Assistant Commiisioner National
Security Criminal Investigations (NSC1) final
aurhority over all NS criminal investigations;

w

Dclincating to the Commanding Officers (CQOs)
responsibility for conducting NS criminal,
‘investigations within their respective Divisions in
compliance with Ministerial Directives, RCMP
priorities and policy;

= -Ensuring that the NS Program has sufficient human
resources, with the training and tools required, to
effecrively investigate NS criminal investigations:

Vv

Creating a NS Strategic Operations Council to
support the Assistant Commissioner NSCI in
exccuting his responsibility with respect o the NS,
- program,

> Completing a revised NS policy framework and its
periodic review.

Protected A"

Background

Commissioner Zaccardelli directed the RCMP o implement.

Justice O’Connar’s recommendations and cenitral control of
NS ¢riminal investigations. :

The goal of central conrol is 1o create a governance structure
for NS criminal investigations thar fits with the realities of
the current eovironment, To paraphrase histice ’Connor's
Part I report, centralization will be valuable in supporting
the effectivenessand propricty of N criminal investigations.
ir will ensure that relevant informatjon is shared internally,

assistin discerning trends, and facilitase bricfing the Minister |

of Public Safery, when necessary. Also, it will ensure thar
persons involved in NS criminal investigations adhere ©
the RCMP’s mandate, follow Ministerial Directives and
policy, respecy indjvidual liberties, and share information
appropriately.

The successful implementation of central control of the

RCMP’s NS criminal investigations depends on how central
control is operarionalized. This could be done in a number
of ways encompassirig dtfﬁ:rcm structures. processes ‘and

models.

The governance structureto impl':mcmccn_t::;.l éoncrol foutlined
below) has been the product of extensive consultation-and
discussion at a variety of levels across the RCMP,

The rationale for the cencralization of NS criminal
investigations is often cired. Namcly, NS criminal
investigations are unique:

» They are often integrated investigations with links
10 other agencies in the sceurity and incelligence
community, are preventative in nature and are subject
to Ministerial Directives by virtue of dheir high
profile and sensitiviries;

» 'The human rights issues, privacy concerns and
internarional dimensions invalved may creare risk
1o the RCMP, the Government and the people of
Canada that must be centrally mitigated;

v

Their complexity and international scope requires a
national perspective, lead and response thac is beyond
any one part or Division of the RCMP;

> There is 2 critical requirement that they spay within
the RCMP's mandate, an-objective best monitored
from HQ);

> They are alone in atsempring te prevent and/or
investigate incidents where the state itself (and not
necessarily any citizen in-particular) is the-direct
target, demanding a nationally-led effort wo conduct
these investigations;

Natlonal Security Criminal lnusﬁgations — Qrientation Guide
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» There.is 2 demand for enhanced accountability to
government and to the public requiring centralized

leadership; and,

> The additional scrutiny on these investigacions
requires.significantly more central efforr and
resources to support disclosire and review cthan other
major investigations.'
' Céntralizarion of NS criminalinvestigations is consistenit with
the governance modeéis of our domestic and international
security and ineelligence partners.

Together, these factors remain the roor rationale behind
greater centralized control,

One of the RCMP's greatest strengths, even in an area that
- necds as much centralization.as NS criminal investigations,
is the ability of the RCMP’s personnel to develop on-the-
ground -knowledge of communities and to exercise their
individual responsibilitics to conduct investigations.

As Justice O'Connors Part [ Repore staces: “The RCMP
should ‘maintain irs current approach w centralized
aversight of narional security investigations.™ Further, the
report highlights the “important steps lthar] have been
taken in recent years by both the RCMP and the Solicitor
General, the ministér responsibie for the RCMP, to provide
for greater cenzralization and oversighr of RCMP narional
security investigations.™

The crux of Justice O'Connor’s comments on centralization
is that there must be greater vigilance and control exercised
- onN§ criminal investigations. Some might diffec on where
in the chain of command that increased vigifance and
control must occur, but the truth of the marter is — and
the core principle underlying this governance framework is

~that it must ecour at all levels of the RCMP.

Thercfore, it was decided that NS eriminal investigations
- would operate under a governance structure -that allows
them to remain responsive to the communities where such
investigations take place, while retaining and augmenting
the critical elements and levers of national control that have
developed in recent years.

This structure will demand increased vigilance at the Unis,
Division and HQ level. At the same time, it will place a
grearer unus on the Divisions to consult and keep HQ
informed on NS criminal investigations while enhancing

the awthority of National Meadquarters ta direct NS~

criminal investigations when aecessary.

To thar cnd‘ roles, responsibilities, accountability and authorities-

will be clarified throughout. the chain of command ro
ensure the effective and proper conduct of N§ criminal
investigations. This has been done in the governange
structure char follows based on dchbcrauons berween
Divisions, NSCI and the Operations Management Board.

Governance Structure

This new framework will implement Justice O'Cunnor’s

secommendations and central control oF NS cnmmal‘

investigations by

=+ Increasing the capacity of NSCI to monitor, supurvise
and dircct NS criminal investipations, when. .
necessary;

> Increasing responsibility and accountability at all
levels throughout the program to ensure compliance
with policy and ministerial directives especially as ic
.pertains to informarion sharing and mandare;

> Increasing the capacity of Integrated Natienal
Security Enforcement Teams {INSETS) / Nztmnal
Sccurity Enforcement Sections {NSESs) /

Source Development Units (SDUs) to underiake
investigatians;

v

Increasing the-capacity of Dwmons to manngc
investigations; and, .

> Improving N3 training and secting nanoml NS
training standards.

Accountability and responsibility for all aspects of the NS
progtam including NS criminal investigations ultimately
rests with the Assistant Commissioner NSCI.

To that end, NSCI ar Narional HQ will monitor NS
criminal investigations and will provide oversight, guidance
and direction where appropriate to the Divisions.”

‘the Commanding Officer (CO) is azccountable and
responsible for overseeing, m:maging' and direesing NS
criminal investigations within histher Division and for
ensuring adherence 1o Ministerial Direcrives, RCMP
priofitics and policy. The-Division will also ensure a local

| Thisis in part because of the disclosure burden placed on investigators by R vs Stinchcombe and the need 1o utllize Section 37 and Sectian 38 of the -
Canada Evidence Act to protect sensitive information, and the involvernent of ruliiple agencies with disclosure interests at stake,
2 The Camgmssion of Inguiry Imo the: Agtions of Canadian Offie kaks i Redation 1o Maker Arar, Reooet of the Events Refoting to Maher Aror: Anghsis and

Recommendations [Gitawa: Government of Canada, 2006), p. 327.
3 bid.p 328,
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perspective is provided, advise on potential.impact on other
programs/prioritics, task opcrational SUPPOLT 25 NECeEssary,
and contribure to the “rich picrure”™ of NS-refared cr:mmal
activity within the division.

Under this governance framework, CROPs officers: will
assume a more active role in oversecing NS criminal
investigations to ensure compliance with Ministerial
Directives, RCMP policy,-and priorities and to ensure
thar NSCI.at National HQ is apprepriately consulted and
informed on all aspecrs of investigations, especially any thar
may, give rise to media coverage or controversy.

To support this reemphasized role, it is proposed that
six new officer positions dedicated solely to NS criminal
investigations be created (in A, C, E, and O Divisions,
the N'W and Adancic Regions). Fhis. proposed position
will be detailed furiher in the NS Criminal Investigations
Structural Template.

A NS Strategic, Operations Council will be creared 1o
support the. Assistant Commissionet NSCl in the execution
of hisfher responsibilities for N§ criminal investigations.
The Council's rofe will be to:

> Consulr on select major issues and Narional Tacrical
‘Criminal lnvestigative priorities;

> Provide a broader view of strategic issues related 1o
NS criminal investigations;

> Form an advisory group o assist in stratagic N§
decision-making on issues impacting partners; and,

= Provide o forum for the discussion of NS criminal
investigation issues tha affect provinces and parters.

The Council will serve 1o enhance the REMDs provincial
and- municipal parmerships and reinforce thar, though NS
criminal investigarions are nationally controlled, they are
-conducted locally.

Governance Structure Datails

Role of HQ-NSCI

NSCI at National HQ will add value and be an inregral
part of operations. As. opposed to being a policy cenure
peripheral to operations, NSCI ar National HQ will be

Protected A"

Practical elements of HQ's role urder central contral v;vili inclhude:

)

S

tesponsible for oversight, and direction when necessary, of .

NS criminal investigations.

S

Monitoring every NS file;

Staying current on' their progn:ss lhruu;,h reporiing’
from CROPs officers;

Providing guidance, tasking, and direction to the

CROPs ufficers in writing, particularly with regard '
to informatjon sharing, sensitive secrors, NS-mlan:d
foreign travel and relations w1rh foreign agencies;

= Providing input on NS-rcI:ued elcmcms of the

Commissioner’s Perfarmance Agrccmcnrs with Dcputy
Commisstonets;

Verifying that the Division has adequate -systcms and.
conrrels in place ro ensure compliance with RCMP policy;

« {dentifying high-risk activities for Divisions;

Administering domestic and international parnerships;
Contrelling foreign information sharing;

Conducting extra-territorial investigations that do not
have'a clear venue to a géographic location in Canada,
and conrinuing to further develop the capabnhr) and

capacity w.do so0; . .

Coordinaring disclosure of inforfarion'to Judicial
Inquities and civil litigation proceedings related ro NS
criminal investigations;

Coordinating work with civilian review mcchamsms

related to NS criminal investigations;

Coordinating and supporting disclgsure rcs;ionsibilili:_s
to cases before the Coure, especially with respect to
Section 38 of the Canaia Evidence Act claimis;

. Establishing clear and comprehensive pq!icics forall

facets of NS criminal investigations;.

Providing the national analysis of tiends, "connecting
of dots,” and communication of such information'to
NS personnel and intcgrated partners;

* Ourkining best practices with fegard 1o NS criminal
Investigations, standards, humnan resource strategies,

training, information systems, and technology in
consultasion with other policy centres:

Increasing the number of knowledgesble and
experienced personnel'in the NS program;

Increasing HQ's capacity to support NS criminal
investigations nationwide; and,

Improving NS uaining.

National Security Criminal Investigations - Orientation Guide
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Role of Divisions

Commanding Qfficers (COs}atc mponsiﬁk and accounstable
for oversceing NS criminal investigations and cheir
adherence to Ministerial Directives, and RCMP priorities
and policy within their respective Divisions. Recognizing
the traditional role and sesponsibilities of COs, they will
be responsible for ensuring there are adequate controly and
procedures in place to ensure: :

~» Compliance with all policy, especially as it relates to
Ministerial Directives, and informatien sharing and
mandare

5 The mitigation of the risks poscd by high-risk

activities;
3 The implementation of qualiry assurance processes ro
monitor NS high-risk acrivities;

% Managerial reviews, internal audus and cvaluations
take place; and,

Sufﬁcicm divisional resources are dedicated to
investigate NS criminal investigations. in accordance
with RCMP's mandare and prioritics.

e

2010 GB-G20 ISV JIG

CROPs officers will be respensible and accountable For the
operztionzl management of NS criminal investigations within
their respective divisions. As part of thar responsibility,
CROPs officers will:

>

v

1

Thls dorument is the ;:vmperty of the foyal Canadian Mounted Police (RCMP), National Sccurity Program. it is o be uscd for the int cfndcd
purposes only, and should not be disseminated, in whole or in past, wiithout the prier carsent of the ofiginator. For any enquirits concerhing
the inharmation, piease comact the onginator of Thi document.

DOC0038020.pdf

Conduct NS criminal investigarions in a bias-free
manner, in keeping with thc RCMP's mandate and -
core values;

Comply with Ministérial Directives and RCMP
policy, particularly with regard to informartion
sharing; scnsitive sccrors, NS-related forcign travel
and relations with foreign agencies;

Pravide oversight and dircction to INSET, SDU and
NSES personnel, under the direction of NSCi, where
applicable;

Conduct NS criminal investigations in keeping with
the principles of Major Case Managemenr;

Keep NSCI at HQ informed of all NS criminal
investigations and appropriately consulted;

{ mnmtwnGmde N
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& Comply with ditection from NSCI on NS criminal
" investigations;
> Contribute to the development of the national picture
of NS-related criminal activity by providing input
from their Division;
Advise NSCI at HQ of che impact of NS criminal
investigations on ether Divisional priorities and
programs;
+ Conduct critical incident management with respect
to crisis 2nd consequence management where the
RCMP is the police service of jurisdiction;

A4

> Engage with partner agencies, particulatly municipal
and provincial police services, and NSCI o develop
relationships and necworks for conducting effcetive,
and successful NS criminal investigations;

» Comply with NS eriminal investigations-related
_training requiremens;
» Lead engagement with citizens and communities

particulady affected by NS criminal investigations
{e.g.. Citizen Advisory Groups);

5 Monitor high-risk activities through Quality
Assurance processes; and,

 Ensure local perspective is provided.

As stated eaddier, the enhanced role for the Division o
provide oversight and casure central control of NS criminal

. investigations would likely require six new pusitions
_dedicated solely 1o the management of NS criminal

investigarions. It is envisioned that: the four Divisions with
INSETs would each receive one position; the Northwest
and ‘Atlantic Regions would each receive one position 1o
service.the region,

Protected "A”

Personncl in these new positions would support the CROPs
officers in the execution of their responsibility for divisional
management of NS criminal investigations and reporting
to NSCI.

Dedicating an officer solcly to NS criminal investigations.
would increase the capacity of Division leadership to manage

these types of investigations. Considering the scope of this

task, it is expected that increased resources, in addition to

this officer, would be required ro effectively zmplcmcm this

framework.

Anadditional officer dedicated co NS criminal investigations

‘would have the addcd benefit of allowing INSET, NSES

and SDU Commanders to facus, as much as possible, on
day-tw-day operations. They would also faciliare senios-
level linkages between Divisions, NSCI and ‘provincial/
municipal partners.

They would operate within the Divisional command

structure and report directly to their respective CROPs
officer.

These officers would be responsible for INSET/NSES units
within cheir respective areas of responsibility, including alt
sousce development and national security-refated threar
agsessment units.

Human Resources ) i 7
‘The Deputy Commissioner Human Resources {DCHR) is

.developing a Human Resoucces strategy, in partnesship with
_NSCI and Gorporate Management & Comptrollership, to

meet the short-term needs of the 1mm:dm: reallocation of
personnel.

“The longer-term human resaurces requirements to sustain
the NS criminal investigations program will be met hv the
current model in place.

‘Natienat Secu:ity Criminal lnvesxigatlans ~ Oriertation Guide
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Protected "A” .

NS cnmmal mvesngat:ons into the foilowmg

I e -
- 2

o  “Tesrorist activities as déﬁ:ied in the anti-terrarism
4 .. -provisions of the Créminal Code (hiopulflaws.

A WA@M&&QAMWH A
. en#tanchorboegad 1) — iie. the Awsi-Terrorism Acel®
.+ _» Anyoffence arising out of a threat to the security of
Canada as defined in.Sec. 2 of the CSIS Aer (hyp:/

b lawsjusiice. g.cafenlshoved mfes/C-23), which
coeEt L inchades:

> cspmnngc or szbomge tharis ngamst Canadaor
+is derrimtital to the interests of Canada;

% - . foreign influeaced activiries within or reating
: ‘to Canadi that are detrimental to the intercsts
of' Canada and are clandestine or deceprive or
mvolve a threat 10 any person;

. dctivities within.or refating ro Canada directed
toward or in support “of the threat or use of acts
N of serious vmfcncc againse persons or property
- .7 _for the purpose of achieving a political, or.reli-
T gious ot ideological objective within Canada-or
" w5 aforeipnstaterand,

L g Y activities direceed woward undermining by
i v overt unlawful 2cts, or directed-toward or
.imtended ultimacely 1o kead o the destruction.
" or overthrow by violence of, the constitutionally
established system of government in.Canada;

PEPTTIES An offence whcre the victim is an Internationally
- : _ " Protecred Person as per Section 2 of the Criminal
~ Lode'or dcsrgn;ucd per §ect1nn 17 of RCMP
‘regulations; ‘ ‘
A 5 The unlawful release of sensitive or classiﬁcd

"+ information dealing with NS, including information

’ “that could constitute'a breach of the Secwriry.of
Anfarmation Acror similar provisions in other federal

" -$ratutes and the Criminal Code of Cunads, or

. information originating from CSIS, other domestic

. ariginators of intelligence, 'or our foreign partner

Deﬁnirjg Natidhal,Security'Criminai Investigations

,The Integ:ated Natzonal Secunty Enforcement Teams {INSETs) and National Security Enforcement Secnons (NSES) undertake

» “Terrorist financing investigations undér thc provisiens
of The Proceeds of Crime (Meoney Larma'(rmg) and .
Terrorist hnanrmg/!r: (PCMLTFA} '

For the purposes of this- governance Frarncwork, thcsc
investigations and all other’ operational‘: hiles mamgcd by
INSET/NSES units as well as alf NS ~r=lated chreat
assessments will be under. ccmral control of NSCI

NS criminal mvcsngauons i w rcducc the Ihrea: of

criminal terrorist activity in -Canada :md abmad through

preventing,  disrupting, detcc:mg. ‘ nvcsngatmg. and
gathering evidence to-support prosccutmg those involved in

NS-related criminal acts. Specifically,. these mvcsugat:om :
rarger offences related. to: terrofist’ activities as. definied -

" in the anti-terrorism pmws:ons of the.Criminal Code;

tetrorist financing acrivities s defined by the Praceeds uf
Lrime Wangz men’:nng) and’ Terrarise chmg Art
(PCM[.TFA) offences ‘arising, out of conduci ccmsu:tmng
threats to the security of Canada as defined by the CSIS
Atct; offences againse Imcrmuanally Protected Persons: and,
unlawful release of sensirive or ciasstﬁed znfurm:rmn. '

NS criminal investigations represent a subsétof the RCM P s
larger NS activities. In addition ro NS crirhinal investigations-
{which are ofren related 10 other NS activities), the larger
envelope of National Security also includes Protective
Policing designated protected persons and internationally
protected persons, clements of the Integrated Border
Enforcemént Teams (I1BET), :hc Coastal and Atrgorr Watch |

‘Program, and the Canadian AirCa reier: PthCtiVe Program

{CACPP). In addition, key opcratmn.zl support activities to
NS criminal investigations are provided by, o wide range of
other program areas, including: Special I, Special O, Tech
Crime, Air Scrvices, ‘Cri:ica‘l‘]ﬁcidcm [’rogrzm {including
Forensic Science Scmccs, CI’,IC erc.. For the purpmcs
of NS ciiminal igvestigations gaveinance, NS criminal
investigations also includes liatson and outreach funcrions
related to national security.

agencies in this area; and,

4 ‘This iemains an acive afea of the Tawang (he RCMP is reingl(l of the impact of rrwom judicial decisions and 1hew impact on future national scfumy
investigations.

f‘Nailon;i Secunty Cuminal Investhauans = Drignttion Glide . :
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Chapter Fsve — Departmantai Secur;ty

In your role within the Nutional Security Program, you will

be deating pomarily with investigations that are Protected
“B”, Protecred “C", Confidential, Secret and Top Secrer
(most decachprents and units work in the Froecred realm,
AT BT and "CTY. ’

In fight of the security rating of these Investigations, you
will have o change the way and manner that you haodie
information:

> Sensitive information cannot be sent oves egular
faxes or theough e-mails.

= Cell phones and personat digital assistant’s (PDAY)
cannot be'used to share information or ratk abour
sensitive investigations.

> Lap ropsare peneraliynor permicied for use on our
invastigations.

> Sensithve files cannot be wken oas of she office,

= You cannot 11k abour the sensitive investizations you
wark on wirth friends or family (this includes police
officers not assigned 1o che unid,

Secrer and Top Secrer informution cinnot be shared
with law enforcement officials or persons that do not
have the appropriate security cearance, or that do not
have 2 "need 10 know” the informarion,

N

Upon your arrival, please familisrize yoursedf. with the
RCMP  Security Handbook  {humsifinlaweh sompepre.
g5.54 it53!5;}&:‘!;;gdbmzidhagﬁbgy_k__gui{).

No Vireless Davices in Secure Zones

USE OF WIRELI&SS DEVICES IN SECURITY.

ZONES WHERE TERMINALS ARE PROCESSING
PROTECTED C, SECRET OR TOP SECRET
MATERIAL IS PROHIBITED.

Laboratory wosts eastly demonstrated thar information emicied
by video monitors can inadvertently be re-transmitred
far beyond the controlled perimerer by war:icss electrogiic
devices located nearby.,

The cosr of jechaology uwied o pedformy an inrercoption
has sweadily declined and apparavs required 2re mote
sophisticated than ever, making R mhort atracthe o
subueribe v this activity,

“To pro-actively prevent unintensional interceprion of RCMT
extremely sensitive or classified information, it is imperarive
thag the use of radio frequency transmitting devices such
as: PLYAs, wirelss LANs, oelhular relephones, Blackberrizs,
vig., be banned from securicy sonek whare terminals are
processing Protected “C, Secret or Top Secres information
undess the techrology has bean approved b}' Depurimental
Security Branch

!

Thia deumens i3 the property of the Rayal {.am Han Mountest Palice (ROMPL, Matisnal Segurity Program, 1t 1 10 b used for the intended

wrgasess Dby, drcd shosdd not De disserninated, #r whiobl B B poel, withnut the el ooraer o e osigenator For any sguities Concivming &)

»inbararation, pitast contact the ongrete of the dpomaent,
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Chapter Six — Document Classification

Most RCMP information is protected or classified to ensure its safe handling and appropriate storage. When
determining whether to classify or protect new information/intelligence the following injury tests must be
applied. The determined level dictates how that information is stored, including the appropriate data system,

how it is shared and how it is transported.

Protected information includes: For more information regarding information
security, please visit the following Infoweb links:

= All sensitive information (Classified and Protected)

must be marked with the level of sensitivity in the wop hup/finfoweb, sxmp-gre.ge.cafiofdsbioas/definitions

right corner, of every page, in cach ducument, clum
> Do not Classify or Protect information to: hupmffinfoweh.remp-g gg.gc‘,;aigng!j;hfmmpmmals&mi
conceal violations of law: conceal inefficiency or sifamXl-bamXLhem

adminisirative error; avoid embarmssment: or restrain
coempetition. '

» Written agreements, noting the required safeguards,
must be entered into when sharing sensitive
information outside the Government of Canada.

National Security Ciiminal Investigations ~ Orentation Suide

This document s the property of the Royal Canadian Maunted Polica (RCMP), National Security Program. it s 10 be used for the intended
purpasas anly, and should not be disseminated, in whole or in part, without the puor consent of the ariginatot. For any enguiries toncerning
the information, piddse comtact the ariginator of the docurnent,
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Protected “A”

. Classify aor Protect Your Sensitive.Information

Classify: National Interest Information

Confidential:

Compramise is expecied to cause injury to the National
Interest. Mest of the information meriting classification
should falt in thisievel.

aﬁmﬁm@m
-

Classified information includes:

affairs, defense, or the economic interests of Canada;

* advice and recommendarions connected with the
above information;

+ informatian on investigations tnte threas.to the
security of Canada:

* information under the Cabinet Paper System; and

' other Cabiner Confidences, rhat consain information
sensitive in the national interest,

Classibed Information is informartion related to the national
interest, thar may qualify for an exemption or exclusion

compromise (unauthorized disclosure, destruction. removal,
modification or interruption) of which could reasonably
be expected o cause injury to the national interest {for
examples of national interest and other sensitive information

see  hrep/finf whmmm&ngh&b.mmpm aly/
am/xtfamXi-1/411-1-3/a11-1-3.hem).

+ information on federal-provindial relations, international .

.or interruption) of which céuld reasonably be expecied

under the Access to Information Acr or Privacy Act and the

Protect: Non-National Information

Protacted A:
Routine information of low sensitivity that requiras
proieciion ag. rowtine complaints, general information.

Protected B:

Particutarly sensitive information that requires more
siringent protaction, e.g. medical descriptions, organized
crime intelligence, drug apesations.

Protected C:
Extremely sensitive information requiring special

stiingent safeguards, e.g. information concerning life
threatening situations,

Protected Information:

Information related to ather-than the national interest, that
may qualify fof an exemption of exclusion utider the Access:
to Information Act or Privacy Act, and the compromise
(unzuthorized disclosure, destruction, removal, meodification

1o cause injury ourside the national interest, or when its
integrity or availabiliry warranzs safeguarding,
Protected information includes:
* law enforcement investigations;
» the safety of individuals;
" ® the governmient’s éom‘pctitivc posicion;
« tesearch and testing procedures;
= business informarion from a third party;
* solicitor-client privilege;

» informarion from other levels of government
{when given in confidence);

» medical records:
» individua! members of the public or federal enployees: and

» informarion thar other faws, such as the Income Tax
Act, prohibit disclosing.

2010 GB-G20 ISU JIG
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Thn docunent is the property of the Royal-Canadian Mounied Police (RCMPY. Natlonal Security Program. It is to be used-for the mlended &
purposes only, and should nol be dissemunated, m whote of in part, without the prior consent of the originator. For any enquiries concerning
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Sharing of Information

The RCMP is committed to sharing intelligence with its partners. Given the nature
of national secutity criminal investigations, there is a requirement to safeguard-the
manner in which the sharing takes place. The policies and processes for the sharing
and exchange of information and criminal intelligence with external partners differ

from other.areas within the RCMP.

General .
. On ly lhe oﬂgina(or of 2 documcnr can rgd;us[fy it : The Director G:ncral National S:cunry Cfll‘l'un:ll

: Opcmmns is the SOLE AUTHORITY for
determining whether or not criminal intelligence. and/
or information related to Narional Secuarity may be
shared with foreign external partners.

> Confidential, Secret and Top Secret mformz_uon
cannot be shared with any person that does not have
the appropniate security clearance, or that does not
have a “need to know" the information. .
» The Director General, National Security Crimina)
lnvestigations will centrally coordinate all national
security criminal investigations through monitoring,
supporting and tasking.

All investigarional correspondence lca\‘ring NSCOB
must have the signature/approval of the OIC or
designate.

v

> Information to be shared with foreign agencies must
be transmitted through NSCOB (Ottawa). INSET
and NSES units must forward these types of requests
through NSCOB,

BB rational SEcurity, CHiMmInal fRVestigations maonentaton bude T

This dnrumen: is the property of the Royal €anadian Mounted.Police (RCMP), National Security Progeam, it-ls to.be used for The intended,
purposes only. and should not be disserninated, im whale of in part. without the pnor consent of the originator, For any enquiries concerming
the information, please contact the originator of the documant.
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Caveats

Inaddition to the classification and protection of documents,
they will often have an addirionat caveur which must be
rcspectcd Ic is common, for example, to see the cavear,
particulacly on documents from the United States, Law
. Enforcement Use Only". The classification of the document
may be quite low and the information can be widely shared
in law enforcement bt could not, for example, be used ina
presentation 10 a high school class,

Cavears must be included on afl narional security-related
informarion shared within and outside the RCMP. A
" commen caveat is the designacion Third Party Rule (or mare
correctly Third Party Information). Included in all Classified
er Protected nutgoing messages and documents being passed
to other domestic and foreign law enforcement agencies/
departments is the following cavear {hutp:dfinfoweb,semp.
o rempma nualsfer '/)m.fllf_omlz—ﬂg.m\!gej,h;m):

“This document is the property of the Royal Canadian
Mounted Police (RCMP), National Security Program.
It is loaned specifically ta your departmentfagency in
confidence and for internal use only, and it is not to
be teclassified, copied, reproduced, used or further
disseminated, in whole or in part, without the consent’
of the originator. It is not to be used in affidavits, court
proceedings, subpoenas or any other legal or judicial
purposc without the consent of the otiginator. The
handling and storing of this document must comply
with handling and storage guidelines established by the
Government of Canada for classified information. If
your departmentfagency cannot apply thesc guidelines,
please read and destroy this document. This caveatis an
integral part of this document and must accompany any
extracted information. For any enquities concerning the
information or the caveat, please contact the OIC National
Security Criminal Opcrations Branch, RCMP.”

All informarion and criminal intelligence that was collected
from scnsitive sources or where further disclosure may reveal
RCMP sources, operational methodology or investigative
techniques, and thereby potentially engage the provisions of
the Sccurity of Information Act designed to prevent or deter
injury to mational securiry as the result of the disclosure of
special operational information, must include the following

cavent in addition (o the caveat stated in gec. 7.2 of the RCMP -

Policy vn National Seeuticy Criminal Investigations.

Protected “A"

“This document may be subject to mandatory exemption
under the Access to Information and Privacy Acts. If
access is requested under chis legislation, the decision
to disclose will not be made without prior consultation
with the Departmental Privacy Coordinator of the Royal
Canadian Mounted Polﬁoc.'(RCMP), This document may
conititute Ispecial operational informationi as defined in

“theSecurity oflnformation Act. This information may also

be protected by the provisions of the Canada Evidence Act
(CEA). The RCMP Narional Security Program may take
all steps pursuant to the CEA or apy other legislation to
protect this information from production or disclosure,
including the- filing of any necessary notices with the
Artorney General of Canada.”

All internal correspondence that contains national security-
related information must include the following cavean:

“This document is the property of the Royal Canadian
Mounted Police (RCMP}), National Security Program.
It is provided to your sectionfunit and should not be
disseminated, in whole or in part, without the prior
consent of the originator. This documemt will not be
declassified without the written consent of the eriginator.
This document may constitute. “special operational
information” as defined in the Security of Information
Act. The handling’ and storing of this document must
comply with handling and storage guidelines established
by the Government of Canada for classified information.
If you cannot apply these guidelines,. please rcad and
destroy this document. Failure to comply with this caveat
will constitute a breach of RCMP polity and federal
legislation. Forany enquiries concerning the information,
please contact the ariginator of the document.”

The following is the .standard cavear for all Prefecred
outgoing correspondence, messages and documents being
passed to znother Canadian or fomgn law enforcement
apency or jnvestigative agency ( Ilnfgu;h FCMP-gEc.
gesalenglishirempmarua l\;[um!m[ale Vall-1-5/b11-1-5.
)

“This document is the property of the Government of
Canada. Itisloaned to your agency on the undersranding
that it is not to-be further disseminated without the
cansent of the originator. Distribution within youir
agency is 1o be donc on a nced-to-know basis. The
document is to be protected in accordance with normal
safeguards for law caforcéiment information.”

B e SRR " Natlonal Security Criminol investigations — Crieration Guide -
Thk$ document is the property of the Royal Canadian Mounted Police (RCMP), National Security Program. it is to be used for the intended

purposes only, and should not bie disceminated. in whole ar in parl, without the prior consent of the uriginator. For any enguitcs concerning B
the thformation, please cantact the griginater of the document.
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. Protected"A®

Technology

ROSS Email — ENTRUST

You will-need an Entruét key (Form 5098) in order to send

Protected “B” information via e-mail on ROSS (Groupwise).

. Failing to do so consists of a breach of security and can have
serious repercussions.

Secure Fax

The Secure Fax is for sending information that is Protected
“B” or “C” and for informarion classified Confidential,
Sectet and Top Secrer. Thére is a log ook ro record all
outgoing faxes.

Classified Environment Computer System Email
(SCIS/SPROS)

Information rated up to Top Sccret can be sear sceurely over
rhc Chssified Fm'ironmcm Compurcr system Groupwise c-mail.

STUM Phone {Secure Telephone Unit}

The STU Phone is for conversations sbour lnfunnatlon
that is Secret or “Top Secree (Requires bath persons in the
conversation to have a STU phone).

Encrypted Radios
Cornversations up to Top Secret when on an encrypred channel

Hardline Telephones
Caution should be-exercised when having any conversation
related to an investigation.

Cell Phones
Cell phanes should never be used to discuss information
that is sensitive.

Requests to RCMP LOs (Liaison Officer’s}

Therc are many times in an investigation when information
is requested or is to be passed on to a foreign government.
This is done through the Lizison Officer (LO} program.
The RCMP maintains LO's in many of Canada’s Embassy
and Consular offices around the world.

All requests 1o LO's must be made through NSCOB 10 ensure
censral control. This is usually done throngh a Secure Fax
{Form 2875). In some countries technology s very basic
and a simple request may take berween six and 12 menths.

Respouses 1o requests from foreign government agencies
are handled in the same fashion. Please quotc the forcign
agency file number in your header.

All outgping correspondence must have the approval of the
OIC or his designate.

8riefing Notes

All investigations that. may be of interest to the media,
affecr the Provincial or Federal government, embarrass
the government or the RUMP, impact border security
operations or International relations or have a national
security nexus, must be reported on, in a timely Fashion, by
way of 2 Briefing Note.

After initially reporsing en an, investigation through a
Briefing Note, updates should be provided re clarify any
new developments in the continuing investigation, -

Security of information Act

The Security of Information Act (SOIA) was introduced in
December 2001, as part of Bill C-36 of the Anzi-Terrorism

Act and replaced the Official Secrets Ace (O8A). The Act
permanendy binds all lévels of RCMP employees who

have access 1o special operational information ro secrecy by
respecting information they have become knowledgeable
about during the course of .their employment. .

A, newly-created unit within the RCM{’s Departmencal

Security Branch is responsible for oversecing the
implementation of the provisions of the SOIA in the

RCMP. The unit’s overall objective is 1o sensirize the RCMP

membership to the SOIA and educare emplayees of their
staturory responsibilities and possible penalties for non-
compliance under the Act.

Itis che Section Head/Supervisor/ Team Leader s responsibility
to identify if the péople working wirhin their area deal with
“special operarionat informationftechniques™. 1f so, they
should be identified as people bound 1o permanent secrecy.
Individuals responsible for chese areas are asked 1o asist in

- sensitizing anyone working with this informatian to the Actand
educating employees about their statutory responsibilities as

well as the possible penilties for non-compliance.

What this means for employees: Anyone who, during

‘the course of their duries, has become knowlcdgeable of

special operational information within a Depariment
covered by the SO/A is legaily bound to permanent secrecy.

Anyone covered under the SO/A who communicates

special operational information -without. authority re do
so and does so knowingly or not, is guilty of an offence
under the Aer and subject to prosecution with 2 maximum
imprisonment of 14 years. These provisions apply both
during and after service with the Government of Canada.
More informartion on the Securiry of Information Act and
Security Requirements and Procedures can be found on the
RCM? Info Web under Securiry.

: . National Security Criminal Investigations == Ovientation Guida - B SR
Thls documem is [hc pmpcnv of the Royal Canadian Mounted Police (RCMP). National Security Program, Jt is 1 b used for the lmmdcd
purposes enty, and should not be disseminated. in whale o in part, without the prior consent of the orginalor. For any enquirigs concerning
the information, please contact the otiginator of the document.
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Chapter Eight — Ministerial Direction on National Security

Note: the Solicitor General of Canada is now known as the Minister of Public Safecy

Ministerial Direction National Security Responsibility and Accountabiliry

A. "This direcrion outlines the responsibilitiesand accnun:ah:lmes of the Selicitor General, nfCanadn and the Commissioner
of the Royal Canadian Mounted Pohce {RCMY) in mauers related 10 RCMP i mv:sng:mons that fall under subsection”
6(1) the Security Qffences Ars and investigations related to a rerrorist offence or rerrorist activity, as defined in section 2
of the Criminal Code of Canada, as amended by the Anti-terrorism Aa.

Responsibilities
B. In relation to the RCMP. the duties, powers and finctions of the Solicitor General of Canada extend to and include all
mmatters over which Parfiament has jurisdiction. As per subsection 5{1) of the RCMP Act (herpefllaws justice.ge.calen/R-
ItHindes himl), che control and management of the RCMP, and all marters connecred therewith, is the responsibility

of the Commissioner of the RCMP, under the direction of the Solicitor General.

C. The accompanying Ministerial direcrion sets out the principles and guidetines for RCMP investigations with respecy
to matters that fall under subsection 6(1) of the Security Offences Ac and investigations rcla:cd to 2 terrorist offence or
terrorist activity, as defined in section 2 of the Criminal Code of Canada. .

D, It is the responsibility of che Commissioner of the RCMP to ensure that operational policies are in place to guldc
members. 1t is also the responsibility of the Commissioner ta ensuze.that all i mvsugancns with respect to marcers thar
faft under subsection G{1) of the Securiry Offences Act, and investigations related 0 a teerorist offence or terroriss activicy,

as defined in section 2 of the Criminal Code of Canada, be centrally coordinated at RCMP National Headquarters.

Such central coordination will enhance the Commissionier’s operational accountability :Lnd in turn, will enhance
miinisterial accouneabiliry, by faal:ranng the Commissioner’s reporting 1o the Minister.

- . [ERRN N1 isRal Security Criminst

This document is the property of she Royval Canadian Mounted Police (ﬂCMP; Matgnal Security Program 117 to be used for the tnlended
purposes only, and should not be disseminusted, in whote o1 in part, without the prior consent of the originalod For any enquiries cancemning m
the Informarion, please contact she anginatar of the document,
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Protected A"

Accountabilities

E. The Minister is accountable 1o the Parliament of

Canada for the RCMP. The Commissioner, tn-1arn,
reports to and is accountable to the Minister,

F. As part of the accountability process, the Minister

will be advised or informed regarding cerrain
RCMP investigations with respect to marsers that
fall under subsecrion 6(1) of the Serurity Offences
Act, and- investigations related to a terrorist offence
or rerrorist activity, as defined in section 2 of the
Criminal Code of Canada. The Commissioner
of the RCMP shall exercise his judgment to
inform the Minister of high profile RCMFP
investigations or thosc that give rise to controversy.

[Original Signed by the Solicitor General of Canada
on 2003-11-04]

Ministerial Direction National Security
Related Arrangements and Cooperation

A.

2010 GB-G20 ISV JIG

‘This direction establishes the process for the Rayal -

Canadian Mounted Police (RCMP) 1o follow when

‘entering into an arrangement with forcign security

or intelligence organizations for the purpose. of
performing its duties and funcrions with respect 0

-matters that fall under subscetion 6(1) of the Securisy

Offences Act, and those related to a rerrorist offence
or terrorist activity, as defined in section 2 of the
Criminal Code of Canada. The RCMP may. with the
Minister’s prior approval, enter into a written or oral
arrangement, or otherwise cooperate, with foreign
security or intelligence organizations, This dircciion
is tn addition to the Minisserial Directive on RCMP
Agreemenss, dated April 5, 2002

. 'I'hc Commissioner will manage such arrangements

or cooperation subject to any conditions imposed by
the Minister.

. ‘This direction does not pertain o arrangements and

cooperation with foreign law enforcement agencies or
organizations. )

D. The following guidelines will be adhered 1o when

* Arrangements may be established and mainnained
" us long as they remain compatible with Canada’s

. On maters related to threats to the security of Canada, .

;. ‘The RCM? will maintain records n:l:mng to foreign

. Should any potentially controversial issuc arise from

entering into an arrangement:

forcign policy rowards the country or international
organization in question, mcludmg consideration of
that country or organization's f€§pect ‘for democratic
or human rights, as-determined in ongoing
consulrations with the Department of Foreign
Affairs and Imernational Trade (DFAIT); "

Arrangements may be established and maintained
when such contacrs are in the interests of the
security of Canada, Further to the RCMP
investigations refated to subsection 6(1) of the
Security Qffences Act, and section 2 of the Criminal
Code of Canada; and.,

Arrangements will respeer the applicable faws and
practices relating to the disclosure ofpcrsonai
information.

as defined by the Canadian Security Inrelligenee
Service (CSIS) Act, CSIS is the lead agency for liaison
and cooperation with foreign security or intelligence
organizations.

A written arrangement will clearly establish its
purpasc and obligations, including the applications
of privacy and access to information legislarion.

atrangements, _including a wrirten record of the

terins and understandings of oral atrangements. The -
RCMP will indicate its means of periodic evaluation

of audit of the drrangement, arid the provisions for its

cancellation. The Commissioner will report.annually

to the Minister on the status of the RCMP's wrirten

and oral arrangements with foreign security or

intelligence organizations. ’

such arrangements, the Commissioner shall advise
the Minister in a timely fashion,

[Original signed by the Solicitor General of Canada
on 2003-11-04}

. Nationa} Security Criminal Investigations — Ornenmzlan Guide - 2 ’
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.'lnvest:gaﬂons in Sensitive Sectars
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Ministerial Direction National Security

‘Fhis direction will guldc the mvcsugatwns nf ithe -
Royal Canadizn Mounted Police {RCMD); with
. respect to matters that-fall under. subsection. 6(1) of
the Security Offences Act, and mv:snganons relaed
~10 3 terrorist-offence or-terrorise adtivity, as: defined
"in section 2 of the Criminal Code of Canada, as they .

felate to sensitive se¢tors of Canadian sccnety

‘B.” Recogniding thar there are- no sanctuaries me faw
enforcement, special care is required with fespect
1o RCMP investigations conducted with respect to -
" matters thar fall-undes subscerion 6(1):0f the Security
Offences Act, and investigations related 102 terrorist-
offence or terrorist activity, as dt_ﬁncd in section’2
of the Criminal Code of Candda, which have an
‘impace on, or which appear to have an’ impact on,
fundarental instieutions of Canadlan society.
Primary among these instirutions are those in the ™
“sectors of academia, pohucs. religion, :hc mcdla and
trade unions.

C. Withregardstouniversityor postsecendary campuses,
in particular; it is paramount that the investigations
undertaken by the RCMP do ot impact upon: the
" free flow and exchange of idéas normally associated
with an academic milieu: Furthermore, .the activities”
of the RCMP shall not adversely affecr the nghrs

ot freedoms of persons assoaated with academic
* institutions.

D Iuis the responsibility of lbc Assnsmm Commissioner,
MNarional Securiry Criminal Investigations ar the
. RCMP Narional Headquasters, o in his/her absence,
hisfher: appomred designate, to approve all'RCMP
‘investigations” involving these sensitive sectors of
* Canadian socicty. -

‘
.

{Ongmal sxgncd by the. Sohcnor Genéral of Canada’ .
- on 2003-11-04]

NeﬁonaiSecur]tyC insl IRvestigations oot Dnemauon

Thﬁ document it the progarty of me Royal Canadian Meumea Police (RCMP) National Securiy Program; s to be used for :he intertded -
cpurposes only, and should notbe dtsst:mmat:-d in whle 0s in part, without the prior consent of he ongmalor For any enqmues concemmg
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Chapter Nine — Software, Data Systems and Access

Records Managémeﬁr System
‘The Records Management System (RMS) used by the RCMP for national seeurity criminal Invcang:mons is
called SPROS (Secure Police Reporting and' Occarrcnce System), : .

Within 24 hours of receiving 1nfurmatmn, an occurrence {file) should be opened on s SPROS that contains the
details of the investigation. A file is opened -whenever NSCI conducts an :nvcsugzuon Another systcm. Sccurc
Criminal Information System {SCIS), is also used for.6lder investigations.

SPROS files rypically have 2.5 day diary date, meaning every 5 days, information must be updated to the file as
to the progress of the investigaion.

General:
s Use of RCMPIT facu!mcs, e.g. laprops, deskiops,. mainframe, networks, c-mail, far personal pwﬁt,
personal recreation or illegal purposes is prohibired.

> Activitics on RCMP IT facilities including e-mail are subject 1o being momrorcd

> All software used on RCMP I'T facilicies must be authorized by the RCMP. Sofcware may only be
. downloaded from the Internet when iis work related and authorized by the Regional Informarties Officer.

> Before any exceutable programs. diskettes and other storage media are used on RCMP IT facilities; they
must be seanned by a cutrent virus. scannier approved by the departmental sccurity officer to ensure they
are virus free.

> Laprop compurer users are responsible for the security of the lapiops and any dara contained in them.

o Na{:cnalSacurttndmmnllnusugahons AT ]

This: ducumem iy the property of the Roysl Canadian Mounted Police (RCMP), Nauonal Secunry Program. It is to be used for the intended
purases only, and should not be disseminated, ia whole or.in part, without the prar consent of the orlginatgr, For any. enqmnc‘,« CONCErnirg .
the information, pleass contact the origgnator of the document.
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rnternet' n

> On}y unciasstﬁcd of non-sehsitive information
may be tansmitted on.the Interner: Designated or
classified information must use éncryption systems
. approved. by the Departmental Security Officef.

“=Users will nor: subscribe to auwmatcd maxl mg lists
wnthou: thc approval of the chmnal lnfurmat s
Oﬂiccr 'j

ROSS s

Only desktop.and lapmp worlistations appmved by
- .. the.Regional lnformaucs Ofﬁccr will be conncéted to-
e, 'ROSS.

Oncc a dcsktop workstation is conneeted 10 the
neework, it must not be moved to 4 differenc locarion.
All- rcqur.s:s fot relocations will be made thmugh the

LAN Admzmstramr

. The user: wnll not alrcr the workstation’s mnﬁgurannn,
e.g. autoexet.bat, conﬁg, sys; avclient directory. All
: * requests for different configurations will be madc
) :hrough thc LAN Adm:mstmmr : :

Lo !nstaflnnon of software on the neework w:ll be
pcrformcd by the LAN Administrator, Software
.+ programs ray be installed-on.the Jocal hard disk
~ drive of a nerworked workstation with the. prior
i approva] of the LAN Administritor,

L ) " ROSS: provndr.s for the § storage and transmissjon-of . -

. data-upto and mc[ud:ng the security dcsxgnanon
of Protected "A”. An alternate security method

- riust bé used for information with a higher sccumy
clnsszﬁcatmn Al exceptions must bc approved by rhc
Departmcnml Security Officer. ™

3 “Thedata saved.oh femovable mcdu,,c £ ﬂoppy
' + diskérte, removablé hard disk, opticalidrive; must
" be protected-in accordanice with'the’ hxghmt level of
+ clagsificarion or dcstgn:ztmn on the information. |

o 5 Software on l‘hd ROSS network is covered by

RCMP licerise agrccmcnt._ Unaurhonzcd copying of
' software programs may lead o prosecution under the
Copyright Act.

» Storsge.of'data on local hard drives is not
. recommended and will nor be the responsibility of
RCMP Informatics. The mak:ng of backup copicsof
" the dara stored on the user’s Jocal workstarion is the sole

responsihilizy of the uscr.

infoweh oinpopte.ge. g_g,l_lg_.m;zmanugi;fep

B ‘ o T, Protected A’

. The: RC}Q:‘} Mail:systein is a délivéry systm; only.

Mail messages which meet the criteriaof & record as
defined in the Iformarics Manual, Part 1V (hmy_‘/
fimofcf
imtofe.himy muscbe stored in an official RCMP ﬁlc
Mail messages will-be rc:amcd on the system ona
temporary basis. Ifa user wants to-retain a:message
older than three months, the us:r ma} zrchwc RS
his/her local hard" d:sk " S L

- When using mail on the ROSS nctwork_

If you are abscnr._For.up.mth,rec months, appoipr a
groxy 1o read and respond toyour mail of forward i’

" 1o another user for act:on

riot exceed 5 MB: LT e e e :

Use caution when using aummamd rcpiy mcscaga
{rules) because an xmpmpcrhl crcnr:d rule can cripple
a'local past ofﬁcc . .

-Large filé. nrmchmcms, (grca:cr chan 100 l\B) should

only be sent’during quict hours, after 3; 00 p.m. Jocal
time. Thesc messages. mcludmg .ul.ichmcms Jmnust

- 1fyou will not be using your aécoum Fnr over three

months, have your LAN Admmmramr disable it.

+ Logout From the ROSS nerwork afyou are going to be
“away from your workstation for more than TWO hours

To protect “the system whcn ;Ou are awa from

}'
your workstation for.less thin two houss, activate a
network screen saver mcludmg the pass‘wnrd aption

- to séta maximum of ﬁ&cen minués of inacrivity

bcfnre activition. The scréen saver is ‘ot to by used

~2s a substitute for logging out’ when you are away

from your workstation for more thian two-hours, This

- feature is not foolproof but it. wnl! protect the system -

against.casual intruders of pranksters.

: Naﬂonnl Secumy Crimmul invesﬂgal:mns — Or:eman

.- rtus documen! is thc pmper‘y of th Fayal Lanadlan Wounted Police RCMP}, Natiorial Se:mnty Proq?aa'L Iis.1obe used lor zhe"u ended
e purposes only, and showd notbe dtssemln.neci Evwhote of in part, without the-priorconsent of the: ongznama For any enquiries ccmcemmg
e o the mforma'non pleasa contact the originstor of the zfocunmnl
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Chapter Ten — Training

There is a requirement under the Canada Labour Code that
certain mandatory training be completed by all employees.

The RCMP standard will need o be completed as follows:
Regular Members (RM's}
1. 1Use of Force Training (ASP. OC and Carorid)
2. Annual Firearms Qualification
3. First Aid (EMRT)
4. Periodic Health Assessment (PHA — includes PARE
- or physical)
All Team Members (CM’s, PSE’s, TCE’s}
1. Canada Labour Code {Employee and Supervisor).

2. Harassment Training

In Service Training Programs, Workshops,
Seminars and A250 Program

Each team member Is encouraged to be involved with
continuous learning: There is a variety of on-line.couses
through the RCMP INFOWEB. Team members will be
registered for courses, workshops and seminar opporcunities
by the unit throughout the calendar year.

Employees must complete Form 3999 — Individual
Development/LearningPlan-toidentifytheirdevelopmental
goals. The employce should mcer with their supervisor
to discuss their learning plan. Training opportunities-are
based on. the needs of the unit, carcer aspirations of the
team members and operational demands. All requests for
training are to be made through your supervisor and the
unit rraining NCQ. :

(The RCMP A250 program is an expense recovery program
for members that cake fee based rraining courses outside of
the RCMP. Pre-approval and successfut complerion of the
course is required.)

{In-Service Training are the courses taken during work hours)

2010 GB-G20 ISU JIG

T Natianal Sacurity.Criminal Investigations

This docu'\'-ent is ghn property of the Roya! Canadian Mounted Police (RCMP), National Sewrity ngram 1tisto bg- used fm (he mtend“d
purpases only, and should nat be disseminated. in whale or i part. without the puar conseni of the griginator, For My enguiries cunceriung
the information, please Lontact she nnginator of the document.
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Extract frem « memorandum on the Official Languages in

the NCR, sens on- Seprember 26th, 2003, by CiSips. Yves

Bouchard, DG, Human Resources Programs

As employces of the RCMP, working in the National
Capital Region (NCR), we need o be aware of the Offfciaf
Languages Acr (OLA) and its obligarions.

RCMP emplayees in regions designated as bilingual for the
purpose of language of work have the right to use English

or Erench for internal commaunicarions. You will find the

list of bilingual regions in the RCMP Admin. MJnunl
- Appendix 11.6.1.

Obligations related o the language of communication
berween regions will be found in Appendix 11.6.2 of the
Manual.

As per the RCMP Admin, Manual, H.6.L4, *Final use
of written communications will determine whether they
should be produced in both official languages, e.g. 2 memo
- or e-mail o all employees in a bilingual region must be
simultaneously issued in French and English.” This applics

to correspendenice originating from all units focated in-the NCR.

Managers in bilingual regions are urged to inform employees
of their obligations regarding internal communicarions
and 1o lead by examgple by.communicating in:both official

languages with their employees. They are also required o

create a work environment conducive 1o the use of both
official languages in their unit.

What it means to you:

All employees are entitled 1o work ‘and receive essential
services in their first official language. Supervision will
be provided in your first official langitage. Your employes
appraials will be donc in the language -of your choice,
Meetings will be conducted in both official languages.

Youare required 10 ensure chatbilingual services are available
10 clienus ar all times. If you cannor supply bilingual service
personally, vou will make arrangements for the dient to
receive bilingual service. Communications with bilingual
regions arc in the official language of the recipient or in
bath official languages. Communications 1o a unilingual

region are’In the language of ‘wotk of the recipient. Wide

area broadeasis are in both official languages.

| - National Secarity i Cr!mmat Trvestigations o O1 i suon, ourgs) .

This document Is the property of the Raye! Canadian Mounted Police (RCMP), Natienal Sexunty Pragram. It is to he used for the intended
purposes only, and shoild aot be dissaminated, in whate o in pan, w:thnut the prior consent i the oniginarar, Fer any enquirkes cancarning

tha irformation, pleade contact the origmater of tha dicument.
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On August 1, 20086, the Honourabie Stockwell Day, Minister of Public Safety, announced that RCMP Headquarters
had received authorization to relocate to a new facility located at 3000 Merivale Road in south Oltawa. The move
ta 3000 Merivale Road provides the RCMP with an.opportunity to consolidale many of its National Headguarters
functions into a modern and efficient work spaca and provide its employess with a bright, airy and functional
working environment. For up-to-daie Information on the NHQ Relocation Project, visit the project infoweb site at

httpujinfoweb.remp=gre.ge.calcm/HQrehabilitation/NHQneiv/index_e.h

- ”
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Chapter Thirteen — Commonly Used Acronyms

Agencias

Protacted “A7

Computer Systems

BATF -~ Burcau of Alcohol Tobacco and Firearms (ATF,
United States)

BATF — Bureau of Alcohol Tobaceo and Firearms (ATF,
United States)

BSS - British Security Service

CBSA - Canada Border Services Agency
€CG — Canadian Coast Guard

CIA — Central Inrelligence Agency

CSE -— Communications Security Esrablishment {a branch
of the Armed Forces)

CSIS — Canadian Sceurity larelligence Service (known as
the Service or Sisters)

DFAIT = Departmen: of Fordign Affairs and Intemarional Trade
DFO — Department of Fisheries and Oceans
DHS — Department of Homeland Security (United States)

OND — Department of National Defence {also known as
the Canadian Armed Forces or CF)

DOD - Department of Dcfence {United States)

DOJ — Department of Justice (prosccure Federal charges}
¥BI — Federal Bureau of Investigations (United Srates)
FINTRAC — Financial Transactions and Reports Analysis Cenire
FS$B — Russian Federal Security Branch (the former KGB)
IBET — Integrared Border Enforcement Team

ITAC — Integrated Thrcar Assessment Centre (Canadian
intelligence sharing ceatre)

JYF Il — }oint Task Force 2 (Canadian Armed Forces)
NCIS — Nava! Criminal Investigative Service (United States)

NCIU — National Counter [ntelligence Unit (Canadian
Armed Forces)

NOC — National Opcr:mons Centre (at RCMP in Otrawa,
active 24/7)

NTC — National Threat Center {United States)
PSC — Public Safety Canada

SIRC — Security Intelligence Review Commirtee

USS5$ — United Scares Secret Scrvicc

ACUS Il — Automated Cnmmal Intelligence lnformanon
Systemn

CABS — Compurer Arrest and Booking Sys::m {used by
detachments)

QIDS — Computerized Integrated - Information  and

‘Dispatch System {used by detachments)

CPIC — Canadian Police Informition Centre (National ’
Law Enforcement inquiry system. Search for wanted ©
persons, criminal records, criminal history, drivers license, .

vehicle license information)

E&R Wl — Evidence and Reports (Major Case M:magcment
ool used to manage projects)

ICES — Integrated Customs Enforcement Sysiem {used by
CBSA Customs)

FOS5 — Ficld Operations Support System (CBSA
Immigration system)

PIRS —- Police Information Retrieval System

PRIME — Police Records Information Management
Environment (system used by all BC Police agencies)

PROS — Police Reporting and Qccurrence System
SCIS — Sceure Computer Information System
RMS — Record Management System

ROSS — Non-secure compurer sysiem, access PIRS; Email,
Word Perfect

SPROS — Sccure Police Reporting and Occurrence System .

Supertext — Records management for large quantity of

documents (scanning)

s, Nationnl Secufity Cnmma! Investigations »- Oriéntatioh L’;utde

Thxs documem is the pioperty of the Royal Canadian Mounted PFglice {RCMPY, National Security Pragram, ll is 1o be used for thetintended
purpases only, and should not be disseminated, in whaole or in part, without the prior consent of the originator, For any enguirizg concerning
the information, please contact the ariginator of the document.
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Protected “A”

RCMP Units

Miscellaneous Terms

ATFIU — Anti-Terrorist Financial {nvestigation Unit
BI¥ — Border Integrity Team

CBRN Team — Chemical, Biological, Radxologiczd and
Nuckar Response. Team (an explosives dlsposal unit funcuon)

— Criminal [nrelligence — Otrawa {formerly Criminal
lntc]ligcncc Directorate or CID)

EDU — Explosives Dispoéal Unit

F10 — Federal and International Operacions

Fiu T Finandial Inzelligence Unir

GEU — General Enforcement Unic

IBET — Integrared Border Enforcement Team

IMET -~ Inregrated Market Enforcement Team

INSET - Integrated National Security Enforcement Team
IPOC — Inicgrated Proceeds of Crime

JIG — Joint Intelligence Group

NSCOB — National Security Criminal Operations Branch

NSCOSB — National Seccurity Criminal Operations
Supporrt Branch

NSLAB — National Security Legislarive Affairs Branch
NPS — National Police Services
‘OESP Office of Investigative Standards and. Pmcnccs

ORRCC — Operational  Readiness and  Response
Coordination Centre

PDS — Police Dog Section

QRT — Quick Response Team

SDU — Source Development Unic 7
SIPS — Strategic Integration and Program Support

TA — Threat Asscssment

AOD — Absent on Dury {on a training course, at cours, erc)
AOL — Absent on Leave (vacation) -

CM — Civilian Member

CROPS — Criminal Operations

'GD — General Duty (in reference 1o uniform pohcc officers
‘at a detachment)

GIS — General Investigation Section {in reference to the
plainclothes clement at a detachmenr)

HRMIS — Human Resources Managemem [nfo;mﬁtion '
Systém: Every employec isassigned 2 HRMIS number which
is required for pay & compensation; computer access, etc,

MLAT — Mutual Legal Assistance Treaty {agreement
between governments on sharing of mfnrmmon}

MOU — Memorandum of Undcrstandmg (agrcemem
bctwccn agcnctcs)

0ODS — Off Dury Sick

PSE — Public Service Employee

RIO - Regional intelligence Otheer (CBSA)
RM — Regular Member

SEC — Senior Executive Commirtee

SMT — Senior Managemen: Team

TCE — Temporary Civilian Employee

NAI'EON/\I SECURITY
.CRIMINAL INVESTIGATIONS

. . * Natignal Security Criminal investigations « Oiientation Guide
& This documen: is tha praperty of the Royal Canadian Maunted Potice (RCMP), National Security Program. H-is to be used for the lmmdcd
purpases only, and shoukd nol b disseminasted, in whole o in part, withour the prios consent af the ariginator. For any enguiries mncermng
the infarmation, please comact the ariginator of the document,
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