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8:00- 9:00 REGISTRATION/ROSTER SIGN IN (All course participants)

9:00-9:15  WELCOMING REMARKS
9:15-10:15 CASE LAW UPDATE

10:15-10:30 Break

10:30-11:30  JOINT FINANCIAL INVESTIGATIONS WITH CDCR

11:30- 1:00 Lunch Break

1:00-3:00 CELL PHONE EVIDENCE

3.00-3:15 Break

3:15-5:00  CHINA CONNECTION: AN EMERGING MONEY LAUNDERING TREND

***Attorneys & Paralegals required to sign out for MCLE credit***



Cell Phone Class

How to get the Good Stuff

Typical Cell Phone Questions

What do 1 need to get a cell site tower locdtion?

How can | see if a phone is registered on the network?
Can | iock at a phone wlo a search warrant

— for the purpose of determining its number

~ for the further purpose

» of writing a search wamant for the service provider

What if provider drags its feet complying w/ SW

— Any recourse

~ Any recourse after the fact

CeEE Phone Records

+ Where is the Evidence
— Ceft Phone
« Search Wamant
+ Search Incident to Amest
- Cell Phone Historical Records
+ Search Warrant
« Subpoana
- Cef Phone Real-Time tnformation
« Tracking
— Search Warranl
- Subpoena
« \Wiretap
~ Search Warran! #
= Bubpoena 7

+ Billing

Olmstead v. United States

Q. when was this written

+ Subtler and more far-reaching means of
invading privacy have become available to
the Government.

« Discovery and invention have made it
possibie for the Government . . . to obtain
disclosure in court of what is whispered in
the closet.

Searches

+ 4 Amendment “Search” requires
— Search Warrant
~ Exception fo need for Search Warrant
« Exigent circumstances
+ Consent
» Search Incident fo Arrest

Search Incident to Arrest

« Chimmel — Search incident to amest must be justified by
- Danger to arresting officer — reaching distance
- Presetving evidence

« Belton

- In a car: reaching distance = interior of car
~ Predominantly understood to mean

» area reachable by arestee b4 arrest,

~ Brennan dissent: rests on fiction ... that interior of car is
ahlways within the immediate control of an amestee who has
recenty been in the car”
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Billing Practices of ISPs

* Federal
- ECPA
- requires reimbursement for costs
reasonably necessary for producing the
records,
~All orders are treated a5 a form of
compulsory process under the ECPA

+ But A memorandum
- Ca. BEvid 1563 on billing and

- An argument can be made that thesStpre of
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2703(d) Articulable Facts Order
ECPA Requirements

« Order
— Nofice to Subscriber, unless ...
~Signed by a Court,
+ includes State Judges
« “specific and arficulable facts showing
+ reasocnable grounds to believe that the ...

« records or other information sought, are
- relevant and
~ material to an engoing criminal investigation.”

Provider Records
Sfored Transactional Information

+ A search warrant or a 2703(d} order will
get you:
— Basic Subscriber Information
-~ Complete audit trallsfiogs
~Web sites visited

- ldentities of e-mail correspondents

Keep Your Investigation Secret
2705 Non-Disclosure Order

HOHIRSCLOSURE ORDER

i Axtrer orered at celiifar senvice provider notto noffly any pesson (rouding the
subscriter of castomer o whith e materiais relate) of the existence of és order for 50 days
in that such a csclosune couig give the suliserber an appoctunity fo destoy evidence, oty
confederales, of See of conltie 1 fight from prosecuion

18 USC 3123 PensTrap, 18 USC 2705

So What Can | Ask For?

+ Billing Records
— do not ask for foll information; that is a

landline term For long distance.
—~ Specify period desired.
* Qutbound and Inbound Call Detail

— this is the real time, current activity that is
not yet on the customer's bill.

-~ “Inbound” is usually available for only a
fimited time (45 days) which gives other

] cﬂular phones calling the target number.

Basic Subscriber Information

+ Asearch warrant or subpoena will get you:
- Name & address
~{.ocal and LD felephone toll billing records

— Means and source of payment used to pay for the
account

~ Telephone number or other account identifier (such
as usemame of “screen name”)

— Length & type of service provided
~ Records of session imes and durations
- Any temporarily assigned network addresses

el i 2y o

So What Can | Ask For?

« Call origination / termination location.
— Available for a limited time (45 days) and
gives focation jnformation on cell sites

used, length of call, date, tirme, numbers
dialed.

- With a GPS enabled phone gives location
of phone.
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Now that We Know the Carrier

» Where do we serve the paper
» Resources
- www mobileforensics.info
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Monitoring Tracking Device

Monitoting
- Public Places
» No SW bl reveals nothing nof apparent e naked
eye. LLS. v Knotls (1983} 460 U.S. 276
- Private Places
+ LE. beeper reveals info not avail. to naked eye
» Needs a SW

—Question

+ How do we know where an the tracker is going to
goin advance?

Tracking Summary

Pen Trap/Trace or Register — (s # s calimg thet /)~ .
— Rosidential Phene, Arliculabie Fasts 2703 order, Pen/Trap Registet
= Celluiar Phone,
+ Federal = Ariculable Facls.
* Calformia - SW
Location information of celiular phone — that phone is there)
~ Real Time (Trap Trace} -

sw
~ Historical Records ~
= SW, o passibly

v ZXO¥d) maybe
Centents of communication
- Call = witetap
— TextE mall
+ Casdoméa 5W
+ Fedonl §W
= arlicybabie (ach (e for “praned” gl

Who is the ECSP

« 1. What carder is the phone number assigned to?
— NANPA ~ North American Nurnber Pooling Admin
- www.nationalnanpa.com

« 2. Has the number been ported?

- National Pocling Administration
www.nationalpooling.com

Using a phone as Tracking Device

+ Pen/Trap Trace

—legal standard, ariiculable facts wenregsrn
+ Pen regisiers are available upon “articuiable facts.™ 18 11.5.C.
2703 (aka ECPA), 3127(3) aka (patriot act)

.« But, pen register infermation “shall not include physical focation
of the subscriber,” 47 U.S.C, 1002(a}(2)(B} (Communications
Assistance for Law Enforcement Act aka CALEA }

~ Therefore, need Probable Cause, - SW
« See In Re Application of the U.§. for a Pen Register {Aug 25,

2005) 2005 L, S. Dist. LEX{S 18019, 2005 W 2043543
- California, cell phone specifically exempted from penftrap

What are the Steps to Get the Stuff

Identify the target phone number
{dentify the ECSP (Cell Carrier)
L.ocate where to serve the SW
Write the SW

« Serve/Pay for the SW/Records

-

NANPA
‘ www.nationainanpa,com




So What Can | Ask For?

+ Physical address of cell sites.

- Needed to determine where cell site is located
when you receive; inbound & outbound or call
origination & termination location.

+ Any ofter cellular telephone numbers that
dial the same numbers as (XXX} XXX-XXXX.

~ if you want to know who calls the same number
the target calls (for example a pager or landiine
number).

- Available for only a limited time (45 days).

So What Can | Ask For?

+ Subscriber information on any cellular
numbers that (xxx) xxx-xxxx dials.

— Subscriber information on the carrier's network

that is dialing the target
« All of the above records whether possessed
by cellular service provider [target of
warrant] or any other cellular service
provider.

— If you anticipate the suspect may be roaming or if
the number is roaming in the providers market,
you may be able to obtain information from other
cellylar carriers if you include this language in

2,918

S0 What Can | Ask For?

+ All stored communications or files, including
voice mail, email, digital images, buddy lists,
and any other files associated with user
accounts identified as: account{s) xxxxxx,
mobile numbers (xxx) xxx-xxxx, or e-mail
account roe234@sprint.net.

— Celfular service providers now offer similar
services to an internet service provider (ISP)and
maintain the same type of records such as text
messaging, e-mail, and file sforage for the
transfer of data including digital pictures. Limit
your request to what you nead.

Is a phone a Tracking Device

» Enhanced 911
~ By the End of 2005 Providers must pinpoint
+ 67% of calls withint 100 meters
» 95% of calls within 300 meters

—47 C.F.R. 20.18(h)(1)

lLocation/Tracking

SW v, Articulable Facts
+ Installing

» Monitoring
+ UJse of Cell Phones to Track

Installing Tracking Device

+ Instating
- Parficularily - hard to specify where beeper will go
~ Describe object breper placed in
- « which g Lo ¢
~ Deacrlbe kength of Ume breper will be monitor
~ inside liems, wio SW
* Cohsent of ‘cutrent” owner lo be sold 1o 34 party target
— O LS, v. Knotts (1963} 460 U.6. 276
+ Placed inside a lawfully opaned mall patee! wilh drugs
~ OK.P. v Gali (1068 173 Gl Apn 34 1005, 1016 Copening’ SW did nol have
any Hnguage repardng placing 8 betper)
- Inte/Onic Vehicles

- HoSW neceasary
- Hﬂmng‘ fy, S Cir, Says yes SW needed, but ¥~ Cir ond Cal. say 1o SW
nowded, See Pacple v, Zichwie, Bd Cal. App, dth 44

« Inside
- Requees a SW




SW/SDT's
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Where to Find Records
- SEARCH.ORG

~

Onling Strvice:

Gelico Partnorsivp dibfal Verton Wirelnss,
Onlind Service Addrazk: X80 Wathiogtoh Vallay Road
Badmingtar, 1) 07921

Phone Mumben

Fax Humbar:

tote(s): Tor Maling
addresses; opt 2 for subpounss/sesrch varanks, apt 3
for court préarad survaliisnce, opt & for court srdant
Fax for Court Grder & Saarch Wamant ragquestsy
$08-306-249L ar 908-306-74%92
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What Do the Records Look Like
Call Detail Report
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What Do the Records Look Like

= Call Detail Report

+ Tower Records

* How to interpret

+ Sprint Example —~ 7/1/07
- Fraud Oceurs in Palm Beach Fla at 1:12 PM
— Q- Can | use Cell Tower Info to establish [D

Tower Records
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Belton

« Lower courts began to treat ability of
police to search interior of car incident to
arrest as an “entitlement”

+ Indeed, arresting officer in Arizona v. Gant
~ Q. Why was the search conducted
~A. “Because the law says'we can do it

Using a Search Warrant

» SW requires

— Particularity of place and items searched for
* How do you desciibe a cellphone
+ How do you articulale what yous want
- For the cotrt
~ For the electronic communications service provider (ECSP}
— Describe evidentiary relevance
~ State the training/experience refied upon
State conclusion

¢ "{ bedieve, based upon my trainkng and experience, 1hat relevant informatian
15 contained within the telephone”

-

Getting Info From the

Phone Company

it Step “freeze” the records
- 18 U.8,C, 2703{d and f} orders, direct 3d parly ECSP
+ Malntain recards for 90 days
» Not disclose the investigation to suspect
» 2d Step Search Warrant for the records

- Feds and some other states allow some records to be
obtained with less than probable cause

- California, basically requires a SW
— SW will get records, stored communications etc...
— Include “Non-Disclosure” language in SW affidavit

Search Incident to Arrest
Arizona v. Gant 173 L.Ed.2d 485

+ Search Incident to Arrest OK

-~ 1. Danger to Arresting Officer
+ But, no danger if arrestee is handcutfed in Dack of car
+ LE. danger Is measured at fime of search, does not refate
back to earfer time of arrest. . -
- 2. For Evidence Related to Crime of Arrest

+ “when it is reasonable to believe evidence relevant
to the crime of arrest might be found in the vehicle”
» Q. isn't that the same as
— Probable cause

probabla,cause
SRR

Getting the Phone ltself

* Describing the Phone
~ Physicatl Description — cofor, manufaciurer, model, ete

— IMEI Number - #5HRHIRHHEREHRRAEHE
- ESN
- SIM Number

CeKTIDGE CLEmar (erepaone,

1 YOUAREHERERY AUTHORIZED wy DIPECTED to search the

Gy Motorola cellufat telephone, INEL 0100866720358, curnenidy i the
possession of the New York City Police Department.

§ 2703(f) Requests to
Preserve

= Can ask for anything (content or non-
content) to be preserved for 90 days
+» Does not have prospective effect

— Appiies only to materials in the possession of
the provider at the time of the reguest

TN



ECPA Billing Contd.
What is a “Reasonable Amount”

ECPA states the amount of the fee is to be mutually
agreed upon.

— {f no agreement, amount to be determined by the courl thal
issued the order.

What is a reasonabie cost in Califomia, see E.C.
1563{b}1}

- §.10 per B ¥ by 11 sheel of paper
- 10.00 per hour of clefical fime

- leual costs if provider reimburses a 3d party for records held by

~ Does not apply if 3 is a division of the provider in re Mamage of
Stephiens

= 0,00 for computer Costs in re Marriage of Stephens (1964) 156
; ' ] ey S

Thank You

+ Questions -

ECPA Billing Continued

Record holder will eilher
= Produce for free
~ produce he records wih a bill or .
- wilhhold the produstion of the recerds undil payment is recejved,
it there is a fee disputa 1 the the oot
- i -payment, 1
{Lgﬁspsrl?:éd&recgr‘ai:sd tfgf gﬂgggﬁeowaﬂwogaa&ey;nﬂeterminal:on asto
the proper fees

- the losing party in this fee dispute may have 1o pay reasonable
expenses incuding atomey fees.

+ Bt an investigative agency could not recover attormey’'s lees withaul he
court expressly finds

+ the witness not only charged excessive costs, and
« acted in bad falth, See i 1o Marrioge of Stephens (1984) 156 Cal App.3d
908, 81218.) =1

Sample 0SC
+  If the provider withholds pending payment, is
- en the requeting party ;y pe:;jon the courl for . eQé\ég,;h:Lable




N I I L.aw Enforcement Systems and Services

Tel-Tales

January 15, 2007

Text Messaqging aka SMS

why do people need text messaging on cell phones? 1 don't need it. I can send text messages
on my celf phone if I want, but I dont want. I do realize that it has become a sort of life support
system for kids; if they're not talking on their cell phone, they are holding it and text-messaging
up a storm. An investigator’s fe wouid be so much better if there were no such thing. Since
text messaging {aka SMS-Short Message Service) appears to be hete to stay and some (lots of?)
bad guys use it, we'd better learn what it is, how it's used, and how we can legally obtain
information about its use to support our investigations,

What Short Message Service {(SMS) is: It's called "Short” because there is a limitation on
how many characters you can put in a message. This is necessary so that the cell companies can
easily handle the traffic. If you have SMS service on your cell phone, you type an alphanumeric
message using your keypad and then “send” it to your intended recipient, If the recipient’s
phone is on, s/he can view the text you have sent. Cbviously, text messaging is a one-way
affair, much like push-to-talk.

Where and how it's stored and for how long: This is probably the most misunderstood lssue
regarding SMS. 1 have received many calls from investigators who have been informed that a
particular text message was sent iast weelk/month/year — you name it - which could have a major
impact on a case. If only they could somehow subpoena the text of that message, the case could be
resolved. They don't like it when the cell company tells them that the text message is long gone and
irretrievable. This is usually when the call me and ask if there is some way they can get the contents
of that message; I have to tell them the bad news and verify that what the celi company told them
was correct. The life of a text message is, sadly, very short; here's the sad tale, ..

When a text message is sent, it goes to the cell company’s text message server where it is
temporarily (for seconds) stored. The cell company communication system checks if the recipient’s
telephone is turned on. If it is, the text message is sent and, within a short period of time (typically
minutes or seconds) is deleted from the cell company server. The message is now resident on the
recipient phone’s memory. It will stay on the recipient’s phone until s/he deletes it or it gets
automatically “bumped off” when the phone's text message storage memory is exceeded and the
phone needs to make space for a new message.

If the intended recipient’s phone is turned off, obviously the message cannot be sent and it is
retained for a short period {most cell company systems hold it for 72 hours - three days) on the
server while it is waiting for the recipient phone to be turned on. If 72 hours has passed and the
recipient phone has not been turned on, most cell companies delete it permanently and it is lost
forever., At least one company representative told me that in their system, the message would be



transferred after 72 hours to an archival system where it will wait for an unspecified period {around a
month or so) for the recipient phone to be turned on. After that period has passed, it will be deleted.
1 have not been able to verify if this information is accurate; you should assume that it is kept for
only three days and then deleted. As always, I recommend that before you write your legal demand,
call the cell company compliance department and find out their policy.

Getting SMS traffic and content: You might think of SMS information as being analogous to
telephone call information, You can get tolls (aka call detail records — CDRs) for telephone calls.
CDRs give you information such as the date, time and duration of a call and what number calted what
other number. If you want to know what the people talked about, i.e. you want to listen to the
conversation, this reguires additional justification, legal paper, and equipment, but Title IT intercepts
can be and are regularly done on both landline and cell phones.

With an SMS text message, you can get the equivalent of CDRs — who sent a message to whom and
when. Remember the comment I made earlier — text messaging is only one way. Consider this. If
you introduce subpoenaed information at a trial that shows Subject A sent 35 text messages to
Subject B on a given day, and you didn't subpoena Subject B's SMS records, couldn't Subject B's
attorney argue that Subject B's phone was off for several days and he never received them? Or
couldn® learned counsel argue that his client might have seen the messages, but didn't recognize the
sender and just deleted them? You're on the stand; it's too late to serve another subpoena! Lesson:
get both sides. :

If you want the actual message content - the equivalent to Title 111, and you can generate the
appropriate legal paper, you can get it only in real time in a Title III CALEA intercept. On all
occasions where 1 have had to get text message information, each and every cell company has
stated emphatically that the only way to get content is via a CALEA intercept and only in real time.

Remember that if you want to show that two people were communicating via text messaging, it will
be necessary to subpoena or otherwise legally capture both sides of the SMS “conversation” and put
them together to shaw the extent of the dialog. Otherwise, if you only look at only one subject’s
SMS information, you will just be able to establish a monolegue in court,

Bottom line is, i you want SMS traffic information, you have all kinds of time. If you want SMS

content, i.e. the actual text of the message, you have to plan ahead for the necessary legal paper
and grab it real time.

Of course, if you can get your hands on that cell phone and you have the appropriate legal paper,
you can read any messages that have not been deleted, Even if a message has been deleted by the
recipient and not much time has passed, you may be able to recover some or even possibly the
entire message forensically.

OK, OK, OK, there are a couple of other options. The above discussion covered the 99+ situations
you will encounter, There are two circumstances that could occur. Both possibilities are uniikety, but
I would be amiss if I didn't mention them.

« Way out possibility #1: IF you know an SMS was sent to a particular celi phone on a certain
date/time and if you know that the message was never received because the recipient cell

phone was turned off, and if it has been less than 72 hours since the message was sent,
that SMS is still sitting on the cell company's server. Even if you have a court order for a
CALEA Title III, you still can't read the message because the recipient cell phone is off so the
SMS wili never be sent and will die a natural death after the 72 hours is up. Your only
solution is get the celi company to copy, extract, freeze, or do whatever they have to do to
retrieve that message before it dies. Thy will tell you it can't be done or they may teil you




they just won't do it. Don't belleve them; it can be done; you just have to exert the proper
amount of legal and “other” force (refer to your telephone force continuum training) to make
it happen. Just do what you have to do hefore the 72 hours is up. (Idea... havae them set up
a done cell phone to the one that's turned off, When the clone is turned on, the SMS will be
sent.}

»  Way out possibility #2: If “Way out possibility #1” happens and, if the 72 hours has passed
but only by a very short time {minutes or maybe just an hour or 5o}, and if the situation is
exigent, and if you have the mental fortitude, legal paper, and determination, you could
always execute a search warrant at the cell company office, grab their SMS server and
possibly recover the deleted SMS forensically. Actually, if the cell company wanted to help,
they couid do all that for you, but as you know, their first responsibility is to their
shareholders, If you do exercise this option, let me know how it turned out!

If you like the clone phone idea mentioned above and you are a covert operator with a “Mission
Impossible” bent; a great trick is to remotely “shut down” a subject’s cell phone by using a
Triggerfish-type unit {the latest man-portable version is the “Kingfish™), Appropriate legal paper
should get the celi company to build you & clone of the shut-down phone. Then you could receive all
the text messages that would have been sent to that subject (and you could even respond to them).
Just be sure you keep his phone shut down.

Selected short subjects:

You don't forget your buddies; don't forget the bad guy’s buddies: Sprint, to name
one, and lots of other cell companies offer special deals to customers who have a small,
select group of people that talk to each other a lot. The advertising types call it the “buddy”
plan, “friends and family” plan or some other catch phrase, but they all basically work the
same. I guess they do it to encourage groups of people to all sign up together and all stay
with their company. For example, when you and a group of friends apply for Sprint cell
phone service, you can ask that you and your buddies be put on the “buddy pian so that calls
between any two members of the group are at the bargain rate. Some cell companies allow
free calls among members of a “buddy” plan. What a great way to find out quickly who all
vour target’s close associates are! Not all bad guys are stupid enough to put a list of their
co-conspirators on file, but encugh of them do it to make it worthwhile for you to include a
request for a target’s “buddy list” in your subpoena, Note that this doesnt work for Verizon

Wireless - they don't charge minutes for “in-calling”, communication between any Verizon
Wireless customers.

Some telcos will email you a spreadsheet instead of paper if you request it? Isn't
that great! Now you can easily dump the calls into your analytical system or at least sort and
study them on the spreadsheet. No more fat-fingering for you. Don't you wish all tejcos
would send all info this way? So far, I'm in agreement with you. Electronically-deliverad tolls
do save a ict of time. But you need to he aware of a possible disaster that could blow your
case. Let'slook ata scenario. You take the stand at the trial and testify that the defendant
called his afleged co-conspirator {(whom he claimed he did not know) 237 times during the
past four months. You sit there all smug while the defense attorney springs his planned
strategy on you. He claims that his review of the discovery information that you provided
revealed that the telco you subpoenaed emailed you the tolis on his dient’s cell phone in a
Microsoft Excel spreadsheet. How, he asks, can you expect the jury to believe that 237-call
figure you quoted when anyone knows that you could have easily edited that spreadsheet to
show anything you wanted in your efforts to frame his poor, innocent client? You may want
to think twice abeut introducing evidence that could be challenged in this manner. Sure, get
spreadsheet format call and/or subscriber records for your analytical/investigative




convenience, but when you go to court; be sure you have a parallel set of original, from-the-
telco paper or read-only, graphic subscriber and call detail record information to introduce as
evidence. For all practical purposes, if you have a CD from the telco with some sort of
“official” telco logo on it, you're good for court.

The only thing we have to fear is fear itself... Hereis an emall I received recently:

JUST A REMINDER!!! ... 9 days from today, alf celf phone numbers are being
refeased to tefemarketing companies and you will start receiving sale calls,

. YOU WILL BE CHARGED FOR THESE CALLS - To prevent this, call the following
number from your cefl phone: - It s the National DO NOT CALL
list. It will only take a minute of your time. It blocks your number for five (5)
years. You must call from the cell phone number you are wanting to have
blocked. You cannot call from a different phone number.,

Thought you may want to know this...

~Nora

Fear not: this has all the earmarks of an urban fegend. I think you are wasting your time
registering. No one will be releasing cell numbers to telemarketers. if you do register your
number I don't think it will make much difference; FCC does not enforce the Do Not Call

law! In fact, no one enforces this [aw and the telemarketers know this. The only reason any
of them honor this list is because they are afraid of more stringant laws that wiff be enforced
if they don't act honorably. FCC does, however, release the Do Not Call #ist to telemarketers
so they'li know what numbers they are forbidden to call. Many unscrupulous (are there any
un-unscrupulous telemarketers?) telemarketers use this list to make calls, particularly those
from safe, overseas telemarketing boiler rooms.

This being said, if/when a national 411 directory of cell phone numbers is published, it will
not be distributed as such, but will be only given out on a specific query basis - i.e. you give
them a name and they give you the number,

My advice... If you're wortied about such a release ask that your number be non-published.
As far as telemarketers are concerned, wait until you get a call — then register. Never call a
telemarketer back.

NTI publishes " a monthly newsletter written by for investigators, intelligence
analysts, and prosecuting attorneys. A sworn law enforcement officer Jrovides direct assistance
regarding telephone issues to federal, state, and municipal agencies. He aiso conducts in-depth, training
programs for investigators, prosecutors, and analysts either directly or off the GSA schedule for federal
agencies on using telephone information to support criminal and counter-terrorism investigations. Fach

5 issue covers technigues and innovative approaches to the acquisition and use of telephonic
information to build and prosecute cases. Call if you have
any questions or want more detail on or the information presented here. The material presented in |

i and may not be

reproduced and/or distributed in whole or in part without the express permission of the author. Previously
unpublished investigative and analytical technigues presented herein may not be used by any person or
enterprise for commercial purposes.



Search Warrant Language For Cellular Phones' (4/11)

Cellular phones have become the virtual biographer of our daily activities. It tracks who we talk
to and where we are. It will log calls, take pictures, and keep our contact list close at hand. In
short it has become an indispensable piece of evidence in a criminal investigation.

Want to know where your suspect was last Saturday? The cellular service provider can provide
you the location information of the cellular phone as it relates to the provider’s network. What
about the last person your victim called? Both the cellular phone and the cellular provider will
keep a record of this. How about finding gang member photos associated with their gang
moniker? It will be located within their cellular phones.

Information relating to a cellular phone will be found in two places. In the records possessed by
the cellular service provider and in the cellular device itself.

Getting Information From The Cellular Provider

The following is offered to provide guidance on drafting a search warrant for the production of
records maintained by the cellular provider.

The first step in obtaining records from a cellular service provider is to identify the provider. A
cellular phone carrier can be queried directly to ascertain if they provide service to a known
number, Information on legal contacts for cellular service providers may be found at
http:/fwww.search.org/programs/hightech/isp/ The North American Numbering Plan
Administration also tracks the numbers that have been assigned to service providers.
(hitp://www.nationalnanpa.com) Since a cellular phone number may now be ported (transferred)
by a consumer to another cellular service provider, law enforcement should make a number
porting check. Law enforcement may sign up for the service at
(http:/mpac.conylawenforcement/ivr.shtml)

The second step in obtaining records from a cellular service provider is a preservation request to
“freeze” stored records and communications pursuant to 18 U.S.C. § 2703(f). Many cellular
service providers maintain records for only a short period of time. This request can be used as a
directive to third-party providers to preserve records and not disclose the investigation to the
suspect. This is an important tool to use to prevent third-party providers from writing over or
deleting data you need while you obtain a warrant. Currently there are no laws which govern
how long a third-party provider must retain log or other information. Sample preservation orders
can be found at h ) ' o . (Appendix C).




It is also recommended that you contact the cellular service provider to ascertain the type and
nature of records kept and any special terms or definitions that the carrier uses to describe those
records. Any request for records should be limited to only the records that are needed. Do not
request all of the categories of records listed unless it is truly needed for your case. Cellular
phone records can be described in the warrant as follows:

A Subscriber information
Note: This should give you the name, address, phone numbers, and other personal
identifying information relating to the subscriber.
B.)  Account comments
Note: Anytime the provider has contact with the customer or modifies the customer's
account a notation will be made by a service representative on the account.
C.)  Credit information
Note: Most providers run a credit report on customer prior to activating the account
D.)  Billing records
Note: Do not ask for toll information; that is a landline term for long distance. Speczﬁ;
period desired.
E.)  Outhound and inbound call detail
Note: This is the real time, current activity that is not yet on the customer’s bill.
“Inbound " is usually available for only a limited time (45 days) which gives other
cellular phones calling the target number.
F.)  Call origination / termination location
Note: Available for a limited time (45 days) and gives location information on cell sites
used, length of call, date, time, numbers dialed. With a GPS enabled phone it gives
location of phone.
(G.)  Physical address of cell sites and RF coverage map
Note: Needed to determine where cell site is located when you receive inbound &
outbound or call origination & termination location. The RF coverage map models the
theoretical radio frequency coverage of the towers in the system. You will want to limit
this request to a specified geographical area.
H.)  Any other cellular telephone numbers that dial the same numbers as (xxXX) XXx-XxXX
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L)

1)

K.)

L.)

M.)

Note: If you want to know who calls the same number the target calls (for example a
pager or landline number). Available for only a limited time (45 days).

Subscriber information on any cellular numbers that (xxx) xxx-xxxx dials
Note: Subscriber information on the carrier’s network that is dialing the target.

All of the above records whether possessed by cellular service provider {target of
warrant] or any other cellular service provider

Note: If you anticipate the suspect may be roaming or if the number is roaming in the
providers market, you may be able to obtain information from other cellular carriers if
you include this language in your description of records.

All stored communications or files, including voice mail, email, digital images, buddy
lists, and any other files associated with user accounts identified as: account(s) XXxxxx,
mobile numbers (xxx) XXX-XXxXX, or e-mail account

Note: Cellular service providers now offer similar services to an infernet service
provider (ISP)and maintain the same type of records such as text messaging, e-mail, and

file storage for the transfer of data including digital pictures, Limit your request to what
you need.

All connection logs and records of user activity for each such account including;

Connection dates and times.

Disconnect dates and times.

Method of connection (e.g., telnet, fip, http)

Data transfer volume.

User name associated with the connections.

Telephone caller identification records.

Any other connection information, such as the Internet Protocol address of the

source of the connection.

8, Connection information for the other computer to which the user of'the
above-referenced accounts connected, by any means, during the connection
period, including the destination IP address, connection time and date, disconnect

time and date, method of connection to the destination computer, and all other

information related fo the connection from cellular service provider.

A I

Note: The above is a standard request made to ISP to track connection information.
Remember with the type of cellular service offered today the user can send a message
Jrom the phone or from the associated account via a computer or other access device,

Any other records or accounts, including archived records related or associated to the
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N.)

0.)

above referenced names, user names, or accounts and any data field name definitions that
describe these records.

Note: This is the catch all to use when you want everything. This request also includes
“archived” information. Many companies now “archive” records thus allowing for the
preservation of subscriber records for a significant time. Archived records are usually
stored in a spread sheet format encompassing a variety of data fields. You must request
the data field name definitions in order to understand the spreadsheet.

PUK for SIM card #

Note: Subscriber Identity Module (SIM) is a smart card inside of a GSM cellular phone
that encrypis voice and data transwmissions and stores data about the specific user so that
the user can be identified and authenticated to the network supplying the service, The
SIM also stores data such as personal phone settings specific to the user and phone
numbers.

SIM cards can be password protected by the user. Even with this protection SIM cards
may still be unlocked with a personal unlock key (PUK) that is available from the service
provider. Note that after ten wrong PUK codes, the SIM card locks forever.

All connection logs and records ofuser activity for the cellular tower identified as
(describe cell towers location and identification #) for the time period between (list time
period).

Note: Often referred to as a “tower dump,”’ this request allows you to review all users
that connect to a specific tower during a specified time frame. This search warrant of
last resort is used to see if the tower data can provide possible suspects that were in the
area when a crime occurred. Data from a tower may consist of a list of telephone
numbers, call start times and end times.

Cellular service providers maintain the physical address of their cell sites. (See “G.”)
Multiple carriers may share a tower. In that each carrier maintains its own records, a
search warrant would have to be served on each carrier that uses the identified tower,

You will want to request that these records be produced to you in an electronic format
such as excel ov txt.

A search warrant for the production of records held by a cellular service provider should always
include an order for non-disclosure. The cellular service provider will notify the customer of the
search warrant unless there is a non-disclosure order. This order will delay notification for 90
days and can be extended for an additional 90 days. (See California Public Utilities Commission
decision No. 93361 (7/21/1981).) A non-disclosure order may be phrased as follows:

ORDER FOR NON-DISCLOSURE OF SEARCH WARRANT



It is further ordered that cellular service provider not to notify any person
(including the subscriber or customer to which the materials relate) of the
existence of this order for 90 days in that such a disclosure could give the
subscriber an opportunity to destroy evidence, notify confederates, or flee or
continue his flight from prosecution

Now that we have listed what records we are seeking, probable cause must be shown in the
affidavit for each of the listed items. The following is sample language justifying the need for
the production of specified records that can be used as a starting point for drafting the search
warrant affidavit:

P.)

Q)

the

R.)

Through experience and training, your affiant knows cellular service providers maintain
records related to subscriber information, account registration, credit information, billing
and airtime records, outbound and inbound call detail, connection time and dates, Internet
routing information (Internet Protocol numbers), and message content, that may assist in
the identification of person/s accessing and utilizing the account.

Through experience and training, your affiant knows that the cellular service provider
maintains records that include cell site information and GPS location. Cell site
information shows which cell site a particular cellular telephone was within at the time of
the cellular phone’s usage. Some model cellular phone are GPS enabled which allows
provider and user to determine the exact geographic position of the phone. Further, the
cellular service provider maintains cell site maps that show the geographical location of
all cell sites within its service area. Using the cell site geographical information or GPS
information, officers would be able to determine the physical location of the individual
using the cell phone number (xxx) xxx-xxxx, which according to corroborating sources
listed above was/is in use by the suspect. That information is necessary to the
investigating officers in order to

Cellular tower (describe location and tower #) is located approximately from the
location where John Does body was discovered, Through experience and training, your
affiant knows that cell towers maintained by cellular service providers contain records
that include connection logs and records of user activity that have accessed the cell tower.
These records may include telephone numbers, call start times and end fimes. Accessing
this information would enable officers to identify individuals who cellular device
accessed this cellular tower during the time period of the crime, That information is
necessary to identify possible witnesses and or suspects.

[t is also recommended that you include within the affidavit the authority which allows a search
warrant to be served by facsimile (fax) for the production of records maintained outside of
California.

S.)

Your affiant is aware that cellular service provider is located within the State of .
Pursuant to Penal Code section 1524.2 and Corporations Code section 2105 a California
search warrant may be served upon them and they have requested that this warrant be
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served by facsimile to the attention of at (XXX) XXX-XXXX.

Note: Some judges question their authority fo authorize out-of-state service of the
warrant. Please refer them to Corporation Code section 2105(3)(B). The term “properly
served’ includes delivery to a person or entity listed in Corporation Code section 2110.
Corporation Code section 2110 allows service on any “‘natural person designated by it
as agent for service of process.” The above paragraph is the corporation designating an
agent for the sevvice of process. '

A word of caution. If you use the cellular subscriber records to attempt to determine the specific
physical location of an individual’s position there are a couple of questions that must be
answered.

First question is call overloading. When the maximum call processing capacity of a specified
cell tower is reached it may be designed to hand off calls to other cell towers. Thus, a tower that
the records reflect handled a call may have off-loaded the call to another cellular tower. The
cellular provider will be able to check the cellular traffic on a specified cellular tower to
determine whether or not any calls were off loaded,

Second question is whether the records reflecting the placement of a specified cellular tower’s
directional antenna is accurate. Occasionally the cellular provider may make adjustments to the
cellular towers directional antenna that is not reflected in the records. Since the physical location
of an individual’s position will be based upon this directional antenna, its placement should be
confirmed prior to trial.



Getting Information From The Cellular Device

The cellular device (the cell phone) is simply a container of information. The same rules for
computer search warrants apply to cellular devices. For the purposes of this paper we are
assuming that the affiant officer has previously legally obtained the celiular device and has
already propounded appropriate language/facts within the warrant denoting that any desired
digital evidence is either:

- An instrumentality of the crime investigated; or
- A storage container for illegal “contraband” such as child pornography; or
- A storage container for evidence relating to the crime such as “records,” “address

books,” “call logs,” “photos,” other items that could be recovered from the cellular
device.

Furthermore, for purposes of this paper, we are assuming that the cellular device will be
examined by a forensic examiner. This means that the cellular device or other container
containing digital media will be removed from its current location (evidence locker) for search.

The following is presented within the search warrant.

YOU ARE THEREFORE COMMANDED TO SEARCH:

One (describe cellular device), Model # , onthe network with access
number , serial number , and FCC ID# (the "Cell
Phone").

-

Note: The above language assumes that you are in possession of the cellular device.
When you have the device if only needs to be described with sufficient particularity that
anyone would recognize it.

Located at (list current location of the device)

Note: This may be your agency

FOR THE FOLLOWING PROPERTY:

A)

Describe the records that you have probable cause to believe will be recovered from the
cellular phone.

Note: Description of records must be “reasonable particular.” (Pen. Code, §§ 1525,
1529.) As opposed to trying to describe the record Dy its type, describe the item as it
pertains to a specified person or between specified dates. For example, any and all
records showing communication between suspect John Doe and any other party relating
to the sale of methamphetamine occurring between July 1, 2008 and December 30, 2009.
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B.)

C)

EE 1M

The terms “records,” “information,” and “property” includes all of the foregoing items of
evidence in whatever form and by whatever means that may have been created or stored ,
including records, whether stored on paper, on magnetic media such as tape, cassette,
disk, diskette or on memory storage devices such as optical disks, programumable
instruments such as telephones, electronic address books, calculators, or any other storage
media, or any other form of “writing” as defined by Evidence Code section 250, together
with indicia of use, ownership, possession, or control of such “records,” “information,”
and “property”.

Note: This language expands the definition of property and follows the description of
specific vecords to be searched for and seized. Currently, the courts have been inclined
to treat computers and other electronic storage devices as ordinary containers. Thus,
warrants describing specified information are generally held to permit searches of
containers capable of storing that information. (See New York v. Loorie (1995) 630
N.Y.8.2d 483 (finding police did not exceed scope of warrant by searching contents of
computer’s internal drive and external disks when warrant only authorized taking
possession of property).) However, since this issue has not been directly addressed by
any California court, an affiant officer should still include the above language.

Investigating officers are authorized, at their discretion, to seize all “computer systems,”
“computer program or software,” and “supporting documentation” as defined by Penal
Code section 502, subdivision (b), including any supporting hardware, software, or
documentation that 1s necessary to the use the system or is necessary to recover digital
evidence from the system and any associated peripherals that are believed to contain
some or all of the evidence described in the warrant, and to conduct an offsite search of
the seized items for the evidence described. Investigating officers and those agents acting
under the direction of the investigating officers are authorized to access all computer data
to determine if the data contains “records,” “information,” and “property” as described
above. If necessary, investigating officers are authorized to employ the use of outside
experts, acting under the direction of the investigating officers, to access and preserve
computer data. The investigating officer has (insert current forensic turnaround time + 10
days) days from the date of seizure to determine if the seized computer systems and
associated peripherals contain some or all of the evidence described in the warrant. for
you may want to consider the following: Any digital evidence found during the execution
of this search warrant will be seized, transported from the scene, and analyzed in a
reasonably prudent time] Ifno evidence of criminal activity is discovered relating to the
seized computer systems and associated peripherals, the system will be returned
promptly.

Note: When confronted with a computer or cellular device at a search scene, searching
officers have one of two choices; either search the computer at the scene or justify its
removal in the search warrant for a subsequent search off scene. The above language in
conjunction with the below language (E-M)} is suggested to justify removing computersor
cellular devices for a subsequent search off scene. (See United States v. Kufrovich (1997}
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D.)

997 F. Supp. 246 [upholding warrant language authorizing removal of computer for
latter search]; United Sates v. Gawrysiak (1997) 972 F.Supp. 853.) Note that the last
three sentences state that the forensic examination will be completed within a specified
time period. This is in response to federal magistrate specifying short turn around times
of forensic examinations. (See U8, v. Brunnette (D. Me. 1999) 76 F.Supp.2d 30.
[suppression grated with investigator failed to comply with court ordered forensic
completion date]. The time period specified will reflect the current forensic completion
cycle at the issuing agency plus 10 days.

"It is hereby ordered that Apple Inc. assist law enforcement agents in the search of one
Apple iPhone Telephone, Model # , onthe network with access number
, serial number , and FCC ID# (the "Cell Phone").

It is hereby further ordered that Apple shall assist law enforcement agents in searching
the cell phone, assistance that shall include, but is not limited to, bypassing the Cell
Phone user's passcode so that the agents may search the Cell Phone."

or

"1t is hereby ordered that Google Inc. provide the username for the cellular device

identified as T-Mobile HTC/G-1 Android platform cell phone, Model # , onthe
network with access number , serial number , and FCC
1D# {the "cellular device") by providing the associated user name and by

resetting the cellular devices password.

It is hereby further ordered that Google shall reset the pass code for this cellular device
and provide the pass code to law enforcement.

Note: Some corporations will voluntarily provide officers with technical assistance in
gaining access to the devices. Although the language in “Section C” above allows * the
use of outside experts” some corporations may require greater specificity.

The affidavit still is required to support the above listed requests. The following is
sample language justifying the need for the removal of the item for subsequent
examination and search by the forensic examiner:

Pursuant to SW # , which is attached and incorporated by reference
(Attachiment A), your affiant has been tasked to do a forensic examination of a T-Mobile
HTC/G-1 Android platform cell phone.

The device is identified as T-Mobile HTC/G-1 Android platform cell phone, Model
# , onthe network with access number , serial number
, and FCC ID# (the "cellular device™).




E.)

F.)

G.)

Upon examination the cellular device is locked and requires a Google/Gmail user name
and password to unlock the device. At this time we do not have the technology to bypass
this lock. We have been unable to download the contents of the phone onto a CellBrite, a
cellular forensic tool, because the cellular device is not USB-Debugging enabled.

Your affiant has have spoken to T-Mobile and Google. I am told the only way to unlock
the phone is to have the Gmail user name and password, which was required when the
device was setup. We obtained the user name from Google via a exigent request, but was
informed that they do not have access to particular email account passwords, as they are
encrypted. Google can reset the password thus allowing access.

Therefore to be able to search this cellular device we are requesting the Gmail user name
associated with the cellular device and that Google resets the password and further
provides the reset pass word to law enforcement.

Affiant interviewed (insert law enforcement expert’s name) employed as a (agent /
computer examiner) in the Sacramento Valley High Technology Crimes Task Force
(SVHTC) Based upon information related to me on, I know that digital evidence can be
stored on a variety of systems and storage devices inclhuding, but not limited to,
Electronic data processing and storage devices, computers and computer systems
including central processing units: internal and peripheral storage devices such as fixed
disks, external hard disks, floppy disk drives and diskettes, tape drive and tapes, optical
storage devices or other memory storage devices: peripheral input/output devices such as
keyboards, printers, video display monitors, optical readers, and related communications
devices such as cellular devices and PDAs.

(insert law enforcement expert’s name) informed affiant that in connection with his
employment, he uses computer systems as well as conducting computer-related
investigations. In the past two years, (insert law enforcement expert’s name) has
supervised or participated in (insert number) executions of search warrants for digital
stored records and evidence. (insert law enforcement expert’s name) informed affiant that
conducting a search of a cellular device or computer storage system, documenting the
search, and making evidentiary and discovery copies is a lengthy process. It is necessary
to determine that no security devices are in place, which could cause the destruction of
evidence during the search; in some cases it is impossible even to conduct the search
without expert technical assistance. Since digital evidence is extremely vulnerable to
tampering or to destruction through error, electrical outages, and other causes, removal of
the system from the premises will assist in retrieving the records authorized to be seized,
while avoiding accidental destruction or deliberate alteration of the records. It would be

extremely difficult to secure the system on the premises during the entire period of the
search.

(insert law enforcement expert’s name) also stated that whether records are stored on
celiular device or computer storage system, even when they purportedly have been erased
or deleted, they may still be retrievable. (insert law enforcement expert”s name) is
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H.)

I.)

1)

K.)

1)

M.)

familiar with the methods of restoring “lost” data commonly employed by computer
users, and has used those methods himself (insert law enforcement expert”s name) has
also obtained the assistance of a computer expert in several cases, in order to obtain the
contents of computer-stored evidence where normal methods were unsuccessful. He
stated that should such data retrieval be necessary, it is time-consuming, and would add
to the difficulty of securing the system on the premises during the search.

(insert law enforcement expert’s name) stated that the accompanying software and
docking / charging equipment must also be seized, since it would be impossible without
examination to determine that it is standard, commercially available software. It is also
may be necessary to have the sofiware used to create data files and records in order to
read the files and records. It is also necessary to the ability to charge the device,

(insert law enforcement expert’s name) informed affiant that the system documentation,
instruction manuals, and software manuals are also necessary to properly operate that
specific system in order to accurately obtain and copy the records authorized to be seized.

(insert law enforcement expert’s name) informed affiant that the systems pass words or
keys must also be seized, since it may be impossible to access the system if it is pass
word protected or other encryption devices are in place. (insert law enforcement expert’s
name) informed affiant that users often record pass words or keys on material found near
the computer system. These pass words or keys could be names or a combination of
characters or symbols.

(insert law enforcement expert’s name) informed affiant that conducting a search of a
computer system, documenting the search, and making evidentiary and discovery copies
for a standard computer can take over 3 business days. Complex systems or recover tasks
can require an excess of 45 business days to complete. Due to the back load of
computers waiting to be examined and the limited number of trained examiners (insert
law enforcement expert’s name) informed affiant that the Sacramento Valley High Tech
Crime Task Force is currently conducting searches of computer system within (insert
current forensic turnaround time) days of receipt. (insert law enforcement expert’s name)
informed affiant that the Sacramento Valley High Tech Crime Task Force would process
any computer system seized pursuant to this warrant within (insert current forensic
turnaround time + 10 days) days of receipt.

It is respectfully requested that I be allowed to seize all original digital evidence, in
whatever form it currently resides, and transport this original digital evidence to a secure
Evidence Storage Facility for a proper forensic examination.

Your affiant has spoken with (insert technician’s name here) and he/she has agreed to
provide assistance in bypassing the pass code (encryption) and any other assistance as
required to conduct a search of this device.

Note: This is only required when a corporations voluntarily provide officers with
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technical assistance in gaining access to the devices and desires greater specifity then the
normal order. (See Section D.)

Discovering BEvidence Not Listed In Warrant During Search of a Computer or Cellular Device

If records which are not authorized to be seized, or which relate to crimes not under
investigation, are discovered in the course of analysis, the searching officer must obtain
supplemental warrant to expand the scope of the original search warrant. (See U.S. v. Grey
(1999) 78 F.Supp.2d 524 ) While there is a argument that such records were lawfully discovered
in “plain view,” in light of current case law it is prudent that when the records are first
discovered that the search warrant be expanded to encompass them.
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Search Warrant Language For Cellular Phones' (8/10)

Cellular phones have become the virtual biographer of our daily activities, It tracks who we talk
to and where we are. It will log calls, take pictures, and keep our contact list close at hand. In
short it has become an indispensable piece of evidence in a criminal investigation.

Want to know where your suspect was last Saturday? The cellular service provider can provide
you the location information of the cellular phone as it relates to the provider’s network. What
about the last person your victim called? Both the cellular phone and the cellular provider will
keep a record of this. How about finding gang member photos associated with their gang
moniker? It will be located within their cellular phones.

Information relating to a cellular phone will be found i two places. In the records possessed by
the cellular service provider and in the cellular device itself.

Getting Information From The Cellular Provider

The following is offered to provide guidance on drafting a search warrant for the production of
records maintained by the cellular provider.

The first step in obtaining records from a cellular service provider is to identify the provider. A
cellular phone carrier can be queried directly to ascertain if they provide service to a known
number. Information on legal contacts for cellular service providers may be found at
hitp://www.search.org/programs/hightech/isp/ The North American Numbering Plan
Administration also tracks the numbers that have been assigned to service providers.
{http://www.nationalnanpa.com) Since a cellular phone number may now be ported (transferred)
by a consumer to another cellular service provider, law enforcement should make a number
porting check. Law enforcement may sign up for the service at
(http://www.nationalpooling.com/forms/law/index.htm }

The second step in obtaining records from a cellular service provider is a preservation request to
“freeze” stored records and communications pursuant to 18 U.S.C. § 2703(f). Many cellular
service providers maintain records for only a short period of time. This request can be used as a
directive to third-party providers to preserve records and not disclose the investigation to the
suspect. This is an important tool to use to prevent third-party providers from writing over or
deleting data you need while you obtain a warrant, Currently there are no laws which govern
how long a third-party provider must retain log or other information. Sample preservation orders
can be found at . ' ' T T (Appendix C) or




It is also recommended that you contact the cellular service provider to ascertain the type and
nature of records kept and any special terms or definitions that the carrier uses to describe those
records. Any request for records should be limited to only the records that are needed. Do not
request all of the categories of records listed unless it is truly needed for your case. Cellular
phone records can be described in the warrant as follows:

A)

B.)

C)

D.)

B)

Subscriber information

Note: This should give you the name, address, phone numbers, and other personal
identifying information relating to the subscriber.

Account commnents

Note: Anytime the provider has contact with the customer or modifies the customer’s
account a notation will be made by a service representative on the account.

Credit information
Note: Most providers run a credit report on customer prior to activating the account
Billing records

Note: Do not ask for toll information, that is a landline term for long distance. Specify
period desired.

Qutbound and inbound call detail

Note: This is the real time, current activity that is not yet on the customer’s bill.
“Inbound’ is usually available for only a limited time (45 days) which gives other

cellular phones calling the target number.

E)

G.)

Call origination / termination location

Note: Available for a limited time (45 days) and gives location information on cell sites
used, length of call, date, time, numbers dialed. With a GPS enabled phone it gives
location of phone.

Physical address of cell sites and RF coverage map

Note: Needed to defermine where cell site is located when you receive inbound &
outbound or call origination & termination location. The RF coverage map models the
theoretical radio frequency coverage of the towers in the system. You will want to limit
this request to a specified geographical area.
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H)

L)

)

K.)

L)

Any other cellular telephone numbers that dial the same numbers as (xxx) Xxx-XXxx

Note: If you want to know who calls the same number the target calls (for example a
pager or landline number). Available for only a limited time (45 days).

Subscriber information on any cellular numbers that (xxx) xxx-xxxx dials
Note: Subscriber information on the carrier’s network that is dialing the target.

All of the above records whether possessed by cellular service provider [target of
warrant] or any other cellular service provider

Note: If you anticipate the suspect may be roaming or if the number is roaming in the
providers market, you may be able to obtain information from other cellular carriers if
you include this language in your description of records.

All stored communications or files, including voice mail, email, digital images, buddy
lists, and any other files associated with user accounts identified as: account(s) XXXXxx,
mobile numbers (xxX) XxXx-Xxxx, or e-mail account

Note: Cellular service providers now offer similar services to an internet service
provider (ISP)and maintain the same type of records such as text messaging, e-mail, and

file storage for the transfer of data including digital pictures. Limit your request to what
you need.

All connection logs and records of user activity for each such account including:

Connection dates and times.

Disconnect dates and times.

Method of connection (e.g., telnet, £p, http)

Data transfer volume.

User name associated with the connections.

Telephone caller identification records.

Any other connection information, such as the Internet Protocol address of the

source of the connection.

8. Connection mformation for the other computer to which the user of the
above-referenced accounts connected, by any means, during the connection
period, including the destination IP address, connection time and date, disconnect

time and date, method of connection to the destination computer, and all other

information related to the connection from cellular service provider.

SOV R

Note: The above is a standard request made to ISP fo track connection information.
Remember with the type of cellular service offered today the user can send a message
from the phone or from the associated account via a computer or other access device.



M.)

N.)

0.)

Any other records or accounts, including archived records related or associated to the
above referenced names, user names, or accounts and any data field name definitions that
describe these records.

Note: This is the catch all to use when you want everything. This request also includes
“archived’ information. Many companies now “archive” records thus allowing for the
preservation of subscriber records for a significant time. Archived records are usually
stored in a spread sheet format encompassing a variety of data fields. You must request
the data field name definitions in order to understand the spreadsheet.

PUK for SIM card #

Note: Subscriber Identity Module (SIM) is a smart card inside of a GSM cellular phone
that encrypts voice and data transmissions and stores data about the specific user so that
the user can be identified and authenticated to the network supplying the service, The
SIM also stores data such as personal phone settings specific to the user and phone
numbers.

SIM cards can be password protected by the usev. Even with this protection SIM cards
may still be unlocked with a personal unlock key (PUK) that is available from the service
provider. Note that after ten wrong PUK codes, the SIM card locks forever.

All connection logs and records of user activity for the cellular tower identified as
(describe cell towers location and identification #) for the time period between (list time
period).

Note: Often referred to as a “tower dump,” this request allows you to review all users
that connect to a specific tower during a specified time frame. This search warrant of
last resort is used to see if the tower data can provide possible suspects that were in the
area whern a crime occurred. Data from a tower may consist of a list of telephone
numbers, call start times and end times.

Cellular service providers maintain the physical address of their cell sites. (See “G.”)
Multiple carriers may share a tower. In that each carrier maintains its own records, a
search warrant would have to be served on each carrier that uses the identified tower,
You will want to request that these records be produced 1o you in an electronic format
such as excel or ixt.

A search warrant for the production of records held by a cellular service provider should always
include an order for non-disclosure. The cellular service provider will notify the customer of the
search warrant unless there is a non-disclosure order. This order will delay notification for 90
days and can be extended for an additional 90 days. (See California Public Utilities Commission
decision No. 93361 (7/21/1981).) A non-disclosure order may be phrased as follows:

ORDER FOR NON-DISCLOSURE OF SEARCH WARRANT
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It is further ordered that cellular service provider not to notify any person
(including the subscriber or customer to which the materials relate) of the
existence of this order for 90 days in that such a disclosure could give the
subscriber an opportunity to destroy evidence, notify confederates, or flee or
continue his flight from prosecution

Now that we have listed what records we are seeking, probable cause must be shown in the
affidavit for each of the listed items. The following is sample language justifying the need for
the production of specified records that can be used as a starting point for drafting the search
warrant affidavit:

P.)

Q)

the

R.)

Through experience and training, your affiant knows cellular service providers maintain
records related to subscriber information, account registration, credit information, billing
and airtime records, outbound and inbound call detail, connection time and dates, Internet
routing information (Internet Protocol numbers), and message content, that may assist in
the identification of person/s accessing and utilizing the account.

Through experience and training, your affiant knows that the cellular service provider
maintains records that include cell site information and GPS location., Cell site
information shows which cell site a particular ceilular telephone was within at the time of
the celtular phone’s usage. Some model cellular phone are GPS enabled which allows
provider and user to determine the exact geographic position of the phone. Further, the
cellular service provider maintains cell site maps that show the geographical location of
all cell sites within its service area. Using the cell site geographical information or GPS
information, officers would be able to determine the physical location of the individual
using the cell phone number (xxx) xxx-xxxx, which according to corroborating sources
listed above was/is in use by the suspect. That information is necessary to the
investigating officers in order to

Cellular tower (describe location and tower #) is located approximately from the
location where John Does body was discovered, Through experience and training, your
affiant knows that ceil towers maintained by cellular service providers contain records
that include connection logs and records of user activity that have accessed the cell tower.
These records may include telephone numbers, call start times and end times. Accessing
this information would enable officers to identify individuals who cellular device
accessed this cellular tower during the time period of the crime. That information is
necessary to identify possible witnesses and or suspects.

It is also recommended that you include within the affidavit the authority which allows a search
warrant to be served by facsimile (fax) for the production of records maintained outside of
California.

S.)

Your affiant is aware that cellular service provider is located within the State of .
Pursuant to Penal Code section 1524.2 and Corporations Code section 2105 a California
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search warrant may be served upon them and they have requested that this warrant be
served by facsimile to the attention of at (XXX) XXX-XXXX.

Note: Some judges question their authority to authorize out-of-state service of the
warrant. Please refer them to Corporation Code section 2105(5)(B). The term “properly
served” includes delivery to a person or entity listed in Corporation Code section 2110,
Corporation Code section 2110 allows service on any “natural person designated by it
as agent for service of process.” The above paragraph is the corporation designating an
agent for the service of process.

A word of caution. If you use the cellular subscriber records to attempt to determine the specific
physical location of an individual’s position there are a couple of questions that must be
answered.

First question is call overloading. When the maximum call processing capacity of a specified
cell tower is reached it may be designed to hand off calls to other cell towers. Thus, a tower that
the records reflect handled a call may have off-loaded the call to another cellular tower. The
cellular provider will be able to check the cellular traffic on a specified cellular tower to
determine whether or not any calls were off loaded.

Second question is whether the records reflecting the placement of a specified cellular tower’s
directional antenna is accurate. Occasionally the cellular provider may make adjustments to the
cellular towers directional antenna that is not reflected in the records, Since the physical location
of an individual’s position will be based upon this directional antenna, its placement should be
confirmed prior to trial.



Getting Information From The Cellular Device

The cellular device (the cell phone) is simply a container of information. The same rules for
computer search warrants apply to cellular devices. For the purposes of this paper we are
assuming that the affiant officer has previously legally obtained the cellular device and has
already propounded appropriate language/facts within the warrant denoting that any desired
digital evidence is either:

- An instrumentality of the crime investigated; or

- A storage container for illegal “contraband” such as child pornography; or

- A storage container for evidence relating to the crime such as “records,” “address
books,” “call logs,” “photos,” other items that could be recovered from the cellular
device.

Furthermore, for purposes of this paper, we are assuming that the cellular device will be
examined by a forensic examiner. This means that the cellular device or other container
containing digital media will be removed from its current location (evidence locker) for search.

The following is presented within the search warrant,

YOU ARE THEREFORE COMMANDED TO SEARCH:

One (describe cellular device), Model # , onthe network with access
number , serial number , and FCC ID# (the "Cell
Phone").

Note: The above language assumes that you are in possession of the cellular device.
When you have the device it only needs to be described with sufficient particularity that
anyone would recognize it..

Located at (list current location ofthe device)

Note: This may be your agency

FOR THE FOLLOWING PROPERTY:

A)

Describe the records that you have probable cause to believe will be recovered from the
cellular phone.

Note: Description of records must be “reasonable particular.” (Pen. Code, §§ 1525,
1529.) As opposed to trying fo describe the record by its type, describe the item as it
pertains to a specified person or between specified dates. For example, any and all
records showing communication between suspect John Doe and any other party relating
to the sale of methamphetamine occurring between July I, 2008 and December 30, 2009,
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B.)

C)

The terms “records,” “information,” and “property” includes all of the foregoing items of
evidence in whatever form and by whatever means that may have been created or stored ,
including records, whether stored on paper, on magnetic media such as tape, cassette,
disk, diskette or on memory storage devices such as optical disks, programmable
instruments such as telephones, electronic address books, calculators, or any other storage
media, or any other form of “writing” as defined by Evidence Code section 250, together
with indicia of use, ownership, possession, or control of such “records,” “information,”
and “property”.

Note: This language expands the definition of property and follows the description of
specific records to be searched for and seized. Currently, the courts have been inclined
to treat computers and other electronic storage devices as ordinary containers. Thus,
warrants describing specified information are generally held to permit searches of
containers capable of storing that information. (See New York v. Loorie (1995) 630
N.Y.85.2d 483 (finding police did not exceed scope of warrant by searching contents of
computer's internal drive and external disks when warrant only authorized taking
possession of property).) However, since this issue has not been directly addressed by
any California court, an affiant officer should still include the above language,

Investigating officers are authorized, at their discretion, to seize all “computer systems,”
“computer program or software,” and “supporting documentation” as defined by Penal
Code section 502, subdivision (b), including any supporting hardware, software, or
documentation that is necessary to the use the system or is necessary to recover digital
evidence from the system and any associated peripherals that are believed to contain
some or all of the evidence described in the warrant, and to conduct an offsite search of
the seized items for the evidence described. Investigating officers and those agents acting
under the direction of the investigating officers are authorized to access all computer data
to determine if the data contains “records,” “information,” and “property” as described
above. If necessary, investigating officers are authorized to employ the use of outside
experts, acting under the direction of the investigating officers, to access and preserve
computer data. The investigating officer has (insert current forensic turnaround time + 10
days) days from the date of seizure to determine if the seized computer systems and
associated peripherals contain some or all of the evidence described in the warrant. [for
you may want to consider the following: Any digital evidence found during the execution
of this search warrant will be seized, transported from the scene, and analyzed in a
reasonably prudent time] 1fno evidence of criminal activity is discovered relating to the
seized computer systems and associated peripherals, the system will be returned
promptly.

Note: When confronted with a computer or cellular device at a search scene, searching
officers have one of two choices; either search the computer at the scene or justify its
removal in the search warrant for a subsequent search off scene. The above language in
conjunction with the below language (E-M) is suggested to justify removing computersor
cellular devices for a subsequent search off scene. (See United States v. Kufrovich (1997)
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D))

997 F. Supp. 246 [upholding warrant language authorizing removal of computer for
latter search]; United Sates v. Gawrysiak (1997) 972 F.Supp. 853.) Note that the last
three sentences state that the forensic examination will be completed within a specified
time period. This is in response to federal magistrate specifying short turn around times
of forensic examinations. (See U.S. v. Brunneite (D. Me. 1999) 76 F.Supp.2d 30.
[suppression grated with investigaior failed to comply with court ordered forensic
completion date]. The time period specified will rveflect the current forensic completion
cycle at the issuing agency plus 10 days.

"It is hereby ordered that Apple Inc. assist law enforcement agents in the search of one
Apple iPhone Telephone, Model # , onthe network with access number
, serial number , and FCC ID# {the "Cell Phone"}.

It is hereby further ordered that Apple shall assist law enforcement agents in searching
the cell phone, assistance that shall include, but is not limited to, bypassing the Cell
Phone user's passcode so that the agents may search the Cell Phone.”

ar

"It is hereby ordered that Google Inc. provide the username for the cellular device

identified as T-Mobile HTC/G-1 Android platform cell phone, Model # , onthe
network with access number , serial number , and FCC
ID# (the "cellular device") by providing the associated user name and by

resetting the cellular devices password.

It is hereby further ordered that Google shall reset the pass code for this cellular device
and provide the pass code to law enforcement.

Note: Some corporations will voluntarily provide officers with technical assistance in
gaining access to the devices. Although the language in “Section C” above allows “ the
use of outside experts” some corporations may require greater specificity.

The affidavit still is required to support the above listed requests. The following is
sample language justifying the need for the removal of the item for subsequent
examination and search by the forensic examiner:

Pursuant to SW # , Which is attached and incorporated by reference

(Attachment A), your affiant has been tasked to do a forensic examination of a T-Mobile
HTC/G-1 Android platform cell phone.

The device is identified as T-Mobile HTC/G-1 Android platform cell phone, Model
# , onthe network with access number . , serial number
, and FCC ID# (the "cellular device™).




E)

E)

G.)

Upon examination the cellular device is locked and requires a Google/Gmail user name
and password to unlock the device. At this time we do not have the technology to bypass
this lock. We have been unable to download the contents of the phone onto a CellBrite, a
cellular forensic tool, because the cellular device is not USB-Debugging enabled.

Your affiant has have spoken to T-Mobile and Google. I am told the only way to unlock
the phone is to have the Gmail user name and password, which was required when the
device was setup. We obtained the user name from Google via a exigent request, but was
informed that they do not have access to particular email account passwords, as they are
encrypted. Google can reset the password thus allowing access.

Therefore to be able to search this cellular device we are requesting the Gmail user name
associated with the cellular device and that Google resets the password and further
provides the reset pass word to law enforcement,

Affiant interviewed (insert law enforcement expert’s name) employed as a (agent /
computer examiner) in the Sacramento Valley High Technology Crimes Task Force
(SVHTC) Based upon information related to me on, I know that digital evidence can be
stored on a variety of systems and storage devices including, but not imited to,
Electronic data processing and storage devices, computers and computer systems
including central processing units: internal and peripheral storage devices such as fixed
disks, external hard disks, floppy disk drives and diskettes, tape drive and tapes, optical
storage devices or other memory storage devices: peripheral input/output devices such as
keyboards, printers, video display monitors, optical readers, and related communications
devices such as cellular devices and PDAs.

(insert law enforcement expert’s name) informed affiant that in connection with his
employment, he uses computer systems as well as conducting computer-related
investigations. In the past two years, (insert law enforcement expert’s name) has
supervised or participated in (insert number) executions of search warrants for digital
stored records and evidence. (insert law enforcement expert’s name) informed affiant that
conducting a search of a cellular device or computer storage system, documenting the
search, and making evidentiary and discovery copies is a lengthy process. It is necessary
to determine that no security devices are in place, which could cause the destruction of
evidence during the search; in some cases it is impossible even to conduct the search
without expert technical assistance. Since digital evidence is extremely vulnerable to
tampering or to destruction through error, electrical outages, and other causes, removal of
the system from the premises will assist in retrieving the records authorized to be seized,
while avoiding accidental destruction or deliberate alteration of the records. It would be

extremely difficult to secure the system on the premises during the entire period ofthe
search.

(insert law enforcement expert’s name) also stated that whether records are stored on
cellular device or computer storage system, even when they purportedly have been erased
or deleted, they may still be retrievable. (insert law enforcement expert”s name) is

10



H)

L)

1)

K.)

L.)

M)

familiar with the methods of restoring “lost” data commonly employed by computer
users, and has used those methods himself (insert law enforcement expert”s name) has
also obtained the assistance of a computer expert in several cases, in order to obtain the
contents of computer-stored evidence where normal methods were unsuccessful. He
stated that should such data retrieval be necessary, it is time-consuming, and would add
to the difficulty of securing the system on the premises during the search.

(insert law enforcement expert’s name) stated that the accompanying software and
docking / charging equipment must also be seized, since it would be impossible without
examination to determine that it is standard, commercially available sofiware. It is also
may be necessary to have the software used to create data files and records in order to
read the files and records. It is also necessary to the ability to charge the device.

(insert law enforcement expert’s name) informed affiant that the system documentation,
instruction manuals, and software manuals are also necessary to properly operate that
specific system in order to accurately obtain and copy the records authorized to be seized.

(insert law enforcement expert’s name) informed affiant that the systems pass words or
keys must also be seized, since it may be impossible to access the system if it is pass
word protected or other encryption devices are in place. (insert law enforcement expert’s
name) informed affiant that users often record pass words or keys on material found near
the computer system. These pass words or keys could be names or a combination of
characters or symbols.

(insert law enforcement expert’s name) informed affiant that conducting a search of a
computer system, documenting the search, and making evidentiary and discovery copies
for a standard computer can take over 3 business days. Complex systems or recover tasks
can require an excess of 45 business days to complete. Due to the back load of
computers waiting to be examined and the limited number of trained examiners (insert
law enforcement expert’s name) informed affiant that the Sacramento Valley High Tech
Crime Task Force is currently conducting searches of computer system within (insert
current forensic turnaround time) days of receipt, (insert law enforcement expert’s name)
informed affiant that the Sacramento Valley High Tech Crime Task Force would process
any computer system seized pursuant to this warrant within (insert current forensic
turnaround time + 10 days) days of receipt.

It is respectfully requested that 1 be allowed to seize all original digital evidence, in
whatever form it currently resides, and transport this original digital evidence to a secure
Evidence Storage Facility for a proper forensic examination.

Your affiant has spoken with (insert technician’s name here) and he/she has agreed to
provide assistance in bypassing the pass code (encryption) and any other assistance as
required to conduct a search of this device.

Note: This is only required when a corporations voluntarily provide officers with
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technical assistance in gaining access to the devices and desires greater specifity then the
normal order. (See Section D.)

Discovering Evidence Not Listed In Warrant During Search of a Computer or Cellular Device

If records which are not authorized to be seized, or which relate to crimes not under
investigation, are discovered in the course of analysis, the searching officer must obtain
supplemental warrant to expand the scope of the original search warrant. (See U.S. v. Grey
(1999) 78 F.Supp.2d 524 ) While there is a argument that such records were law fully discovered
in “plain view,” in light of current case law it is prudent that when the records are first
discovered that the search warrant be expanded {0 encompass them.
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BOMBING OF PUBLIC OR PRIVATE PROPERTY
GANG CRIMES [88.22 PC
ACCRAVATED KIDNAPPING
WEAPONS OF MASS DESTRUCTION
CRIMES INVOLVING CERTAIN BICLOGICAL AGENTS
CONSPIRACY FOR ANY OF THE ABOVE

= s ow e ox

ELECTRONIC INTERCEPTS
ake WIRETAPS

@ PROBARLE CAUSE
n CRIMES HAYE BEEN, ARE, OR ABOUT 7O BE
COMMITTED
« WIRE COMMUNICATION UTILIZED FC FACILITATE -
s CONNECY PHONES TO TARGETS
w EXHAUSTION OF NORMAL INVESTIGATIVE
TECHNIQUES ~ NECESSITY OF WIRETAFP
NORMAL TECHNIQUES IRIED & FAILED
NORMAL TECHNIOUES LIKELY rO. FAIL
NORMAL TECHNIQUES TOC DANGEROUS

NECESEIYY - ONLY WAY TO GET INCRIMINATING
EVIDENCE

ELECTRONIC INTERCEPTS
akea WIRETAPS

B OPERATORS MUSY BE SPECIALLY TRAINED
@ PEN REGISTER ~ TRAP & TRACE

» IDENTIFY PHONES & CONFEDERATES

&8 COVERT ENTRY UNLAWFUL

» GET SEARCH WARRANT IF ENTRY REQUIRED

5 MUST LISTEN LIVE YO STATE WIRE

« STOP LISTENING IF NO CRIMINAL TALK
s OVERHEAR NOM-OUALIFIED CRIMES

& MUST NOYICE

» PO DAYS OF WIRE'S YERMINATION OR DENIAL
» YO DAYS 7O DEFENDANY BEFORE YRIAL OR PRELIM

PROTECTING YOUR TOOLS

@ CA EVIDENCE CODE J040, 10471, 1042

v FOFFICIAL INFORMATION™ means informotion
aoqsired In contidence by & public empieyes In the
covrse of hix or ber duly wnd nof open, ar officially
disclusad, to Hw public prior to the tlme the dalm of
privilege Is made.

o A public entity hus o privilage te refoss fo disdose
officlat [nformation ..il...disilosure of the
leformation Is vguinst the publle interest bacuiwo
there Ik o necessify for prosepving the
confidentiolity of the infermation that evtwelghe
the necessity for disclosvre In the interosts of
Joestioe.

m PROIECTING TOOLS & TECHNIQUES

® PROYECTING LOCAIIONS




JEFFREY M. FERGUSON

Jeffrey M. Ferguson is Senior Deputy District Attorney with the Orange
County (CA) Office of District Attorney. A 27-year veteran trial prosecutor,
- he served fourteen years with the Narcotics Enforcement Team and is now

assigned to the Felony Strike Team.

He is Deputy Director for the National Security Executwe (NSX) an
intelligence and policy analysis “think tank” on terrorism, transnational
crime, and strategic studies.

- He also served as OCDA liaison for the California Department of Justice
“California Anti-Terrorism Information Center” (CATIC).

In 1990 he led the federally-funded Probation Offender Search and
Seizure Enforcement (POSSE) task force, of thirty separate state and local
police agencies. The program’s spectacular success was praised before the
United States Congress by the Office of President of the United States.

-From 1994-1998 he was the Major Narcotics Vendor Program (MNVP)
prosecutor, handling multi-kilo drug cases, complex conspiracies, and
clandestine methamphetamine lab cases exclusively. He was also lead
prosecutor for OPERATION BUYER BEWARE, an undercover clandestine
methamphetamine lab penetration task force consisting of more than twenty
state and local law enforcement agencies that arrested and prosecuted over
65 criminals from San Diego to Fresno. Police seized almost two hundred
pounds of methamphetamine and shut down more than two dozen high-
producing labs.

In 1998 he joined OPERATION ORION, targeting street gang-related
narcotics trafficking, gun-running and car theft rings. Spearheaded by the
Santa Ana Police Department, it included agents from the California
Department of Justice and the Federal Bureau of Investigation. Ferguson
personally indicted 128 criminal street gang members. Of those police
located and arrested 112 More than one hundred of those went to state
prison.

In 2000 he became prosecutor for OPERATION GEMINI, a deep
penetration investigation of the VAGOS outlaw motorcycle .gang in three
states: California, Nevada, and Hawaii. He was the first prosecutor in
California to convict an outlaw motorcycle gang member under California’s
“Street Terrorism Act.”

He has received several commendations from the U.S. Drug
Enforcement Administration, the California Department of Justice, the
International Narcotics Enforcement Officers Association, and the Orange
County Narcotic Officers Association,

Ferguson holds a Bachelor of Science degree in biology and a Bachelor
of Arts degree in social ecology, both from the University of California at
Irvine. He obtained his Doctorate degree in law from Western State
University College of Law in Fullerton.



C

1/28/2008

T C h ﬁ l q u e f-fff: -




~/

Specialized
Surveillznes,
Equipment and -
Technigues

Robert J. Sarie
Attomey gt Loy
rasraGisariastionays.net

Specialized
Surveiliance &
Techniques

Specialized
Surveillance &
Technigues

Specialized Surveillance and Techingues




Intercaptad
Communications

sy © WEO Indoreepts

Surveiliance
Techmgues ,
« Phatogranhic
ewiVideo., |
» Statonary
Crmneras

Communicati
on
Intercepts

A g

%

Specialized Surveillance and Techingues




u

Wire: Intercept Stetute

+ Pengsd Code § 628.50
The mriacoeption of & wire,
alaatromie digited pagar, or
alactronic calliuler telephona
cornuminication ehall only be
mede by Gourt Order pursuent
0 this stefute.

Wire Infercepts
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reens ey tne

' Quaii@ing Crimes

» impartation, passaseion for siie,
tremsportation,
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of 14351, 11851.5, 11382, 11378,
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+ Aggravated Kidnapping,
Conspiracy;
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| Hegal Intercapts

Prop 21 Amendments

Statutory Prohibitions
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Creating an Expectation
of Privacy
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Intercepts

¢ Evidence

~ fdoaitity

T I -

~ Confinuing Conaplracy

ast policy and procedires
established o the purposa of -
prasaryiy] jall secindty, t inducio tha
inenibeeing of mal meest yied to the
mewmv
itomalin (1965 170 CalARRSE 1,7,

Expectation of Privacy?

Specialized Surveillance and Techinques




. Eavesdropping of
Communications

o fﬂ‘

" Electronic “‘Bugging”

Speciaiized Surveillance and Techinques




S’

What bad guys can. .
huy.

Penal Code §§ 630 et
seq.

lrvasion of Privecy Act

Specialized Surveillance and Techingues




Specialized Surveillance and Techingues

Penal Code § 632
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San D:ego District Attorney s Office December 17, 2004

P Le 2. olate

SAN DIEGO COUNTY DISTRICT ATTORNEY

PROTOCOL FOR PRESERVING DIGITAL MEDIA | |

The San Diego District Attorney’s Legal Policy Committee has considered the
~tmpact of digital media ssues and has adopted the following protocol.

PROTOCOLFOR PRESERVING DIGITAL MEDEAIN CONNECTION
WITH CASE INVESTIGATION OR TRIAL PREPARATION ‘

A AUDIO AND VIDEO DZGITAL MEDIA

1 . Alivideo records (V HS S-VHS, DVC: (mm: dlgltal \rideo cassettes) 8mm,
Hi8mm and Digital 8mm) submitted by law enforcement or the public to
the District Attorney’s Office must be on VHS or S-VHS video tape orma
usable digital format (video for Windows w/Microsoft codec —~ 640 or ‘
720x480 - .avi) that can be converted for edmng and duplicating purposes
to create prosecution work product and defense discovery.

\a R 2. All audio records origmatmg from law enforcement agencies must be
' submitted to the District Attorney’s Office on standard size cassette tape In
“normal” speed or in .wav format on €D No micro-cassettes or other
audio formats will be accepted, unless the matenals constitute onginal
- evidence seized during the investigation.

B. P'HOTOGRAPHIC DIGITAL IMAGES

1 ~ When digital images are saved from a camera they will be stored temporarily on
a computer hard disk drive or copied directly to a non-rewritable compact disc
(I!CDH) :

2. No alterations of the images whatsoever may be made wh:le on the hard disk or
in the camera.

3. The images saved to the hard disk will immediately and in their entirety be
copled to a non-rewritable CD by the person who saved the tmages to the
hard disk drive.

4 The person who saved or copied the images fo the CD will immediately

confirm that all files were completely and accurately copied, by comparing

w the file name, date and size for each digital image on the CD with those
previously copied to the hard disk.




The person who saved or copled the images to a CD, or to the hard disk
- dnve and copied the same images to the CD, will permanently nitial and
date the original CD.

That person will also log a permanent record of the .name of the
photographer, the date the Images were made, and the case number

The original CD will be mamtamed as any other evidence gathered by the
investigator assigned. :

Additional CDs may thereaffer be copied and similarly marked for discbvery,
for the use of the trial team, and for any other necessary use.

The files saved to the hard disk drive wiil then be delatad‘

. - Thefiles on the camera memory card will then be deleted.

No d:gital :mage files will be permanently storad on the DA LAN if they are
collected for use as ev;dence In a.case. :

All photographs will be made from the ongmai CD and a chain of custody
, will be maintamned for authenucat:on purposes.
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Requirements for Admissibility
A, Relevancy

- The evidence code provides that “relevant evidence means

" evidence, including evidence relevant to the credibility of a witness or

- hearsay declarant, having any tendency in reason o prove or disprove
any disputed fact that is of consequence fo the determination of the
action.” Evidence Code § 210.

Under this most basic pnnc;pie of evidence, the trer of fact (the
jury) may only hear evidence that is relevant to an issue In the case. Inall
criminal prosecutions, this will include:

1 The criminal act

2. ! he cnmtnal mtent -

~ IR Ry S, Je—y §
o, IIIB lu‘l::! un.y Ul U Ib‘ [¥]+1] iUdrll.

"In some prosecuttons evzdence of conduct of the defendant
subsequent to the commzsszon"of the crime tending to show
CoNSclousness 'of quilt i relevant and admissible. ThIS type of
evidence is commonly of e type of:- | :

1 Flight1 from the scene of a crime;

2 Refusal to proy ‘,e certain bodily fluids;

3. Intentional acts to suppress the collection of e\ndence
4. Intent:onally false statements.

Additionally, evudence of motwe is generally relevant as evidence of the
reasoning process of the defendant to explain the conduct of the
defendant. Peop!e v. De La Plane (1979) 88 Cal.App.3d 223.

Photographuc evidence prowdes circumstantial and demonstrative
evidence.” In a homicide, the particularly gruesome autopsy photographs
may be relevant to prove malice {intent to kill} by the killer. People v.
Bowen (1982) 137 Cal.App. 3d 1020. The photographs may be used to

corroborate and coroner's testimony. People v. Alien (1 986) 42 Cal.3d
1222.

B. Authentication
Under the rules of evidence, "writing” means handwriting,

typewriting, printing, photostating, photogranhing, and every other means
of recording upon any tangible thing any form of communication or

representation, including letters, words, pictures, sounds, or symbols, or - E S

Speciolized Surveillance and Techniques, Robert 1. Sara © 1999 : . 3
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comb;natlons thereof: Evidence Code § 250, Graff ti constitutes a wrlt;ng
under the code Evndence Code § 1410.5

!n order for any "wrxtmg to be admissible, it must be determmed to
be authentlcated This means that there must be sufficient proof that the

document is actually the itern the party offering the document claims that it™—

is. Evidence Code §§ 1400-1401.. The manner of satisfyirig the
authentication requ:rement may be accomplished in any different manner.
.fThe !aw recogmzes the followmg S e _

Authent:cated by a wntness Ewdence Code § 1413..
3 Authentlcatlon by admisswn of a party to the case.
.. - Evidence Code §.1414.. -
.-\:.;;.'.Companson by:Expert: thess Ewdence Code § 141 8.
+ -+ Authentication by -content when the content refers to or
... states, matters-not: known: by a'\yone but the author

- Evidence: Code §.1421. . -

x Authenhcatnon by, of. Pubhc Document by Seal. Ewdence
Code§1452 Fol e e

5%@*&53

i _:Secondary-Ew_,_} ence‘

I E.wdence xCode § 1 520

(a) The content of a wnttng may be proved by
otherwise admissible secondary evidence. The court shall
exclude secondary.evidence. of the content of a wntmg if the
court determines either of the foliow:ng :

P b ) A genuine dlspute exists concerning material terms -

,by Sectnon 1521, m a crlm:nal action the court shaﬂ exclude
secondary evidence of the content of a writing if the court
_determines that the onginal is in the proponent's possession,
custody, or control, and the proponent has not made the
original reasonably available for inspection at or before trial.
This section does not apply to any of the following:

(1) A duplicate as defined in Section 260. ‘

- {2) A writing that is not closely related to the
confrolling issues in the action.

Specialized Surveillance and Techniques, Robert I, Sana © 1999 | 4



(3) A copy of a writing in the custody of a public -
entity, i
(4) A copy of a writing that is recorded in the public
records, if the record or a certified copy of it is made
evidence of the writing by statute.

D. Chain of Custody

The concem regarding "chain of custody” issues Is the
likelihood that the evidence offered as evidence is the same
-evidence seized and has not been altered. In People v. Lucas

- (1995) 12 Cal:4th 415, 444, the court stated “the rules for :
establishing chain of custody of evidence are as follows: the burden
on the party offering the evidence.is to show to the satisfaction of
the trial court that; taking 2l the circumstances into account

“including the ease or difficulty with which the particular evidence

- couid have been altered, it is reasonably certain that there was no

 alteration: The requirement of reasonable certainty is not-met when
some vital link in the chain of possession is not accounted for,
because thenit is as likely as not that the evidence analyzed was
not the evidence onginally received, Left to such speculation the
court must exclude the evidence. Conversely, when only the barest

- speculation’stipportsan inference of tampering, it is proper to admit

-~ the evidence and let what doubt remains go to ifs weight."

B  Hearsay Issties

“In the case of mtercepted communications, the admissibility
of the intercepts will dépend upon its inclusion within an exception
of the hearsay rule. As ageneral rule, statements of the defendant
will be admissible as a party admission. Evidence Code § 1220. in
those situations where the actual speaker Is not a defendant at the

tral, the statement may be admissible as a co-conspirator's
statement. Evidence Code § 1223, In either situation, the credable
identification (authentlcation) of the parly is critical.

&
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Il LegalIssues by Technique
A.  Intercepted Communications -
1 Wire Communications

A Penal Code § 629 50
Under California Law, the interception of a wire, electronic
digital pager, or eléctronic cellular telephone communication shall
. only be made by Colirt Order pursuant to this statute.

| “E!ectronlc dlgita1 pager commumcat:on means any tone or
., . digital dlsplay or tone and voice pager communication. Penal Code :
‘  § 629. 51 (a) : :

cei!ular or cordlese racf o telephone commun:catlon Pena! Code § |
629 51 (b) e

Qualn‘ymg Cnmes

S The Order fo mtercept wlre communication can only be
LT .‘:'_,_:ssued for the mves’uga lon o the f l!owmg crimes:

o ), esessmn for sale,
. ‘transportatlon manufacture, or sale of -
- .+ controlled substances in violation of Section
11351, 11351.5, 11352, 11378, 11378.5,
11379;11379.5 or 11379 6 with respect to -
~_heroin, cocaine, PCP, methamphetamine, or .
.~ analogs when amount exceeds 10 gallons by
Ilqmd-volume or 3 pounds by weight;

12, Murder, solicitation to commit murder the
. _commissicn of a crime involving the bomblng
‘of private or public property or aggravated
Kidnapping;

3. Conspiracy to commit any of the above crimes.

'C.  Civil Penalties for lliegal Intercept
Penal Code § 629.85

Any person s wure electronic digital pager or

electronfc celtutar telephone communication may sue
anyone who intercepts, discloses, uses or procures any

Specialized Surveillance and Techmgues, Robert J, Sana © 1999 6
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other person to intercept, disclose or tse the
communication, :

The plaintiff can receive actual damages at a rate of
$100 a day for each day of the violation or $1,000 whichever
Is greater.

. Punitive damages and reasonable atiomey’s fees and
c:ther !itigaﬁﬁﬁ costs.

D.  Prohibition of Covert Entry
‘ ‘Penal Code § 629 89

No order shail permit either directly or indirectly .
authonze covert entry into or upon the premises of a
‘residential dwellmg, ‘otel room, or motel room for instaliation
or remaval of any device or for other purpose.

= POST Cerlifi catvan
Penal Code § 629.94

lnvesﬁgaﬂva and Law Enforcement Officers must
comp!ete a certification course to apply for intercept orders,
... conduct intercepts, and to use the communications of
. evidence denved from the intercept _ —

F Exclusjonary Rule

1.  General Rule

Exclusionary Rule prohibits the use of any statemehts
or evidence derived from an unauthonzed wire intercept.

2. Third Party Interception

The unauthorized interception of wire
commurucations by third parties, without law enforcement
. knowledge, is subject to exclusion in any subsequent legal
proceeding. People v. Offo (1992) 2 Cal.4th 1088.

3. Impeachment Exception
it 1s unclear whether courts wili permit the use of

unauthorized wire intercepts for impeachment purposes;
however, the court did permit the use of unauthorized wire
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| Pagers

A General Rule - |

L

mtercepts accomphshed by cooonspnrators on the basis that
they should not profit from thetr own lllegality. Traficant v.
C.LR (6th Cir. 1989) 884 F.2d 258; United States v. Nieupski
(C.D.Iil. 1990) 731 F.Supp. 881; People v. Otto (1992) 2

‘Cal.4th 1088, 1114-5.

However, it should be assumed until clanf ed by the

" coutts that illegal intercepts are madmasszb!e in all

proceedmgs for alt purposes

A Geheral Ruie'

‘The interceptjon of electronic pager requires the

S authonzatuon of and’ comphance with Penal Code § 629.50 et
.. "'seq ' |

-~ B Broadcast or Tone-Onty Pagers

Broadcast pagers that transmit nelther cenvereatione

" -nor information are subject to Wiretap statutes. People v.-
" Valenzuela Medma (1 987) 189 Cal App 3d 39 ‘

CeilularIDlgxtall Telephoq_es

.i}.';' :

“Thé mterceptlon of cellular and d:g:tal telephones |

R reqmres the authonzatlon of and compliance with Penal
"+ Code § 629.50 et seq B

Answenng Machmes

A Expectat:on of Pﬂvacy

As a general rule people have an expectatuon of
privacy in their telephone calls and answering machines.
People v. Harwood (1977) 74 Cal. App.3d 460.

B. Probable Cause Standard

- Upon a showing of probable cause, search warrants
may include the authority to answer telephone calls and



seize the tapes from telephone answering machines. [
FPeople v, Vaﬁva!kenbwgh (1983) 145 Cal.App.3d 163. \é

o

Voice Mail Systems
A.  interception under Title iii

Unconsented retrieval of recorded voice mail
messages constifuied an interception under the federal
Wiretap statutes. United Siates v. Smith, 155 F.3d 1051 (8th
Cir. 1898)

B.. - Third Party Retneval

. .-Federal Wiretap statutes precludes the use of .
unauthorized intercepted communications and any evidence
derived thereffom. Thus, even um innocent third party

 retrieval. of voice mail messages are excluded under the
statute. Unifed States v. Sm:th 155 F.3d 1051 (ch Cir

.:1998)

- Per{ Reéf;té}s

A Device

' The Pen Register records the number(s) dialed from a
specific telephone and records the number for identification,
The device is connected to the telephone fine and records
numbers dialed and when the telephone is picked up and
replaced,

B. _ Expectation of Privacy

An individual dees not have an expectation of privacy
in the numbers dialed from their telephone that go out into
the world. - Smith v. Maryland (1979) 442 U.8. 7385. People V.
Larkin (1987} 194 Cal.App.3d 650

C. Rational
When an individual dials a telephone the number they
dial 1s transferred throughout the communication svstem until

it locates the subscriber desired. The person dialing has no
control over this activity thus they cannot have an g

Specialized Surveiliance and Techrques, Robert J, Sane © 1999 ' .9



expectation of privacy over the mformataon transmltted the
number dialed.

..... | '_ D. - Searéh Warrant or Court Order

As a practlcal matter, most agencies obtain search —
warrants, or court orders; for the placement of a pen register.
Although there is no expectatlon of privacy in the number

‘,,d:aied the utility compames will not participate without some
" gourt authorization. Should you decide touse.a Search .
utility company may only participate for the time.
yed in Penal Code § 1534. In People v. Larkin.
. 19, ‘;‘5;’3d 650 the court did not suppress
-ewdence collected on a warrant 30 days old.

7 ‘”*‘*"Custod:al Sltuat"’”s

E ctatlon of anacy

v 'w.\

e ::"'reasonable‘“'As a generai rulé, “the recognition of privacy
. rights for pnsoners in their mdw:dual cells simply cannot be -
_ ‘reconczlgd w:th_ the concept of mcarceratlon and the needs

B. |ndw1dual Cells o -

_‘s‘-no expectatlon of privacy in the mdlwdual

- prison cellsof a pena! lnstltutton Hudson v. Palmer(1984)
4887517, -

"G Back Séat of Police Vehicle
Arrestees do not have an expectation of privacy in the
' 'back seatofa pohce vehicle that they could conduct a

- conversation with a suspected accomplice free from police
eavesdropping:” People v. Crowson (1983) 33 Cal.3d 623.

Specialized Surveillance and Techniques, Robert ), Ssr © 1999 10



0. Jail Visiting Areas
1. General Rule

Jail officials are permitted to intercept conversations
between prisoners and visitors. Lanza v. New York (1962)
370 U.S. 130,

2. Privileged Communication

Penal Code § 636(a) states it is a felony to eavesdrop
upon the privileged communication between an incustody
ndividual and their attorney, religious advisor or licensed
physician.

3. Not Privi!eged Situeﬁons

. A. Conversation with Uncle not privileged and
protected inre Joseph A. (1973) 30 Cal.App.3d 880, 885-6

... B. Conversahon with Brother and Sister not
prtwleged and protected. People v. Martinez {(1978) 82
Cal App 3d1,15.

- C. Conversatlon between Codefendants in
~ interview room not pﬂwleged People v. Dominguez (1981)
121 Cal.App.3d 481, 505.

D. Conversation between husband and wife
hot confidential in general visiting area. People v. Hill (1974)
12 Cal.3d 731, 765 (overruled on other grounds); People v
Von Wlas (1992) 11 Cal.App.4th 175

- 4. Creating the Expectatlon of Privacy

In North v. Superior Court (1972) 8 Cal.3d 301, the
court held that the private conversation between an in-
custedy husband and his wife was illegally seized as a
violation of a reasonable expectation of privacy.

~ The court noted that:
1. Detective offered his private office for the location of

the conversation.
2. The detective left the office and left the two alone.

Specialized Surveillance and Techmiques, Robert J. Sara © 1999 ' i1



3. The detective closed the door after he left. ,
The North Court reasoned that the officers lulied the

defendant and his wife into believing that their conversation
would be confidential. 8 Cal.3d at 311-2. :

. E. - Maii Ihtercepts’--
1. - - General Rule.

- Most policy 'aﬁd 'pmcédure estab!ishéd for the

. purpose of preserving jail security, to inciude the monitoring.

“."of mail must yield to the Fourtiy Amendment reasonable -
- expectation of pnvacy People v. McCaslm (1986) 178 ..
: Cal App 3d 1

' _2. _‘ Specrﬁc Sltuattons

VA Inter-nal Ma:i betvvee'n inmates

¢ ¢l U druiRéasonable to intercept and read the mail between
mmates Peop!e V. McCasim (1986) 178 Cal App 3d1,7.

e _ xilntemal Matl between Spouses

- Reasonable to lntercept and read the mall between

two spousesin custody People V. Rodnquez (1981) 117
Cal App 3d 706

C. g lnspectlon of Ma:l for Escape Plans

: v Reasonable to mSpect an lnmate S mcomlng and
2 ioutgo:ng mail who has history of escape. Conkiin v.

Hancock (D.N.H: 1971) 334 F. Supp 1119, F’eOple v. Phillips

(1985) 41 Cal.3d 29, 81. -
9. Undercover Officers and Agents

It is legal and permitted to place a *wire’ on an
undercover civilian agent who enters a pnvate location. -
United States v. White (1971) 401 U.S. 745.

Specialized Surveillance arid Techriques, Robert J. Sana © 1999
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1t may be a violation of a bodefendant’s Fifth and
Sixth Amendment rights to wire an informant for the purpose
to collecting evidence. Miassiah v United States (1964) 377
U.S. 201

B. Surveillance Techmqueé
1 Photographic Evidence
A. . Relevancy

Photographic evidence will be admissible in court when it will
assist the lury n determining afactual issue in the tnal. Any type of
demonstrative evidence is admissible so ong as the it is property
authenticated pror o admission. People v Rodnquez (1994) 8

| Cal 4th 1060.

B. . Authentlcation :

.1-7 Phys;cat Dtmensmn of Crlme Scene K‘

Daytame wdeotapmg of the phys;cal dtmensmns of a crime
scene held adnmissible even though the crime occurred at night.
Peop!e v Rodnguez (1994) 8 Cal.4th 1060

2. Lighting Conditions During Crime

Photographs of cime scene at 7:30 pm many months after
the crime for the purpose showing the lighting oondxtlons at 2:00 am
1$ inadmussible.

Court reasoned it was incumbent upon the prosecution to lay
a proper foundation at least by having the pictures taken at the
same hour of the morning as the incident. People v Vaiza (1966)
244 Cal App.2d 121, 127. :

3. Reaction Times of Parties

. In lawsuit over train crossing collision with vehicle, party
offered color film of train approaching crossing. Film made in
daylight of a mighttime collision and using different type of engmne.

Specialized Surveillance and Technigues, Robert J, Sana © 1999 - 13 |



Court’ held fi Im admlssrble on issue of reaction tlme of the
train crew and differences did not make fi lerrelevant. - Greeneich
v Southern Pacific Company (1961) 189 Ca!.App.Zd 100." -

Photos 3 Years After Event o
B The fac_t that the photos were taken 3 years after the eventis -
! sitive: when they are otherwise authenticated. Courtheld
’;f time ‘alone ... will not warrant its'excluston from =
‘evidence, if the other factors of necessary authentication are
present " La Gue v. Delgaard (1956) 138 Cal.App.2d 348, 348.

"_2‘, Stationary Camera L e
"'Af: Expectatton of anacy T

A

- 1 Plain View Doctririe

[ '.H, .
W

, Oﬁ“ icers are permrtted to conduct a visual search of therr
surroundmgs from a !ocataon where they have a Iegal righttobe

Ry

Forest Service officers d:scover an outdoor marijuana szte

" they place motion activated cameras on the site; defendants are

photographed tending to plants. Court holds "we reject the notion
that the Visual ebservations of the site became unconstitutional
.merely because law enforcement chose to use a more cost- -
efféttive 'mecharical eye''to continue the surveillance." Further,
the usé of photographzc equapment to gather evidence that could -
be lawftilly observed by a law enforcement officer does not violate
the Fourth Amendment. The use of a motion activated camera
under these circumstances appears to us to be a purdent and
efficient use of modem technology." United States v. Mciver (Sth
Cir. 1999) F.3d (Decided 8-6-99)

2. Noindependent Grounds of Privacy

News photographer who videotaped judge for news story
while walking to tus car from his house did not invade the protected

Specialized Surveillance and Technigues, Robert 1, Saria © 1999 ' 14



privacy of the judge when the photographs were taken in the public TN
view. Aisenson v. Amencan Broadcast Company (1990) 220 \é
Cal.App.3d 146.

A

- 3. Enhanced Physical Abilities’
A.  General Rule

The use of binoculars or aural aids 1s not itself an invasion of
expectation of privacy so long as the officer i1s in a iocation where
they may legalily be. Cooper v. Superor Court (1981) 118
Cal.App.3d 499 :

The use of binoculars 1s permissible so long as the item
viewed is something that could have been seen with the naked eye.
Dow Chem:cal v United Stafes { 1986) 476 U.8. 731, 748.

B.  Use of Artif mal {.ghting

~ Use of flashlight into a car is perm1351bie and not an invasion
of prvacy. .People v. Rogers (1 978) 21 Cal. 3d 542.

T cC. Ultraviolet nght
Use of ultraviolet hght to :nspect hands for powder s a

éeérch under the Fourth Amendment. United States v Kenaan
(1st Cir  )495 F.2d 181

2. Use of Soptusticated Equipment

EPA use of aenal surveillance equipmé_nt from the navigable

airspace over a 2000 acre industnal plant 1s not a search prohibited by the

Fourth Amendment Dow Chem:cal Company v. United States (1986) 476
U.s. 227

Specialized Surveillance and Technigues, Robert J, Sana © 1999 15



| - 3. Official Government Privilege (Evidence Code § 1040)

A Governmental Privilege

(a) As used in this sectlon “official mformatlon"
means information acquired in confidence by a public employee in thg™
course of his or her duty and not open, or officially disclosed, to the
pubhc pnor to the time the claim of privilege 1s made.

- (b) A public entity has @ prwnege to refuse to
d:sciose oﬁ“ c:al lnformatlon and to prevent another from disclosing
_ official informiation, if the privilege is c!almed By a’ person authortzed by
the pubilic. entity to do so and: :
e Y Dlsc!osure is forbidden by an act of the
Congress of the Umted States or a statute of this state; or
, o (2) D:sclosure of the mformataon 1 agamst
' the' pubilc mterest because there is 'a nex : ity for | preserving the
* confidentiality of the irformation that outwe:ghs the’ necessxty for .
- disclosure in the interest of justice; “but no privitege may be claimed
—-under this paragraph if any person authorized to-do so has consented
-that the lnformat:on be disclosed n the proceedmg In determimng

o ‘Aﬁ;ﬂlié‘s tc*sdwéiuéhce'to*ééﬁbhs |
' : ~ Covert survemance !ocahon used by police to
. investigate narcotics sales was information that could be protected
from disclosure by statutory privilege for information acquiredin
* confidence by public employge in course of therr duties.
Officer only had to disclose that he was 50 yards
away on an overcast day with an’ unobstructed vzew Hmes v Supernor
Coun‘ (1988} 203 Cat App 3d 1231 - :

A Exact location not dlsclosed whan test[mony of
off” cer was that from Iéss the 100 yards away he used 35 power -
binoculars and observed the defendant who was dressed uniquely In
re Sergio M. (1993) 13 Cal.App.4th 809 E
3. Tracking Devices

o - A. Expecfation of Privacy

Retrieval of fracking signal from the inside of a location where a party
has an expectation of privacy without a search warrant 1s unreasonable.

Specalized Surveillance and Techrigues, Robert 1. Sana © 1999 16



The placement of a tracking device in legally purchased ether being
sold to defendant was unreasonable especially when the signals were
monitored while the device was inside the defendant’s residence. Unifed
States v, Karo (1984) 468 U.S. 705,

B. Public Roadways

Tracking devices placed on vehicles and tracked on pubic roadways
do not involve a violation of the unsuspecting driver of & nght to privacy.
United States v. Knofts (1983) 460 U.S. 276 :

C. Government Property

. Placement of a tracking device in y federal mail- pouc;hes of camer
'suspected of mail theft okay insofar as the defendant had no recognizable
privacy ! mterest in the governmental property United States v Jones (4th Cir
IUU"-!'} O! l"‘ 3d i\‘)U‘-i

' D.’_f Stolen-Property

- Payless pnvate agents piaced track:ng devzces n bank depos:ts bags
The bags were tracked to a motel room where, oﬁ' cers made a warrantiess o
entry to recover the stolen property Court held the defendants did not have a || ]

" recognizable. expegctation of privacy in the stolen private merchandise. -
| Peop!e v. Erwin (1887) 55 Cal.App.4th 15.,

4. Thermal Imaging

A Technology

The infrared thermal scan 1s a non-intrusive device which emits
no rays or beams and shows a crude visual image of the heat being radiated
from the outside of a location. The device cannot show any people or acitivity
within the walls of a structure and records only the heat emitted froma -
structure. United Sfates v. Kyllo (8th Cir 1808) __ F.3d

B. Expectation of Privacy

" So long as the technology does not reveal the intimate details

of the activities inside the structure, there is no invasion of the reasonable
expectation of privacy via use of the thermal imager United Stafes v. Kyllo.

Other Federal Courts in Accord:

United States v Cusumano (10th Cir 19986) 83 F.3d 1247
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United States v Robinson (11th.Cir. 1985) 62 F.3d 1325
United States v. Ishmael (5th Cir. 1995) 48 F.3d B850

United States v. Myers (7th Cir 1995) 46 F.3d 668 .
United States v. Pinson (8th Cir 1984) 24 F.3d 1056 - -

5, Sneak and Peak Search Warrante_

During an mvesttgai:en :nvestrgators may eeek to enter and search
a location surreptitiously for the purpaose of noting, photographmg and/or
recordmg objects without the know!edge of the targets

The court mey, based upon a factuafly basrs good cause:

T

1 V'Authorlze covert or surreptr’uous entry _
2. Delay the giving of notrce to the occupants of the
A ;Iocatlon R L
3. .. Permit the reoordatson of specsf' c objects adentxf ed ln K

Jthe warrant aff davzt wzthout se;zure

Dalia v. Unzted States, 441 U S. 238 (1978) L m
United Sfates v Fre;fas BOOF. 2d 1451 (Sth’ Cir 1988)

oo : \ ‘ AfF davut must includer o o

j\d-- e S S Statémient of probable cause for search and recordmg
S ©of objects; - : _

2. - Needsfor surreptltrous erltxy
- Ofhérinvestigatory avenues: fa:!ed
B - 10 Other investigatory avenues: unavaﬂable Lt o
casn Lo w30 - Need fornighttime servicen R T A T
N T D A 4.- . .=<.--Justrf" catlon for need fo. delay notrce end extensron;a_-.ﬁ:.:.

Warrant must mclude

,Descnptron of premrses )
Authonzation of surreptitrous entry
. Authonze exemption of notice and recerpt
Specific acts atthorized
Search but no seizure
Search for objects to include listening to messages
Photograph, videotaping, etc of items

.P@NﬁT
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BILL LOCKYER State of California
Attorney General DEFPARTMENT OF JUSTICE
& . 1300 I 5TRERT, SUTT ™

0. Bexa z
SACRAMENTO, CA 642444

Public: (916) 445-9555
Telephone: (916)324-5293

Facsmmile: {916) 324-4293
E-Mail: robert.anderson(@doy.ca.gov

August 7, 2002

- TO ALL CALIFORNIA DISTRICT ATTORNEYS

RE: Amended Advisory letter on People v Loyd

On June 3, 2002, 1 sent out an.advisery letter on the recent Califorma Supreme Court
decisien in People v Loyd (2002) 27 Cal.dth 997. In that advisory, I noted that there remained
an 1mene as to the mnm‘rnnncr nfa 1&1 detaines’s n‘ntormnu tP'Ienhn'nP calls and that "Califormizaisa
state whuch severely limits the offenses for which a prosecutor may obtain a judicially authorized
wiretap order (see Penal Code § 629.52) and requlres two-parcy consent before calls (on other
than mira-jail teleplione systems) may be momnitor:

Shortly after this Tetter was sent out, Alameda County District Attomey Tom Orloff- =3
contacted me to gxpress his concern about the position I had taken regarding the requirement for  { .
two-party consent. T agreed to reexamine this question, and I have now concluded that my - \é
opinion on the need for two-party consent was too conservative. 1 agree with District Attorney
Orloff that, although there are no cases directly on pomt, a strong argument can be advanced that,

“under the law enforcement exception of Penal Code § 633, two-party consent is not requared for a
designated law-enforcement officer to monitor and record a jail detainee’s outbound telephones
calls. . This position is viable because there is sufficient case law to support an argument that,
prior to 1967 when the two-party consent restriction m Penal Code § 632 was enacted, law
enforcement could have monitored and recorded such calls without the need for two-party
consent, €fther on a theory that there was no reasonable expectation of privacy in such calls, or
under a theory that the implied consent of one party was sufficient. '

| 1 é:pologue for any confusion that my original advisory letter may have caused.
Sincerely, |
w2 AL [
ROBERT R. ANDERSON
Chief Assistant Attorney General

For BILL LOCKYER S

L «. . AfomeyGemeral \é
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THE I_’EOP_I;E, Plaintiff and Respondent,
_ e,
CHRISTINE LOYD, Defendant and Appellant.
~ No 5092653,

Suprcme Court of Cahforma

May 6, 2002.

" SUML{ARY

‘Defendant was convicted by’ jm‘y of two counts of
first degree murder and one count of arson. While

_defendant‘was m jail awaiting tmal, the prosecutor
requ&cted"mc' recordmg"of dcfendanl § conversations

) conversaﬁons :(Super;or Court of Alameda County,
. No
. of Appeal; First: Dist:

27214 Philip. V.. Sarktsxan Iudge ) The Court
DAV, Four :No. A080542,
afﬁrmed ﬁndmg no fcderal const:tutmnal wolatson,

digl 8

The: Suprcme Court afﬁrmed the Judgmcm of the

' "Conrt fof'! Appeal. “Theé - ‘conrt - hcld that the
« piosetutor’ §'fequest to"sécretly fnonitor and~‘r¢;cord
‘defendant'§ unprrvﬂeged jail- ‘convérsations ‘with her

SHOTS solely for the puirpose ‘of patheiiig

“aRd thie prosectitor’s subsequient ase of the'tape, did
- not cbnstxhne mistonditt uiidgr state law Althiough

a” 1982 ‘opifion - by the: Califorma* Supreme’ Court

held ‘that omtormg - inmate - ‘conversauons ‘was

©UPén, Cods; §-2600; 2s amcndedm 1994 -diperson
“Senténced to imprisonment may bé deprived: of ‘such

nghts and only such rights; as is réasonably related
to legitimate- penological interests: The:amendtnent
reflected - the Legislawre's  désivé’ to repeal” the

" expansive  protections afforded: California- inmmates

and'replace them with the’ foore Himited protections
availableé wnder fedetal law. This standard perrmits

‘restrictions ot mmates' activities whenever they are

reasonably related to proper goals. (Opimoen by
Brown, J., with George, C. J., Baxter, Chin, and
Moreno, JJ., concurring. Concurning opmion by
Kennard, J. (see p. 1010). Concurring opmaon by
Werdegar J (see P- 1011) Concurrmg opimion by

Copr. © Bancroft-Whitmey and West Group 1998

- rccord
_ “conversations with her wsxtors solely for the pm'posc
of gathermg - ‘evidence, " atid - the “prosecitor’s

- Surveillance of ‘defendant; Undér Péi €

5 ":mon had been superseded by statute’ at the time of -
“the ‘sarvéillatice’ challenged by deéferidant. - Under

Moreno, J., with Kennard, J., concumng (see P
1013).) *998

HEADNOTES

" Classified to éaiiforﬁia"ﬁi'g'é& 5?‘6{%17&1;5&; '

(1a, 1b) Pénal and Corrcctlonal Institutions § 16—

Prisons and Pnsonerstlght fo anacy-Recordmg :

.Coniversations  of Inmate: Crimmial Law § 359»—

Evidence--Intercepted Comuiinications.”
The prosecutor's request to sccrctly monitor and
a murder suspcct s unpnvﬂeged Jail

subsequent use of the tape, did not copstitute

_Imsconduct under state ‘Taw* Although ‘2’1982 -
‘opwiton by the Califorma Supreme Court held that

monitoring inmate conversations was barréd” tnless

necessary for_security puxposes tha§ op:mon had -

becn superseded by statote” at the” time''of the
&;'§ 2600,
*a tperson sepienced to

i nsox_lment ‘may be\"depnved of‘sich Tights, and

oflysich rights a8 18" reasonably. ‘relited to
legmmate penologlcal mterests. The amendment
reﬂected thf: Leg;lslaune s dcszre to repeal the

*availablé-“iinder federal Taw.’ Thzs sl:andm'd‘ permits -

restrictions on mmates’ activities' Whenever they are

reasonably related to proper goals. ’I‘hc Legslature

mtended to ryestore the former ' law" Tegarding

mmates' rights. A.ny restrictions on inmates’ ng,hts
that were Iawflﬂ pnor to the Suprcme Court §1982
opmmn, such ‘a5 the: recordmg ‘ofari” ihimate's

~ convérsation astook pIace m thxs case are Iawfui
‘undcrthecuxrcnttcst S :

[See 4 Wltkm & Epstcm Ca] Cnmmal Law (3d
ed. 2000) Hlegally~ Obtained vadcnoe, §~ 352
West's Key Number Dlgcst Pnsons k. 4(6) ]

(2) Penal and Corrcctwnal Institutions § 16——Pnsons
and Prisoners—Right to  Privacy—-Monitoring
Conversations—Conversations im Jail apd Police
Cars.

Police officers may monitor conversations 1o jail as
they may monitor copversations m. police cars.
There 15 no distinction between the two locations
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regarding an mdividuad's reasonable expectations of
privacy in lus or her communications.
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BROWN, J.

In this case we consider whether secretly
monitoring and’ recording an.mmate's unprivileged

" jail conversations with her visitors, solely for the

purpose of gathermg . evidence, constituted
prosecutorial misconduct by violating De Lancie v.
Superior Court (1982) 31 Cal.3d 865 [183 Cal.Rptr.
866, 647 P.2d 142] (De Lancie). Because we decide
De Lancie had been superseded by statute at the time
of the tapmg, we find the prosecutor’s request for
and use of the tape did not constitute misconduct
under state law.

I. Factual and Procedural Background

Christine Loyd was convicted by jury of two eounts
of first degree murder (Pen. Code, § 187) [FN1]

Page2

and one count of arson (§ 451, subd. {c)), and was
sentenced o prison for a term of 55 years to life.

FN1 Uxnless otherwise mndicated, =R further
statutory references are to the Penal Code.

Before her trial began, defendant sought a ruling on

the Jegality of the taping of defendant's personal
visits and telephone * calls, [FN2] After the
prosecution noted defendant’s moticn failed 1o
request a remedy, defendant formally moved for
dismissal of the charges or recusal of the prosecutor,
Defepdamt *1000 alléged the prosecutor violaied the
rule of De Lance, supra, 31 Cal.3d 865, which bars
monitormg of inmate conversations unjess necessary
for security purposes. :

FN2 Our decision today concerns the effect of only
Califormia law. As Fustice Moreno's copcurrmg
opinion observes, there may be a federal bass, the
Omaibus Crime Control and Safe Streets Act of
1968 (18 U.S.C. § 2510 et seq.), for suppressmg
the: tapes of the  telephone conversations. The
federal law, however, has not been the basis of

_ deféndant's motions or appeals, the Court of

Appeal decision or our grant of review, We
therefore expr&cs BO cpnnon on its apphcabﬂny

" The pames supulaicd to certam fac:ts Defcndant
was m jail awaiting. trial for the murdcr of Vn'gnna ‘

Baily. The prosecutor requcsted the recording of
defendant's conversations . with her ponattorney
visitors. In-response to this request, the sheriff's
department provided the prosecutor with tapes of
conversations between defendant and three visitors,
Kusten Alberison, Dave DeWolf and Amn
Argabrite, The prosecutor also -requested and
recerved tapes of telephone conversations defendant
Bad with her brother, Philip Loyd, and with Amn

Argabrite, The recorded commumications occurred -

between March 26, 1996, and June 30, 1996.. There
was no tapmg of any conversation between
defendant and her attorney or auyone retamed by her
attorney The prosecutor requested s tapmg t
gather evidence for the prosecution of Virginia
Baily's murder, and to gain an indictment and
subsequently prosecute defendant for the murder of
her mother, Myrtle Loyd. ‘

The tnal court denied defendant's suppression
motions. The jury convicted defendant om both
counts of murder and one count of arson. Defendant

appeal&d.

Copr. © Bancroft-—Whnney and West Group 1998
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The Court of Appeal discussed owr De Lancie
decision at length. The court noted De Lance arose
out of a civil suit seekmg declaratory and imjunctive
relief from what had been the routine practice of
recordmg conversations. betwcen mmates and
visitors. ‘Prior to De  Lancie, we bad recogmized a
of ;;Qnﬁdcnuahty only  for. protected
commmcamns, liké those between an inmate and
counsel. (North v. &tpenor Court {1972) 8 Cal.3d
301, 308311 [104 Ca] Rptr. 833 502 P.2d 1305,
‘see “also- § 636

i cavcsdroppmg on comimumcations

bctween mmatc and abtomey, rehglous admser or

physmlan] ) In De Lanae? supra, 3} Cal. 3d at page
C 868 howcver, we concluded former sections 2600
“ and ‘2601 ‘extended the protection ‘of confidentiality
U "ﬁnprmleged comnumcations, unléss monitoring
" “was’ necessary’ for the secunty of the mst:tuuon or
T ﬂle pubhc P

) ’I‘he C(mrt of Appeal noted the: d1fﬁculty mvolvad in

applymg De Lancz‘e o "The dccxsmn m De Lancze

answered, mcluding the’ namre afid origin “of the
right protected, the extent to thch it depends on the

‘sub_]e:cu e"‘expccmnons Of piisoners and' ‘visitors, the
_extent fo*Wihich it "is * fubjeét to “modification or
and-of-
* "':"’*farcmos!t wmiportaiice here-the nanire of the rcmedy

abolition by, legmlanve action, *1001

to g,'ranted by a trial cotirt presndmg over a

“crifninal’ p_mscc:lmon T ¥hich the- prosecutor has
“yegbrded:the defcndant 's conversanons m v:olatlon
of DeLanae -

r 3]

The Court “of Appeal ‘opmion * also mnoted the

concerns’ of 'the “Dé " Lancie’ dissenters. "{TTbe

*practlce of mionitoring an ifmate's conversations is
-y rcasonab}y necessaty to - matmitain jail security,
© o amd @)mﬂapcrsonmcarccratodmajaﬂ orpnson
< POSSESSES D0 Jnsuﬁable expectation of privacy.” (De
- Lancie, supra,” 31 ‘Cal.3d" 865; 879 (dis: opn. . of
. Richardson;3:); see id."at p. 882 (dis, opn. of

osk, -1.).)" Fastice - Richardson- also - quotcd our

-opinion- in North; Sipra; 8 Cal3d at page 309: " '
"A man detiined in jail carmot reasonably expect to

enjoy the’ privacy afforded:to. a’ person” in free
society His lack of privacy is a necessary adjunct to
his imprisonment....." ' " (De Lancie, at p. 881

. (dis; opn: of Richardson, 7.}.)

The Court of Appeal held the tape recording did not
violate the Fourth, Fifth or Sixth Amendment to. the

Page 3

United States Constitution, and thus suppression was
not an available remedy The court thus stated that

" defendant's "only coherent theory of error is that the

prosecutor's musconduct was such” an cgregxous‘

“wviolation of her rights as to 'shock the conscience'

and effect a dcmal of dbe process under the federal
Constitation.™ The opmion cited Proposition 8 (Cal.
Const., art. I, § 28, subd. (d)), "which prohibits the
suppreSSJOH of evidence except where it is compelled
by federal authority.” TEN3} 'Finding no federal
constipational Violation, vand thus mo bass for
remedy,’ whether suppression, dlsnnssal or recusal,
the' Court of Appcal noted- that- thc unresolvéd De
Lancie 1ssues "“may’ “Geserve the “attention”'of the
Supreme. Court, - especxa]jy in light of recemt .
statutory amcndments {to sectxon 2601] '

‘FN3 The court refitsed to ﬁnd thit the féderal
Omnibis Cnmé Control e2nd Safe- Stre:ets Act of

1968 compcﬂed suppressxon FREE O A

'Iustlce Poche dlssentcd dxsagrccmg Wlth the:

majority's conclusion that there was no -available

remedy. The dissent construed the tapmg@& a demal .

of - defendant’s - night' 16 ‘due: process’ of Jaw,

-warrannng teversal ‘and- remal -JusticexPoche ‘also

- folid - that - the telephone tapmg\ wolated federal -
: wxretap Iaw . R

We granwd review on* the lmnted quesnon of

- whether- the trial court: erred: 1 not. chsm:ssmg the

mformation or- recusing: the prosecuton for' the

assemd De Lanae wolauon e e

H D:scuss:on

(la) Defendant contends the surrepnnous tape

recording of conversations’ between her dnd: her
visitors violated De Laricie: and: warfanted:a *1002
remedy-either dismussal; recusal or suppression. Cur
analyms of the issue persuades us that the
amendments noted: by the Court of-Appeal ‘have
abrogated the statutory basis for De Lancie: Tndeed,
the Legislature . has acted to - restore  the: pre-De
Lancie state of the law. Accordingly, we find the
tapmg of the conversations ‘between defendant and
her visitors did pot violate California law. -

A. The Legacy of Lanza: Jail Intnates Do Not Enjoy
a Justifiable Expectation of
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The United States Supreme Court addressed this
issue 40 years ago m Lanza v. New York (1962) 370
U.S. 135 {82 5.Ct. 1218, 8 L.Ed.2d 384] (Lanza).
Jail officials secretly tape-recorded a conversation
between Lanza apd lus brother, an mumate, withowt
their knowledge. (Id. at p. 141 [82 S.Ct. at pp.
. 3219- 1220] 3 The court regented Lanza's conention
that the tape was the produet of a Fourth
Amendment violation. It distingmished the jafl from
those other settings that could implicate the nght to
be free from vmreasonable search and seizure. "[T]o
say that 4 public jail is the equivalent of a man's
‘house® or that it 15 a place where he can claim
constitutional mmunity from search or serzure of
hi§ person, his. papers; .or lus effects, 1s at best a
novel argument ..., [W]ithout attempting either to
define or io predict ihe ultimate scope of Fourth
Amendment protection, it is obvious that g jail
sharcs‘ none of tbc a.t!ributes of pm’acy of a home,
of:ﬁcml surveillance has Uadxnonaﬂy bx.u the order
“of the day " (Lanza, atp, 143 [82 S.Ct, at pp. 1220
"-1221], fns ‘omitted.)

2 The IAUEZG doaxme shapcd Congrcss 5. creation of
‘the Omnibus Cnme Control and Safe Strests Act of
1968. Title, 18 United States Code section 2510(2),
part of the wiretap law, defines a protected oral
communication as one "uttered by .a person
exhibiting an expectation that such copummication 18
not subject: to interception under circumstances
justifying. such expectation.” The legislative history
indicates that although Congress did not intend that
the place of the commumcation determme the

yustifiability of the expectation, "[n] evenhelcss such

an expectation would clearly be unpustified 1 certam,

areas; for example, a jail cell (Lanza v. New York,
82 8.Ct. 1218, 370 U8, 139 (1962))...." (Sen.Rep.
No. 1097, 90th Cong., 2d Sess. (1968), reprinted at
1968 U.S. Code Cong. & Admun. News, p. 2178.)

We embraced the principle that a suspect's
custodial conversations did not emjoy a justifiable
expectation of privacy. Although we protected a
defendant's right to privacy regarding his
communications with counsel (In re Jordan (1972) 7
Cal.3d 930, 937-938, . 3 [103 Cal.Rptr. 849, 500
P.2d *1003 873); People v. Lopez (1963) 60 Cal.2d
223, 248 [32 Cal.Rptr. 424, 384 P.2d 16]) or where
jail officers acted so that the suspect "and s wife
were Iulled wnte believing that therr conversation
_ would be confidential” (North, supra, 8 Cal.3d at p.

Page 4

311), we affirmed the general rule that "[albsent
such uousual circumsiances,
visitors] can have no reasonable expectation that
their jailhouse' conmversations will . be private.” {
People v. Hill (1974) 12 Cal.3d 731, 765 {i17
Cal.Rptr. 393, 528 P.2d 1], overruled on other

_grounds n Pegple v. DeVaughn (1977) 18 Cal.3d

889, 896, fn. 5 [135 Cal.Rptr. 786, 558 P.2d 872].)
Accordingly, prior to De Lance, the Courts of
Appeal mniformly rejected defense claims of privacy
for custodial conversations, regardless of whether
the claim was based on the federal Constitation (the
Fourth Amendment) (see, e:g., People v. Finchum
(1973) 33 Cal.App.3d 787 {109 Cal.Rptr.-319};. In

- re Joseph A. (1973) 30 Cal.App.3d 880 {106

Cal.Rptr. 729]), the state Constitition (Cal. Const.,.

Catt. 1, §§ 4, 13; see, e.g., People v. Dumingues

{1981y 121 Cal.App.3d 481, 505 [175 Cal.Rptr.
_445], People v. Owens (1980) 112 Cal. App 3d 441,

AAD PRSI, § 7;,.,.....1. ' Tetnd
17 ’_J.U? bd.l I\Pu DJ?J kV!’V{'—ID}, ATCULALE Ve Lanyid Liidis

-(1979) 93.Cal.App.3d 76, 98 [155 Cal.Rptr. 731} (

Estrada)), federal . statutory law (18 U.8.C. §
2510(2)) or statc statutory law (Pcn Code, §632) {

. Estrada, at pp. 98-95.)

B melanﬁdness of Inmae‘e M omrang a:zd
. Recordmg Prior to De Lancie .,

Pnor ta our 1982 De Iancxe opimon, mmatc
momtnnng and recording as. occurred. below was
iawful 1 Califorma and the rest of the country. In
addibon to rejecting the clamms that monitoring

violated an mmate's justifiable ‘expectation  of

privacy, Califorma’ courts also rejected . former
section 2600 as a basis for 1psulating custodial
conversations from oversight. We described the
mport of that statute: "In this state we have long
since abandoned the medieval concept of strict “crvil
death’ and have replaced it with: statutory provisions
seeking to imsure that the cwvil rights of those
convicied of crime be lunited only wm accordance
with legitimate penal objectives. The 1968
amendments ... which resulted m the enactment of
section 2600 iu its present form, represent the most

recent legislative effort in this divection.” (I re’

Harrell (1970) 2 Cal.3d 675, 702 {87 Cal.Rptr. 504,
470 P.24 640] (Harrell), italics added.):

The Harrell standard allowed the secret recording
of custodial conversations. In Estrada, supra, 93
Cal.App.3d 76, the defendant’s smster, and, on
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O ‘jail.  Jail officials monitored - and « taped the
: ‘ d conversanons (Id. at pp. 86, 98.) The Court of
. - Appeal | found ™ this ** surveillance - comphed with
Harrell. (E.s1rada atpp 99~100) *1004 “While the
' dcpnvauon of a prisoner's nghts® or pnvxlcgcs
"‘reqmr&s pcnologlcal objcctwcs ‘the legltmacy of
1ai1housc _monitoring ‘of " inmate’ ‘conversations is
based on preclscly these objectives, and is T 116 way
. restrzcted to- the mamtenance’: of - institutional
secunty Even assummg thiit it this case ‘the sécurity
N ' ot the interest of the officials
“in momtormg thie ristaiit conversanons,‘ a wide fange
of concerns remain to justify 'the”ymposition of
ccrtam mmctmns upon the nghts of pnsoncrs " (

'whcrc lhcy made mculpato A siatcmcnts :that were
secretly rccordcd (Id. at p..444.) \The Court of
" Appeal affirmed the validity not only of the tapmg

"public-anterest in. detccung ;a,-suspect s fabrication, "
(Donaldson-v.. Superior:Court: (1983) 35:Cal.3d 24,
s 333 g :"%pc‘ Rptr:+704; 672 P24 1101 (
\‘ S Poriaidsony” (phurss oph. < of* ‘Broussard;“1.).) "The
: ~monitoring system ... was used ‘to“‘overhear a

* ‘distussion between two. recently arrested felony

.suspects who Had“just”made factually divergent

g statcments m separate mtemews Thus m addmon _

recegmzcd as lcgmmate the "mtcrest i fcrretmg ot
“and-solving crimes.* (People v. Seaton (1983) 146
- Cab:App:3d 67, 81513 {194 Cal.Rptr, 33]; citing
- Owens, supra;-112.Cal. App:34 at pp. 449450y We
-+ thus obsefved that "[plrior to:De. Lancie; the fact
that & particular conversation was monitored not for
security - purposes - but. to- gather: evidence. did. not

* argue agamst aduissibility " (Donaldson, supra, 35
-.Cal.3d-- at p. 33, fn.. omitted.) This principle
conformed to federal: law, whach also found this
motive legally insignificant. The Ninth Circuit Court
of Appeals approved taping m a case where police

but:;. also..0f:« what -we,; Jater. characterized  as the
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placed two-codefendants 1 a room "in the hope that
the two would discuss the crime and make some

 merimmating admussions. " -(Williams v. Nelson (Oth

Cir. 1972) 457 B. 2d 376, 377 (Nelson) ) [FN4] Had
the tapmg in this case occurred prioy 10’ De Lanie,
there would havc bcen 1o vahd basxs for objectmn

EN4 Nelson adopted an even more deferential
.., position, toward. _;allhouse tapmg than Owens,

The Hafrell standard had a Imuted hfespan thanks

.. to.prodding: fromr the, United .States . Supreme. Court,

- Althongh: the: Coun of: Appeal cmng Harrell;vhad -

- -allowed the censormg of nmate. il to.parties other

" . than* counsel . (Yarish:.v: Nelson (1972). 27

- Cal:App:3d:893;: 898 [104 CaL:Rpfr 05]),: the ‘high
v court. :restricted . s CHTLET
- Martinez (1974) 416 U :5::396:[94..8.Ct=.

oL Bd.2d- 224} (Procmuer)), +[FN5}: whlch" sund

soformer osection:x 2600 -inadequate; .10 protect. the

- constititional .mights:-at-stake.«; (Procwucr, at. pp.. -

. 403404 [947::8.Ct = at. pps»i-1806-1807).).The

- - Procurter, court,; oonsulcrmg the First Amendmcnt- ,

‘rights: mvolved -barred. censorship; of mail-for; the

. purpose. of* ‘suppressig:” criticism: ; of v prison

. authorities::: Instead;;- the court .xéquired; that. prison

. wofficials *must:: .siow that 2 regulation authorizing

mail ;- censorshup: forthers:. one:

=.-5ubstantial goyerimental- mtermts’of ssecurity; order,

practace i ir

ofﬂle

SO ROTe::

and .rehabilitation, Second, the. hmna,non -of:-First
Amendment freedoms must be, no greater than is

- pecessary::or:essential - to- the «protection: .of the

particular - governmental .. mterest * mvolved.”. (

- Procumer, at p:413 [94 S.Ct. at p:.1811}.). Thus,
.prison regulations 1avolving: mail. had. 10. be
- "generally: necessary” to: protect security,. order or -
 rehabilitation: (.. at' p.- 414 -[94..S.CL. - at -pp.

-1811-1812].) [FN6] Notably, the decision rested not
on the:free speech rights of the inmate (the court
declined: to- decide the extent to which these rights
survived imcarceration) but onm the rights of those
relatives and ‘fnends outside the prison who wished
to ‘correspond with the mmate. (Procumer, at pp.
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408-409 [94 5.Ct. at pp. 1808-18091.)

FN5 As we indicate m part JLE. (post, at p. 1008),
the United States Supreme Cowuri narrowed
Procumer 1 Turner v, Safely (1987) 482 U.8. 78
{107 8.Ct. 2254, 96 L.Bd.2d 64] (Dwrner) and
formally overruled it w Thomburgh v, Abboit
(1989 490°T0.8, 401 [109 5.Ch. 1874, 104 L. B4 28
459).

FN6 Sigoificantly, the hugh court barred censorship
of imate correspondmcc, not monitormg:
*[Flreedom from- censorsh:p is not equrvalent to
freedom from mspectxon or perusal.” (Wolff v.
McDonnell (1974) 418 VLS. 539, 576 (94 S.Ct.
2963, 2984, 41 LBa.2d° 9351.) Monitormg of
mmate correspondence 1s now expressly authorized
under 28 Code of Federal Regolations part
540. 14(c)(2) (2002) (See Altizer v. Deeds (4th Cn-
1999)191P3d540 549ﬁ115) '

The Procurser court also addressed. the ‘state rule
that YHmited defense. investigators' access to the

i prisoner-clients whom they served: This restriction

intiibited prisoners’ access to 'the ‘courts, The rule

did i pot flatly infrinige on 47 fédéral’ constitutional
© right (liks the mail rule), however, and the standard

 foF"" evaluating’ fhe' rule - was ‘more deferential,
“MfPrison’ administrators are not régoired’ to-adopt

" evety proposal” that “may be' thought: to facilitate

prisoner sccess to the courts.-The extent to which
that Tight 18 burdened by a péarticular regulation or

- practice must bt weighed - agamst the legitimate

mterests of pendl administration-...." (Procumer,

-supra, 416 U.S, at *1006.p. 420 [94 S.Ct, at pp.
‘1814-1815}.) Procumer -thus requred a strict

scrutiny standard for the imafringement of rights
protecied by the United States Constitution, but

affirmed the Harrell standard to - prowect other
‘prisoner interests.

Afier Procumer, the staie Legslature amended
section 2600 to provide that "A persoen sentenced 1o
uhprisonment ... may, during any such period of
confinement, be depnived of such nights, and only
such rights, as is necessary m order to provide for
the reasonable security of the mstitution m whach hé
1s confined and for the reasopable protection of the
public." (Stats. 1975, ch. 1175, § 3, p. 2897.) The
Legislatire answered the question expressly reserved

by Frocumer, namely 10 what exteni ibe nghis of

iinates  could be mfrmged, The amendment
gcnerally followed the Procunier standard except mn
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two respects: (1) the statute omutted rehabilitation

from the list of permitted goals; [FNT] and (2) the . |
- statute -provided for the same stoet scrutiny

regardless of whether the nght was protected by the
United States Constitution.  Additiopally, the
Legislature added section 2601, wiuch, in former
subdivision. (d), granted pnisoners the right to have

-personal visits, .. subject to . reasomable security

restrictions. JFNE8] (Stats. 1975, ch. 1175, § 3, pp.
2897-28%8.) These statuiory amendments foried the

~ basis for De I..ancze 5 mvahdaucn of the formerly

lawful practice of monitoring and . recording

custedial conversations,

EN7 Additionally, whereas FProcumer recognized
the propriety of curtailing speech to protect “order™
(Procuruer, supra, 416, U S.atp. 413 {94 S.Ct. ar
P. . 1811], ovenuied on othex grounds by
'Hzombw'gh V. Abbott sypra, 490 U.S. 401), the
‘statute focused on “the reasonable protection of the
public® (former “§" 2600, “as amended by Stats.

~- 1975, ¢h. 1175, § 3, p 2897) Th&cc two wmterests
maybe snmlar S

'_FNS-'-'I‘hé ‘former sthtutb.’did not msmaze these visits

~fi6m ‘monitoring, . 1-contrast: to section 2600,

:+ Subdivision (b), which,  sincg, 1975; . has. protected
: the right: "[tjo correspond, conﬁdentxa]ly, with any

; member. of -the State. Bar_or holder. of public
office.” e

" D.DeLancie”

De Lancze was the result of a s111t for dcclaratory
and mjunctive relief from the practice of monitoring

and recording mmates' {FN9] conversations for the -

purpose  of gathering evidence for.. use m
prosecutions. (De Lance, supra, 31 Cal 3d at p.
867.) [FN10] The De Lancie court.recalled the

Harrell standard, under which mmate nights could *

'be Yimited only m accordance with *1007 legitimate
penal objectives,’ " (De Lancie, at p.: 871, quoting
Hayrell, supra, 2 Cal.3d-at p. 702) but found that
standard was superseded by the 1975 amendment to
section 2600. We quoted the amended provision,
italicizing the words " ‘necessary 1 order-to provide
for the reasonable security of the nstitution' " to
emphasize the shift m the law away from the former
standard, (De Lancie, at p. 870.) [FN11]} The De
Lancie majority observed the recordings violated
this stapdard if, as the compiami aileged, they “are
intended not to enhance or preserve prison security,
bat rather to obtain evidence for use by investigatory
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o “and: prosccuung agenczes m search of conwc’uons. (

‘ Id atp 873)

" "FN9 The De Lanae surt concerned prcmal county
2 Jail detamm father: than -convicted prisoners in
v stafer, mstmﬂ:ons + We reasoned however, that

{
-« FN11./The .Court. thus. rejected: dictum m North,
% supra; 3:Cal:3d at'page 312; approving comparable
27 récording;, because'North predated:the 1975 section
2600 amendment.. {De Lancie, supra;. 31 Cal.3d at
P 874.)

v

‘ Althcmgh ;the: plamtlffs had allegeri vmlanons of the
fcdcral A ‘C_ahfom Consutunons as: well as the

usualfy Baf not umforml ; recalled the holdmg s

S Hinited - basisi (Comparc People’ v " CHamipton

- (1995)-9: Cal.4th: 879, 912 [39° Cal Rptr.2d° 547,

891 P.2d 93] [De Lancie-"held that sections 2600

and 2601, prohibit' police from- monitoning"];

Pepple v. Gallege (1990} 52 Cal.3d 115, 169 [276

CalRptr. 679, 802 P.2d 1691 ["[r]elymg on

statmtory grounds, we held ... the police may not

‘ monitor”]; People v. Carrera (1989) 49 Cal.3d

< ‘ 291, 326 {261 Cal.Rptr. 348, 777 P.2d 121]

iy

e Calad i P37 (p}ur 'op

I Cods secti nsZGOO‘and 2601 are
chsposmve of the 1ssues - presemed [here] " (De

Page 7

[describing De Lancie as Tholding that the
monitoring ... was barred by, sechons 2600 and
26017); People ¥, szllq;s (1985) 41-Cal,3d 29, 79
[222 CalRptr 127 711 P2d 423]“ [De Lancie

-+ Lancre:was -cleatly pot:a sunple apphcauon of the

Statutory langiage”]; id. at 415 ;-1
of Reyposo, EN) [issue:. mphcatos
nght of pnvacy ] D : .

Cal Rptr. 651] the Court’of. :Appea.! found there
was 110 privacy violation where police, suspecting
nniawful acmnty in..a* boardinghouse , Toom,

g
gve[s] to: cnmmals amy’ greatcr Tight to' piivacy
than:that emoyed by ordmary- citizens: who: daity
assime the risk that thewr peighbors may. listen to
thexr convcrsauons through a_comumon wa!l Y (Id.
atp. 288.)

E. Restoring Harrell

Just as the "establishment of Procunier's stnct

Copr. © Bancroft Whitney and West Group 1998
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standard led to the abolition of the Harrell standard,
the abaodonment of Procwuer led to Harrell's
restoration. | Turmer, supra, 482 U.8. 78, ihe

United States Supreme Court formally determined .

‘the question reserved m Frocwuer by concluding
that case protected the First Amendment rights of

_only the civilians with whom the inmates were

carresponding. The rights of prisoners emoyed less
stringent protection; "when a prison regulation
mpinges on ivmates’ constitotional rights, the
regulation 15 valid if it 1s reasonably related 1o

legitimate penological mterests.” (Tiner, at p. 89
{107 s. Ct. at'p. 2261].) The state Legslature
. adopted flus standard in its 1994 amendment to
. section. 2600;. whmh now reads, "A person sentenced

to: imprisomeent in a state pnison. may. be
deprived of such nghts and only such rights, as is
legitimate  penological

- The amcndment tcﬂectcd the Legxslaturc s desire to -
 repeal the expansxve protecuons ‘afforded Califorma
+ ' inmates “and rcplace them with' the more * limited

"txons avaﬂablc ‘under fedéral law z as described

m 'ﬂmwr szq:ra 482" US T8 In Smompson .

Iibcmas that nixght ‘have been invalid prior to 1994

" could sow be valid. (Thompsonm, at pp. 129-130

[rcstncuon on practice of religion that mught have
been mvalid voder pre-1994 stapdard was valid

_undér mew law]) We. hold the monitoring of
meates conversations w1th visitors to be another
- .such regulation that has become valid after the 1994
- amendment, *1009

Construng the "legitimate penal objectives” in

Harrell, supra, 2 Cal3d at page 702, and

"legitimate penological muterests™ i the cwrent
section. 2600 and finding them comparable phrases,
we conclude the ciorent standard is less restrictive

than the Harrell test. Our former standard permitted

restrictions on mmates’ activities "only 1o
accordance” (Harrell, at p. 702) with the proper
goals, whereas the curremt standard permits such
restrictions whenever they are “reasonably related”
10 the goals (Turner, supra, 482 U.S. at p. 8% [107
S Ct. at p. 2261}) We therefore conclude the
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Legislatare, in restormg the legitimate pemological

objectivesfinterests standard of Harrell, intended to

restore the former law regarding inmmates' rights. (2)
(See fu. 14.) Any restrictions on mmates' rights that
were lawful pnor to De Lance, a fortiors, will be
lawful under the current test. [FN14] Because the
_current

was lawfil prior to De Lancie, we find jt was lawfnl
m this case, and-therefore not misconduct, [FN15]

FNi4 Our decnsmn todav allows pohce officers to
momtor conversamns m Jaﬂ as they may monitor
convcrsauons ‘m pohce cars, it ‘accordance with
'Peo_ple v.. Crowson (1983) 33 CaJ 3d 623 {190
Cal, Rptr. 165 660 P.2d 389]. “There 15 no longer a
distinction between the two locations regarding an
myiividual's yeasonable expeciations of privacy m
her ! cominunications. - (See “Feople: v.
(1970)+5 CaliApp.3d 476, 481-482. [85 Cal.Rptr.
2921 People v. Chandler (1968)- 262 Cal.App.2d
350, 356 [68 Cal.Rptr. 6451.) - =~

FN15 In 1996, the Legxslamm further distanced _
- statitory:law froim: DeLancie: by: repealing the
{1 séction: 2601 subdiviston. (@), right to visits. (Stats.
- 1996, ¢h, 132 § L.y -The. ngmlamm has thuas

standard was operative doring the
" surveillance challenged below, and such surveillance

Califano

(1b) Although we base ‘our dccxsxon on our own
preccdent our conclus:on draws support ﬁ‘om other
_]un.SdlcthDS We note other Junsdxcﬂons pemut the
monitoring and recordmg of custod:lal conversauons
without expressly reqmnng a’ nomnvesugauve

‘LP‘II'POS& (See e.g., Angel v Wlhams (Sth Cir.

Cir.” 1988) 860 F.2d 15, 22; United States v.
Harrelson” (5th Cir. 1985) 754 F.2d 1153,

'1168-1171; Allen v.- State (Fla. 1954) 636 So.2d

494, 496-497; State v. Witkins (1994) 125 1daho 215
[868 P.2d 1231, 1237-1238]; State v. Strohl (1999)
255 Neb. 918 [587 N.W.2d 675, 6B2]; Belmer v.
Cornmonwealth (2001) 36 Va.App. 448 [553 S.E.2d
123, 129].) The result 1s the same even where the
express purpose 15 to gather evidence to support the
prosecution. (Nelson, supre, 457 F.24 at p. 377;
State v. Ryan (1976) 145 N.J.Super. 330 [367 A.2d
920, 922.) [FN16} *1010

FN16 Defendant cites the mapposite case of Unifed
States v. Cohen (2d Cir. 1986) 796 F.2d 20},
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>where thc Seoond Circuit: Court . of - Appeals
suppressed documents discovered during a search
of the defendant's cell conducted to gathcr

,evxdcncc Because Cohen was decided before -

“Twmer, supra, 482 US 78, the’ Semnd Circuit
~ - followed the-*rule thiat- when"a’ pnson restriction

: '“mfrmgesupona specxﬁc constitutiorial guaTantes, it

e “.i';-sho&ﬂd—-ba—waluated s Hghtooof v institutional. .

security: (Cohen, atp 22.) It 15 far from certam
that -the. Swond Cut:mthom of. Appcals would

.-'Snmxlarly mappos:te is defmdants refercnce to

s Fepghson: v Chirleston-{2001)532 1.8::67- {121

. that the mstant-suvestigative purpose: xcndered the:
momtormg unlawful The " Ferguson

“constinitiorial protecnons (sée elg New York v,
Qrarlés (1984) 467 U.8::649 [104_8,(3: ‘2626, 81
-L.Bd:24:5501), . but, this- hardly :means police must
i;show:a pubhc safety PUEpOse 10 mvcsngatc crime
, whe.reno constituttonal proh.ibmon exists. . ..

Conclusmn :
We therefore. conctude that De Lancze supra, 31
; Cai 3d 865 10 Ionger tly tes Cahforma law
regardmg ,inmate - rights:. .
.,amendmcnt tol-'sectlon 2600 Cahforma Iaw "NOW
- Jpermits  law. enforcemcnt ofﬁcers to. momtor and
record. unpnvﬂcgcd comxmmlcanons between
mmates and, their wsxtors to_ gather ev:dcnce of
- crime. Accormngly, we affirm the. Judgment of the

Court of Appcal

Georgc, C J Baxter J Chm J and Morcno
J_, concurred. o

. KENNARD,J

1 concur m the majority's result, but would analyze
the matter dlfferentiy

S:Ct.. 1281, 1491 Ed:2d 205, -for the propaosition.

< Followmg the, .1994-
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Our decsion in De Lancie ¥, Superior Court (1982)

31 Cal.3d 865 [183 Cal.Rptr. 866, 647 P.2d 142],

held; that. surreptitions..recording. of.. conversations
between::an . inmate - m.. Jaﬂ awaiting.. trial .and- hus
yisitors, - unless;. Jusnﬁed by, security - conccms,

_;_*.ualated,m:mmatas,nghtafmvggy De. Liincie

. was based.on Penal Code section 2600, which:from

1975 until. 1995 prowded "A. person.: sentenced to
' .may; during . any. such. penod of
t;.be: deprived of such, rights;. and, only
oL such nghts 28 38, TeCessary,; m order to: prowdc for

the same nghts a8 conwcted _" » SET
‘that recording. conversanons betwccn mmatcs and
visitors would nolate section 26001 the recordings
were mdcrtaken for the purposc of gathefing
X ev;dence foruscmcnmmalpr ceedings, rather

" CalRpir 24 46, 18 P.3d 1198], ,we ‘concluded that
this amcndment adopted the view of the United
re.Court i ]mmerv Safely (1987) 482

' 1994 ‘amcndmempéffectn"ely 'abrogated ,ﬂus court 8
holdmg mDeLanae i

1994 chlsla.mtc mtcndad not only to adopt the
standard of Tumer V. Sqfely srq:ra, 482 U.8. 78,
but also ey resurrect In re Harrell (1970) 2 Cal.3d
675 [87 Cal Rptr. 504, 470 P.24. 640] The
majority's sweeping assertion that *[a]ny restncuons
on mmatcs' nghts that were lawful prior to De

Copr. © Bancroft-Whitney and West Group 1558
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Lapcie .. will be lawfnl under the current test”
{ma3. opn., ante, at p. 1009) remains to be tested
when the courts examine specific restrictions,

Law enforcement awhonties m California are

requzed to comply with state restrictions on the

pathering of evidence, even when those restrictions
‘cammot be enforced by excluding that evidence from
admssion. Thus, the prosecution here took a
,considerable misk in  mgstituting  a - surveillance
practice this court had condemned in De Lancie at a
time when no court decisions had construed the 1994
- aimendment to Penal Code section 2600. But because
thé majority concludes that the 1994 amiendment
doks’ support the prosecution’s action and effectively
abrogated the . holdmg m De Lancie, it correctly
affirms the Court of ‘Appeal -decision rejecting the
1mposmon of sanctmns on the prosecution.

“’ERDEGAR, .T Concurnng

1 agzee thh the ‘majority that the monitorng and
recording: of defendant’s pérsonal wisits did not
violate California law, despite our deciston in De
Lancie v. Superior Court (1982) 31 Cal.3d 865 [183
~Cak Rptr 866, 647 P.2d 1423 (De Lancie), In my
" ¥iew, however; this is- troe rior becsise the Holding

of “De" Lancie hag been abrogated by imtervemng

- amendments to ‘Penal Code section 2600, [FN1] but

B because Dé Lancie: was crroneously dec:ded

FNI Al further statutory references are to the
" Penal Code.

In De Ldnce, this cowt assumed that an
mearcerated person had a reasopable expectation of
pnvacy in his or her conversations, creating a
privacy right upon which jail officials could, under
section 2600, infringe *1012 oOnly as necessary for
institutional security. (De Lancie, supra, 31 Cal.3d
at pp. 873-876.) Ovr error, as the dissenting justices
explained, was in assnming that either the common
law or constitutional right to conversational privacy
persisted when a person entered prison or jail and
became subject to the pervasive official surveillance
that traditionally characterizes those enviropments.
{See ud. at p. 881 (dis. opn. of Richardson, 3.) {"’
*A man detamed m jail cannot reasonably expect to
enjoy the privacy afforded to. a person m free
society. His lack of privacy 13 & necessary adfunct to
his imprisomment” ' *]; 1d. at p. 882 (dis. opu. of

Mosk, J.} ["The concept of one purporting to enjoy

Page 10

privacy while ke i under legally authorized
supervision would zppear to be a momzmeﬂtal
snomaly 1.}

Though the court's opimion m De Lancie displays
some confosion on this pomt, that the versions of

_sections 2600 and 2601 then in force did not coféft?f‘m ,

" on prisoners a night of conversatiopal privacy is
clear; at most the statutes limited the extent to which
jail officials could curtail an otherwise existing
right. Section 2600 simply provided that prisoners
could be 'depnved of such nghts, and only such
rights,” as was necessary for mstxmﬁﬁnal security. (
De Lancze supra, 31 Cal.3d at p. 870.) Of course,
no deprivation can occur if no right exists. Section
2601 . gnaranteed = certam - emumerated - nghts,
meluding personal visits, but these did 707, include
the' right 1o conduct such visits, or other jaithouse
conversations, m 'priVacy. (De'Lancié,'at p. 870.)

As gections 2600 and 2601 did” not thcmselves
confer a nght of privacy in Jailhouse conversations,
and. as, the court. did not cite .any . other statutory
basis, the right of .privacy the De-Lancie majority
recognized:: could - only ‘have .- derrved:. from  the
commcm Iaw, the Cahforma Constmxtxon s privacy

Const.,"4th Amcnd CaI Const. art. I'§ 13). Bat
allthesesourcesreqmreasapredlcatcto
establishing. an mvasion of privacy or unreasonable
search that the person had an objectively reasonable
expectation of privacy m the invaded place,
conversation or data source. (See Shulman v. Group
W Prodiictions, Inc. (1998) 18 .Cal.4th 200, 232 [74
Cal.Rptr.2d 843, 955 P.2d 469]; Hill v. National
Collegiate Athletic Assn. (1994) 7 Cal.4th 1, 36-37

'[26 Cal.Rptr.2d 834, 865 P.2d 633}; Donaldson v.

Superior Court (1983)-35 Cal.3d 24, 28-30 1%
Cal.Rptr. 704, 672 P.2d° 1i0).) Courts have
generally found fio reasonable expectation of privacy
in yailhouse conversations for purposes of search and
serzure law (see Donaldson v. Supertor Court, at pp.
30-34; U.S. v. Peoples (8th Cir. 2001) 250 F.3d
630, 636-637), and this court itself had, prior to De
Lancie, recognized the general rule that "an immate
of a jail or pnison has no reasonable expectation of
privacy” in conversations while incarcerated (North
v. Superior Court *1013 (1972) 8 Cal.3d 301, 311
{104 Cal.Rptr. 833, 502. F.24 1305, 57 A.L.R.3d
1551).

Copr. © Bancroft- Whlmey and Wf:st Group 1998 "
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-De, Lancie, -supra, 31 Cal.3d.; fatip.
- reasonmg simply begged the quesuon The cffect of.
. priot. dec:sxons on pnsoners'’ subjectrve expectatxons

‘ ‘amde, J0 objecn'

27 Cal.4th 997
(Cite as: 27 Cal.4th 997, *1013)

- Neverthcless the De Lancze majority rejected the
rule -stated 1n North v Supenor Court, supra, and

other cases, because in 1ts view "[tJo deny a nght of

-, privacy on the, ground that mmates, disabused by -
. prer decistons;. have lost their normal cxpectauon of

privacy swould. defeat the purposes of the statutes.” (
815.) This

..Yeasonable.. expecta "on of

:‘dlssc‘nters” closed 1ts ejés to that ﬁ:ndameﬁ{;ﬂ fact

Inso domg, it erred

opn., ante, aip 1010‘)"1111“'1115 case, hoﬁ'e{rer the
Alameda County prosecutor, without 2 warrant,

. ‘asked 1113 Santa’ tha Jall authontles to momtor and

,‘mmate s cmtbound telcphone calls

. FNI Pena] Code sectxon 636 subdmsxon (2),
‘ ._‘makcs at, a felony. 10, eavesdrop on, or secretly

record, a detmnce sor pnsoner 5 convcrsanon thh
or her auomcy, reh 3

FN2 ‘Where authonuﬁ have the right to monitor,
they also’ have the nght to record. (See, €.g.,
People v. Murphy (1972 8 Cal.3d 349, 360 [105
Cal Rptr. 138, 503 P.2d 594].)

h the ‘govermment took the broad view that the Act

' that the Act chd apply,

) Code- secuon 2510(5)(3)(11), tbe Act's”
'course of ‘duties®

Page 11
.

In. People v. Otto (1992) 2 Cal4th 1088 [9
Cal Rptr.2d 596, 831 P.2d 1178], we recogmzed

‘that: the Act governs, 'mretappmg violations in -
.Cahforma .We stated: " "The purpose: of the [Acf]

.mawﬁe::tmely to pmhihn ».all interceptions of

.,‘oral and . wwe communications,. except - those

.spectﬁcally prcmded for m the Act L (Qtro,
supra, at p. 1100, quoting United Stares V. Giordano
(1974) 416 U.S. 505, 514 [94 S.Ct. 1820, 1826, 40
*1014, L_EdZd 341].) 'I'he Act defines a ";'wire

did not apply to the secret recording of outbound
telephone calls onginating from prison. {(Id. at p.

116. ) The Paul court rejected this _argument and held-
it found ‘that the pnson '

mrctap was' pcrmlssib undcr 18" Umtcd States
ordmary-
cxcept:on, becanse (1) the
monitoring was done pursuant 10 a policy statement
issued by the Federal Bureaw of Prisons; and (2)
posted telephone rules gave the mmates "reasonable
notice™ that such monitoring mught occur. (Pawd,

Copr. © Bancroft-Whitney and West Group 1998
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supra, atp. 117 )

In U.S. v. Sababu (7th Cir. 1989) 891 F.2d 1308,
1328-1329, the court found the ordinary course of
duties exception applied where (1) the momtonng.
was copducted pursuant to an established prison
policy; (2) monitormg notices weie posted over cach
“outbound ielephone in English and Spanish; and (3)
durmg onentation, the mmates were told that their
owtbound telephone conversanons were subject 1o
mopitoring.

The federal courts have also found, under similar -
facts, thatjailhouse wiretappmg falls withm 18ug
‘United StatesCode: section 2511(2)(0) under @miiv

Imphed consent” theory»For cxample m U.S. slov

Amen (24 Cir. 1987) 831 F.2d 373, 378-379, the
‘court found unphcd consent” where (1) the
pnsoner attcndcd a lecture that outlm_ed tlle pncon s
“handbook that stated that outbound telephone calls
*1015 would be monitoréd; and (3) monitormg
notices, 1’ Efiglish " and Spamsh were placad on
each outbound telepho e

S S .
R A VarzPayck(9th Cir. 1997)77F3d285
. '291-292, ‘the’ court found- mphed consent” where
{1y the dcfcndant s:,gned a ‘form that warned him of
“the - pnsons ‘moriiformg and taping policy; (2) he
was’ given a prison’ mamial explaming - possible
recording; and (3) momtonng notices were posted
by the outbound tclephones

It thus appears that the warrantless monitonng of an

mmate's outbound telephone calls 1s prohibited by
the Act, unless the mmate 1s grven meaningful
notice, such as by a SIgned acknowledgement form,
a monitonng notice posted by the outhound
telephone, or a recorded warmmg that 1s heard by
the inmate through the telephone recerver, prior to
lus or her making the outbound telephone call.

i

In the case at bar, from March 26, 1996 through
hme 30, 1996, the Alameda County prosecutor
requested that jail officials at the Santa Rita jail
secretly record all of defendant’s outbound phone
calls to her fmend, Amn Argabrite, and her brother,
Philip Loyd. The prosecutor also requested that all
of defendant's  in-house  pomattorpey  jail
conversations be recorded. The prosecutor made

 Finally,

FPage 12

these requests without the benefit of a warrant.
There were no warning signs m the outbound
telephone area indicating that calls might be
recorded, While the outbound phome system was
configured to play a taped warning, the system was
malfunctioning m March .and April of 1996 and
became operative sometime in June of 1996. It was

‘¢stablished 1 the trial court that, upon arrival, each

mmate was given a copy of jail rules and
reguiations, but it was unknown whether Loyd

~actaally . received a pamphlet that contawed a

L

warbing about the momitoring policy. However, the

- pamphlet typically contammed such’ a warning.
' jail officials ‘operated -~ the telephone -

momtonng system accordmg to an established

' monitormg policy

The Act was given short shrift at the frzal court

. level. As stated by the Court of Appeal, “defendant

e e | S1~JRNRN | A
piacea ul c:myuaSb oo it and mever Spelincany

" mformed ‘the tral cowrt “that 1t might supply.

anthorization to exclude the tapes.” A review of the

“briefs” before” this* cott” supports “thé ‘Court of

Appeal s statement The wial' court apparcnﬂy made

no *facmal ' findings as” to’ spemﬁc ‘dates that

'defendant § outbound” calls were sccretly recorded.
Nor ‘did the trial court dctermme if- any patticular
"reoordmg was a “product ‘of " an ' in-house jail

coriveration of an ouwtbound telephone call. I

thefefore agree with thé Court of Appeal that the
Act was not properly rgzsed.‘fl(}lG A '

m
In People v. Riel (2000) 22 Cal.dth 1153 [96
Cal.Rptr.2d 1, 998 P.2d 569}, we refused to exclude

a .secrefly recorded m-house jail conversation,-

obtained in violation of De Ldncie, under the truth-
w-evidence provision (Cal. Copst., art. I, § 28,
subd. (d)), becavse " ‘federal law [did] not bar its

admission.' " (Riel, supra, at p.” 1184, quoting

People v. Hines (1997) 15 Cal.4th 997, 1043 [64

Cal.Rptr.2d 594, 938 P.2d 388].) A question left
open in Riel, and resolved here, 1s whether a
prosecutor’s warrantless request for in-house jail
monitoring constitutes prosecutonial misconduct. As
noted, where thus request 1s limited to the secret
monitoring of imternal jail phones, the request 1s
appropriate. Where a prosecutor requests the
monitorigg of oumtbound telephone calls, however,
any monitoring must eomply with the provisions of
the Act. Prosecutors who request such monitoring

Copr. © Bancroft-Whithey and West Group 1998
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have, at a munmum, an ethical obligation to ensure
that such monitoring 15 in compliance with the Act.
The demise of De Lancie does not signal a death
knell for the protections afforded under federal law.

Kennard, 1., concurred, *1017
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‘Cal. 2002.

THE PEOPLE, Plaintiff and Respondent, v.
CHRISTINE LOYD, Defcndanirand Appellant.

* END OF DOCUMENT
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Court of Appeal, First ﬁistu'ct, Di\fisxon.S,
California.
The PEOPLE, Plamhﬁ‘ and Respondent, - -
mmmr Dg‘“ﬁﬂ"ant and Appellant.
" No. A093862

Oct, 18; 2002. - :
Ceruﬁed for Partial Pubhcanon [FN*]

EN* Pursu&nt to Cahforma Rules of Court rule

976(b)(1) and (3)-the"court orders publication of

the mtroductory paragraph, Background, part Il of
. the Discussion, and.the Disposition of its opxmon

. m Peoplc V. Kellt:y, A093862

R@hcannl gvem edN lszooz

"y of urder, Dcfcnciaﬁt abpealed 'The Court of
held . that” wu-etap of .
. 'defendant $_prison telcphone convcrsatxons was Dot

Appeil, Gemelio, 3.,

awﬁ.ll

. WestHcafInotes

ecommumcahons @’-—'9493

" filte 1010 the” Omnibus” Cefne’ Control and Safe
Streets Act protects an individual ‘from- all forms of _
:wetappmg except when the stamute specifically

v:gi,\css_,_\othq the. . p;otecﬁo::s apply, to-
pr 'andpnsonmomtonng 18 USCA § .
2511(2)(0)
[2] Telecommnmcatmns @7«’495

| BT2KAD5

The Iegislatrve hxstory of Trt!e m of the Omm'bus
Cnmc Control and Safe’ Streets Act, wlnch protects
an. mdm&ual from aIl forms. of wxretappmg except
when the stamtc spec1ﬁcally provides otherwise,
shows that COﬂgI’BSS mtended the consent
requirement to be construed broadly 18 U.S.C.A.

and Appellant

: *855 GEMELLO J.

o judgment m its enbrety [FN]] £

§2510 et seq.

[3] Telecommunications @9495
372k495

“Wiretap of d&fendant’s” t€lephoné — conversaions
while ‘defendant was m prison was not unlawful;

defenidant had mcanmgful notice that telephone calls
over the prison’ phone'sf'were subject to momtormg,

hus’ decision o cngagc- m- conversations over- those '

phones - Gonstituted - imphied~ consént- ‘to.” that
monitorng and madc any wiretap lawful and no
- yudicial approval wis requued as dcfcndant

"consented® ‘to"the recordmg ‘of His+ conversauons
‘18 US.CA. § 2511(2)(c) West‘s AnnCalPenal
+"Code §§ 629:50; 631(a) hES

%203 *854'Bill Lockyer; "-Attorney Gencrai Robert '

R. Anderson, Chief Assxstanf Attorney General,
Ronald +/A : Bass; Ass1stant Attomey-‘--Gencral

[

+i+4 ¥ auenies? Kt Sullivan and-Adléen’ Buimey, ‘Députy
:1"A110meys theral for Plamuff and ’Rcspondent

- Matthcw Zwerhng and J Bradley O‘Connell, Tindex

'appomnnems by the Co"" ppeal,»for ‘Defendant

-3"mnwcuon for first

dcgree murdertand\sentcnce “of-52 }’m 10 life,
"i"-fralsmg a vanety ofissucs Only one has ment we

o mprover. crimes However'"be'caus& aily "efror m
# thig regard was harmlcss m hght of the considerable

FNI Kel!ey has a!so filed 2 penuon for ‘writ of
habeas - corpits (A093862) related to: this™ appeal.
* By separate order filed on this same date, we deny

the petition.
~ BACKGROUND

On May 21 2000 aI 631 pm a 911 operator
received a call that amanhad been shot in the 4100
block of Mera Avenue m Qakland: The call came
from Kelley's next-door neighbors, who heard shots
commg from Kelley's honse at 4126 Mera. While

Copr. © West 2003 No Claim to Orig. U.5. Govt. Works
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(Cite as: 103 Cal. App.4th 853, *855, 127 Cal.Rptr.2d 203, *5204)

the husband was on the phone, the wife saw the
victim, Azaron Stewart, stooped over, walking up 10
a neighbor's porch. She went out to Stewart. He
was unable to respond to questions. He died from
multiple gimshot wounds m the back. The neighbors
saw no one else mn the area. ‘

" “AnoWmET feiphbof heafd shots. Shé awakened the

father of her children. He saw Stewart slumped
outside their house, went outside, and saw Kelley
outside in lns yard, When he asked what happened,
Kelley replied,  "Dude tned to rob me. Give dude
back his keys,” and held out a set of keys.

Police arrived within two mimutes, A few mnutes

later, an officer saw Kelley, sweating, through the
screen door of Kelley's house, When the officer
asked Keliey to talk to him, Kelley began to shake
and announced, "I didn't shoot anybody "

Forensics tests found blood inmde Kelley's gate.
The blood was consistent with Stewart's..-A bullet
hole. i the:gate. indicated that.a shot had been. fired
from Kelley's doorway or porch. -Kelley's right
.- hand.tested positive for gunshot residue, thongh m a
quantity insufficient to establish that he had xecently
fired a gun. Neither the murder. weapon nor any

_ spent she.lls were found.

*856 The three adults at 4126 Mera were Kelley,
his - girlfiend Cornie - Trdente, and Tndente's
cousin, Cassandra Bugnatto, . They were detained
and questioned separately Bugnatto, who was away
at a laundromat durmg the shooting, sad that
Stewart and Kelley had had a falling out over an
affair between Tridente and Stewart. Afier initially
denyng that she knew Stewart, Tridente admitted
that she had had an affair with Stewart. She smd-
that when Stewart came by, Kelley got a gun and
went out to meet him. She heard yelling and then
gunshots.  Kelley refused to speak with police
" without an attorney present. FEarly on the morning
of the 22nd, he was charged with murder.

In September 2000, shortly before tral, the
prosecution asked for Kelley's outbound calls from
prison to be taped. Based on these tapes, the
prosecution obtained a search warrant for Kelley's
prison cell and Tndente's resydence, which at the
time of ixial was ber grandmother's home. The
search yielded mumercus letters between Kelley,
Tridente, and others that formed a central part of the

late  April,

PN

prosecution’s case. In these letters, Kelley coached
Tridente op what actions and testimony would be
favorable and suggested iestimony for Bugnatto. In
an October 3 letter, he asked Tridente to refuse to
testify, notwithstanding any court order, 1 the hope
of suppressmg ber May 21 taped statements.

At tiTal, the prosecution mtroduced testimony from
mumerous witnesses that Tndente and Stewart had
had an affair in 1999, and that Kelley threatened to
harm or kill Stewart as a result, Stewart and Kelley
were one-time friends; at some pomt after the
affair, they partially reconciled.

In the sprmg of 2000, Kelley bought a car from
Stewart.  When it. broke down **205 shortly
thereafter; Kelley held off on paying Stewart. In
according to - prosecunon withesses,
Kelley went to Stewart's’ house, argued with
Stewart, fired a zun i the air, and left. Kelley
returned that day and ainied”a gun at Stewart;

“according to some witnesses, the gun Jammed while
‘according”

- “was 'Just trywg’ to scare Stewart Kcﬂey made
‘further th:eats on Stcwart's hfe -

' to another, it Was not loaded and Ke]ley

Dn May 21, the day 5f the shooting, Bugnatto a

friend of botk Stewart and Ke]ley, was ’babysxtting -
Stewart's son at Kelley's house. ' Another mutual

friend of Stewart and Kelley who was with Stewart
that day, David Maldonado testified - that Stewart
recerved a call to come pick up Ius son from
Kelley's apartment. Stewart used Maldonado's car.
Maldonado called Kelley immediately after Stewart
left. Kelley asked whether Maldopado was with
Stewart; Maldonado said no, mmplymg that Stewart
was corung alone.

Tridente was wawilling to testify and did so only
after the court granted her immunity and ordered her
to testify  She repudiated her May 21 statements,

-¥857 Kelley testified in' his own defense. He
demed that he chot Stewart. Though he knew about
the affar, he demied any lasting problems with
Stewart. On the evenmg of the shooting, he and
Tridente were at home when they heard shots.
Kelley saw what looked like a white male go past
his  window He went outside, recognized
Maldonado's car, and thought that someone must
have tried to rob Maldonado. He sad to his
neighbor, not "Dude trted to rob me,” but

Copr. © West 2003 No Clamm to Ong. U.S. Govt. Works
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Someone tried o rob him.” -Only later, when he
saw the body being taken away, did he realize that it

© was Stcwart who had been shot

A jury conwcwd Kclley of “first- degrec murder
(Pen.Code, §. 187) and ‘personal use of a firearm

- résilting in great hodily mjnry-or death (Pen.Code,

§ 12022 53, subds.(c) and (d)), based on the Stewart

_ shoormg, as’ well as wﬂlfully dlschargmg 2 ﬁrearm .
ina grossly negligent manner (Pen.Code, § 246.3), -
' based on the 14t&’ April‘incidént where Kcllcy fired a

gun 1 the ‘awr’ at Stcwarts house

~The: court
‘sentenced Kelley to'52 years to hfe e

'

o DISCUSSION
,11 [FN**] : St n

FN** See footnote * anze

(3‘ u ’ tiosd

: nversarzons Was Legal

N The prosecutmn recorded Kel]ey s jmlhousc
: '-:"-‘?"tcleph fie- convcrsatxons ‘and’ mtroduced pomons of -

(oth Cir.1996) 77 F.3d 285, 291.) “We find no

vxoiaﬁon of c:ther federal or state Iaw

[1] Wrth? certain : -lumted exccptlons Txtlc i1}

prohibits” the unauthonized mteérception 'of "any wire,
oral, or electronic wmmumcanon.
2511, subd. (IXa))- «+7[§]t~ protects an

individual from all foxms of wiretapping except -

when the statute ‘specifically provides otherwise.” (

Abraham v, County -of ~Greenville; . 8.C:- " (4th
~Cir.2001) 237 F.3d 386, 389.) Those protections

apply- to -prisoners and prisom ‘monitorng, - (See,
e.g., U.S. v. Amen*858 (24 Cir.1987) 831 F.2d
373, 378} Therefore, the recordings of Kelley
were **206 obtained legally. only if ome of the
statutory exceptions to the prohibition applies. The
People argoe that two of the specified exceptions,
the consent, and law enforcement exceptions, render
its use of the recordings proper in this case.

Be:cause we agree that the consent exception applies,

(18 US.C. §

2511, subd. - (2)(c).) -
.-[Txtlc 111} shows that Congress iritended the consent
: rcqmrcment 'to'‘be -construed - broadly."
_ -*supra, ‘831 F.2d at P <3785
T 90th - Cong S
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“(Cite as: 103 Cal.App.4th 853, ¥857, 127 Cal.Rptr.2d 203 **205)

we peed not address the law enforcement exception.

[2] Under Title ITI, "it shall not be unlawful ... for
a pcrson acting' under- color  of law to intercept a
wit¢; oral, or electrome: communication, where .

* one’ of the parties to the communication has g:wen,

prior. consent “to such mterccpuon (18 U.S.C. §
“"The iegxslatave history of

(drmen,
see’ Sch No 1097

"2d° Sesdl;t T . i
U:8.C.C:AN#2112, 2182 ). Con31stent w1th'- this
mtent, every federal circuit” ‘conrt - to addrcss the:
qucsnon has concluded that a pnsoner who,” while
on" notice ‘that: his* telcphoue ‘conversation 1s stbject

- to' tapng proceeds with the conversation; has given:

- (18t +Cir:2000y= 215 Fi3d 145, .-155; _ ,
- Workman: (2d:.Giri1996)-:80 ':JF.-'3d-'::-688, 693-694;

501238, 3

;_:, ground} )

(US. .v: Footman
w OL8 v.

mnpliéd: consent: 10: that-tapmg:’

v o Horr +(8th* Ciri1992)::963- F.2d 1124,

41125~1126n Vin Poycki: supra, 77. F;3datp: 292,

butt ses:ULS. v.rDaniels: (7t Cir. 1990902 F.2d

+1244-1245) {ctiticizmg - other~ courts' broad
Y viEws - of! consent but dec1dmg case-‘on. another

Our Supremc Coun's reccnt declsmn in Peaple V.
v Loyd«(2002) 27 Cal:4th-997;.119: Cal.Rptri2d: 360,

45'P.3d:296 demoiistrates that atJeast two members

ofithiatcourt would -agree: with: the: views. of: these:
federal cOufts.; - While ‘the. majority- found it
unnecessary: {o - reach ‘the .assue;: Justice Moreno, -

-'10med by Justice Kennard, spelled oint his agréement

ceiwith s the s
»cifenmstances: sufficient 1o find smplied: consent by.

‘conSensus: . mterpretafion -wwofes the

prisoners. (Jd. at pp. 1014-1015,:119.Cal.Rptr.2d

360, 45 P.3d 296 [conc. op. of Moreno, J.].) We

:mheaningful - notice  that his telephone :'calls over-

-+ So-long: as-a: prisoner: 15 given:

prison phones are-subject to monitoring; his decision
10 engage -m :conversations - over: . those phones
copstitutes. 1mplied consent: to that monitormg and

takes- any. wiretap outside the prohibitions of-Title
"m- R . BT YR

Kelley relies” on two passages from earlier
Califorma Supreme Cowrt decisions to argue that
that court would take a different view of Title Il
than the federal courts. (Pegple v. Oro (1992) 2
Cal.4th 1088, 1098-1099, fn. 7, 9 Cal.Rptr.2d 596,

831 P. 2d 1178; Haévm v. Superior Court (1972 6

Copr. © West 2003 No Clamm to Orig. .S, Govt. Works:
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(Cite as: 103 Cal App.4th 853, %858, 127 Cal.Rptr.2d 203, **206)

Cal.3d 885, 900, fm. 21, 101 Cal.Rptr, 375, 495
P.2d 1295) Otto and Halpin eack suggesi in
footnotes that the protections of Title IH apply even
if a telephone caller has no reasonable expectation of
privacy. While this may be so, it has *859 Iittle
bearing on cur mqury. The issue is not whether

v . Kelley's calls were within the ambit of Title Il as

an initial matter; both sides agree that they were.
Instead, the issue 1s whether -any of the limited
exceptions spelled out in Title III remove those calls
from Title TH's protections. On that point, Offo and

Halpmin ate not msiructive, We rely insiead on Loyd

and the developed federal consensus on the scope of
the consent excepuon

{3] That consent exception applies here. : Kelley's
housing unit had a wamnmng sign above s
telephones, which stated, "Telephone calls may be
monitored and recorded.” In addition; the prisom
phione sysiem contained a warning ai the begmning
of each call stating that all calls were subject to

: monitoring or recording. .  Meaningfol . notice
- includes - "a monitormng. notice posted: by--the
o crui;bound telephonc, or a’ **207.recorded warmng
_ that 15 heard by-the-mmate throngh the telephone
receiver, prior to lus or her making the. outbound
telephone call.* (Loyd, supra, 27 Cal.dth at p.
- 1015; 119:Cal:Rptr;2d 360, 45 P.3d 296 [conc.: op.
of Moreno; 1.].) Such notice is precisely the: sort of
. .motice previously found -sufficient to hold: that a
prisoner has ympliedly consented to. monitorng.
(See Amen, supra, 831 F.24 at p. 379; Workman,
supra, 80 F.3d at p. 693; Van Poyck, supra, 77
F.3d atp. 292; Horr, supra, 963 F.2d at p. 1126.)
Because Kelley Had notice that Jus calls were subject
to mmonitoring, he consented when he used the
prison's phone system.

It 1s troe that this rule presents prisopers with "a

choice between unattractive options," Iimiting their -

contact with the outside world or submitting to
government eavesdropping. (Langton v. Hogan (1st
Cir.1995) 71 F.3d 930, 936.) However, there is no
reason 1 believe Congress intended to draw the
statute so narrowly as to exclude such prisoner
choices from the notion of comsent. (Footman,
supra, 215 F.3d at p. 155.) The use of prison
telephones 1s a privilege, not a right.

‘With respect to state law, our Supreme Court

- mapplicable,

recently held that a prosecuior does mot comumit
misconduct when be seeks the surreptitious
recording of comversations between an mmprisoned
defendant and third parties, as the deputy distmet
attorney did here. (Loyd, supra, 27 Cal.4th 997,
119 Cal.Rptr.2d 360, 45 P.3d 296.) Twenty years

_earlier, the same court held that such actons

constituted musconduct, (DeLancie v. Supenor
Cowrt (1982) 31 Cal.3d 865, 183 Cal.Rptr. 866, 647
P.2d 142)  However, Loyd concluded that
miervening statufory amendments have abrogated
DelLancie. {Loyd, supra, Z7 Cal.4th at p. 1010, 119
Cal.Rptr.2d 360, 45 P.3d 296.)

Kelley concédes 'that‘.Lo_yd disposes of his state law
challenge to the wiretappmg based on DeLancie.

However, he rawes a second state law challenge

based on Penal Code section 629.50. We find no
vielation of that *860 statute either. Section 629,50
goverus  appiications © for. judical - approval  of

wiretapping. No such approval was required here.

-California's wiretapping statutes,. like Title .JH, do
not apply to the monitoring: and. recording of .

conversations  where ome  party  consents.
(Pen.Code, ' & 631, subd. (a),. {prohibiting enly
"unauthorized!. wietap];... People.y.. Canard (1967)
257.Cal,App.2d. 444, . 463-464, 65. Cal.Rptr. 15.)
‘Because Kelley consented to-have his - conversations

- - monitored;-the deputy district attorney did not need

to seek judicial approval, -and. section. 629,50 is
The: admussion of -tapes of Kelley's
conversations, as well as-the fruits of those tapes,
was proper.

IV. The Prosecution's Quesﬁoning About Unproven

Prior Crimes Was Harmless Beyond a Reasonable

Doubt in Light of All the Evidence [FIN*+¥%]
FN*** See footnote *, ante.

DISPOSITION
The judgment is affirmed.

We concur. JONES, P.J., and STEVENS, J.

127 Cal.Rptr.2d 203, 103 Cal.App.4th 853, 2 Cal.
Daily Op. Serv 11,239, 2002 Daily Jouwrnal D.A.R.
13,031

END OF DOCUMENT
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U.S. Attorney General John Ashcroft ani
guidelines May 30 allowing FBI agents t
surveillance in places that are open to
without evidence that those being watched have
committed or are.planning to commit crimes.

"Califormia has dirawn a line with respect to pnivacy,
political and associational rights. that government
must not cross even with the best of intentions,” the
ACLU Ietter said. "Yet, some of the mte!hgence
practices now’ open!y encotraged by the new federal
guidelines cross that leng-standing state line.”

The guidelines repealed rules 1mposed by President
Gerald Ford that allowed FBY surveillance only during
crniminal investigations and after evidence of
wrongdoing. President Bush claimed that those
restrictions gave terrornsts.and advantage and
pledged that the new FBI powers would not stifle
speech or dissent.
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Although the FBI 1s not bound by state laws, Lockyer
should still "strongly encourage” federal agents to
abide by the state's privacy laws when collecting
information 1 the state.

Lockyer's office promised a prompt reply and said it
was complying with state faw 1n its post- Sept. 11
anti-terronsm projects, including the establ;shment of
an.nformation-sharing central database accassrb!e to
local, state and federa! faw enforcement

"We have no intention of trampllna Califom:ans
privacy," spokeswoman Hal!ye Jordan told the San
Francisco Chronicle,

The database includes only the names of those
suspected-of terrorism-related crimes or who are
being investigated for such crimes based on

~ evidence, Jofdan said. '
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privacy law even when working with federal agents. study of Islam
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May 30, 2002

MEMORANDUM FOR TH_E E[EADS AND INSPECTORS GENERAL

SUBJECT:  Procedures for Lawful, Warrantless Monitoring of Verbal Communicatio

: By Memorandum dated October 16, 1972, the Attorney Genesal directed all federal
departments and agencies to obtain Department of Justice authorization before intercepting
verbal communications without the consent of all parties to the communication. This directive
was clarified and continned in force by the Attomey General’s Memorandum of September 22,
1980, to Heads znd Inspectors General of Executive Depariments and Agencies, It was then
superseded, with new authorization pmcedmm and reievant rules and guidelines, including S
Hmitations on the types of investigations requiring prior written approval by the Department of \,g
Justice, in the Attorney General’s Memorandum of November 7, 1983, '

The Attomney General’s Memorandum of Januvary 20, 1998, superseded the

aforementioned directives. It continued most of the authorization procedures established in the
~ November 7, 1983, Memorandum, but redunced the sensitive circumstances under which prior

wiitten approval of senior officials of the Department of Justice’s Criminal Division is required.
At the same time, it continued to require pral authorization from Department of Justice attomeys,
ordinarily local Assistant United States Attorneys, before the initiation of the use of consensual.
monitoring in al investigations not requiring prior writien approval. In addition, that
Memorandum reduced and eventually eliminated the reporting requirement imposed on
departments and agencies. These changes reflected the results of the exercise of the
Department’s review funciion over many years, which showed that the depariments and agencies
had uniformly been applying the required procedurcs with great care, consistency, and good .
judgment, and that the number of rcquwts for consensual monitoring that were not approved had
been negligible.

'As m all of the prior memoranda except for the one dated October 16, 1972, this
memorandum only applies to the consensual monitoring of oral, nonwire communications, as
discussed below. “Verbal” communications will hereinafter be referred to as oral,
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This Memorandum updates and in'some hmlted respects modlﬁ&s the Memorandnm of
J anuary 20 1998 The changes are as foHows: : L

Fizst, Parts HI.A.(S) and V;of the Ja.m;ary 20 1998 Memomnd ' equired concurrence |
or authonzat;on for ccnsensuai momtm_mgby ﬂle Umted 'Staies . tant

m the conduct of the m:)mtormg In addmon, for cases ini Wwhich this advics satitiot bé obtained
froma h.'lal attorney for reasons unrelated to the Iegahiy or propnety of 'the momtonng this
- . ey e AL Ty ed .

Second, PartV of theM oraf : 2

or ]315 or her designee give oral authonzailon for consensual momtonng and été.ted that “[a}ny
designee should be a high-ranking supervisory official at headquarters leyel.” 'I‘hls rule was
- qualified by Attorney General Order No. 1623-92 of August 31, 1992, which, i relation to the
Federal Bureau of Invesugatton (FBI), authmzed delagauon of ﬂns approval ﬁmcﬁon to Spemal

process ‘and mdicates that allowing approval by’ Assistant Speclal‘Ageuts m'Charge ‘would
facilitate FBI investigative operanons Assistant Special Agents m Chm‘ge are managemeni :

generally; they ate directly involved and fainilias with the' c:rcmnsfanqm relatmg tothe propnety‘

- of proposed uses of the consensual monitoring technique. Part'V.3§ accordingly féviséd in this
Memorandum to provide that the FBI Director’s de:mgnees for purposes of oral authorization of
- gonsetistial momtonng may-riclude both’ Specxal Ageiits i m Charge aid’ Assmtant Special Agents
* in Chsrge. This stipérsedes Attorney Geheral Order No? 1623~92 Whmh dld not aIloW

delegation of this function below the level of Special Agent m Chargel’ *

Third, this Memorandum omits as obsolete Past VL of the Memorandum of January 20,
1998. Part VI. mposed a reporting requirement by agencms concemmg consensual monitoring
but rescinded that reporting reqmreme:nt after one year. . e o

 TheF ourﬂl Amendmmt to the Umted Sta:tes Consmutlon Tlﬂe I]I of ﬂle Omn:lbus Crime
Control and Safe St‘eets Act of 1968, as ameénded (18 U.S.C. §2510, e:t;cq) ‘and the Foreign
Intelligence Surveﬂlance Act of 1978 (50 U.S.C. §1801, et seq.) permut government agents,

% _____ .
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acting ‘with the consent of a party to-a communication, to engage in warrantless monitoring of
wire (telephone) communications and oral, nogwire commumications, See Unifed Statesv.
“White, 401'U.S. 745 (1971); United States v. Caceres, 440 U.S. 741 (1979). Similarly, the
Constitution and federal statutes permit federal agents to engage in warrentless monitoring of
oral, nonwxre commumications when the communicating parties have no justifiable expectation
of privacy.? Because such monitoring tachmqm are particularly effective and reliable, the
Department of Justice encourages therr use by federal agents for the purpose of gathering
evidence of violations of federal law; protecﬁng informants or underoovcr law enforcement
agemts, or ﬁﬂﬁlhng other, smularly compelling nseds While these techmques are lawful and
helpful their use in mvesﬁgatmns is freque.m ¥ sensmve, so they must remain the subject of
careful, self-regulation by the agencxes empi ‘gmg them.

. The sources of authonty for thJs Memomndum are Executive Order No 1 1396
(“Provi ding for the Coordination by the Attomey General of Federal Law Enforcement and
Crime Prevention Programs”), Presidential Memorandumn. ¢ TFederal Law ‘Enforcement
Coordmatmn, Policy and Priorities”).of September 11, 1979; Presidential Memorandum .
(untitled) of June 30, 1965, on, inter alia, the utilization of machamcal or electronic devices to
- overhear nontelephone conversations; the Papenvork Reduction Act of 1980 and the Paperwark
Reduction Reauthorization Act of 1986, as amended; and the inherent auﬂlonty of the Atk)mey
G‘eneral as the chief law enforcement ofﬁoer of the United States. - e

L. DEF]NITIONS

As used in this Memormdum, the teml agmcy”’ means all of ﬂle Executzve anch
depa.rtments and agercies, and spemﬁcaﬂy inchides United States Attorneys’ Offices
which utilize their own investigators, and the Offices of the Inspectors General.

As used 1n this Memoranchm, the terms ‘nteroeption and “moritormg” mean the aural
acquisition of oral communications by use of an electromc, mechamcal, or other device.
CL18US.C. § 2510(4)

As used 1 this Memorandmn, the term 4“public official” means an official of any public
entity of government, inchuding special districts, as well as all federal, state, county, and
mupicipal governmental units.

?As a general rule, nonconsensual interceptions of wire commumications violate 18
U.S.C. § 2511 regardless of the communicating parties’ expectation of prrvacy, unless the
mterceptor complies with the cout-authorization procedures of Title T of the Omnibus Crime
Control and Safe Streets Act of 1968 (18 U.S.C. § 2510, ef seq.) or with the provisions of the
Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. § 1801 gt seq.).



Memorandum for the Heads and Inspectors General o o _ ' Pege 4.

of Executive Departments and Agencies

.

NEED FOR WRIT'I‘EN AUTHORIZATION

A

Invesug@tlons WhereWnﬁen Dgpanment of J’ustice Agp_lﬁré—i is i_lqu—"ifed“

A request for amhonzauon to momtor an oral commumcation without the consent
of all parties to the comnmunication must be approved in writing by the Director or

. Associate Dnector of the Office of Enforcement 0pe1‘ahons Cnmmal Dmszon,

) 83 the momtonng relates to an investig uop of a membcr of Congress,

two years,

Govemor of Aftomey ‘Genetal of an'y State of Temttmy, or a judge or
Justice of the h1ghest court of any State or Temtory, and the offense

\J'?(.u

investi gatcd 15 one mvolvmg bribery, conflict 6f i mber&ct, or extortion
relatmg to the  performance. of his or, he:r oﬂmal dut:les ‘

JX'.‘..«\

(@) amy pany to.the. commumcatlon 1823 mcmber of the d;lplomaﬁc corps of a

foreign country‘

{4y  any party to the communication 1s ‘0 Has besn am@mber of the Witness
‘ 4 Seem:tty Program andthat”fact is Imown to the agency involved or 1ts

O

" Geners ¢ United States Attorey in
he distiict where an fuvestigation is being ‘conducted has requested the
investi gaﬁng age:ucy to obtain prior written consent before conducting
eonsensual momtonng m 2 speclﬁc mvestxganon. o

. Inall other cases, approval of consensual monitoring will be m accordance with

the procedures set forth in part V. below




THE CITY OF
RALEIGH, NORTH CAROLINA

POST OFFICE BOX 590 * RALEIGH, NORTH CAROLINA 27602 * 919-996-3385
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HARRY P. DOLAN
CHIEF OF POLICE

September 21, 2011

Katherine Lewis Parker

Legal Director

American Civil Liberties Union of North Carolina Foundation
Post Office Box 28004

Raleigh, North Carolina 27611-8004

Re: Request regarding cell phone location records

Dear Ms. Parker:

This will acknowledge receipt of your letter dated August 3, 2011 identified as a “Request
Regarding Cell Phone Location Records.”

Iltem #1: Policies, procedures and practices you follow to obtain cell phone location records

Any such items in the possession of our office in writing, if any, are enclosed with this
letter. If no such items are enclosed, this office does not have any such items in writing,

Iltem #2: Data retention policies, detailing how long cell phone location records are kept,
databases in which they are placed, and agencies (federal, state and local) with which they

are shared

Retention of records is governed by the Records Retention and Disposition Schedule
for Municipal Governments issued by the North Carolina Department of Cultural Resources, Division
of Historical Resources, Archives and Records Section, Government Records Branch. The most recent
copy is dated May 19, 2009 and is located at:

http://www.records.ncdcr.gov/local/municipal 2009.pdf

Item #3: The use of cell phone location records to identify “communities of interest (detailing
those persons who have been called, or called by a target)” in investigations

POLICE DEPARMENT
6716 SIX FORKS ROAD RALEIGH, NORTH CAROLINA 27615 * 919-996-3335
Fairness—Integrity—Compassion—Commitment—Accountability—Preservation of Life—Innovative Leadership—High Caliber Service
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This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. if it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen. Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

ltem #4: The use of cell phone location records to identify all of the cell phones at a particular location

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. If it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen, Stat. § 132-1.4
and do not have to be disclosed. if the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

ltem #5: Your use of “digital fences” (systems whereby you are notified whenever a cell phone comes
within a specific geographic area)

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. if it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen, Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

item #6: The legal standard (e.g. probable cause, relevance) you proffer to obtain celi phone location
records

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. i it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen. Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.,

ltem #7: Judicial decisions and orders ruling on your applications to obtain cell phone location records

If any such documents are in the possession of our office, they are enclosed, except for any
such documents that: (1) have been sealed by court order, (2) are protected by Article 16 of Chapter 15A of
the North Carolina General Statutes, Electronic Surveillance Act, or (3) are search warrants that have not yet
been served and returned to the Clerk of Court.

ltem #8: Statistics regarding your use of cell phone location records, including the number of
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emergency requests for which no court order was obtained

This is not a request for a “public record” as defined in N.C. Gen. Stat. § 132-1. If our office
has previously compiled a list of such “statistics,” the previously compiled statistics are enclosed. If none
have been previously compiled, none are enclosed. :

ltem #9: The form in which cell phone location records are provided (hard copy, through specific
online databases)

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1.

ltem #10a: Communications with cell phone companies and providers of focation-based services
regarding cell phone location records, including company manuals, pricing, and data access policies

Any such items in the possession of our office are enclosed. If no such documents are
enclosed, our office has no such items in our possession.

ltem #10b: Communications with cell phone companies and providers of location-based services
regarding cell phone location records, including invoices reflecting payments for obtaining cell phone
location records

If any such “communications” or invoices are in our possession and not prohibited from
disclosure by Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act, they are
enclosed but may have been redacted to remove any information pursuant to N.C. Gen. Stat. § 132.1.4 that is
a “record of criminal investigation” or a “record of criminal intelligence information.” If no such documents
are enclosed, our office has no such items in our possession.

ltem #10c: Communications with cell phone companies and providers of location-based services
regarding cell phone location records, including instances in which cell phone companies have refused
to comply with a reguest or order
if any such “communications” are in our possession and not prohibited from disclosure by
Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act, they are enclosed but
may have been redacted to remove any information pursuant to N.C. Gen. Stat. § 132.1.4 that is a “record of

criminal investigation” or a “record of criminal intelligence information.” If no such documents are enclosed,
our office has no such items in our possession.

Sincerely,

Harry P. Dolan

enclosure

- 863 -




|
|

a3 T R P T

o
Invoice Da:/ August 01, 2011 % atat
Ryt
Invoice Number; 70787
Bill To: National Compliance Center
Phone: [-800-635-6840
RALEIGH PD 27616 Fax: 1.888.938.47(5
4501-120 ATLANTIC AVE
RALEIGH NC 27616
EET (Blectronic Fund Transfer) Cage Code
Tax ID Number - 911379052 Cage Code - 3LOE3 ‘
P&B Number - 130598238 SUPO D&B Number - 130598238 SUPO
Bank Name - Bank Of America
Bank Routing Number - 111000012
Bank Account Number - 3751632054
Invoice
LEA TRACKING NUMBER(S),
File Code i
Court Issued Number;
962306.002
’ LEA Tracking Number:
Component Target
Number Description/Duration Units/Days Price Amount
Survel h ~ Pl ~ "y I§
ppveiliance 8581 /22111 - 112671 1 1.0 $325.00 $325.00

Daily Surveillance

Fee for Data Order 8581 7122111 - 7126/11 4.0 $5.00 $20.00
Subtotal $345.00
Payments Received -$0.00

Total Due [ $345.00 J
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deltacom?

YiA: Email Attachment/U.S. Postal Mail
DeHacom inc.

Attn: Doris Robinson

Legal Depatment

7037 Oid Madison Pike, Suite 400
Hunisville, AL 35806

Phone: 256-382-3811

BiMl To:

Attn: Madeline Fowler
Raleigh Police Department
Detective Division

110 South McDowell Street
Raleigh, NC 27606

Office of Genwral Coupset
7037 Old Medison Pike
Suite 400
Huntsvite, AL 35306

DATE: QOctober 20, 2008
INVOICE # 112008

Re: Case No. PO8-118084

‘i

\
|

|
;

"DESCRIPTION HOURS RATE AMOUNT
SERVICE: 355
12788663 \|ENEENR - PR
! Incommg/ou’rgomg call details {LOC/LD} - above account (#s
| hsted) - October 16, 2008 from 2030 hrs 1o 2130 hrs
| Requested by: Detective (GREIMRN
[ TOTAL $5500 |
Make all checks payable to Deltacom Inc. T
Payments are accepted by Credit Cards.
THANK YOI
phene 256 382 3843 www deflecom com
fax 255 382 3936 1800 239 3900
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VerizZoOrwireless

REMIT PAYMENT TO:
P.C. BOX 64498
BALTIMORE, MD 21264-4498

BILL TO: CONTACT INFO:
Raleigh Police Dept 918-369-2534
Det

110 S, McDowell St
Raleigh, NC 27602

CUSTOMER # INVOICE # INVOICE DATE: INVOICE TOTAL
Pursuant to ¢/o0808 | {CO) 8/14/08-187607 9/30/2008 3 62.00
ITEM / DESCRIPTION QTY UNIT | NET PRICE
Cell site information on the following from 7/16-8/14/08 3 -

31t B 1001 % 31.00
3 s 1.00]% 31.00
Information sent 8/19/08
Reference 18 U.S.C. 2518 for wire tap

Reference 18 U.S.C. 3124 for pen register
Description of service provided pursuant fo court order

Comments:
ANY QUESTIONS, PLEASE CALL: INVOICE TOTAL 3 62.00

LAUREL O’RCURKE (508) 308-7538 (fax 808-308-7492)

.....................................................

Send This Stub Along With Payment’

CUSTOMER # INVOICE # AMOUNT
REMIT PAYMENT TO:
Pursuant to ¢/o0908{ (CO) 8/14/08-187607 Verizon Wireless $ 62.00
P.0. BOX 64498
BALTIMORE, MD 21264-4498
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weriZOrBwireless

REMIT PAYMENT TO:
P.O. BOX 64408
BALTIMORE, MD 21264-4498

INVOICE

. CONTACT INFO:

BILL TO:

Raleigh Police Dept 919-850-3938

Det p fax 3004

110 S McDowell St ;

Raleigh, NC 27602

CUSTOMER # INVOICE # INVOICE DATE: INVOICE TOTAL

Pursuant to /00908 |  (CO) 8/21/08-188586 9/30/2008 $  45.00
ITEM / DESCRIPTION QTY | UNIT | NETPRICE

Cell site information on SRS o 6/20-6/3/08 4513 100|$ 45.00

RPD case report (RIS

information sent 8/25/08

Reference 18 1J.S.C. 2518 for wire tap
Reference 18 U.5.C. 3124 for pen register
Description of service provided pursuant to court order

s

Comments:
ANY QUESTIONS, PLEASE CALL:
LAUREL O'ROURKE (208) 306-7538 (fax SC8-306-7492)

NINVOICETOTAL  $§  45.00

Send This Stub Along With-Payment

CUSTOMER # INVOICE #

AMOUNT

Pursuant to c/o0808 |  (CO) 8/21/08-188586 -

REMIT PAYMENT 10

Verizon Wireless
P.O. BOX 64498

BALTIMORE, MD 21264-4498

3 45.00

- 867 -
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MelroPCS, Inc.

2250 Lakeside Blvd.
ATTN: Accounts Reccivable
ftichardson, TX 75082

Attn: Accounts Payable
Raleigh Police Department
15G1 Adlantic Ave.
laleigh, NC 27604

Invoice Total: 50.00
Invoice Number: 29466

nvoice Date: 08-DEC-08

Customer I1): 5766

Terms: DUE ON RECEIPT
Case Number:
Request ID: 101245

Page: 1 of ]
Description Target Number { Start Date | End Date | Quantity Unit Price Totul
| Detail Records — 07/10/2008 08/22/2008 I 50,00 50.00
‘ake Checks Payabie To / Remit To:
troPCS Wircless, Inc, (Picase note the new Remit Address) . Customer ID 5766
2. Box 842067 [nvoice Number 29466
Jlas, TX 75284-2067 Invoice Date 08-DEC-08
Invoice Total 50.0

oices are generated only after requested information has been sent to the agent by the preferred means of delivery, If you

s¢ not received the information for which you have been invaiced or have billing questions please contact

ryl Browning at 214-570-4819. Please reference the Case/LERMS number for better assistance,

» Remitting a Payment, Please Reference the Case/LERMS Number Above.
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P L THE CITY OF
&} RALEIGH, NORTH CAROLINA

5

‘;' .- N ..‘1 ) & . G 7 I . . ]
e :) POST OFFICE BOX 590 * RALEIGH, NORTH CAROLINA 27602 * 919-996-3385
f.r.—-

HARRY P. DOLAN
CHIEF OF POLICE

September 21, 2011

Katherine Lewis Parker

Legal Director

American Civil Liberties Union of North Carolina Foundation
Post Office Box 28004

Raleigh, North Carolina 27611-8004

Re: Request regarding cell phone location records

Dear Ms. Parker:

This will acknowledge receipt of your letter dated August 3, 2011 identified as a “Request
Regarding Cell Phone Location Records.”

Iltem #1: Policies, procedures and practices you follow to obtain cell phone location records

Any such items in the possession of our office in writing, if any, are enclosed with this
letter. If no such items are enclosed, this office does not have any such items in writing.

Iltem #2: Data retention policies, detailing how long cell phone location records are kept,
databases in which they are placed, and agencies (federal, state and local) with which they
are shared

Retention of records is governed by the Records Retention and Disposition Schedule
for Municipal Governments issued by the North Carolina Department of Cultural Resources, Division
of Historical Resources, Archives and Records Section, Government Records Branch. The most recent
copy is dated May 19, 2009 and is located at:

http://www.records.ncdcr.gov/local/municipal 2009.pdf

Iltem #3: The use of cell phone location records to identify “communities of interest (detailing
those persons who have been called, or called by a target)” in investigations

POLICE DEPARMENT
6716 SIX FORKS ROAD RALEIGH, NORTH CAROLINA 27615 * 919-996-3335
Fairness—Integrity—Compassion—Commitment—Accountability— Preservation of Life—Innovative Leadership—High Caliber Service
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This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. If it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen. Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

ltem #4: The use of cell phone location records to identify all of the cell phones at a particular location

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. If it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen. Stat. § 132-1.4
and do not have to be disclosed. if the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

ltem #5: Your use of “digital fences” (systems whereby you are notified whenever a cell phone comes
within a specific geographic area)

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. if it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen, Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.

ltem #6: The legal standard (e.g. probable cause, relevance) you proffer to obtain cell phone location
records

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1. if it is intended to be a request for a public record, it is insufficiently specific to identify
what record is being requested. Records relating to this issue that are a “record of criminal investigation” or
a “record of criminal intelligence information” are not subject to public access under N.C. Gen, Stat. § 132-1.4
and do not have to be disclosed. If the request is revised to describe the specific records requested, we will
review any records that correspond to the revised request to determine whether or not they may be re-
leased.,

ltem #7: Judicial decisions and orders ruling on your applications to obtain cell phone location records

If any such documents are in the possession of our office, they are enclosed, except for any
such documents that: (1) have been sealed by court order, (2) are protected by Article 16 of Chapter 15A of
the North Carolina General Statutes, Electronic Surveillance Act, or (3) are search warrants that have not yet
been served and returned to the Clerk of Court.

ltem #8: Statistics regarding your use of cell phone location records, including the number of
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emergency requests for which no court order was obtained

This is not a request for a “public record” as defined in N.C. Gen. Stat. § 132-1. If our office
has previously compiled a list of such “statistics,” the previously compiled statistics are enclosed. If none
have been previously compiled, none are enclosed. :

ltem #9: The form in which cell phone location records are provided (hard copy, through specific
online databases)

This is a request for information and does not describe a “public record” as defined in N.C.
Gen. Stat. § 132-1.

ltem #10a: Communications with cell phone companies and providers of focation-based services
regarding cell phone location records, including company manuals, pricing, and data access policies

Any such items in the possession of our office are enclosed. If no such documents are
enclosed, our office has no such items in our possession.

ltem #10b: Communications with cell phone companies and providers of location-based services
regarding cell phone location records, including invoices reflecting payments for obtaining cell phone
location records

If any such “communications” or invoices are in our possession and not prohibited from
disclosure by Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act, they are
enclosed but may have been redacted to remove any information pursuant to N.C. Gen. Stat. § 132.1.4 that is
a “record of criminal investigation” or a “record of criminal intelligence information.” If no such documents
are enclosed, our office has no such items in our possession.

ltem #10c: Communications with cell phone companies and providers of location-based services
regarding cell phone location records, including instances in which cell phone companies have refused
to comply with a reguest or order
If any such “communications” are in our possession and not prohibited from disclosure by
Article 16 of Chapter 15A of the General Statutes, Electronic Surveillance Act, they are enclosed but
may have been redacted to remove any information pursuant to N.C. Gen. Stat. § 132.1.4 that is a “record of

criminal investigation” or a “record of criminal intelligence information.” If no such documents are enclosed,
our office has no such items in our possession.

Sincerely,

Harry P. Dolan

enclosure
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Invoice Daicc--‘-'»} August 01, 2011
Invoice Number: 70787
Biil To:

RALEIGH PD 27616

4501-120 ATLANTIC AVE
RALEIGH NC 27616

FEFT (Electronic Fund Transfer)

Tax ID Number - 91-1379052
D&B Number - 130598238 SUPO

brgns®
% at&l

National Compliance Center
Phone:  1-800-635-6840

Fax: 1-888-938-471(5

Cage Code
Cage Code - 3L6E3
D&B Nurnber - 130598238 SUPO

Bank Name - Bank Of America
Bank Routing Number - 111000012
Bank Account Number - 3751632054

Invoice
LEA TRACKING NUMBER(S),
File Code .
962306002 Court I‘ssue‘d Number:
LEA Tracking Number:
Component Target
Number Description/Duration Units/Days Price Amount
Surveillange o 0
Aetivation e 8581 U221 - 126111 10 $325.00 $325.00
Daily Surveill: : . :
Fee bor Dt Orelar 8581 T2/1L - 712611 4.0 $5.00 $20,00
Subtotal $345.00
Payments Received -$0.00

Total Due [ $345.00 J

o
s
i
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o
i
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deltacom?

YiA: Email Attachment/U.5. Postal Mall
Delacom inc.

Attn: Doris Robinson

Legal Depatment

7037 Oid Madison Pike, Suite 400
Hunisville, AL 35806

Phone: 256-382-3811

BiMl To:

Attn: Madeline Fowler
Raleigh Police Department
Detective Division

110 South McDowell Street
Raleigh, NC 27606

Office of Genwral Coupset
7037 Old Madison Pike
Suite 400
Hauntsvife, AL 35806

DATE: October 20, 2008
INVOICE # 112008

Re: Case No. PO8-118084

i

i
|

|
;

"DESCRIPTION HOIURS ‘RATE AMOUNT
SERVICE: $55
12788663 \|ENEENR - P
| Tncoming/outgoing call details {LOC/LD) - above account (#s
listed) - October 16, 20608 from 2030 hrs to 2130 hrs
| Requested by: Detective (M
[ TOTAL $55.00 |
Make all checks payable to Deltacom Inc. o
Payments are accepted by Credit Cards.
THANK YOUI
phene 256 382 3843 www deflecom com
Fax 255 382 3936 1800 235 2000

- 865 -



Verizoriwireless

REMIT PAYMENT TO:
P.C. BOX 64498
BALTIMORE, MD 21264-4498

BILL TO: CONTACT INFO:
Raleigh Police Dept 918-369-2534
Det

110 S, McDowell St
Raleigh, NC 27602

CUSTOMER # INVOICE # INVOICE DATE: INVOICE TOTAL
Pursuant to ¢/o0808 | {CO) 8/14/08-187607 9/30/2008 3 62.00
ITEM / DESCRIPTION QTY UNIT | NET PRICE
Cell site information on the foltowing from 7/15-8/14/08 b -

31t B 1001 % 31.0C
3 s 1.00]% 31.00
Information sent 8/19/08
Reference 18 U.S.C. 2518 for wire tap

Reference 18 U.S.C. 3124 for pen register
Description of service provided pursuant fo court order

Comments:
ANY QUESTIONS, PLEASE CALL: INVOICE TOTAL 3 62.00

LAUREL O'RCURKE (908) 308-7538 (fax 808-306-7492)

Send This Stub Along With Payment’

CUSTOMER # INVOICE # AMOUNT
REMIT PAYMENT TO:
Pursuant to ¢/o0908{ (CO) 8/14/08-187607 Verizon Wireless $ 62.00
P.0. BOX 64498
BALTIMORE, MD 21264-4498

- 866 -
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weriZOrBwireless

REMIT PAYMENT TO:
P.O. BOX 64408
BALTIMORE, MD 21264-4498

BILL TO:

Raleigh Police Dept
Det
110 S McDowell St
Raleigh, NC 27602

INVOICE

. CONTACT INFO:

919-890-3038
fax 3004

RPD case report (RN

information sent 8/25/08

Reference 18 1J.S.C. 2518 for wire tap
Reference 18 U.5.C. 3124 for pen register
Description of service provided pursuant to court order

CUSTOMER # INVOICE # INVOICE DATE: INVOICE TOTAL
Pursuant to ¢/o0908 | (CO) 8/21/08-188586 9/30/2008 $  45.00
ITEM / DESCRIPTION QTY UNIT | NET PRICE
Cell site information on SRR o 6/20-8/3/08 45% 100 45.00

Sy

Comments: i
ANY QUESTIONS, PLEASE CALL: HINVOICE TOTAL $ 45.00
LAUREL O'ROURKE (808) 306-7538 (fax 908-306-7482) ‘
Send This Stub Along With-Payment
CUSTOMER # INVOICE # AMOUNT
- REMIT PAYMENT TO:
Pursuant to c/o0808 | (CO) 8/21/08-188586 - Verizon Wireless 3 45.00

P.O, BOX 64498

BALTIMORE, MD 21264-4498

- 867 -




P

MelroPCS, Inc.

2250 Lakeside Blvd.
ATTN: Accounts Recejvable
Richardson, TX 75082

Attn: Accounts Payable
Raleigh Police Department
15G1 Adlantic Ave.
laleigh, NC 27604

Invoice Total: 50.00
Invoice Number: 29466

Invoice Date: 08-DEC-08

Customer ID: 5766

Terms: DUE ON RECEIPT
Case Number:
Request ID: 101245

Page: 1 of ]
Description Target Number | Start Date | End Date | Quantity Unit Price Total
| Detail Records — 07/10/2008 08/22/2008 I 50,00 50.00
‘ake Checks Payabie To / Remit To:
troPCS Wircless, Inc, (Picase note the new Remit Address) Customer ID 5766
2. Box 842067 [nvoice Number 29466
Jlas, TX 75284-2067 Invoice Date 08-DEC-08
Invoice Total 50.0

oices are generated only after requested information has been sent to the agent by the preferred means of delivery, If you

s¢ not received the information for which you have been invaiced or have billing questions please contact

ryl Browning at 214-570-4819. Please reference the Case/LERMS number for better assistance,

» Remitting a Payment, Please Reference the Case/LERMS Number Above.
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MetroPCS, Inc.

2250 Lakeside Blvd.

ATTN: Accounts Receivable
Richardson, TX 75082

Attn: Accounts Payable

Invoice Total:
Invoice Number:
Invoice Date:
Customer ID:

50.00
25606

05-5EP-08

5766

Terms: DUE ON RECEIPT

Raleigh Police Department Case Number:
601-104 Hutton St. Request IID:
Raleigh, NC 27606
Page: l {
Deseription Target Number End Date | Quantity Unit Price Total
1l Detail Records S 04/01/2008 1 50.00 50.00
Make Checks Payable To / Remit To:
MetroPCS Wireless, Inc. (Please note the new Remit Address) Customer [D 5766
L.0. Box 842067 ‘ Invoice Number 25604 .
Dallas, TX 752842067 Invoice Date 05-SEP-08
Invoice Total 50.00

avoices are generated only atter requested information has been sent to the agent by the preferred means of delivery. If you

wve not received the information for which you have been invoiced or have billing questions please contact

Daryl Browaing at 214-570-4819, Please reference the Case/LERMS number for betier assistance.

Yhen Remitting a Payment, Please Reference the Case/LERMS Number Above.
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Jce Date: July 17,2009
avoice Number: 40898
Bill To:
RALEIGH PD TARU 27602
110 S MCDOWELL ST
PO BOX 590
RALEIGH NC 27602

EFT (Electronic Fund Transfer)
Tax ID Number - 91-1379052
D&B Number - 130598238 SUPO
Bank Name - Bank Of America

Bank Routing Number - 111000012
Bank Account Number - 3751632054

at&t

({

National Compliance Center
Phone:  1-800-635-6840

Fax: 1-888-938-4715

PO BOX 24679
WEST PALM BEACH, 'L
33416-4079

Cage Code
Cage Code - 3LGE3
D&B Number - 130598238 SUPO

Invoice
File Code
607043 .001 Court Issued Number:
LEA Tracking Number:
Target
Component Number Description/Duration Units/Days Price Amount
Location Activation Fee 6690 $100.00 $100.00
Location Daily Fee 6690 $25.00 $25.00

Subtotal $125.00

Payments Received - %0.00

Total Due [7§175.00 |

IMS




Invoice Date:

Tune 23, 2009

Invoice Number: 40087
Bill To:

$ARU 27601

110 S MCDOWELL ST
RALEIGH NC 27601

EFT (Electronic Fund Transfer)
Tax 1D Number - 91-1379052
D&B Number - 130598238 SUPO

, at&t

@@-

National Compliance Center

Phone: [-800-635-6840

Fax: 1-888-938-4715

PO BOX 24679
WEST PALM BEACH, FL
33416-4679

Cage Code
Cage Code - 3L6E3
D&B Number - 130598238 SUPO

Bank Name - Bank Of America
Bank Routing Number - 111040012
Bank Account Number - 3751632054

Invoice
File Code
585739 Court Issued Numi:er:
LEA Tracking Number:
Target
Component Number Description/Duration Units/Days Price Amount
Surveillance Activation 0561 5/26/09 - 6/15/09 1.0 $325.00 $325.00
Fee :
Datly Surveillance Fee for 0561 5/26/09 - 6/15/09 200 $5.00 $100.00

Data Order

Subtotal $425.00

Payments Received - $0.60

Total Due [ §425.00 |

YAB
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Invaice Date: June 09, 2009

nvoice Number: 39740

Bill To: National Compliance Center

Phone:  1-800-035-6840
RALEIGH PD 27602 Fax: [-888.93%-4715
PO BOX 24679
WEST PALM BEACH. FL
33416-4679

110 S MCDOWELL ST
RALEIGH NC 27602

EIT (Electronic Fund Transfer) ’ Cage Code ]
Tax 1D Number - 91-1379052 Cage Code - 3LOES o
D&RB Number - 130598238 SUPO D& Number - 130598238 SUPQ

Bank Nuame - Bank Of America
Bank Routing Number - 111000012
Bank Account Number - 3751632054

Invoice
File Code

5872784 ‘ Court lssued Number:
LEA Tracking Number:

Target

Component Number Description/Duration Units/Days Price Amount
f.acaiton Activation Fee 0361 SR04 - 6109 .0 $100.00 $100.00
Location Daily Fee 0561 SHBAY - 6O/ 22.0 $25.00 $550.00
Subtotal $650.00
Payments Received - $0.00

Total Due [T5650.00 |

ity
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Forward Pavment 'To;

POLICE DEPT:RALEIGH

110 SOUTH MCDOWELL ST
RALEIGH, NC 27602

Federal Tax number:
Subpocna Number:
Bill Number:

Dae of Bill:

Total Amount Due:
Pay By:

o 2181

AT&T Southeast
PO Box 16649
Atlanta, GA 30324

580436120
BST090:38099
GSBOUQOS4 TS
2009-5-26
550.00
2009-7-25

Please detach ang return twop porion wiill pas il

= ated

CATRT Number: BSTOO0S8099  Bill Number: GSBO2054 18 Date of Bill: 2009-5-26

This is o bill you for research, retrieval, and repraduction

of records pertaining Lo the above captioned

subpoena,

s
i

HTEM

[RATE |

! . - .
[{Processing Fee for 1 hours at $50/hour

000

Total Amount Due: $50.00

i vou do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process vour payment.

SieMCADocuments and Settinas\ke297 3\ Local SettingsyTemplresubtiemp. hinsl

- 873 -
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Ta. . Lo
PR FET B
[

OO atlet
LR D T T . e
forward Paviment T AT&T Southeast

PO Box 16649
Atlanta, GA 30321

"RALEIGH

110 S MCDOWELL ST
RALEIGH. NC 27602

Federal Tax number: 580436120
Subpoens Numher:  BSTOUOSTO 14
Bitl Number:  GSBOY05383
Dawe of Bill; 2009-5-22
Towl Amount Do 830,00
Pay By:  2009-7-21

Please detach and returm wap porion with pas ment

l AT Number: BSTOO0579 14 Bill Number: GSBO905383  Duate of Bitl: 20049-5.22

[ This is w b you Tor research, retrieval. and reproduction
\ vl records pertaining to the above captioned subpaeni,

e - RaTE

Processing Fee for 1 hours at 550/hour ”w()(

Total Amount Due: S50.00

if vou do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment.

et P AT b b v Byl e THLO00G

- 874 -




Forward Payment To:

RALEIGH POLICE DEPT.

P.O. BOX 590
RALEIGH, NC 27602

Federal Tax number;
Subpoena Number:
Bill Number:

Date of Biil

Total Amount Due:
Pay By:

&% atet

AT&T Southeast
PO Box 16649
Atlanta, GA 30321

580436120
BST09047139
GSB0904571
2009-4-9
$50.00
2009-6-8

Please detach and return top portion with payment

FAge £ 0L Y

AT&T Numbe-r: BSTO9047139 Bill Number: GSB(904571 Date of Bill; 2009-4-9

This is to bill you for research, retrieval, and reproduction
of records pertaining to the above captioned subpoena.

ITEM

IRATE |

lProcessing Fee for 1 hours at $50/hour

om0 |

Total Amount Due:

$50.00

I you do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment.

HICADocuments and Settings\hb6896\Local Settings\Temp\resultternp.htm]

- 875 -
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& atst

Forward Payment To: AT&T Southeast
PO Box 16649
Atlanta, GA 30321

Raleigh Police Department

1221 Front Street
Raleigh, NC 27609

Federal Tax number: 380436120
Subpoena Number:  BST09036303
Bill Number:  GSB0903076
Date of Bill:  2009-3-3
Total Amount Due;  $50.00
Pay By:  2009-5-2

Please detach and return wop portion with payment

& atat

AT&T Number: BST09036303 Bill Number: GSB0O%903076 Date of Bill: 2009-3-3

This is to bill you for research, retrieval, and reproduction
of records pertaining to the above captioned subpoena.

ITEM [RATE
|Processing Fee for 1 hours at $50/hour ”50.00

Total Amount Due:  $50.00

If you do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment.,

file://C:\Documents and Settings\ca2763\Local Settings\Temp\resulttemp.html 5/4/2009
- 876 -




Page 2 of 38

& atst

Forward Payment To: AT&T Southeast
PO Box 16649
Atlanta, GA 30321

POLICE DEPT:RALEIGH

110 SMCDOWELL ST
RALEIGH, NC 27602

Federal Tax number: 580436120
Subpocna Number:  BST09015297
Bill Number:  GSB0O901448
Date of Bili:  2009-1-15
Totaf Amount Due:  $50.00
Pay By: 2009-3-16

Please detach and return top portion with payment

& atyd
-
AT&T Number: BST09015297 Bill Number: GSB0901448 Date of Bill: 2009-1-15
This is to bill you for research, retrieval, and reproduction
of records pertaining to the above captioned subpoena.
’_I_T_EM ”RATE ]
Processing Fee for 1 hours at $50/hour 15000 |

Total Amount Due:  $50.00

If you do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment.
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VALID LEGAL PROCESS
NOTIFICATIGN OF CALL DETAIL REPORT CHARGES

AT&T Services, Inc. - Subpoena Center
One AT&T Plaza, 10th Floor

208 S. Akard .

Dallas, Texas 75202

Jan 1%, 2009 14:17:23

RALEIGH POLICE DEPT
PO BOX 590

RALEIGH, NC 27602

REF: S-2009-01-12-212 CASE NUMBER: ORDER/BSTO8015297
AT&T SOUTHEAST TAX ID#H: 58-0436120

This is to acknowleddge receipt of your legal process regarding
the above referenced matter.

PHONE NUMBER FROM DATE THRU DATE éRIG/TERM

R,  11./c0/2008 12/29/2008 BOTH

We do not maintain records of a8ll incoming and local calls for all
subscriber’s accounts. In certain circumstances, such records could
be created and maintained for a periocd of time, but the absence of a
record of such a call will not be concluslve 8s Yo whether any call
was or was not placed or received. We cannot know whether such
records exist in this situation until we conduct such a search.

The fee to conduct this search is $50. 00 per hour or part thereaof
(minimum 1 hour billing].

If you wish AT&T SOUTHEAST to conduct this search, please remit
payment for $ 50. 00,

Please contact us within 24 hours at 800-291-4852 if you wWish to
narrow the scope of your request or cancel it.

Make check payable to AT&T, and mall to:
P. 0. Box 16648, Atlanta, GA 30321
PLEASE INCLUDE REFERENCE®# S-2009-01-i3-212 AND INVOICE# WITH PAYMENT.

Should you have guestions regarding this matter, please call our
office at 2142682145,

Sincereluy,
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Forward Payment Tc%: ATE&T Southeast
! PO Box 16649
i Atlanta, GA 30321

Rajeish Police Dept

P. O, ox 59
Raleigh, NC 27602

Federal Tax number: 580436120
Subpoena Number:  BST08124727
Bill Number:  GSB0812425
Date of Bill:  2008-12-26
Total AmountDus;  $50.00
PayBy:  2009-2-24

Please detach und refumn top portion with payment

AT&T Number: BSTO8124727 Bill Number: GSB0812425 Date of Bill: 2008-12-26

This is to bill you for research, ratrizvai, and reproduction
of records pertaining to the above captioned subpoena,

RTEM | IraTE |
LProccssing Fee for 1 hours at $50/hour J{SO-OU )

Total Amount Due:  $50.00

If you do not include a copy of the inveice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment,

<://CADocuments and Settings\hb6R9A\T .neal [ettinact TarantvannTbbar s lo.1
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& ated

Forward Payment To: AT&T Southeast
PO Box 16649
Atlanta, GA 30321

P. 0. Box 500
Raleigh, NC 27602

Federal Tax number: 580436120
Subpoena Number:  BST08124641
Bill Number;  GSBO0812392
Date of Bili:  2008-12-23
Total Amount Due:  $50.00
Pay By:  2009-2-21

Please detich and return wop portion with paymens

AT&T Number; BSTOR124641  Rill Number: GSBO812392  Dawe of Bill: 2008-12-23

This is o bill you for rescarch, retrieval, and reproduction
of records pertaining to the above captioned subpoena.

ITEM _|raTE |
IProcessing Fee for 1 hours at $50/hour 7@.00 ]

Total Amount Due:  $30.00

If you do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment.

Fa O A N inamee and Qattinsedra?7TANT nral Qeitined Trmnbreanlitermn himl 212572009
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Raleigh Police Dept

110 8. MCDbeell Street
Raleigh, NC 27602

Please detacl: and return 16p portion with payment

Forward Payment To:

Federal Tax number:
Subpoena Number:
Bill Nurmber:

Date of Bill:

Total Amount Due!
Pay By:

AT&T Southeast
PO Box 16649
Atanta, GA 30321

580436120
BSTO8113995
GSB0811719
2008-11-24
$50.00
2009-1-23

This is to bill you for mseau.ch, remeval, and repLoducuon
of records pertzining to the above captioned subpoena,

{Processing Fee for 1 hours at $50/hour

H
3
1

Total Amount Due

If you do not include a copy of the invoice or furnish the complete seven digit GSB number

andfm complete ewht dlglt BST m,unber we cannot process your paymu}t

R TR N SRS
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Forward Payoent To: AT&T Southeast
PO Box 16649
Atlanta, GA 30321

RalelghPohcc Department District 26

601-104 Futton STreet
Raleigh, North Carolina 27606

Federal Tax mumber: 580436120
Subpoena Number:  BSTO8113546
Bill Nomber:  GSB0311151
Date of Bill:  2008-11-7
Total Amount Due: $50.00
Pay By:  2009-1.6

Pleasc detach and return top portion with payment

This is to bill you for research, retrieval, and repreduction
of records pertaining to the above captioned subpoena.

LI IR

roccssing Fee for 1 hours af $50/h°u1'

............................

If you do not mclude a copy of the invoice or fulmsh the c0mp1ete seven dlglt GSB number
and/or complete eight digit BST number we cannot process your payment
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Forward Payment To:

Raleigh Police Department

Street
Raleigh, NC 27609

Federal Tax number:
Subpoena Number:
Bill Number:

Date of Bill;

Total Amount Due;
Pay By:

£ ated

AT&T Southeast
PO Box 16649
Atlanta, GA 30321

580436120
BSTO8103015
GSB0O810429
2008-10-24
$50.00
2008-12-22

Please detach and cetumn tog portion with payment

Page | of |

AT&T Number; BSTO8103015 Bill Number: GSB0810429 Date of Bill: 2008-10-24

This is to bill you for research, retrieval, and reproduction
of records pertaining to the above captioned subpocna.

ITEM

=

RATE |

|P1'ocessing Fee for 1 hours at $50/hour

5000 |

Total Amount Due;  $50.00

if you do not include a copy of the invoice or furnish the complete seven digit GSB number
and/or complete eight digit BST number we cannot process your payment,

file://C:\Documents and Settings\ca2763\Local Settings\Temp\wresulttemp.html
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Forward Payment To:

Raleiﬁh Police Dept

PO Box 590
Raleigh, NC 27602

Federal Tax number:
Subpoena Number:
Bill Mumber:

Date of Bill:

Total Amount Due:
Pay By:

ATE&T Southeast
PO Box 1_6649
Atlanta, (GA 30321

580436120
BSTO08103019
GSB0810330
2008-10-18
$50.00
2008-12-16

Please detach and retern top pottion with payment

ﬂ'us is to blil you for research, retrieval, and 1*ep1oductlon
of records pertaining to the above captioned subpoena.

TEM
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rocessing Bee for 1 hours at $50/hour

It you do not inchude a copy of the invoice or furnish the complete seven digit GSI number '
and/or completn e:ghl dlgxt BST number we cannot process your paymmi
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Anoidor Leap bisseaiion

. o INVOICE
Cricket Communications )
10307 Pacific Center Court Invoice Number: 140157

San Diego, CA 92121-4340 Invoice Date: Tuesday, July
(858)-882-9301 28 2009

RE:—

BiLL TO:

REMIT TO:
Ral EIgh Police Dept Attn: -O Box Cricket Comimunications, Inc.
590 Raleigh, NC 27602 P: SRS P.0. Box 202650

- Datlas, TX 75230-2650

Information/Service Requested Quantity Requested Unit Price Amount

55 per phone numbar

Subscriber Information Only 1 or name look up

5.00

$50 per phone number
Call History 1 for up lo 2 months of records 50.00
Ovear two months hilled at 2X

$2200 per phone number
Wire Tap V] per Court order or
Court order renewal

$2200 per phone number
Pen Register 0 per Count order or
Court order renewal

If you have any guestions regarding this invc
Janet Schwabe at (858) 882-6258 or jschwabe@cri

PUT INVOICE NUMBER ON PAYMENT TO ENS {

- 885 -




cricket

Anether Leap Tnovation®

. - INVOICE
Cricket Communications )
10307 Pacific Center Court invoice Numper: 136496
San Diego, CA 92121-434C Invoice Date: Wednesday,

(858)-882-9301 June 17, 2009

BILL TO: I
Raleigh Police Dept.

Attn o AR

110 South McDowell Street gl{bl[{)otega Comp}iar:_ce M?nager
. ric ommunications, Inc.

Raleigh, NG 27602 10307 Paciic Center Court

F: 819-890-3839 San Diego, CA 92121

!" information/Service Reqﬁested .’ Quant;ity Requested | * Unit Price ! Amount
o T  $5perphonenumber | o0

Subscriber Information Only 1 &r name look up 5.00
i o T ) N $50 per phone number R

Call History 1 for up to 2 months of records. 50.00

i1 s2200perphone number |
Wire Tap 0 per Court order or
i Court order renewat

I - i $2200_per phone aumber |
Pen Register 0 per Court order or i

{
E
Ower two months billed at 2X f
!
{
|
i

Court order renewal

TOTAL AMOUNT DUE | §85.00 |

If you have any questions regarding this invoice, please coniact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Another Leap funovation™

Cricket Communications INVQICE

10307 Pacific Center Court fnvoice Number: 13647 1
San Diego, CA 92121-4340 invoice Date: Wednesday,
(858)-882-9301 June 17, 2009
reSEERNEENE

BILL TO: o

“*1 day exp**

Raleigh Police Dept. REMIT TO:
Attr: R '

Subpoena Compliance Manager

110 8 McDowell Street Cricket Communications, Inc.
Raleigh, NC 27602 10307 Pacific Center Gourt
P- 919-890-3939 San Diego, CA 82121

R 919-890-3004

Information/Service Requested | Quantity Requested Unit Price Amount

$5 per phone number . 1

Subscriber Information Only : 3 or name look up 15.0C

‘ $50 per phone number
Call History ; 3. for up to 2 months of records. 150.00
' ‘ | Q\_fer two months billed at 2X

| %2200 per phone number
Wire Tap : : 4] . per Court order or
: . Qourﬁ order renewal

. : | $2200 per phone number
| Pen Register 0 ; per Court order or
‘ Court order renewal

];C_xpedite_ﬁ:e"eﬂ T | T | - | 100.00 |

l | TOTAL AMOUNT DUE | $265.00 -

if you have any guestions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@crickefcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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criclket

Another Leap Innovarion

Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340

(858)-882-9301
BILL TO: .

Raleigh Police Dept.

110 S McDowell Street
Raleigh, NC 27602
P: 919-890-3939

Inform'é't'idl"aIServicre Requeéted Qﬁantity Requésted

4

INVOICE

tnvoice Number: 135469
Invoice Date: Tuesday, June
09, 2009

REMIT TC:

Subpeoena Compliance Manager
Cricket Communications, Inc,
10307 Pacific Center Court

San Diege, CA 82121

Unit Price . Amount

| . : | 35 per phone number é
Subscriber Information Only | 1 i or name look up 5.0C :
: o o - 850 per phc;ne numoer ;
' Call History | 1 | for up to 2 months of records. . 50.00 |
¢ i Over two months billed at 2X
‘ . $2200 per phone number | i
Wire Tap ! 0 ; per Court order or
{ Court order renewai
~ $2200 per phone number
Pen Register 0 : per Court order or

i Court order renewal
TOTAL AMOUNT DUE ; $55.00 |

If you have any questions regarding this invoice, please contact
Janet Schwabe at {858) 882-6258 or jschwabe@crickeicommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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Cricket Communications
10507 Pacific Center Court
San Diago, CA 82121-4340
(858)-882-9301

BHLTO:

Raleigh Police Dept.

110 8 McDowsll Street
Raleigh, NC 27802

INVOICE
liwvoice Number: 135294

fnvoica Date: Monday, June 08,
2008

REMIT TO:
Subpeena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 92121

information/Servics Cluandity
Requestead. Ragquestad
Subscriber Information Only 1
Call History 1
Wire Tap 0
0

Pen Register

Linit Price Armount

35 per phone number 5 00
LN
or name look up

$50 per phone nuinber
for up to 2 months of
records. 50.00
Over twe months billed
at 2X

$2200 per phone
number
per Court order or
Court order renewal

$2200 per phone
number
per Court order or
Courrt order renewal

TOTAL AMOUNT DUE  $55.00

1§ you have any guestions regarding this invoice, please contact

Janet Schwabe at (858) 882-6258 or jschwabe@crickeicommunications.com.

PUT INVOICE MUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Another Leap lunovation™

Cricket Communications 'NV?[CE
10307 Pacific Center Court Invoice Number: 135276
San Diego, CA 92121-4340 Invoice Date: Monday, June
(858)-882-9301 08, 2009
re c s
BiLL TO: L
Raleigh Police Dept.
Attn? REMIT TO:
110 S McDowell Street g‘{*’ﬁOfga Compﬁiaft‘jﬁe M?ﬂagef
: Y Nneket Lommuiications, inc.
Raleigh, NC 27602 10307 Pacific Center Court
P: 919-890-3939 San Diego, CA 92121
F: :
Information/Service Requested | Quantity Requested ) Unit Price Amount
Subscriber Information Only 1 35 per phone number 5.00

or name look up

380 per phone number
Call History 1 for up to 2 months of records. 50.00
Over two manths billed at 2X

$2200 per phane number
Wire Tap 0 per Court order or
Court order renewal

$2200 per phone number
Pen Register 0 per Court order or
Couit order renewal

TOTAL AMOUNT DUE | $55.00

If you have any guestions regarding this invoice, please contact

Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.
PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Anather Leap hinoviation™

Cricket Communications iNV(?ICE
10307 Pacific Center Court tnvoice Number: 135046
San Diego, CA 92121-4340 Invoice Date: Friday, June
{858)-882-9301 05 2009
RE: _
BILL TO:
Raleigh Pohce Dept
REMIT TO:
O Box 590 Subpoena Compliance Manager
. Cricket Communications, Inc.
Raleigh, NC 27602 10307 Pacific Center Court
P: 919-890-3972 San Diego, CA 92121
F: 919-890-3004
: lnformattonfSerwce Requested Quanttty Requested .7 o Uthrrce . Amount

T e T g perphone murber |

5Subsoriber Information Only : 1 l or name look up | 5. 00
; T — . ' l $50 perphone number {
-Ca History ' ! 1 i for up to 2 months of records. ¢ 100.00

Over j0s) months bifled at 2X

: : ‘ $2200 per phone number
“Wire Tap : 0 : per Court order or
Court order renewal

; $220(} per phone number :
¢ [ per Court order or ' i
i Court order renewal t :

' Pen Register

| TOTAL AMOUNT bu‘s' "$105.00 '%

O OO |

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-8258 or [schwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Anather Leap Dnnowtion™

Cricket Communications INVC.MCE
10307 Pacific Center Court Invoice Numper: 135045
San Diego, CA 92121-4340 Invoice Date: Friday, June
{858)-882-9301 05 2009
Re SRR
BILL TO: '
Raleigh Po!rce Dept
REMIT TO:
PO Box 590 . Subpoena Compliance Manager
. Cricket Communications, Inc.
Ra;elgh’ NC 27602 10307 Pacific Center Court
P: 919-890-3972 San Diego, CA 92121
F: 919-890-3004
- |nformatmnlServrce Reque'sted""' Quantity Requested | °  UnitPrice | Amount |
ttm e ot ki R — ,.,,g’_._,,‘_.._.-,,_k - —— itk 0 — r,A e it Lo Bt e e At __ﬁu.-‘_—,‘.-...:._:u._.__A......‘_l

: . i | %5 per phone number :
:Subscrrber information Oniy 1 | of name look Up ! 5.00 |
i o ) - f ! $50 pe—r—phor—{e nurrl_ber . ; ) B 3
_Call History 1 ! for up to 2 months of records. © 50.00 -

i © Over two months billed at 2X

: $2200 per phone number
Wire Tap f : 0 per Court arder of
; Courl order renewai

1 ; $2200 per phone number i
| Pen Register ! 0 | per Court order or f '
i | j Court order renewal | [
 TOTAL AMOUNTDUE | $55.00 |

If you have any questions regarding this invoice, please contact
Janet Schwabe at (868) 882-6258 or jschwabe@cricketcomimunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Anather Leap Innovation™

Cricket Communications ‘NV(,);CE
10307 Pacific Genter Court Invoice Numper: 133828
San Diego, CA 92121-4340 Invoice Date: Wed nesday,
(858)-882-9301 May 27, 2009
re: SRR
BILL TO: '
**1 day expedite™
Raleigh Police Dept.
J b REMIT TO:

Subpoena Compliance Manager
Cricket Communications, Inc.

110 S McDowell Street

Raleigh, NC 27602 10307 Pacific Center Court

P 919‘890'3939 , San Diego. CA 92121

F: 818-890-3004

[ Information/Service Requested 1 Quantity Requested Unit Price l Amount
Subscriber Information Only 2 $5 per phone number 10.00

of name look up

$5C per phone number
Calf History 2 for up to 2 months of records, 100.00
Over two months billed at 2X

$2200 per phone number
Wire Tap 0 per Court order or
Court order renewal

$2200 per phone number
Pen Register 0 per Court order or
Court order renewal

rExpedite Fee 100.C0

B TOTAL AMOUNT DUE | $210.00

if you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Another Leap Innovation™

Cricket Communications |
103Q7 Pacific Center Court
San Diego, CA 82121-4340
(858)-882-9301

INVOICE
Invoice Number 132557
Invoice Date: Tuesday, May

12, 2009
Re: (R
BILL TO: e
Raleigh Palice Dept.

REMIT TO:

110 South McDoweli Street
Raleigh, NC 27602 '
P: 919-880-3939

Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 92121

Information/Service Requested

Quantity Requested [

init Price Amount

Subscriber Information Only

1

$5 per phone number

or name look up 5.00

Call History

$50 per phone number
for up to 2 months of records.
Over two months billed at 2X

50.00

Wiire Tap

$2200 per phone number
per Court order or
Court order renewal

Pen Register

$2200 per phone number
per Court order or
Court order renewal

TOTAL AMOUNT DUE | $55.00

if you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@ericketcommunications.com.

PUT INVOICE NUMBER:ON PAYMENT TO ENSURE PROPER CREDIT.
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Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340

cricket

Another Leap Innovation™

INVOICE
invoice Number: 130279
Invoice Date: Friday, April

(858)-882-9301 17, 2009
RE: SERRERNg:

REMIT TO:
BILL TO: . Subpoena Compliance
Raleigh Police Dept Manager

Cricket Communications,
4501 Atlantic Avenue Inc.

Raleigh, NC 27604

10307 Pacific Center Court
San Diego, CA 92121

| T 1
I
Information/Service Quantity : :
Requested Requested ) Umt Pnce _Amount
. . $5 per phone number ‘
Subsnr:ber Iﬂnfnrmnt_ton iny _ 1 | ornamelookup | 5.00
B $50 per phone number '
j | for up to 2 months of
Call History N records. 50.00
| Qver two months billed
o at 2X '
352200 per phone
. number
Wire Tap 0 | per Court order or
) Court_g{der_rgnewat
| $2200 per phone
Pen Register 0 number

per Court order or
‘Court order renewal |

TOTAL AMOUNT DUE | 7$55 oo

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-8258 or jschwabe@ecricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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cricket

Another Leap Dinovazion™

Cricket Communications
10307 Pagific Center Cour{
San Diego, CA 92121-4340
{B58)-882-9301

-
BILL TO:
Raleigh Police Dept.

110 South McDowel} Street
Raleigh, NC 27602

P: 919-890-3939

F- 919-890-3004

INVOICE
Invoice Number: 130188

Invaice Date: Thursday, April 16,

2009

REMIT TO:

Subpoena Compliance Manager
Cricket Communications, inc.
10307 Pacific Center Court

San Diego, CA 92121

l , lnformatlonISerwce Requested 7 [ Quantity Requested , : ) Umt Prtce r Amopnt :
: $5 per phone number !
. Subscriber Information Only . | 1 |- “or name l ook up Jl 5.00
i : l $50 per phone number ;
| Call History . : 1 i for up {0 2 months of records. ! 50.00 ;
: ; _Over two months billed at 2X g |
, $2200 per phone number , &
i Wire Tap 0 per Court order or i i
; ) , : : Court order renewai i ;
i : : $2200 per phone number :
|| Pen Register i 0 ' per Court arder or f i

! . Court order renewal : :
N - - , TOTAL AMOUNT DUE.[ sss oo*

If you have any questions regarding this invoice, please confact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340
(858)-882-9301

cricket

Another Leap Innovation™

INVOICE
invoice Number: 129624

invoice Date: Monday, April 13,

2009
re: SRS
BILL TO:
Raleigh Police Dept
' REMIT TO:

PO Box 590
Raleigh, NC 27602
P 919-996-1065

F 1 9-996-7219

Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 92121

Information/Service Requested { Quantity Requested

—

Unit Price Amount

Subscriber Information Only

1

$5 per phone number
or name look up

5.00

Call History

$£0 per phone number
for up to 2 months of records.
Over two months billed at 2X

50.00

Wire Tap

$2200 per phone number
per Court order or
Court order renewal

Pen Register

$2200 per phone number
per Court order or
Court order renewal

:

TOTAL AMOUNT DUE |

$56.00

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabedcricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.
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h.-.)x .i .0 I .'fi Hpeea) u"(u '

i =
3:'ickist Communications EI\V?IC;_ ) o
1030;‘ Pacific Cenler Court Invoice Number | 26674
h\ Diega, CA 92121-4340 invoice Date: T Uesday, March 17,
452)-882-9301 5009
&

= G
SILL TO:
Raleigh Police Dept. .

Ppryj

f

REMIT TO:

0 %outh McDowell Street : Subposna Compliance Manager
—— Cricket Communications. Inc.
Raleigh, NC 27602 ‘ 10307 Paeific Center Court

= 9 19-890-3939 Szn Diego, GA 92121

91 9 890 SO{Jé1

Information/Service Requesied Guantity Requested Unit Price Ameunt

. ; : §$5 per phone numbar

dubscriber inforn ! i :

supscrber Information Only i or neme look up

350 per phone number

Tl History 1 for up to Z months of recerds. 1G6.00
Qver two monihe billed a1 2X

$2200 per phone number
an i 0 per Cowrt order or
Cowrt order renewal!

$2200 ner phong number
Pan Register G ) per Court ordar or
Court order fenewa!

TOTAL AMOUNT DUE S108.00 7

if you have any questions regarding this invoice, piease contact
Janet Schwabe a1 (358) 882-6258 or ischwabs@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PRGPER CEEDET.
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cricket

Anather Leap Inngvation™

4 o INVOICE

Cricket Communications .

10307 Pacific Center Court Invoice Number: 123916
San Diego, CA 92121-4340 invoice Date: Wednesday,

(858)-882-8301 February 18, 2009

=e: Y
BILL TO: o
"*Reduced COR Fee™

Raleigh Police Department

REMIT TO:
Subpoena Compliance Manager

o Cricket Communications, Inc.
1200 Front Street 10307 Pacific Center Court

Raieigh, NC . San Diego, CA 92121
P: 919-854-2235

F: 919-854-2401

Robert. powelli@ci.raleigh.nc.us

Information/Service Requested i Quantity Requested Unit Price ! Amount

PRS- e e e e e g S e

Subscriber Information Only

; - S et = ——— :.._._. v — ,.l
0 35 per phone number ;
i or name look up :

|
r

5 ; $50 per phone number :
! Call History 2 i forupto 2 months of records. «  30.00
i ] i Over two months billed at 2X

i | | $2200 per phone number :
{ Wire Tap : 0 : per Court order or : |

1 t - '
; : : Counrt order renewal :

| $2200 per phone number o
i Pen Register ; 0 i per Court order or "
; i Court order renewat

e TOTAL AMOUNT DUE {

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 899 -




Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340
(858)-882-9301

BILL TO:
Raleigh Police Dept.

110 South McDowell Street’

Raleigh, NC 27602
P: 919-890-3939
F: 919-890-3004

C

cricket

Another Leap Tmsovarion™

INVOICE

Invoice Number: 123524

Invoice Date: Friday, February 13,

2009

REMIT TO:

Subpoena Comptiance Manager

Cricket Communications, Inc.
10307 Pacific Center Court

San Oiego, CA 92121

Information/Service Requested

|

Quantity Requested :

Unit Price !— Amount

TSubscriber Information Only

$5 per phone number
or name look up

5.00

Call History

Wire Tap

Pen Register

$50 per phone number
for up to 2 months of records.
Over two months billed ai 2X

5000

$2200 per phone number
per Court order or
Court order renewaj

$2200 per phone number
per Court order or
Court order renewal

TOTAL AMOUNT DUE |

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858} 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 900 -




5

cricket

Another Leap Invovation™

Cricket Communications INVOICE

10307 Pacific Center Court Invoice Number: 1 23483
San Diego, CA 92121-4340 Invoice Date: Frlday,
(858)-852-9301 February 13, 2009

BILL TO:

Raleigh Police Department REMIT TO:

District 23 Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

15(_)1 Atlantic Avenue ' San Diego, CA 92121
Suite 124 }
Raleigh, NC 27604
7 lnformatloﬁls—éwsce Requéété& Quantlty Requested o EJnltPrtce - Aﬁount !
T o 1 $5perphone number | ..o !
ESubscnber Information Onty 1 é or rame look up 3. 500 i
! et s e s e e e e e S $1 O.E_J_ei;_*;ﬁ.o_;‘é_riumber o 3
: Calt History i 1 i forupto 2 months of records. ! 10.00
{ . Over two months billed at 2X !
. : e E.__..__-__.......__ ,,ﬁéggaofb;r.gﬂoge nL;rr:b;L: :
'Wire Tap f 0 | per Court order or :
. i | Court order renewal ;
S i 5 $2200 per phone number 7 i
: Pen Register | o) ! per Court order or !
I ; Court order renewal E
o S """"'%E%'EE Kﬁéﬁﬁ?‘éﬁé | s15.00

if you have any questions regarding this invoice, please contact

Janei Schwabe at (8538) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 901 -
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cricket

Anather Leap Innovation™

Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340
(858)-882-9301

RE:

BILL TO: o
*Reduced CDR Fee**
Raleigh Police Dept.

110 South McDowell Street
Raleigh, NC 27602

P: 919-890-3939

F: 919-890-3004

INVOICE

Invoice Number; 122605
Invaice Date: 1 hursday,
February 05, 2009

REMIT TO:

Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 92121

' Information/Service Requested 1

Quantity Requested

Unit Price } Amount

ESubscriber information Only 1

$5 per phone number

5.00
or name look up

|
i Call History

$50 per phone number
for up to 2 months of records.
Over two months billed at 2X

15.00

g\/\fire Tap

i
¥

i
i
|
I
!
i
i
i
t
i
iPen Register !
i {

i

$2200 per phone number !

$2200 per phone number
per Court order or
Court order renewal

per Court order ar
Court order renewal

i
]
i
i

TOTAL AMOUNT DUE | $20.00

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@ecricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 902 -




cricket

Anothey Leap Limovarion™

Cricket Communications INVOICE
10307 Pacific Center Court inveice Number: 1 19896
San Diego, CA 92121-4340 lvoice Date: Wednes day,

{858)-882-9301

January 07, 2009

BILL TO:
Raleigh Police Dept. .
Aftn: . REMIT TO:
110 South McDoweli Street Subpoena Compliance Manager
. Cricket Communications, Inc.
Raieig h' NC 27602 10307 Pacific Center Court
P: 919-890-3939 San Diego, CA 92121
F: 919-890-3004
information/Service Requested Quantity Requested Unit Price Amount

%5 per phone number

5.00
or name [ook up

Subscriber Information Only 1

%50 per phone number
Call History 1 for up to 2 months of records. 50.00
Over two months billed at 2X

£2209Q per phone number
Wire Tap 0 per Court order or
Court order renewal

$2200 per phone number
Pen Register 0 per Court order or
Court order renewal

TOTAL AMOUNT DUE $55.00

if you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 908 -



owler, Madeline

From: R s
Sent:  Tuesday, December 09, 2008 1:43 PM
To: Fowler, Madeline

Subject: Cricket invoice for Case g

criclet

Anorher Leap Innovarien™
Cricket Communications ]NV(‘)‘CE
10307 Pacific Center Court nveice Number: 117270
San Diego, CA 92121-4340 ‘ invoice Date: TUesday,
(858)-882-9301 P December 09, 2008
e A
BILL TO:
Raleigh Police Dept
REWMIT TO:
8016 Glenwood Ave Subpoena Compliance Manager
. . Cricket Communications, Inc.
Raleigh, NC 27612 10307 Pacific Center Court
P 919-420-2310 San Diego, CA 92121
F 919-420-2405
r Information/Service Requested “ Quantity Requested —” Unit Price ”7mount ]
. . %5 per phone number
Subscriber Information Only 1 or name look up 5.00
$50 per phone number r
Call History 1 for up to 2 months of records. 50.00
Over two months billed at 2X
$2200 per phone number B
Wire Tap 0 per Court order or
Court order renewal
$2200 per phone number

Pen Register 0 per Court erder or
Court order renewat

[F TOTAL AMOUNT DUE|[  $55.00
if you have any questions regarding this invoice, please contact

Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommupications.com.
PUT INVOICE NUWBER ON PAYMENT TO ENSURE PROPER CREDIT.

12/9/2008

- 904 -



Cricket Communications
10307 Pacific Center Court
San Diege, CA 921214340
(858)-882-9301

criclket

Anvther Leap hinevation™

INVOICE

Invaice Number: 117055
invoice Date: Friday,
December 05, 2008

BILL TO:
Raleigh Police Dept.

PO Box 590
Raleigh, NC 27602
P: 919-890-3972

F: 919-890-3004

REMIT TO:

Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 82121

1 Information/Service Requested

Quantity Re_quested r

Umt Prlce

Subscriber Information Only

1

$5 per phone number
or name iook up

Call History
i

$50 per phone number
for up to 2 months of records.
Over two months bllleci at 2)(

o
o
. o
o

T

Wire Tap

| Pen Register
i

$2200 per phene numbper |
per Court order or !
Cour{ order renewal

$22(}D per phone number
per Court order or
Court order renewal

.ﬁ-i:_ o S
|
i
'
i
1

1

TOTAL AMOUNT DUE |  $55.00

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

FUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 905 -




cricket

Anogher Loap funapdtion™

Cricket Communicaiicns
10307 Pacific Center Court
San Diego, CA §2121-4340
{858)-882-8301

BILL TO: o
Raleigh Police Dept.

110 S McDoweli Street
Raleigh, NC 27602

P 919-890-3939

F: 919-890-3004

information/Service Reqﬁested N Quantity Requested
: Subseriber Information Only n | 1 |
Call History 1
%Wire Tap e 0
Pen Register 0

INVOICE

Invoice Number; 116900
Inveice Date: | hursday,
December 04, 2008

REMIT TO:

Subpoena Compliance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 82121

Unit Price " Amount
$5 per phone nﬁmbar : 5.00
or name look up T
$50 per phore number : :
for up to 2 months of records, ¢ 50.00 °
Over two months billed at 2X . :

© 2200 per phone number

per Court order or
Court order reneval

82-200 .per pHoné number
per Court order or
Court order renewal

TOTAL AMOUNT DUE | $55.00

if you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 906 -




cricket

Anether Leap Imovarion™

INVOICE
Cricket Communicaticns : .
10307 Pacific Genter Gourt voice N”’“be_’l'_:] 1 52d62
San Diego, CA 92121-4340 invoice Date: rsga
{858)-882-9301 o » Ny Yy

November 13, 2008

BILL TO: _
Raleigh Police Department
District 23
1501 Atlantic Avenue REMITTO:
. , Subpoena Compliznce Manager
Suite 124 %ick;f iforpménicauogs, :—?c‘
Raleigh, NC 27604 San Diogo, GA 121
P: 919-713-4247
F: 919.713.4196
" informationService Requested . Quantity Requested ¢ UnitPrce Amount .
Subscribsr Information Only 1 1 $5 ner phone number ; 500 -

| or name look up

. : ; $50 per phone number : .
! Call History i 1 : for up to 2 months of records. ‘ 50.00
: : : Over bwe months bified at 2X ’
: : I $2200 per phane number

| Wire Tap : 0 : per Court order or

: i i Court order renewal

: H : §2200C per phone number
' Pent Register ; 0 : per Gourt order or
i i Court order renewal

" TGTAL AMOUNT DUE - 85500

if you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 907 -




cricket

Another Leap Innovation™

Cricket Communications
10307 Pacific Canter Court
San Diego, CA 92121-4340
(858)-882-8301

re: R
BILL TO: I
Raleigh Police Dept’

1601-30 Crosslink Rd
Raleigh, NC 27610

P 919-807-8541
F 919-857-4463

INVOICE

invoice Number: 113548
Invoice Date: VWednesday,
October 22, 2008

RENIT TO:

Subpoena Compliance Manager
Cricket Communicafions, Inc.
10307 Pacific Center Court

San Diego, CA 82121

| Information/Service Requested [ Quantity Requested

Unit Price

Subscriber information Cnly 1

b
i
!

4

$5 per phone number
or name ook up

Call History 1

$50 per phone nurmber
for up to 2 months of records.
Over two months billed at 2X

Wire Tap ¢

$2200 per phone number
per Couri order or
Court order renewal

Pen Register 0

|

$2200 per phone number
per Court order or
Court order renewal |

TOTAL AMOUNT DUE !_—$55.UO

[f you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@ecricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 908 -




Cricket Communications
10307 Pacific Center Court
San Diego, CA 92121-4340
{858)-882-93014

e iy o P A 1 g L et o B L e a1 o

RE:dﬂ
BILL TO: IR
Raleigh Police Dept.

110 S McDowell Strest
Raleigh, NC 27602

P: 919-890-3939

F: 919-890-3004

cricket

Ansther Leap Innovation™

INVOICE

invoice Numper: 110865
Invoice Date: Thursday,
September 25, 2008

PRERTE R

REMIT TO:

Subpoena Compiiance Manager
Cricket Communications, Inc.
10307 Pacific Center Court

San Diego, CA 92121

e A A e o e b n e B B S <Y i s e e b arm ey e e

i Infermation/Service Requested

Quantity Requested

Unit Price Amount

—
| Subscriber information Only
|

1

$5 per phone number

or name look up 5.00

Call History

$50 per phone number
for up to 2 months of records. 50.00
Over two months billed at 2X

Wire Tap

Pen Register

$2200 per phone number
per Court order or
Court order renewai

$2200 per phone number
per Court order or i
Court order renewal

TOTAL AMOUNT DUE |  $65.00

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 909 -




cricket

Another Leap Fanovasion™

. L INVQICE
Cricket Communications .
10307 Pacific Center Court Invoice Number: 110081
ssa;é Dé%gzoég& 92121-4340 Inveice Date: VWednesday,
(856)-682- September 17, 2008
RE:
BILL TO: A
Raleigh Police Dept.
REMIT TO:

110 S McDowell Street Subpoena Compliance Manager

. Cricket Communications, Inc.
Raie’gh’ NC 27602 10307 Pacific Center Court
P: 919-524-3671 San Diego, CA 92121
F: 919-890-3004

lnférmationI'Se::vic.e. Requested' Qﬁantity Reqﬁeéied ) ' Uﬁit Price Amount -

' Subscribsr information Only 1 $5 per phone number

or name look up 5.00 .
! S 7 st0perphone number |
_Call History 1 i forup to 2months of records. . 50.00 |
; : i Over two months billed at 2X ‘
o © §$2200 per phone number - :
: Wire Tap ' 0 per Court order or ‘ :
; | ' Court order renewal
; S ’ ) éww 31;'22"(}'(')~;;;r'phoﬁe number
i Pen Register ; 0 ; per Court order or
; ; Court order renewal : ‘

If you have any questions regarding this invoice, please contact
Janet Schwabe at (858) 882-6258 or jschwabe@cricketcommunications.com.

PUT INVOICE NUMBER ON PAYMENT TO ENSURE PROPER CREDIT.

- 910 -



5

print %

RALEIGH POLICE DEPARTMENT
110 S. MCDOWELL STREET
RALEIGH NC 27602

Bill Date:; (07/08/2009
Payment Due Date: 10/06/2000
CBO: CORP
Reference #
Sprint Case # 2009-101449

PLEASE MAKE CHECK PAYABLE TO:

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245

gé%iégiglﬁzmm: : Q ' L ST 5 Bl
scision Location {L-Site GPS Pings) SRS $0.00 $30.00 1 ITEM $30.00
Total Amount Due: $30.00

AR

4000001028

Sprint Corporate Security
PO Box 29234
Shawnee Mission, K5 66201-9234

** 4 SNGLP* *MIXED AADC 956
000000066 01 SP 0.440
RALEIGH POLIGE DEPARTMENT
110 § MCDOWELL ST
RALEIGH NC 27601-1330

I”]I”l”ll””lltlhlllh"”l”l"I!Inllilh]ldlllIl”lilih

Invoice # LCI-035903
Bill Date: 07/08/2009
Reference #

Amount Remitted

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

LCID359030 DOOCBOOGCOOO30007

-911 -




grint\/\!/}

RALEIGH POLICE DEPARTMENT
110 8. MCDOWELL STREET
RALEIGH NC 27802

Ay, ‘5

fiisia.

R -Site GPS Pings)

Subpoena Compliance

Invoice # LCI-035689
Bill Date: (7/07/2009
Payment Dus Date: 10/05/2009
CBO; CORP
Reference # Q
Sprint Case # 2009-097666

PLEASE MAKE CHECK PAYABLE TO:

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

Tax 1D: 481165245

$0.00 $30.00 1 ITEM $30.00

bl Fer N

Total Amount Due: $30.00

apo0o0102s

Sprint Cerporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

*x*SNGLP**MIXED AADC 956
000000064 01 SP 0.440
RALEIGH POLICE DEPARTMENT
110 & MCDOWELL ST
RALEIGH NG 27601-1330

(IR

Illi‘Il'|'|I"||H|I”l’|'1E|'|]|l'tl“[l"“‘"‘l’IHI”IIIIIM

Invoice #  LCI-035689
Bill Date: 07/07/2009
Reference # Q

Amount Remitted

SPRINT
PO BOX 871197
KANSAS CITY MO 54187-1197

LCI03558599 000O000D0O0B30006

-912 -




\\ Subpoena Compliance Invoice # LCI-034016

el ’ Bill Date: 06/1212009
93.’35” int //} Payment Due Date: 09/10/2009
" CBO: CORP
Reference #

Sprint Case # 2009-100122

RALEIG DE
110 S, M%Eg%%i s?é??gf}” =N PLEASE MAKE CHECK PAYABLE TO:

ATTN: WILLIAM NORDSTROM SPRINT
RALEIGH NC 27602 PO BOX 871197

KANSAS CITY MO 64187-1197

Tax ID: 481165245

Page 1 of 1
o~ W - . - e ‘ -‘.__‘ : e g, %-’?:;1—— : ’3;?‘521% ; ‘m-_ SRt ?@a{éﬁn}’% % ' Lo ;: %’g s
“13.{.%3;‘.1._: SR 5 ! 'n.“‘:. 25 % R g&%@mﬁe g&%’ﬁgﬁ%&&ﬁgﬁigﬁgﬁ L SRS 'Si 2
a8 - Site GPS Pings) $0.00 $30.00 1 ITEM $30.00
Total Amount Due: $30.00

N
’
G

Invoice # LCI-034016
Bill Date: 086/12/2009
B0G0O0L03E Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

***GNGLP**MIXED AADC 856
000000080 01 SP 0.440
RALEIGH POLICE DEPARTMENT
ATTN: WILLIAM NORDSTROM
110 S MCDOWELL ST
RALEIGH NG 27601-1330 SPRINT
PO BOX 871197
‘!’II‘“”[']']IiElli"h”'UilHI'I'“II]”’|'1l'l'l””|’|'ill KANSAS TITY MO 64187-1197

LCININOEEE 00000000C0033303

- 913 -




vUunpuelia vulipiative

Invoice # LCI-033912

Ep ‘W{”\v Bill Date: 06/11/2009
bpr ln / Payment Due Date:  09/09/2009

Reference #

Sprint Case # 2009-091556
RALEIGH POLICE DERPARTMENT

110 S. MCDOWELL STREET PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 27802 SPRINT
PO BOX 871197

KANSAS CITY MO £4187-1197

Tax 1D: 481165245 —

Page 1 of 1

B St GPS Pings) $0.00 $30.00 1 ITEM $30.00

Total Amount Due: $30.00

Invoice # LCI-033912
Bil Date:  06/11/2009

3000001038 Reference # (REIRNERY

Sprint Corporate Security
PO Box 29234
Shawnee Mission, X5 66201-9234

Amount Remitted

***SNGLP**MIXED AADC 956
000000058 01 SP 0.440
' RALEIGH POLICE DEPARTMENT
i 110 & MCDOWELL Y
! RALEIGH NC 27601-1330
SPRINT
PO BOX 871197

!”u]!lﬂzllullll]lmm”xllml"liElfli|”||[|”H[!”r|ll{ KANSAS CJTY MO 64187-1197

LCI03391e2 0000000CB00030809

- 914 -




— g i WM MV

\ : Invoice # LCH-033946
\) Bill Date: 06/11/2009
Spr lnt //) Payment Due Date: 09/09/2009
° CBO: CORP
Reference #

Sprint Case # 2009-065613

RALEIGH POLICE DEPART N
S e OMELL Sy MENT PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245

Page 1 of i

‘Preclslon Location {L-Site GPS Pings) $0.00 $3o 00 1 ITEM $30.00

Total Amount Due: $30.00

Invoice # LCI-033046
Bill Date: 08/11/2009
8900001038 Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted |

***SNGLP**MIXED AADC 956
G00000059 01 SP 0.440
HALETGH POLICE DEPARTMENT
110 & MCDOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197

'”l'”ll"!””'!lh]!l”Ii"II“';'I'”fhI”'iflllill'il‘l'fh KANSAS CITY MO 64187-1197

JALIE R it 811G AL L

LCI03394L5 0O00B0OOOOOBO30042

- 915 -



Sprint %

Subpoena Compliance

Raleigh Police Department
Attn: Jerry Faulk

110 S. McDowell Street
Ralzsigh NC 27602

« Message Retrieval :“

Invoice #  LCI-033718
Bill Date:  6/10/2009
Payment Due Date:  9/8/2009
CBO: CORP
Reference ¥  CREERENNED
Sprint Case #  2009-097038

PLEASE MAKE CHECK PAYABLE TO:

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

TaxiD# 481165245

Page 1of 1

$30.00 1 ltem $30.00

Total Amount Due: $30.00

N
Sprint }’
Invoice # LCI-033718
Bill Date; 6/19/2009
Reference # P09-043821
SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

Amount Remitted

Raleigh Police Department
Attn: Jerry Faulk

110 8. McDowell Street
Raleigh NC 27602

LCI10337188 0060000000030005

- 916 -




Subpoena Lompuance Invoice # LC-032460

. \\) Bill Date: 05/29/2009
S p r nt / Payment Due Date: 08/27/2009
° CBO: CORP
Reference #
Sprint Case # 2009-082480

RALEIGH POLICE DE MEN
S MCPOWELL S ranat ENT PLEASE MAKE CHECK PAYABLE TO:

RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 84187-1197

Tax ID: 481165245
Page 1 of 1

v

ST

00

$30 HEM T $30.00

catlo(Lie Pings) -
>reision Location JSREREIRIRRL-Site Pings) $0.00 $30.00 1 ITEM $30.00
Total Amount Due: $60.00

Invoice # LCI-032460
Bill Date: 05/29/2009
8000001018 Reference #

Sprint Corporate Security
PG Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

***SNGLP**MIXED AADC 956
Q000030143 01 SP 0.440
RALEIGH PQLICE DEPARTMENT
110 S MCDOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
|itl;'[lHlilli“”!Htllh|||1ph“l||“h|i'!lilu|||mu]|" KANSAS CITY MO 64187-1197

L

LCIN324L05 0O00DCODODOLDOOY

-917 -




ouppoena vompilance Involce # LCI-032462

S o t\\y Bill Date: 05/23/2009
p f In / Payment Due Date; 08/27/2009
g CBO: CORP

Reference # Q
Sprint Case # 2009-076908

R
e e O | S A RTMENT PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 278602

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

Tax 1D 481165246

Nt
ssciipll

cision Locaiiong(bsne Pings) $0.00 $30.00 1 ITEM $30.00

Total Amount Due: $30.00

Invoice # LCI-032462
Bill bate: 05/29/2009
8600001018 Reference # Q

Sprint Corparate Security

PC Box 29234

Amount Remitted
Shawnee Mission, KS 66201-9234

A ESNGLP**MIXED AADC 056
000000144 01 SP 0,440
RALEIGH POLICE DEPARTMENT
140 S MCOOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
I”'I”ll"l’!l[li‘l’l""l!“”l"l“'”'l'l”"lllll'!'l'}l'l'f KANSAS CITY MO 64187-1197

ORI IR AL 1

LCI0324623 00ODOOOBOOBO30000

- 918 -




. . \‘, Invoice #  LCI-032346
S Dr l-«'flt / Bill Date: ~ 5/28/2009
TR b Payment Due Date:  8/26/2009
CBO: CORP
Reference # NONE PROVIDED
Sprint Case#  2009-100766

Subpoena Compliance

Raleigh Police Department PLEASE MAKE CHECK PAYABLE TO:
110 S McDowell Street SPRINT
Raleigh NC 27602 PO BOX 871197

- KANSAS CITY MO 64187-1197

TaxID# 481165245

Page 1of1

4O

‘cemail Access $60.00 Item

1
‘cemail Access ; $60.00 1 ltern
« Message Retrieval: Gy : $30.00 1 lem
«t Message Retrieval: (EEEREERG : $30.00 1 ften
¢ Message Retrieval \NRISRIS I $30 00 1 Hem
¢ Message Retrigval :— ) $30.00 1 Item
‘ Total Amount Due: $240.00

Amount Remitted

Invoice # LCI-032346
Bill Date; 5/28/2009
Reference # NONE PROVIDED

SPRINT Raleigh Police Department
PO BOX 871197 110 S. McDowsli Street
KANSAS CITY MO 64187-1197 Raleigh NC 27602

LCI0323462 0000000000240006
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\ VUMPULHU WVITHPHONUG Invoice # LCI-030525
Bill Date: (05/06/2009

S P rint } Payment Due Date: 08/04/2009

CBO: CORP
Reference #
Sprint Case # 2009-066688

s S e DEPARTHENT PLEASE MAKE GHEGK PAYABLE TO:

ATTN: RAUL CARDOZA SPRINT
RALEIGH NC 27802 PO BOX 871197

KANSAS CITY MO 64187-1197

Tax 1D: 481165245

Page 1 of 1

-SSR (C-!-in Single Ping) $0.00 $20.00 1 ITEM $20.00
ML -Site GPS Pings) $30.00 $0.00 1 ITEM $30.00
’ Total Amount Due: $50.00

invoice # LCI-030525
Biil Date; 05/06/2009
8000001018 Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remifted

***SNGLP* *MIXED AADC 956
000000113 01 SP 0.420
RALEIGH POLIGE DEPARTMENT
ATTN! RAUL CARDOZA
110 S MCDOWELL ST
RALEIGH NC 27601-1330 SPRINT
PG BOX 871197

{lillfltllfllil!":ililll”]!lfll!hIihthﬂliliht“li”ll”l” KANSAS CITY MO 64187-1197

LA

LCIO305255 0000000000050000
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subpoena Lompiiance Invoice # LCH030247

N \\) Lk ot | Bill Date: 05/04/2009
Spl‘lnt / Payment Due Date: 08/02/2009
: CBO: CORP
Reference #
Sprint Case # 2009-062113

RALEIGH POLICE DEPARTMEN
e S O L S S MENT PLEASE MAKE GHECK PAYABLE TO:

RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245
Page 1 of 1

GO

ist

oric Tower Search § 5000 $5000 1 ITEM  $50.00

recision Location (L-Site GPS Pings) $0.00 $30.00 1 {TEM $30.00
rder; _{03!271'09-04!27/09) " $0.00 $0.00 1 ITEM $0.00
R Total Amount Due: $80.00

invoice # LCI-030247
Bill Date: 05/04/2009
BO0B00101E Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

***SNGLP**MIXED AADC 956
000000141 01 8P 0.420
RALEIGH POLICE DEPARTMENT
110 S MCDOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
”!upIiullllhlllHl“lllruflirliEd!ullHll!””ll:”!h“' KANSAS CITY MO 64187-1197

L

LCIO30=247y J000000000080006
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invoice # L.CI-030239

T \} Bill Date: 05/04/2009
Sprlnt / Payment Due Date: 08/02/2009
CBO: CORP
Reference #

Sprint Case # 2009-080733

\ Subpoena Compliance

?f‘o"?%%ggbﬁf g-?ﬁgg—” =NT PLEASE MAKE CHECK PAYABLE TO:

RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245

Page 1 of 1

i

SRR

>recision Location (L-Site GPS Pings): (SN $0.00 $3000 1 ITEM $30.00

Total Amount Due: $30.00

Invoice # LCI-030239
Bill Date:  05/04/2009
&00000101E Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitied

X SNGLP**MIXED AADC 956
Q000001410 01 SP 0.420
RALEIGH POLICE DEPARTMENT
110 S MCDOWELL ST
RALEIGH NG 27601-1330
SPRINT
PO BOX 871197
”'I’lilf'l"”“IIIH’”II"'II’NI'I'IIIII'MIH"“"'M!'“ KANSAS QTY MO 64187-1197

LT

(. CID302393 00BoOOCOOODO30000
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Invoice # [.CI-030250

e o \} Bill Date: 05/04/2009
Sprlnt / Payment Due Date: 08/02/2009

\ ~ T T L QUNpUGHA LOHIPHENGE

CBO: CORP
Reference # (Rt
Sprint Case # 2009-065535
RALEIGH POLICE DEPARTMENT
110 8. MCDOWELL STREET PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 27602

SPRINT
PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245

Page 1 of 1

L0

Historic Tower Search o O s000 85000 4 (TEM $50.00

Pregision Location (L-Site GPS Pings) ~ $0.00 $30.00 1 ITEM $30.00
Order- SRR 3/01/09-04/30/00) $0.00 $0.00 1 (TEM $0.00
- Total Amount Due: $80.00

Invoice #  LCI1-030250
Bill Date: 05/04/2008
8000001018 Reference #

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

*sXONGLP**MIXED AADC 956
000000112 01 8P 0.420
RALEIGH POLIGE DEPARTMENT
110 S MCDOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
IEll”liI'!ll”‘h!'"lll'l'l"}[lI'”‘ll'“"”ilnli"il'lil"t KANSAS CITY MO 64187-1197

i

LCIB302560 00000OODOaoAOoaR
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\ waMpvLa WU UGHLE invoice # LCi-0301198

' S \) Bill Date: 05/03/2009
Spﬂnt / Payment Due Date: 08/01/2009
CBO: CORP
Reference #

Sprint Case # 2009-070509
RALEIGH POLICE DEPARTMENT

110 S, MCDOWELL STREET PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 27602 : SPRINT
PO BOX 871197

KANSAS CITY MO 64187-11897

Tax ID: 481165245

Page 1 of 1

>recision Location (L-Site GPS Pings)- Tel: RN $0.00 $30.00 1 ITEM $30.00

Total Amount Due: $30.00

Invoice # 1.CI-030198
Bill Date:  05/03/2008

8000001018 Reference #
Sprint Corporate Security
PO Box 29234 Amount Remitted
Shawnee Mission, KS 66201-9234
*=*SNGLP**MIXED AADC 856
o 000C00103 01 SP 0.420
= RALEIGH POLICE DEPARTMENT
= 110 5 MCDOWELL ST
= RALEIGH NC 27601-1330
= SPRINT
= PO BOX 871197
“fll}”lll“hll'II}IIllll“”"’!”lll”llll”"ﬂiII!I“IIE!” KANSAS CHY MO 54187-1197

LCIO301949 00OODNOO0DO30006
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invoice # LCI-028979

. L \) Bill Date: O4/24/2009
Sprﬂnt ﬁ Payment Due Date: 07/20/2009
) CBO: CORP
Reference #

Sprint Case # 2008-053071

\ Subpoena Compliance

RALEIGH POLICE DEPARTMENT

110 5. MCDOWELL STREET PLEASE MAKE CHECK PAYABLE TQ:
ATTN: CHRIS TURNAGE SPRINT
RALEIGH NC 27802 SO BOX 871197

KANGAS CITY MO 64187-1197

Tax {D: 481165245

AT

g
SRR | -Site GPS Pings)

330.00 $30.00
Total Amount Due: $30.00

=

El Jwithipa)

Mmoo

Invoice # |.C1-028979
Biil Date: 04/21/2009
B00D00L9GE Reference #

plicctr it

Sprint Corporate Security
PQ Box 29234
Shawnes Mission, K5 66201-3234

Amount Remitted

A4 ASHGLP**MIXED AADG 956

0DO00D0i54 04 SP 0.420

RALEIGH POLICE DEPARTMENT

ATTN: CHRIS TURNAGE

110 S MODOWELL ST

RALEIGH NC 27601-1330 SPRINT

PO OOX BI1497
;lllitnlmilllilllllhmlitlnlinlltqll”s”“hllilimllll KANSAS CITY MC 64187-1197

A

LCIn2a"785 onnanaiaoaalinons
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\ DunpuEnd LUIMPIANLE invoice # LCi-028942

\’ Bill Date: 04/20/2009
/ Payment Due Date: 07/19/2009
) CBO: CORP

Reference #
Sprint Case # 2009-039491

Sprint

TECHNICAL ASSISTANCE RESPONSE UNIT

110 S. MCDOWELL STREET PLEASE MAKE CHECK PAYABLE TO:
RALEIGH NC 27602 SPRINT
PO BOX 871197

KANSAS CITY MO 64187-1197

Tax IBD: 481165245

age 1 of 1

R e
Wi Totals

Total Amount Due; $30.00

= ‘ ; R =
R EEIURIEO T

A
e

Invoice # LCI-028942
Biil Date:  04/20/2009

8006001048 Reference # “

Sprint Corparate Security
PO Bex 29234
Shawnes Mission, KS 66201-9234

Amount Remitted

FEESNGLP**MIXED AADC 956
000000153 01 SP 0.420
TECHNICAL ASSISTANCE RESPONSE UNIT
150 S MCDOWELL 8T
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
]"u”"iiunlulllullli||if|||u|lu]u]|1”hi|m||m[|”| KANSAS CITY MO 64187-1197

T

LCIb2aAua2s D00DBO0DooOD3000L
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Invoice # LCI-028941

Sprint \} Bl Date: 041202009
: Payment Due Date: 07/19/2009

pnn / CBO: CORP
Reference#*

Sprint Case # 2009-039497
;
I R eI STATICE RESPONSE UNIT PLEASE MAKE CHECK PAYABLE TO:

RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

\ Subpoena Compliance

Tax 1D: 481165245

Page 1 of 1

b RatcHUnts oNE ot
00 1 TEM $30.00

BN ( -Sitc GPS Pings) 50,00 $30.

Total Amount Due; $30.00

Invoice # LC1-028241
Bill Date: 04/20/2002
8000001048 Reference # -

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

*EESNGLP* *MIXED AADC 856
000000152 01 8P 0.420
TECHNICAL ASSISTANCE RESPONSE UNIT
110 & MCDOWELL ST
RALEIGH NC 27601-1330
SPRINT
PO BOX 871197
h[l“]||1E|i”:H![ln:llI!itllllllhlh:[Il“hulnnllipuil KANSAS CITY MO 64187-1197

LRI IH

LCIN2E841L 0O0B0OCOO0OO30003
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Serint }

TECHNICAL ASSISTANCE RESPONSE UNIT
110 8. MCDOWELL STREET
RALEIGH NC 27602

\ Subpoena Compliance

invoice # LCI-028940

Bill Date: 04/20/2G09

Payment Due Date: 07/19/2009
CBO: CORP

Reference # (i
Sprint Case # 2009-032511

PLEASE MAKE CHECK PAYABLE TO:

SPRINT
PO BOX 871197
KANSAS CITY MO ©64187-1197

Tax ID: 481165245

Page 1 of 1

o A
g

e R PR T S e .:, )
} 0 1 ITEM 30.00
Total Amount Due: $30.00

8000001048

Sprint Corporate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

***SNGLP**MIXED AADC ©56

000000151 01 SP 0.420
TECHNICAL ASSISTANCE RESPONSE UNIT
110 S MCDOWELL ST

AALEIGH NC 27801-1330

TR

[yetgtleson gl p e TP e gl B e ]

Invoice # LCI-028840
Bill Date: 04/20/2009

Reference # JERREam

Amount Remitted

SPRINT
PO BOX 871197
KANSAS CiTY MO 64187-1197

LCIDE2a9407 0000000000030004

- 928 -




Invoice # LCI-028926

S - ¢ » Bill Date: 04/20/2009
Payment Due Date: 07/19/2009
prln / CBO: CORP
Reference #

Sprint Case # 2009-049644

\ _ duppoena Lompiance

R POLICE DEPARTMENT PLEASE MAKE CHECK PAYABLE TO:

RALEIGH NC 27602 SPRINT

PO BOX 871197
KANSAS CITY MO 64187-1197

Tax ID: 481165245

Page 1 of 1
Deshnptiols - = G e G
irder: —(03!12/09 04/12!09) $0.00 $0 OO 1 ITEM $0.00
‘recision Location (L-Site pings) $0.00 $30.00 1 ITEM $30.00
Total Amount Due: $30.00

Invoice # LCI-028926
Bill Date: O 2009
B0DGHGI04B Reference #

Sprint Corperate Security
PO Box 29234
Shawnee Mission, KS 66201-9234

Amount Remitted

***SNGLP**MIXED AADC 956
000000150 01 SP 0.420
RALEIGH POLICE DEPARTMENT
110 S MCDOWELL ST
RALEIGH NC 276801-1330
SPRINT
PO BQX 871197
Il”'lll’tl’f""’EII“‘Iil""”l”'“”llI']”I"l'““m”hi KANSAS CITY MO 64187-1197

IR

LCI028%2K3 00DRO0ODO00O30000

- 929 -




