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HANDLING |INSTRUCTIONS

1. The title of this document is the Dane and Rock CountyglLberm Power Outage
Interactive Tabletop Exercise After Action Report (RAANd Improvement Plan (IP).

2. The information gathered in this AAR/IP is classified@sOfficial Use Only and should be
handled as sensitive information not to be disclosdwe dbocument should be safeguarded,
handled, transmitted, and stored in accordance with apgt®gecurity directives.
Reproduction of this document, in whole or in part, withorior approval from Dane
County Emergency Management and Rock County Emergency kiaead is prohibited.

3. At a minimum, the attached materials will be disseted only on a need-to-know basis and
when unattended, will be stored in a locked containarea offering sufficient protection
against theft, compromise, inadvertent access, and uredth disclosure.

4. Program participants are encouraged to provide input relatieetaise design, conduct,
and analysis to:

The Dane County Emergency Management point of corgact i

Kathy Krusiec, Director

Dane County Emergency Management
Address: 115 West Doty Street
Madison, WI 53703-3232

Phone: (608) 266-4330

E: mail: krusiec@co.dane.wi.us

The Rock County Emergency Management point of contact is:

Shirley Connors, Coordinator

Rock County Emergency Management
Address: 3530 North County Highway F
Janesville, Wl 53545

Phone: (608) 758-8440

E: mail: Connors@co.rock.wi.us
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EXECUTIVE SUMMARY

The Dane and Rock County Long Term Power Outage Inteeattbletop Exercise was part of
a state wide initiative that focused on coordinationegfional planning for the response and
recovery to a long term power outage (LTPO) situation.

The State of Wisconsin Office of Justice Assistanceigeal the grant funding for the program
that brought together key stakeholders who participatedpreviously offered regional

workshops. The focus of the workshops were to address theiye needs of residents that
maybe at risk and living independently, special populatiptesining and ensuring the
availability of fuel for emergency response purposes. Asllaw up to the workshops, the

participating stakeholders were brought together to validlge discussions and continue
regional planning efforts in the interactive tabletopreise.

By conducting this exercise, Dane and Rock counties haopghertunity to assess the projected
needs of residents working in unison to established pesyibbjectives and tactical needs to
support the response and recover to a long term powegeoetzent. The exercise promoted
regional collaboration, special needs planning and thidibg of emergency response
capabilities.

The exercise was conducted on Wednesday, August 11, 2010 6ra.th. to 12:00 p.m. at the
Stoughton Fire Department Training Room, 401 East Main tS&e&sughton, WI.

This report was prepared is to analyze exercise regigtstify strengths to be maintained and
built upon, document lessons learned, identify potentiedsa for further improvement, and
support development of corrective actions.

Major Strengths
The major strengths identified during this exercise afel@svs:

* Good interaction between counties

» Large variety of participating agencies resulted in goocldsons

* Opened communications and gave a better understandingsfarad responsibilities
* ldentification of available resources

» Realistic situation presented for planning purposes

Primary Areas for Improvement

Throughout the exercise several opportunities for imprevemwere identified. The primary
areas for improvement are as follows:

* Promotion of citizen and neighborhood based preparegnegsams

* Agency ESPONDER® and WiTrac Training

* Develop a Southwest WI Regional Emergency Managemetiathaid agreement

» ldentify shelter locations that have generated power guppl

» Expansion of emergency fuel plans for utility serviaad creating fuel distribution plans
* Procure auxiliary electrical generation for 211 and thegmymanimal shelters

* Pre-plan anticipated generation support needs for theeastilit

» Communication plan that identifies methods of connegttlitring an electrical outage

Executive Summary 6
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SECTION 1: EXERCISE OVERVIEW

Exercise Details

Exercise Name

Dane and Rock County Long Term Power Outage TabletogiEger
Type of Exercise

Tabletop Exercise

Exercise Start and End Date

Wednesday August 11, 2010

Duration

3 hours (9:00 am — 12:30 pm)

Location

Stoughton Fire Department-Training Room
401 East Main Street
Stoughton, WI

Mission
Response & Recovery
Capabilities

1. Citizen Evacuation & Shelter In Place

2. Communications

3. Emergency Operations Center Management
4. Restoration of Lifelines

Scenario Type
Natural Hazard- Severe weather resulting in a long wer outage

Exercise Planning/ Facilitation Team

Brian Demrow, Edgerton Fire Department (evaluator)

Kathy Krusiec, Dane County Emergency Management (groulddaai)
Shirley Connors, Rock County Emergency Management

Jude Maurer, Rock County Sheriff's Office (group fadibi

Bridgett Aldridge, Alliant Energy (group facilitator)

Michael Stienhauer, Dane County Special Needs Planner (faollifator)
Paul Logan, Dane County 911 Communications (group facilitator)
Melissa Waller, Pre-Emergency Planning, LLC (logistics)

Jo Ann Wipperfurth, Pre-Emergency Planning (lead facilitator)

Section 1: Exercise Overview 7
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Participating Organizations

Category # Category # Category #
Appointed 1 Law Enforcement 4 | Transportation

Officials

School Personnel Military Utilities 7
Communications 6 Private Industry Voluntary Agencies 4
Emergency Mgt. 5 Human Services 1 Public Safety

Finance 1 Public Participants Federal

Fire 3 Public Works 2 State: 2
Health & Medical | 5 Radiological Other: 5

Total number of Participants: 46

Participating Agency List:

American Red Cross

Rock County Public Information Officer
Dane County Emergency Management
Rock County Emergency Management
Rock County Public Works

Meriter Hospital

Wisconsin Emergency Management
Salvation Army of Dane County

WI Department of Ag, Trade & Consumer
Dane County EMS

Wisconsin Capitol Police

Dane County Land Information
Stoughton Fire Department

Dane County ARES/RACES

Dane Co. Public Safety Communications
Rock Energy Coop

Rock County Sheriff's Office
Dane County Housing Authority
Rock County Board Chair

Rock County 911

Beloit Public Works

Rock County ARES/RACES
Dane County Madison Public Health
United Way of Dane County
Madison VA Hospital

Dane County Administration
Madison Gas and Electric

WI Dept. of Administration
Dane County Humane Society
Alliant Energy

Janesville Police Department
Pre-Emergency Planning

Section 1: Exercise Overview 8
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SUMMARY OF PARTICIPANT FEEDBACK

The summary listed below was taken from the commreetsived from 25 of the 46 participants
who returned a feedback form.

Assessment of the exercise:

Assessment Factor Rating of Satisfaatith Exercise
Disagree «—» Agree
1 2 3 4 5
The exercise was well structured and organized. 1 7 17
The exercise scenario was plausible and realistic. 1 12 12
Participation in this exercise was educational. 2 5 18
Involvement in this exercise was appropriate for 1 14 10
someone in my position.
The participants included the right mix of 2 11 12
representatives.

Summary of additional comments:

» This exercise pointed out that there is more work tddre to make the flow of information
more seamless.

» Emergency operations are not my area of responsibditivgas a great learning experience for
me.

* Would have benefited from more knowledge of what the stasedwing.

* Would have liked to have seen other first respondersandsnce.

* Very informative exercise.

* Would have liked to have seen representatives from phoneaételcompanies.

* Very useful in identifying some of our weaknesses.

* Very well organized and set up so everyone learns whatsatksponsibilities are. Very
informative!

* Very well organized with a realistic incident.

* Not enough time to discuss all of the questions.

* Learned a lot from the different agencies, things | hatioight of.

* Would have liked to have seen participants from the prsedteor.

* Hard to hear during the group discussions.

» Great job, self and neighborhood preparedness is critical.

* Would like to see this exercise as a functional exer@i®wing participants to identify specific
response needs and plans.

* The exercise was well planned and organized.

* Good interaction with Rock County

* Felt somewhat as a silo with separate areas (tatmesple to hear all the good things that were
being discussed

* Not enough time for discussion

* The scenario needed to be more drastic to establsiommg term issues; months not days.

» Concerns on GIS compatibility and information sharingvben Co. GIS and Utilities

* Good contact with other agencies

Section 1: Exercise Overview 9
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SECTION 2: EXERCISE DESIGN SUMMARY

Exercise Purpose and Design

The Dane and Rock County Long Term Power Outage Tablexepcise used capabilities-based
planning to identify a baseline assessment of their homedaadrity efforts by comparing their
current capabilities against the Target Capabilities {TI€L) and the critical tasks of the Universal
Task List (UTL). This approach identifies gaps in current bditias and focuses efforts on
identifying and developing priority capabilities and tasks ferjtrisdiction.

The Interactive Tabletop Exercise was designed for medion of operational plans, problem
identification, and in-depth problem solving in a multiageoggrdination setting. Through
facilitated discussion, the individual table groupings diseti$ke processes that would be used
to support response and recovery efforts for a regiortd Wwng term power outage.

The facilitated table groupings were organized in the fatigumanner:

Group A: Executives, finance, emergency management, state refatges, emergency
communications, fire service and law enforcement @fici

Group B: Public Information staff and amateur radio operators.

Group C: Special needs planners, voluntary agencies, public headklanimal shelter
management.

Group D: Planned for Logistics and Finance. Not occupied due to limggdtrants.
Group E: Electrical Utilities, Public Works, Gas Utility

Group F: EMS and Health and Hospitals

Exercise Objectives, Capabilities, and Activities

Capabilities-based planning allows exercise planning teams#étogeexercise objectives and
observe exercise outcomes through a framework of specifion items that were derived from
the Target Capabilities List (TCL). The capabilitietdd below form the foundation for the
organization of the objectives and observations in ttesoesse. Additionally, each capability is
linked to several corresponding activities and tasks toiggadditional detail.

Based upon the identified exercise objectives belowexbecise planning team chose to
demonstrate the following capabilities during this exercise:

Capability I: Citizen Evacuation & Shelter-in-Place

Capability Description: Citizen Evacuation and shelter-in-place is the capglvdiprepare for,
ensure communication of, and immediately execute theasafeffective sheltering-in-place of

Section 2: Exercise Design and Summary 10
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an at-risk population (and companion animals), and/or thenzeghand managed evacuation of
the at-risk population (and companion animals) to areaafefrefuge in response to a
potentially or actually dangerous environment.

Activity 1: Direct Evacuation and Sheltering

Task (Objective): In response to a region wide power outsgess how decisions are
made regarding citizen evacuation and emergency sheltestiac.

Activity 2: Activate Evacuation

Task (Objective): Discuss the process that will be usédktatify and make notification
to at risk and special needs populations that may requitace in an evacuation.

Activity 3: Direct Evacuation and/or In Place Protection Opemnatibmplement Evacuation
Orders for General Population

Task (Objective): Discuss the ability of emergency respagencies to plan and
implement evacuation or shelter in place of Long T€ame Facility’s and special needs
populations during an emergency or disaster.

Capability Il: Communications

Capability Description: Communications is the fundamental capability within igigees and
jurisdictions that practitioners need to perform thetmogtine and basic elements of their job
functions. Agencies must be operable, meaning they posskfissent wireless communications
capabilities to meet their daily internal and emergeieyraunication requirements before they
focus on interoperability, which means being able to work wather agencies.

Communications interoperability is the ability of publéfety agencies (e.g. police, fire,
emergency medical services (EMS) and service ageregspublic works, transportation,
hospitals) to talk within and across agencies and jutisdEwhen needed and authorized using
various communications systems to exchange voice, aatiéor video with one another on
demand or in real time. It is essential that publictgdfas the intra-agency operability it needs,
and that it builds its systems toward interoperability

Activity 1: Alert and Dispatch

Task (Objective): Discuss the ability to establish anthtaan communication essential
to support response to a major incident.

Capability Ill: Emergency Operations Center Management

Capability Description: Emergency Operations Center (EOC) management iaffabity to
provide multi-agency coordination (MAC) for incident managat by activating and operating

Section 2: Exercise Design and Summary 11
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an EOC for a pre-planned or no-notice event. EOC managenwdudes: EOC activation,
notification, staffing, and deactivation; managementctiva, control, and coordination of
response and recovery activities; coordination of effarhong neighboring governments at each
level and among local, regional, State, and Federald€E@gordination of public information and
warning; and maintenance of the information and commtiaicaecessary for coordinating
response and recovery activities.

Activity 1: Direct EOC Operations
Task (Objective): Evaluate the EOC personnel on howdksgss the event and assist
county personnel in support of their Emergency Plan duringjarramergency or
disaster.

Activity 2: Implement Continuity of Operations/Government Plans

Task (Objective): Discuss what community essentialdsEs must be maintained and
what services can be eliminated in a severe weatlaedesvent.

Capability IV: Emergency Public Information and Warning

Capability Description: Develop, coordinate, and disseminate accurate alertsra@ayency
information to the media and the public prior to an intjdeg emergency and activate warning
systems to notify those most at-risk in the eveninaérmergency.

Activity 1: Manage Emergency Public Information and Warning

Task (Objective): Communicate the process that will leel ts manage, coordinate and
disseminate emergency public information.

Capability VI: Restoration of Lifelines

Capability Description: Manage clearing and restoration activities (e.g., demnlitiepairing,
and reconstruction). This includes the restoration ofntisggas, electric, oil, communications,
water, wastewater and sewer, transportation and traasiparinfrastructure, and other utilities;
this also includes clearing debris from lifelines (e.g@ns$portation, communications, and
utilities).

Activity 1: Restoration and Assessment of Lifelines

Task (Objective): Restoration efforts are discussed, asldgethe assessment process
and establishing priorities for recovery as it relatesestoration to restore critical
lifelines (i.e. Electricity, natural gas, water/wasster, telephone, emergency fuel, and
retail food supplies).

Section 2: Exercise Design and Summary 12
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Scenario and Outcome Summaries

For exercise purposes the date was Wednesday, DecethBiéie8\WS predicted a round of
severe winter weather for Southeast and Southwestdfsin. There is the potential for
significant icing - ice accumulations of up to an inchexicted throughout southwestern
Wisconsin. Strong winds are forecasted with sustainedswof 25 to 35 miles per hour and
gusts of 45 to 55 miles per hour. Light snow is expectedgm l@arly today changing to sleet
and rain by midnight. Temperatures are expected to reméhe iow 30’s for the rest of the
week with additional snow accumulations expected orakrid

The National Weather Service briefed WEM officialsl dhe counties in the projected path of
the storm on a regular basis. NWS predicts this icenstoay lead to “a potentially dangerous
situation with long duration power outages possible.”

Utility providers are focused on the anticipated restonateeds ensuring they have adequate
crews for line clearance and estimating the potentiaanhof the storm. Local governmental
agencies are reviewing their winter weather response pfaparing to ensure they have
adequate resources to manage the storm.

The State and local Emergency Operations Centers (B@Ghonitoring the storm closely with
many planning to have personnel stay throughout the nightiNatienal Weather Service has
briefed the local Emergency Management’s on the gatied arrival of the storm and the
associated impacts.

Initial Situational Briefing: Thursday, December 9" at 9:00 a.m.

The predicted storm swept across the southern h#ieddtate last night bringing a wintry mix
of precipitation and large amounts of ice build-up throughaarty communities. Overnight 2-3
inches of snow accumulated in the area before changiragn and ice. The NWS is stating this
storm may be one of the most damaging ice stormstiariifor the State of Wisconsin.
Meteorologist David George, from the Channel 15 Weathenakiy reported that ice has
accumulated anywhere from 1/2 inch to a full inch in saneas. Additional precipitation is
expected over the area for the next 24 hours. Thetedfeounties include: Walworth, Dane,
Rock, Green, Lafayette, lowa, Sauk and Columbia.

Uprooted trees and fallen limbs are being reported throughestorms footprint. Downed
power lines, debris and broken utility poles are blockirgesg to many state and local roads.
While Highway Departments and Public Works personnel hapr&ed throughout the night, the
wind, ice and debris are making roads impassable. Most Basmand schools in the affected
areas have closed; flights have been cancelled frioicaGo Rockford International and Dane
County Regional Airport.

Utilities (Alliant, Madison Gas & Electric, Adams @onbia Cooperative, We Energies, Scenic
River Coop, and Rock Energy) are reporting widespreaggdano their electric distribution
systems due to downed power lines, broken electrical,peelsdebris. The number of meters
without power has been described as massive.

Section 2: Exercise Design and Summary 13
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Major power outages are reported in eight counties leavarg than 400,000 electric utility
customers without power. It is believed that some efatffected customers may be without
power for a week, while some in rural areas may be withtectricity for up to a month.
Telephone customers, including those with digital ceddephone service powered by electric
modems, are without service as well. Cell phone cgeeisasporadic at best, leaving many with
no way to communicate.

The Dane and Rock County EOC’s are operational, lonatgency declarations have been
issued and Governor Doyle has declared a State of Emgripertbe southern portion of the
state.

Outcome:

In preparation of the storm each County identified tiy would be closely monitoring the
situation, speaking with the NWS to predict the impact. Botimties would have partially
activated their EOC's in preparation of the storm, camicating and monitoring the impending
situation. As the event progressed the staffing of th€’E@ould have been increased

The impact of the wide spread power outage and limited snoideommunication would have
impeded routine methods of obtaining and assessing the iwifpdet event. The initial eight (8)
hour operational period priorities for the EOC are saniwed below:

Group A: (Officials — Emergency Management)
= Communication to the public, employees and departmentseqegives
= Situational awareness - coordination with other extexgancies, i.e. ESPONDER®
= Providing essential services and suspension of governnsenvades
= Restoration of communication networks — establishing utiligons in the EOC

Group B: (Public Information)
= Communicating a safety message to the public advising tdvetag and use resources
wisely
= |dentify contact/reporting locations for the public — goweent i.e. fire and police
stations

Group C: (Special Needs — Social Services)
= Volunteer’s ability to respond and support shelter oparatitue to road conditions
= Ensure location for animal services (sheltering)
= Utilizing 211 services to support emergency messaging
= Inability to communicate via phone or through email

Group E: (Utility Liaisons and Transportation)
= Establishing communication with the EOC’s
= Coordination with American Transmission Company andhtgring utilities on their
available resources
= Determining available staffing resources
= Assessing scope of the incident and mapping out the affactas

Section 2: Exercise Design and Summary 14
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= Arranging logistics for field personnel

Group F: (EMS and Hospitals)
= Maintaining business operations
= Adjust levels of care and staffing levels
= Operating in an emergency power (generator) environment
= Establishing road access for ambulances
= Transportation for staffing resources
=  Communication link with Hospital Liaison at the EOC

Situational Briefing: (+8 hours) 5:00 p.m. on Thursday

Weather update: Light snow continues to fall, less #ramch of accumulations expected
overnight. Winds continue to gust at speeds up to 30 mpmgeadditional drifting keeping
roadway conditions hazardous.

= The communications networks continue to be a problerhplbehe coverage is
unreliable and telephone companies are just beginning tesaand assess the damaged
areas to begin repairs.

= WEM has requested damage reports from the affected Caunties

= Local media are requesting information regarding the gemant of the storm and
recovery operations within the counties.

= The established shelter sites are filling up fast as holdsefiee because they have no
heat or electricity. Some of the hospitals and atgsimg homes are functioning as
warming and feeding stations for the general public.

= The Highway and Public Works crew have been working naatisly to clear roads.
Due to the inability of staff to report for work emplogese having to work extended
hours. Supervisors are questioning if they should be tradkebdurs attributed to the
storm differently. Some vendors (i.e. food servemeyironmental services, etc) are
notifying the County’s that they are unable to make scleelddéliveries due to the
condition of the roadways.

= Utilities are being questioned by the media regarding grerity restoration of power
process. The EOC is planning for the next operation&geand has requested maps and
visuals that would display outage areas including visuéldisplays that depict the
locations that have been restored.

Qutcome:

Discussion was held regarding priorities and actionautfitrout the next operational period. It
was identified that the original priorities would not bashanged but would be enhanced to meet
the situation as it progressed.

Group A: (Officials — Emergency Management)
= County government would have closed operations expect fdotbeing essential
services:
o Law Enforcement

Section 2: Exercise Design and Summary 15
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o0 911 Communications
o Jail Personnel
0 Home Health Services
o Emergency Management Personnel
= |nformation would be obtained through Fire, EMS, Public Warkd County Highway
personnel regarding municipal assessments
= Request the Air National Guard to survey areas
= Utilize redundant communications through ARES/RACE & |it&t phones and portable
radios

Group B: (Public Information)
= The message put out to the public would advise persons nesgistance to seek refuge
at the local shelters
= The official spokesperson for Dane County is the ColErgcutive
= The official spokesperson for Rock County is the Courtgirl Chair or Sheriff
= Utilities would have corporate communication personnéi@tEOC to coordinate with
the County PIO’s

Group C: (Special Needs — Social Services)

=  Community service agencies would have prepared informadrthéir clients prior to
the storm

= American Red Cross would have established central loxsatay shelters that had
generator power capabilities — this information would Haaen provided to 211 for
referrals

= Transportation to and from shelters would be the redpdtysof the citizens

= Would be requesting any additional fuel needs through the EOC

= Staff from neighboring voluntary agencies would be reqdestsupport an event of this
magnitude

= The Dane County Humane Society would work closely thithAmerican Red Cross to
ensure sheltering for pets was available

Group E: (Utility Liaisons and Transportation)
= Utilities are aware of persons with specialized mddieads through a registry, this
population would not receive priority restoration
= Priority restoration would include the following:
o Hospitals, Emergency Response Agencies, Government, etc.
= Crew safety and establishing staff rotations would beaaityri
= Telecom and electric utilities do not coordinate efforts
= Utility would coordinate resource support through the EQsbn

Group F: (EMS and Hospitals)
= The hospitals could serve as a short term placefudeeauntil appropriate shelters were
opened
= Transportation to shelters would be requested through thelEAX¥0OnN
= The Dane County Medical Reserve Corps would be activ@adently Rock County

Section 2: Exercise Design and Summary 16
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does not have this resource available.

Situational Briefing: (+24 hours) 8:00 a.m. on Friday morning

Weather Update: Light snow continues to fall in theaail emperatures have dropped
significantly to the mid teens and the wind continwegust up to 30 mph.

Utility crews estimate the outages could take sevena,danot more to restore the
priority services. Cell phone coverage is improving, bamyrresidents remain without
communications due to the inability to charge their cedinghbatteries.

An assisted living facility, Swifthaven at 124 Henry StieeEdgerton reported that their
generator has failed. They will need to find transpmmatnd an alternate location for
their 30 residents. Their preplanned alternate site isailafle due to the conditions so
they have requested assistance from County Human SenBaelger Prairie Nursing
home in Verona has contacted Dane County Human Ssivemause their boiler is not
working properly. This has affected the buildings temperatongrols.

Several deaths have been reported as a result oetlésnveather. One elderly female
was found dead in her Janesville apartment and the Cdras@ontributed the death to
hypothermia — loss of heat. A family of four from Der&st was taken to the hospital
with carbon monoxide poisoning believed to be from impropeotidee portable
generator they were using to power their residence.

Several municipal law enforcement agencies and emergesgygnse agencies have
contacted the County Hwy Departments inquiring aboutvhéadility of fuel. Many of
the local gas stations and County fuel suppliers thatoatenely used are inoperable or
have low fuel levels. Due to the road conditions regular deliveries have been
delayed.

Due to the lack of deliveries, supplies and backup power aitgagd the small grocery
stores and large box stores have closed leaving ardamtesiwithout essential items such
as food, water and personal hygiene supplies. Peopestanted to loot the area stores
to get whatever items they can to sustain. One ar@stade last night and the thief
claimed he could not get any cash from the ATM so hatex$to stealing what he
needed for his family. While the local communities @tempting to control the looting,
residents have become worried about their safety.

Qutcome:
Twenty four hours into the incident the groups were askseries of questions regarding
sustainment and impact as the event continued.

Group A: (Officials — Emergency Management)

Priorities would be transitioning to the recovery phase
Communication with outside agencies would be done megaiéntly using whatever

Section 2: Exercise Design and Summary 17
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modes possible

= The EOC’s would be operational 24/7 but planning would begacele back operations
as the situation diminished

= Atask force would be assigned to establish fuel availgbilit

= Law Enforcement agencies from non affected areasedbtate would be requested and
curfews would be enacted by local units of government

Group B: (Public Information)
= Emergency assistance and safety messages would beutiestriia press conferences
= Joint Information Centers would form to coordinate infatiora
= County to County PIO communication is deemed essential
= Message to the public would focus on restoration and reassaito the public

Group C: (Special Needs — Social Services)
= Dane County has a long term care facility databagarttlades demographics and
resources for all facilities within the County
= Rock County has begun long term care facility emergetayning
= Dane County has an agreement in place with Centrsd¢Misin Center to provide
alternate facilities for special needs populations

Group E: (Utility Liaisons and Transportation)
= Utilities would limit fuel resources to field restowti personnel only
= MG&E currently has contracts for alternate fuel sosiiceplace
= Utility restoration priorities would be continuallyagsessed and adjusted if necessary,
based on the needs of the EOC (i.e. grocery storequugbing stations, etc.)
= Downed wire calls would be prioritized to major roadwags private residences

Group F: (EMS and Hospitals)
= Elective procedures and clinics would have previously baaoeted and closed
= Additional call lines would be available for medical inegsi
= Ensure employees families needs were met as this wauilan impact on staffing
levels

Situational Briefing

Saturday Sunday Remainder of the week

Partly cloudy with periods of | The weather is predicted to | Sunny skies, warmer
sunshine. The temperatures | deteriorate during the day andtemperatures and no chance
are not expected to get much throughout the evening with | for precipitation

above 25 degrees. Winds wil] heavy snow expected.
be light.

The weather predictions for today, tomorrow and timeaiader of the week are as above. As
things progressed over the next few days...
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Status Update: 8:00 a.m. on Saturday morning (+48 hours)

* Much of the electricity at critical facilities hasdn restored.

* Some municipalities have concerns with fuel availabibtynaintain generators.

* The Wastewater Treatment plant in Janesville is dduento generator failure.

» A water main has broken in Verona causing a need to sdppking water to residents.

Status Update: 8:00 a.m. on Sunday morning (+72 hours)

* More snow may lead to an increased population in shedtitesmanagers have identified
a need for additional staffing resources, blankets and suppbrbbtaining food
supplies to continue operations.

Status Update: 8:00 a.m. on Monday morning (+96 hours)

* Snow accumulations from last night varied betweendd@aimches.

» Utilities are reporting steady progress in the restmmgirocess.

* Municipal Public Works Departments working on tree cleeeaand debris removal.

* Approximately 1,200 customers were still without power bututiigties expect near
complete restoration within the next day or two.

Based on the presented information the table groups wkee avhat their biggest concerns
would be and what improvements are suggested. These conarnestemmarized in the
analysis of capabilities section listed below.
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SECTION 3: ANALYSIS OF CAPABILITIES

This section of the report reviews the performancé@®tixercised capabilities, activities, and
tasks. In this section, observations are organized byiti#pand associated activities. The
capabilities linked to the exercise objectives of theeDamd Rock County Long Term Power
Outage Tabletop Exercise are listed below, followed lbsesponding activities. Each activity
is followed by related observations, which includes alysis and recommendations.
References are provided at the end of the section.

CAPABILITY I: CITiIzZEN EVACUATION AND SHELTER IN PLACE

= Activity: Direct Evacuation and Sheltering

Capability/Activity Observation: Dane and Rock County Emergency Management utilize the
American Red Cross for general population sheltering marexgeihwas identified that shelter
operations would be needed in the presented situatiord@digion to activate and staff shelters
would have been coordinated at the County EOC’s. Due to therputage, a centrally located
shelter that had the capacity to generate power wouldideere opened but this would be
contingent upon available volunteer staffing.

A clear message projected in the exercise was thait take time to establish emergency
shelters. Volunteers must ensure their safety, fastalgility and have the ability to mobilize by
accessing transportation to the shelter sites. Onte ddcations, the facilities need to be readied
to receive occupants. This may include setting up equipmesgssing food supplies and other
logistical needs.

In our scenario the reduction of public transportatioowsses and hazard of navigation on the
roadways would hamper shelter activations. Meanwhileetiszvill need to care for themselves
as this may be in a shelter in place situation. Giszgeed to be self reliant. Some neighborhood
preparedness programs are proving to be successful aseedidacal and those in the
“‘community” support one another instead of having to godendral located community based
shelter.

Analysis: In response to a pending storm, pre-incident planning anchaomation should be
communicated with shelter operations management andst#iffcuss anticipated needs. This
communication could promote a stance of leaning forward tingestaff prepared for an
activation of shelters.

Community education regarding personal preparedness realagysfactor for health and
safety. Robust programs that promote citizen educatioantabnter storms and the possibility of
isolation in their home, how to conserve heat and hawpglgs on hand could decrease the
reliance of local governments.

Recommendation:
1. Pre-plan and communicate with shelter managers in argeadent.
2. Promote citizen self reliance and neighborhood based neicdhpesss programs.
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= Activity: Activate Evacuation

Capability/Activity Observation: Special needs populations (medically stable with spectalize
care needs) requiring sheltering in Dane County would haae d@ordinated through the EOC.
A registry is in place that identifies those in negslspecial needs shelter has been identified to
accommodate this population.

Rock County is currently developing plans for managing aatiesing special needs
populations. Discussion regarding animal sheltering ifieshthat the Humane Society in Dane
County does not have auxiliary power. Both counties identifnat pet sheltering planning is
under development.

Some populations may seek temporary refuge at area lagaltiacilities for warming and
feeding. As information is relayed regarding shelter atibws, those seeking refuge would be
directed to the shelter facilities. Transportatioshelters from the healthcare facilities would be
coordinated through the EOC.

Analysis: The Humane Society in Dane County may have theatsliaccept pets that are not
allowed in community shelters however the lack oftellgity and heat may hamper operations
based on weather and shorter hours of daylight.

County EOC'’s can anticipate that healthcare may tpgasting transportation support to the
shelters. While transit systems may be available teeses warming locations these resources
are very temporary.

Recommendation:
1. Identify and map shelter locations that have generateempswpply.
2. Develop special needs population sheltering plan (Rock Cpunty
3. Procure auxiliary electrical generation for primary andisteelters.

= Activity: Direct Evacuation and/or Shelter In Place Operations— Implement
Evacuation Orders for the General Population

Capability/Activity Observation: It was discussed that many shelters may be needed imsuch
wide spread power outage situation. Communicating withnte&rs would be difficult due to
lack of communication networks but it was believed thatynalunteers would self activate.
The Salvation Army identified that personnel resoussebsupplies could be obtained from
other regions but delivery methods of these resources Weudproblem. Communication
regarding the shelters would have to occur directly armlitir a County EOC liaison.

A discussion was brought forward about requesting thiNgtGuard for assistance in
operating shelters. While armories may be availablederas shelters the main concern was
staffing and shelter management. In previous disastersrgogats have used National Guard
resources for this purpose.

Analysis: The goal of the EOC s would be to safely support shejt@fithe affected and at-risk
populations so they can obtain access to medical glaysical assistance, shelter, and other
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essential services. In a wide spread winter storm, peesoesources to support shelter
operations may be scarce, particularly if the evastsifor many days or weeks. Identifying non-
traditional staffing resources for sheltering services praye beneficial.

As plans are developed for redundancy the shelter commiongahethods should be
addressed. As ARES/RACES personnel are dispersed to sepgygency communications,
these resources may be considered for locating attiteatly based shelters as they could relay
essential information to the EOC'’s.

Recommendations:

1. Establish a plan for communicating with the sheltemsmroutine communications are
unavailable.

2. Investigate the capability of the Wisconsin National Guangrovide shelter
management mission assignments.

CAPABILITY II: COMMUNICATIONS

= Activity: Alert and Dispatch

Capability/Activity Observation: The ability to communicate in a wide spread power outage
would be a challenge. Public Safety personnel have redundamnciesilize radio waves and
satellite which would allow for a reliable means ofrrounicating. Amateur Radio Services
(ARES) operators are a great resource because theyheaability to establish and maintain
communication under adverse conditions.

The Counties both utilize Wisconsin ARERACES volunteers to support communication
needs from their EOC to healthcare facilities,estatd other locations. These volunteers can
provide emergency communication to specific identifiedtiooa when landlines, cell phones
and other conventional means of communications fail.

Both counties have 2-1-1 systems in place. 211 uses vaisimtetake calls and connect people
in need with human services. Callers are linked to indbion about local resources, from both
government and nonprofit organizations. It was identified the 211 center does not have back
up generation to maintain operations, however they cayataltransfer calls and have another
community 211 center support center operations.

Analysis: In a long term power outage event there will be chghs including a sense of
isolation impeding the ability to plan and prepare appragyidtased upon limited information
received due to the disruption of traditional methods afraanication. Both county public
safetycommunications centers (911) have generator power and@eapability to continue
operations.

It was identified that amateur radio operator volunteaifde a critical component for
communicating information and data when conventional comgation methods are disrupted.
Agencies that staff the EOC need to have an understpatithe capability of amateur radio
services to communicate and set up operations at vadoasdns to support communications.
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While the participants believed dissemination of infoiaratvould be critical the means to get
the information to the public will have to be by word ofutiband through public safety patrol
methods. In the scenario, limited cellular phone ndte/bad varying access but priority
systems such as using Government Emergency Telecommaomgc&ervice (GETS) and
TelecommunicatiosmiService Priority (TSP) and Wireless Priority Serviasese not discussed

Recommendation:

1. Review emergency communications plans to ensure alsfofrmommunication
redundancies are included and include plans for communicatang electrical
outage.

Procure auxiliary electrical generation for 211 call cente

3. Train EOC staff on the capabilities of ARES/RACES tove emergency
communication support.

CAPABILITY lll: EMERGENCY OPERATIONS CENTER (EOC) M ANAGEMENT
Activity 1: Direct EOC Operations

Capability/Activity Observation:

As the scenario was presented it was evident that th&ies would manage and support the
emergency through a coordinated process by involving key publiprasade organizations

The Emergency Operations Centers would serve as aflassassing the impact of the storm,
disseminating information and coordinating restoration andvery efforts. Situational
awareness will dictate the effectiveness of this poks stated earlier in this report
communications will challenge officials because obtainmigrmation and delivering messages
with limited communication networks will require credty and use of non traditional methods
to obtain needed information. It was assumed that datarission of information may be the
most reliable in this type of event.

Dane and Rock County EOC’s have auxiliary power for djpera It was discussed that EOC
situational awareness could be maintained through thefusehnologies such as
E-SPONDER® and WiTrac if fiber optics were available butalbagencies know how to use
these systems.

Both EOC'’s would be staffed with a utility liaison to coote restoration and recovery efforts.
The utilities identified they use special mapping prograngigplay outages and restoration
status. The ability to share utility maps are inconfgh@tivith routine software programs not
allowing accessibility from the local EOC'’s.

The EOC's identified they would coordinate needs withStege EOC for additional resources
in a regional crisis. While plans were underway foegonal mutual aid program, the process
has been halted. It was identified that several aditional resources may be available for
assistance, i.e. the Southwest WI Incident Managemeantn could possibly be used to back fill
staff positions in the EOC and in the field as indicated.
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Analysis:

Both Dane and Rock County have plans in place to managsugport weather related
emergencies. In a long term power outage event tretaffoutine communications pathways,
impedes road traffic limiting human capital the rec¢ibuison procedures to return to normal will
take time. Lessons learned from a previous winter stbatnaffected both counties identified the
need to keep motor vehicle traffic routes open and prorhotegh public information the
criticality of citizens to stay off of the roadwaysdashelter in place. Operational periods would
be established and revisiting priorities would be the norm.

To maintain situational awareness with the jurisdiion the counties would rely on
information from public safety personnel and through theofis¢ectronic technologies.
E-SPONDER® is a technology resource available in Wiscofi$ia technology platform
provides tools for resource management, event managesnegrigency operations planning and
management and has GIS mapping capabilk @FEONDER® training will be offered in
conjunction with the October 2010 Wisconsin Emergency ldament Association Conference;
this training could be promoted or a stand along training eazasld be scheduled to meet the
needs of the agencies.

Although the event would be effectively managed throughivagency coordination, it would
be a challenge for the staff due to delayed incoming irdtiom and the need for additional
staffing for future operational periods.

Recommendation:

1. Promote ESPONDER® Training
2. Offer training to EOC staff on the capabilities of WI @ (&Visconsin Tracking,
Resources, Alerts and Communication) technology

Activity 2: Implement Continuity of Operations/Government Plans

Capability/Activity Observation: The groups were asked what essential services would be
required in the presented scenario. In response, ildeatfied that government would need to
maintain public safety systems (law enforcement, 91lecgniire, EMS), confinement facilities
(i.e. jails), highway/public works and emergency managés@Emnwices at a minimum. The
remainder of government services would have been closddatafiticould safely report to an
operable work facility.

Healthcare systems would have initiated their inteimaflent Management Teams, cancelled
non essential services (i.e. elective surgeries, plesaetc.) and linked communications through
an inter-hospital liaison that would be located atGbenty EOC. Both Dane and Rock County
have an inter-hospital liaison system comprised pfagentatives from their county healthcare
facilities. The liaison would use a technology platfaaied WI Trac (Wisconsin Tracking,
Resources, Alerts and Communication). WI Trac is a mased tool that hospitals use to alert
and communicate with each other and with their emeggesgponse partners, not only in an
emergency, but also on a day-to-day basis. While intendduplly for hospitals, this system is
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also available to EMS, First Responders, public health,igapsoffices, law enforcement, fire
departments, Dispatch Centers and Emergency Manage mestods.

Recognizing that emergencies may require assistance florthef personnel, equipment, and
supplies from outside the area of impact, emergency margagen the Southwest Region of
Wisconsin began discussion on the development of a Raldgtwvogram for Mutual Aid and
Assistance but this process has slowed.

Analysis: Understanding that continuity planning facilitates the gssdhat will be employed to
provide during an incident that disrupts normal operationsk Bod Dane County continue to
plan, train and exercise to ensure that essentiacesrare provided to their municipalities and
citizens.

In this exercise some resources were identified whialidgoossibly enhance readiness efforts;
these included assets that may be provided by the privcte.s&s planning continues,
establishing relations and agreements with the privatersecadvance of a need may expedite
recovery efforts. Resuming the process to develop oRadViutual Aid and Assistance
Program may support the projected resource needs to coerdetafities and share resources
during emergencies.

Recommendation:
1. Develop a Southwest WI Region Emergency Management MAtdalgreement

2. Expand emergency fuel plans that include distribution pesrand establish agreements
with private organizations (i.e. McFarland Tank Farmféied resources) that could
support anticipated needs.

CAPABILITY: EMERGENCY PUBLIC INFORMATION AND WARNING

= Activity: Manage Emergency Public Information and Warnings

Capability/Activity Observation:

The communication and dissemination of critical infotioyato the public proved to be a
significant challenge. A majority of the southwestioegexperienced power and communication
outages which made the normal methods and modes prinmagffgctive. The public that relies
upon television, radio or computer had no electricity.

Both counties have assigned public information officensrépare messages and communicate
with the media. Based on the situation as initiallyspreéed, the opening of shelters and safety
messages would have taken priority. As the situation grendays the message focused to a
“we will recover from this event”. A Joint Informat Center (JIC) would be needed to manage
emergency information. Rock County would have workedetyosith the Sheriff's Office and
Emergency Management while Dane County would have dicgtact with the County
Executive.

Analysis: Plans for emergency public information and warning would e activated both
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prior to and after the storm. Information would have besordinated with utilities and other
essential partners. Dane County identified they wouleldgvan EOC Incident Action Plan. The
process for managing and disseminating public informatidnaamnings would have been a
component of the planning. The counties would have coordimafiermation and transmitted
the information via accessible routes. The informatiuld have useful and reliable
information regarding health risks, safety, restorathformation and traffic. The public
information would have been updated regularly and outlined giretemeasures. As planning
continues between the counties and the region, devglpfans for public information
collaboration (speaking with “one voice) should beaufo

Recommendation:None

CAPABILITY: RESTORATION OF LIFELINES

= Activity: Restoration and Assessment of Lifelines

Capability/Activity Observation:

The utilities identified that they do a lot of planninghese of regulatory mandates. MG&E has
contracts for alternate fuel sources but a need matyfexiall of the utilities to expand on their
fuel plans for a long term incident. To ensure theypr@ritize and meet the requests of local
governments, the utilities requested a list of anticghatatable generator needs from the
counties. This would help them predict equipment needsujpporting a long term power
outage. In the scenario presented, the natural gasrsysiald not have been affected.

Telecom restoration was discussed briefly; no telepresentative was involved in the
exercise. The electrical utilities do not work direatiyh telecom but often cross paths in the
restoration process due to road access and clearance.

The retail food industry does not often invest in geesabr generator hook-up&s the need

for groceries and convenience store (for fuel) escatlagegriority may be made to restore
electrical service to these facilities. Utility restbon priorities will be reassessed based on the
needs of the EOC (i.e. grocery stores, fuel pumpirtgpeig etc.), and utility provides will work
with emergency management officials to determine tlse daions.

An ice storm will have a devastating effect on thegpmrtation systems. As Public Works
identified in our presented scenario, having snow on topeoite made things easier to deal
with. Public Works would leave the layer of snow andatedr to the road surface to avoid ice
covering surfaces.

The storm left debris of downed trees and power linetjdmg some complications to the
critical infrastructure (i.e. waste water and drinkingter systems) and public transportation.

In a storm this vast the utilities stated they wouddknon downed wire calls but the response
would be prioritized to major roadways not private residende calls were received the callers
would be advised to be safe and stay clear of the line imaty take an extended amount of
time before utility services attended to the situation.
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Many of the local communities have a back-up power plath@r critical municipal facilities
but it may not be routine for convenience stores andtgtsrs. Surveying local jurisdictions on
their business capabilities may be beneficial.

Analysis:

Previous research identified a lesson learned fromexreséce storm that hampered the east
coast. It was suggested that the development of a coenzigh generator-lending program
containing inventory, criteria, protocols, pre-identified ptipation (when available) and
specifications to lessen delay and confusion as resoegoests are made and filled.

While the lifelines to facilitate emergency responseracdvery activities would be restored, it
will be through coordination and collaboration that nes@scommunicated and priorities are
jointly established.

Recommendation:

1. Pre-plan and categorize anticipated portable generatmpost needs and provide this
information to the electrical utilities.

2. Establish communications with telecom providers to deteritineir plans for service
restoration in a long term power outage.

REFERENCES.:

1. Homeland Security Exercise Evaluation Program, ExeEvsduation Guides.

2. FEMA Continuity Guidance Circular 1 (CGC 1), Continuity GuidarareNfon-Federal
Entities (January 2009).

3. Food and Fuel as Critical Infrastructure: A Case Stuniyfa Long Term Power Outage
by Christa J Fisher. WI DATCP

4. Dane County Emergency Operations Plan

5. Rock County Emergency Operations Plan

6. Disaster Recovery. Brenda Philips. CRC Press 2009
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SECTION 4: CONCLUSION

The communities in Wisconsin are vulnerable to sevengewstorms. It is essential that citizens
take the initiative to prepare for not only this type ek but all emergencies. While
government agencies prepare to support the needs of the tomptitey serve they cannot fix
everything and citizens must take some ownership. In tlescise, the attendees learned of
some new initiatives such as neighborhood based prepasegtaning, back up systems for
community call centers, pet sheltering, special popuiatlanning, Incident Management Teams
and other critical elements and resources for supportieggamncy management activities.

Having both Dane and Rock counties working together ideditiBeme differences in
procedures, but there were several commonalties. Tihletdp exercise offered a learning
environment for problem sharing and resolution. Furthernmly and maintaining
communications, collaboration and information sharingl strengthen the emergency
management programs.

The exercise as designed challenged the participants dueuoatailability of electricity.
Electricity is essential to the daily operations diizens and their communities. Without power
many of the services which we depend upon are not accessdafemunication, in all forms,
represents the key to a comprehensive, effective respbheeinfrastructure must be in place
and capable of withstanding extraordinary circumstances.

Citizens will need to be resilient and cooperative asration and recovery efforts take place.
Proven effective is community education programs thap lodizens prepare, along with
communities identifying what actions to take in emergenaigd the expectations they can rely
on from government. As communities plan for evacuatgireltering services (and locations)
and other key support measures, consideration should be snadadate the public in advance
of what these plans entail.

As with any exercise, the participants walk away withetter sense of capabilities, resources
and those areas to be focused upon to make our emergency managwograms more
effective and efficient. One thing was evident: Commurocatin all forms, represents the key
to a comprehensive, effective response.
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