US. Department of Homeland Secarity
501 South 12t Stcee

APRO 1 2065 Avingon, VA 20595
Transportation
Security
‘The Honorable John Thune dnumslratmn
Chairman
Committee on Commerce, Science, and Transportation
United States Senate
Washington, DC 20510
-
Dear Chairman Thune:
-

Thank you for your letter of March 17, 2015, co-signed by yourcongressional
colleagues, regarding recent incidents involving airport credentials an(laceess to sécure

— ~

As you know, the security of our Nation's airporls i< partnered responsibility shared
among airport operators, airlines, and tenants. [ recognize tha! the threat posed by <
insiders is a real and difficult security issue, 4 S yourfcéms about these incidefits ™
and assure you that the Transportation Sacurw/ ‘ubmmsn‘almn (l‘ SA) is working
internally and with our in the ;vﬂ’_v’n

Regarding the issues at Fmv.sﬂdd ek lon Atlanta Internsfonal Airporb (AT L.), TSA
took immediate s:ewn {0 bettér mitigate the insder thicat. For sxamipie, we

created a working. AATL with from to further
develop plénsfor memvw g security. TSA ementworked with the General
Manager6f ATL 16 iColop an enhanced <Caurity presence wisin the airport. The entire

~aviationcommbnity, including the Deﬁn?cm of)\u ation, Atlanta Police Department,
ehdour airline partners worked ina fully Toperative manner to respond immediately to
. Ve newly identified situatior”

p, We mmascd phwmk operations to focus on screening airport employees at direct
sarnstile<coure Area doors and elevators, and vehicle gates,
TSA holds wnkly meem,s Wit the Atlanta Department of Aviation 1o discuss and plan

Sjon mplay 6 be sereened vie Advanced Imaging Technology. 1t should be
. notehat Both the leadership of ATL an ‘millions of dollars
10 inspacteiployees in secured parking lots. This additional inspection process began

~__immediiely on the notification of the identified threat and continues to increase.

On the national level, TSA is examining potential vulnerabilities of the system as a
whole, and determining what additional security measures or policy changes may be
necessary. TSA realizes the gravity of the ATL incident, and we will continue to work to
improve our security practices and procedures to mitigate the recurrence of such an
egregious violation of existing security measures. Additionally, as you mentioned, I
asked the Aviation Security Advisory Committee 1o review this issue and look forward to
reviewing their recommendations for improving security in an efficient, risk-based
‘manner. We have also created an Insider Threat Advisory Group at our headquarters that
includes representation from our field offices.



Regarding your concerns with Secure Identification Display Area (SIDA) badge
security, the airport operator, and not TSA, issues and manages the identification (ID)
media that allow individuals to have physical access to secure or sterile areas of the
airport. TSA’ role in the airport badging process is setting regulatory standards. TSA
has established requirements via the applicable regulations and Security Directives that
the airport is responsible for implementing and following. TSA maintains regulatory”
oversight of the airports and conducts inspections to ensure the requirements are beir:
followed. Title 49 of the Code of Federal Regulations (CFR), part 1542.211Gstiblishes
the requirements for an airport authority, describing when they mS{is<(c |D mediz, how
they must account for that ID media, and in combination with 49 Ci' 1542.207,
describes the security systems, policies, and procedures tfiit are assotialzd-with the ID
media. Violations of TSA's security regulations will be iu' stigated andmay result in
civil enforcement procedures, including the impositior! of fines,

@ .

In addition to setting regulatory standard< TorSIDA brgés, TSA also performs/é
security threat assessment on all airportis.4 bad holders, who are subject 10
perpetual screening against the TerfGsis Soreer T :
authority performs the initiat adjudication bf the criminal history records check Tor new
SIDA badge applicants, TSi\ bas csiablished guidelines to intc preting crian/ i,
convietions, which w617 disqu ity an applicant from i  SIDA badge s set
forth in 49 CFR 1542715(0), N

A

3 & AN\ \
.. Regarding Jour.request for a list of i Tost, foleror otherstise unaccounted for
ASpOi eiployes credentials in the las{ 5 Years, TSA dogs not maintain a record of lost or
-~ unagcounicd for airport ID mediz—Airport gperators issue and are responsible for
£ ~ condieting a periodic comriTchenisive audit of all ID media and must maintain records of
those-audits for 1 y If(he percentage of-tnaccounted for or lost media reaches an
_/established thresho|<. fora perticulaf sategory of access, the airport must reissue all
badges in that access category, Additionally, regardless of the percentage of unaccounted
for{l/D)wdca. the ﬂ@l‘}, must periodically reissue all ID media.

.1 appriigic that you took the time to share your concerns with me and hope this
information i hielpful. The co-signers of your letter will receive separate, identical
AN résponse<__if'you have any further questions, please do not hesitate to contact me
“personaify or the Office of Legislative Affairs at (571) 227-2717.

Sincerely yours,

e

Melvin J. Carraway
Acting Administrator
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