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March 13, 2014
Via Electronic Mail

Michael Denison
Capital News Service
48 Maryland Avenue
Annapolis, MD 21401

Re: Request for Records under the Maryland Public Information Act

Dear Mr. Denison:

We received your March 2, 2014 letter through electronic mail in which you request a copy of certain
Maryland Department of Information Technology (“DoIT”) records pursuant to the Public Information
Act, State Government Article (“SG”), §10-611 et seq. In particular, you requested:

L.

Records detailing the number of network security breaches, “cyberattacks,” or “hacks” of
state agencies in which state information was stolen/altered, or made unusable by its intended
recipients/audience, if any;

Records detailing what information was stolen/altered/rendered unusable in the
aforementioned breaches, if any;

Records/descriptions of the nature and/or origin of any successful attacks, as specifically as
possible (including, but not limited, the nation of origin of any attacks);

Records detailing the number of denial of service (DoS) attacks or other network
usability/functionality disruptions of state networks, if any;

Records detailing the amount of time the aforementioned DoS attacks disrupted state
agencies and relevant networks, if applicable; and

Records of the number of times MarylandHealthConnection.gov, Maryland HBE.co, or any
other website related to the Maryland Health Connection was breached/attached/hacked or
otherwise disrupted.

We collected those records in our custody that are respensive to your request. Such records are being

produced to

the extent that they are not protected from disclosure. In the interest of cost and time

efficiency, these records are being produced electronically,

Pursuant to

§10-622, Capital News Service is entitled to an administrative review of a decision to deny

access. If requested, such review will be conducted in accordance with SG §§10-205 through 221.
Capital News Service may also seek judicial review under §10-623,

Sincerely,

Elliot Schlanger
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Director, Cybersecurity
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Department of [nformation Technology ~ Secutity Services  Sitemap
Department of Information Technology - Security Services >
2013 - Incident Reports
Report Date Received Agency Incident Type | Description Incident Size | Closed? |Report
Number Link
2013-001 }5~Aug-2013 Maryland Unauthorized | Former MDE employee 1 User Yes N/A
Deparntment of Access sent emall using current
Environment employee's account,
2013-002 27-Aug-2013 Maryland Maliclous - i - Greater then i Yes N/A
Department of Code infection at MDOT and 10 users
Transportatioh and EOG.
Office of the
‘ Governor . | .. ,
2013-003 13-Sept-2013 Maryland State Impropey Unknhown Yes N/A
Police Usage lmpact
greater Lheh
2110 users
2013-004 | 27-Sept-2013 MD Courts Malicious Code g 1 User Yes N/A
2013-005 4-0ct-2013 Department of Improper Usage Unknown Yes DHR
’ Human Resources AN | |mpact
and unauthorized change | greater then
to the DHR website 10 users
20713-006 22-0ct-2013 Department of Unautharized 3 servers Yes N/A
Human Resources |Access
2013-007 | 13-Nov-2013 Office of the Unauthorized m 1 user Yes DEM
Goverpor Access E )
2013~008 2-Dec-2013 Maryland Improper Usage Computer“ T user Na
Department of . stolen. @R
Aging - - -
2013-009 | 13-Dec-2013 | Department of Maflcious Code (@fiPser's home 1 user Yes DBM
Budget and computer was infectad
Management | with malware SSNRER

hitps://sites.g cogle.com/aimaryand.govidoit-securitysenices/home/2013--Incident-reports
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Department of Information Technology - Security Setvices

Department of Information Technology - Security Services >

2014 - Incident Reports

Sitemap

Repast
Number

Date Received

Agency

Incident Type

Description

Incident Size

Closed?

Report
Link

2014-001

15-January-
2014

Department of
tabor Licensing
and Regulation

Malicious
Code

A targeted phishin
email contalning

was
received at DLLR, A
number of user were
infected causing data and
productivity lose.

Greater than
100 Users,

Yes

DLLR

2014-002

2014-003

2014-004

2014-005

2014-006

2014-007

2014-008

2014009

2014-010

2014-011

2014-012

2015-013

2014-014

2014-015

2014-016

2014-017

2014-018

https://sites.g oogle.comfa/mar and.govidoit-securityserdces/homefincident-reports

1/2




2/3/2014 2014 - Incident Reports - Department of Information Technofogy Security Services

Comments

You do not have permission to add comments.

Dexsd

Report Abuse | Print Page | Remove Access | Powered By Google Sites

hitps:f/sltes.google.convafmaryand.g ovidoit-securityservices/homefincident-reports

202




