ANSWER :

In the old days, classified material was poison. In some ways, it still is...because if used correctly, it can
screw up our investigation
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tion Level Impact on National Security

Three basic levels of classification. Material is classified to protect the collection sources and methods of
national assets. The more sensitive or valuable the source/method, the higher the classification.

--At DEA, Top Secret material is rare indeed. Only the folks in a SCIF (a facility for special information)

(&) (=) Ce)

So, it is clearly NOT meant to be used in court — which is a very public place. So it underlines WHY
Parallel Reconstruction is so important.




Other Asscets:
Vehicles:

Currency:

POTS:
400

SOD Funding $7.565,696

(o> DD

I i fferent operations targeting the Gulf Cartel interrelated thru Several DTO contacts..
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Targeting DTO cells of the SINALOA CARTEL operating in four distinct countries

MEXICO
USA
CANADA
INDIA

21



Connecting the dots from multiple operations and cases in over 30 US cities targeting LA FAMILIA
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ocame:

yhetamine

U.S. Currency: 359

And more recently targeting all cartel operations within the USA in an effort to prevent any one DTO
expanding it’s influence while DEA targets another... .
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\ 20-Month Investigation the
Drue Cartell

\rrests:

Currency:

Project s the result of the 2009 effort noted earlier as project [ G

Multi Agency project, spearheaded by . ~ ccnts and analysts from the DEA,

FBI, ICE, IRS

Customs and Border, U.S. Marshals, as well as attorneys from the Criminal Division
Dangerous Drug Section and Office of International Affairs.

2

s Narcotic and

More than 300 federal, state, local and foreign law enforcement agencies contributed investigative and
prosecutorial resources to Project [ lfthrough the Organized Crime Drug Enforcement Task Forces.
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PARALLEL RECONSTRUCTION

What do | do with this classified stuff?

I'm not here to tell you any thing really new, just to reinforce some of the tactics
you've learned over the years and that they can be applied to Class material as
well. The world has chanied a lot since I've been with DEA. In the old days,
classified material was poison. In some ways, it still is...because if treated.in

correctly, it can screw up!
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The Devil’s in the Details

. \We dismantle criminal organizations
through enforcement and praosecution.

e

» Unclassified material can be used in court
— Sources and methods are revealed

. Classified Material must be protected
— Sources. Methodologies and Technologies

» To use it, we must protect it, or lose it.

|

Our friends in the military, a!md intelligence community never have to prove
anything to the general public. They can act upon classified information without
ever divulging their sources or methods to anyway outside their community. If
they find Bin Laden’s satellite phone and then pin point his location, they don’t
have to go to a court to get permission to put a missile up his nose.

1
We are bound, however, bi{ different rules.

Our investigations must be transparent. We must be able to take our
information to court and prove to a jury that our bad guy did the bad things we
say he did. No hiding here. However, we are also bound to protect certain

pieces of information so as: to protect the sources and methods.
|

To use it....we must propérfly protect it.

OK. A couple questions. If you get a phone number on a DEA-6 — a report of
investigation, how can you|use it? Can we reference the numberonain a
subpena or warrant (yes)?.



What do | do with this classified stuff?
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The world has changed a lot since I've been with DEA. In the old days,
classified material was poison. In some ways, it still is...because if treated in
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We dismantle criminal organizations
through enforcement and prosecution.

Unclassified material can be used in court
— Sources and methods are revealed

Classified Material must be protected
— Sources, Methodologies and Technologies

To use it, we must protect it, or lose it.

Our friends in the military and intelligence community never have to prove
anything to the general public. They can act upon classified information without
ever divulging their sources or methods to anyway outside their community. If
they find Bin Laden’s satellite phone and then pin point his location, they don’t
have to go to a court to get permission to put a missile up his nose.

We are bound, however, by different rules.

Our investigations must be transparent. We must be able to take our
information to court and prove to a jury that our bad guy did the bad things we
say he did. No hiding here. However, we are also bound to protect certain
pieces of information so as to protect the sources and methods.

To use it....we must properly protect it.

OK. A couple questions. If you get a phone number on a DEA-6 — a report of
investigation, how can you use it? Can we reference the numberon ain a
subpena or warrant (yes)?

11



UNITED STATES
DEPARTMENT OF JUSTICE

Drug Enforcement
Administration

é\"fmrc:e'f'rte"“

LESSON PLAN

Handling Sensitive Information

Page 1



United States Department of Justice

Drug Enforcement Administration

Legal Training Section

Justice Training Center

Lesson Plan Face Sheet

TITLE OF INSTRUCTION:
TIME ALLOTED:

TARGET GROUP:

INSTRUCTOR:

METHODS OF INSTRUCTION:

DATE:

PREPARED BY:

APPROVED BY:

Fair Use Statement:

)pyrightgt{ materials contained in this lesson plan are strictly
utilized f0.r educational purposes only as covered by
Section 107 of Title 17 of the U.S. coRage 2

Handling Sensitive Information.

1 or 2 hours

Basic Intelligence Research Specialist (BIRS) and Federal
Law Enforcement Analysts Training (FLEAT); Intelligence
Analyst and Supervisor In-Service Training

Legal Instructor |(b)(6)

Lecture, Discussion, PowerPoint presentation and Handouts

Legal Instructor

(b))

-15-07

Section Chief —"

(b))

ol

Deputy Chief Counsel for Operational Law

(b)(6)

7 77—

Date




SECTION 1

OBJECTIVES

A. OVERALL SUBJECT OBJECTIVES:

The most perplexing problem in combining the collection capabilities of the Intelligence Community
(IC) with the enforcement objectives of Law Enforcement Agencies (LEAs) is using IC information
in LEA investigations without disclosing or unduly risking disclosure of sensitive or classified IC
information. This block of instruction will introduce students to legally acceptable methodologies
for handling this problem.

B. LEARNING OBJECTIVES:

1. Identify the four methods discussed in this class of combining Intelligence Community (10)
information with law enforcement agency (LEA) information for the benefit of LEA
investigations.

2. Articulate that the Federal Rules of Evidence (FRE) and the Federal Rules of Criminal
Procedure (FRCP) contain enough flexibility to permit a trial judge to limit or restrict

discovery, including the discovery of national security or classified information.

3. Articulate that one way to protect IC information collection efforts from disclosure in

criminal trials is to|(®)X7)E) |IC information from LEA investigations.

4. Articulate that the Classified Information Procedures Act (CIPA) protects IC sources
and methods; identify CIPA’s limitations in this regard.

5 . [Non Responsive

6. Articulate that the concept known as “parallel construction” can shield information
that might otherwise be discoverable from the discovery process
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ITEMS AND MATERIALS

A. ARTICLES: None.

B. AUDIOVISUAL AIDS: PowerPoint presentation; requires a computer, a projection

device and a screen.
An easel and butcher block paper.
C. HANDOUT MATERIALS: Workbook for taking notes from PowerPoint slides.

D. OTHER: A Take-Home/Tum-in Quiz.

10
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INSTRUCTOR MANUSCRIPT

Handling Sensitive Information
A. INTRODUCTION.

1. SELF-INTRODUCTION: I am|(b)®) of the Legal Instruction Section, DEA Academy.

2. ATTENTION-GETTER/“GRABBER”: In previous classes we have discussed how the
Intelligence Community (IC) and federal law enforcement agencies (LEAs) can work together.
We have also discussed the new, post-9/11 national consensus concerning sharing information
between federal agencies, including sharing information between the IC and LEAs for the
purpose of prosecution. In this class we will discuss what happens when the new national
consensus concerning information sharing meets the American constitutional and statutory
requirements for an open and fair criminal trial.

3. NEEDS STATEMENT: This class introduces intelligence analysts to several tried and true ways
that IC information may be used in law enforcement investigations and prosecutions.

4. THESIS STATEMENT: The IC does not routinely work to help LEAs make their cases. The
reason for this is that the sources and methods that produce IC information must be protected
from disclosure for practical reasons (to help ensure our intelligence activities are effective) and
by law (federal statutes require the IC to protect its sources and methods). Nonetheless, inmany
areas (counterterrorism and counterespionage come to mind), the IC and LEAs work together
with the understanding that one of their common objectives is to prosecute wrongdoers. Our
government has worked out procedures to accommodate the sharing of IC information with
LEAs for criminal investigations. Intelligence analysts need to be familiar with how these
procedures and statutes work.

5. PREVIEW. This one or two-hour presentation will introduce the students to the fundamentals of
using IC information for LEA investigations and prosecutions in a manner that protects IC
sources and methods from disclosure in court.

11
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B. BODY.

1. General. Introduce students to the procedure known as|(®X7)E) | remind them of (or depending

on the knowledge of the audience, introduce them to) the Classified Information Procedures Act
(CIPA) and the Foreign Intelligence Surveillance Act (FISA). Demonstrate to them four special
techniques that allow some form of information sharing between the IC and LEAs when

prosecution is their common objective.

2. Body. Discuss the basic problem in using IC information in LEA investigations and four
solutions to this problem.

a. The problem.

l. The IC and LEAs have different goals. The key difference is that LEAs expect the
result of their work to be presented in open court, that is, LEAs expect the
information they collect to be transparent because much of it will be introduced in
court as part of the prosecution case against a defendant. The IC expects that the
product of its woks will not appear in court, that is, the IC’s objective is for its work

product is that it not be transparent.

2. Rules of discovery in criminal cases in federal courts (the IC’s nemesis). Defendants
are entitled to:

(@) Anything used at trial, Federal Rule of Criminal Procedure (FRCP) 16.
(b) Oral, written or recorded statements of the defendant, FRCP 16.

(c) Results of tests -- medical, scientific, etc., FRCP 16.

(d) Exculpatory information, Brady v. Maryland, 373 U.S. 83 (1963).

(e) Impeachment of witnesses, Giglio v. United States, 405 U.S. 150 (1972).
® Statements of witnesses, Jencks v. United States, 353 U.S. 657 (1957).

12
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(8)

(h)

Tlegally obtained evidence (18 U.S.C. § 3504).

Authentication (chain of custody).

3. What are the consequences for trial if some of the above described information is

classified information that is derived from IC collection efforts?

(@)

(b)

The defendant may be entitled to it no matter how highly classified it is; this
fact has given rise to a concept known as Graymail.

Graymail is the common term for a maneuver available to defendants who
have access to classified information due to the nature of their employment
(and are being prosecuted for criminal acts related to their employment) or
who obtain access to classified information via pretrial discovery motions. In
a graymail defense, the defendant forces the Government to either allow the
classified information to be presented by the defense in open court or to drop
the case (or the charges that are related to the classified information).

b. Some solutions to the problem.

1. The Classified Information Procedures Act (CIPA).

(2)

(b)

“CIPA was designed to establish procedures to harmonize a defendant’s right
to obtain and present exculpatory material upon his trial and the
government’s right to protect classified material in the national interest.”
United States v. Pappas, 94 F.3d. 795 (2™ Cir. 1996).

“CIPA was enacted in 1980 to combat the problem of ‘graymail,” an attempt
by a defendant to derail a criminal trial by threatening to disclose classified
information . . . (noting that [the] problem of graymail is not ‘limited to
instances of unscrupulous or questionable conduct by defendants since
wholly proper defense attempts to obtain or disclose classified information

may present the government with the same ‘disclose or dismiss’ dilemma”

13
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(©)

(d)

(citations to legislative history omitted). United States v. Hammoud, 381
F.3d 316, 338 (4™ Cir. 2004).

CIPA does not create any new evidentiary rules; in fact, CIPA relies on the

Federal Rules of Evidence (FRE) especially those governing relevancy.

Let’s review the FRE concerning relevant evidence.

(M)

(i)

(iii)

(iv)

FRE 401 contains the definition of the term relevant evidence:
evidence having any tendency to make the existence of any fact that is
of consequence to the determination of the action more probable that

it would be without the evidence.

FRE 402 states that relevant evidence is generally admissible and
irrelevant evidence is inadmissible.

FRE 403 penmits the judge to exclude relevant evidence on grounds
of prejudice, confusion or waste of time.

Teaching points: relevant evidence can be excluded; therefore,

relevant classified evidence can be excluded.

The relevance of classified information (that may or may not be
evidence in accordance with the FRE) under CIPA is determined as if
the information was not classified. “When determining the use,
relevance and admissibility of the proposed evidence, the court may
not take into account that the evidence is classified; relevance of
classified information in a given case is governed solely by the
standards set forth in the Federal Rules of Evidence.” United States
v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1326, n.2 (D.N.M. 2000).

Teaching Points: the students should be asked to explain in class
what the above quotation means in plain English. This is an

important concept that must be understood by the students; it means

14
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(e)

that the fact that the information is classified is not enough in itself to
resolve the issue of relevance or admissibility.

When evaluating classified information under FRE and CIPA, the court first

focuses on FRE relevancy standards, then focuses on the type of relevant

information that is useful to the defense strategy.

(1)

(i)

“Under CIPA, the court must use existing standards for determining
relevance and admissibility . . . The terms of this statute indicate that
evidence may be excluded under F.R.E. 401 as irrelevant. Evidence
may also be excluded under F.R.E. 403 as prejudicial, misleading,
and confusing . . . The fact that the information in question is
classified should not be considered when determining its
admissibility . . . Lopez-Lima bears the burden of showing the
admissibility of his section 5 information [of CIPA] .. .” United
States v. Lopez-Lima, 738 F. Supp. 1404, 1407 (S.D. Fla. 1990).

Teaching Points: the defendant must notify the prosecution under
section 5 of CIPA with some specificity of the classified information
that the defendant intends to use in his defense (see United States v.
Badia, 827 F.2d 1458, 1466 (11" Cir. 1987) (failure to comply
without justifiable reason means the defendant cannot raise “matters
at trial that should have been noticed pursuant to CIPA”).
Nonetheless, the defendant still has the obligation of convincing the
court that this information is admissible under the FRE.

“If the court determines that classified information is admissible
under section 6(a) [of CIPA), the government may move for
permission to substitute a summary or admission of relevant facts
under section 6(c)(1). The court must grant a section 6(c)(1) motion,
if it finds that the statement or summary will provide the defendant
with ‘substantially the same ability to make his defense as would
disclosure of the specific classified information.” Id., § 6(c)(1). Ifthe

section 6(c) motion is denied, the government can require the

15
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(iii)

defendant not disclose the classified information. Id., § 6(e)(1).
Then, the court must dismiss the indictment, unless the government
convinces the court that justice would not be served by the dismissal.
Id., § 6(c)(2).” United States v. Lopez-Lima, 738 F. Supp. at 1414.

Teaching Points: the government can protect admissible classified
evidence with unclassified substitutions or admissions of fact. The
court must be satisfied that they give the defendant “substantially the
same ability” to make his defense as would the classified information
itself.

“For the reasons articulated, the court concludes that Lopez-Lima’s
version of the events, if credited by the jury, establishes an
affirmative defense to the aircraft piracy charge against him and
negates the wrongful intent necessary to secure a conviction on that
charge. The classified information Lopez-Lima seeks to introduce
clearly is relevant to his defense, as it would tend to show that the
CIA sanctioned the hijacking or the he reasonably believed that it did.
Of course, while the classified information is relevant, it may not be
persuasive before ajury ... Notwithstanding, Lopez-Lima is entitled
to have a jury consider the theories and evidence that he marshals in
his defense . . . The court determines that Lopez-Lima is not
precluded by FR.E. 403 from introducing this classified
information.” United States v. Lopez-Lima, 738 F. Supp. at 1414.

Teaching Points: if the classified information itself is relevant
evidence, the government must produce it (this is the majonty
position; the minority position, discussed below, provides an
additional balancing test at this point). The court makes this decision
by focusing on the nature of the defendant’s defense. The
government also can punt, that is, the government can forgo the
prosecution or the parts of it that are related to the classified
information when the court finds that classified information is
relevant and material to the defense. United States v. Fernandez, 913
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®

F.2d 148, 164 (4" Cir. 1990) (“The district court acted within its
discretion in determining that the government’s attempt to exclude
evidence necessary to demonstrate this background [context of
defendant’s allegedly false statements], as well as its effort to require
the defendant to use abbreviated and lifeless substitutions for this
crucial evidence, would have deprived Fernandez of any real chance
to defend himself”).

For classified information that may be admissible, CIPA permits pre-trial, ex

parte, in camera review of classified information to determine its
admissibility. “CIPA creates a pretrial procedure for ruling upon the
admissibility of classified information.”  United States v. Klimavicius-
Viloria, 144 F.3d 1249, 1260 (9lh Cir. 1998); “The Classified Information

Procedures Act . . . provides for pretrial procedures to resolve questions of

admissibility of classified information in advance of its use in open court.”
United States v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1325 (D.N.W. 2000)

(1)

(ii)

The court may hold ex parte, in camera hearings with the
prosecution. Uhnited States v. Rezaq, 134 F.3d 1121, 1142 (D.C. Cir.
1998) (“The district court reviewed the United States’s proposed
substitutions, and concluded that they fairly stated the relevant
elements of the classified documents. The substitutions were then
disclosed to Rezaq’s attorney”).

The court also may hold ex parte, in camera hearings with the
defendant. United States v. Salah, 462 F. Supp. 2d 915,916 (N.D.Ill
2006) (“Although the government disputed the sufficiency of
Defendant’s notice, the Court need not address this issue because it
has held multiple hearings — including exparte, in camera hearings
with Defendant — providing Defendant with the opportunity to
explain what classified information he seeks to disclose and how such
information pertains to his case”).

17
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(&)

“Classified Information” defined.

M

(i)

(iii)

“The fundamental purpose of CIPA is to protect and restrict the
discovery of classified information in a way that does not impair the
defendant’s right to a fair trial . . . ‘Classified information’ is “any
information or material that has been determined by the United States
Government pursuant to Executive order, statute, or regulation, to
require protection against unauthorized disclosure for reasons of
national security and any restricted data, as defined in paragraphr. of
section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)).
The term ‘national security’ is defined in Section 1(b) of the Act as
‘the national defense and foreign relations of the United States.”
United States v. Scarfo, 180 F. Supp. 2d 572, 579-80 (D.N.J. 2001).

“Classified information is defined as including ‘information and
material’ subject to classification or otherwise requiring protection
from public disclosure. See 18 U.S.C. app. Il § 1. Thus, CIPA
applies to classified testimony as well as to classified documents . . .”
United States v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1326, n.1 (D.
N.M. 2000). “The information consisted of classified testimony
given during the suppression hearing in this case”). United States v.
Salah, 462 F. Supp. 2d 915, 916 (N.D. Il1. 2006).

Teaching Point: the term “classified information” is defined in
CIPA; case law makes clear the definition includes testimony. See
United States v. Marzook, 412 F. Supp. 2d 913 (N.D. Ill. 2006)
(Israeli intelligence personnel testified in a closed courtroom, using
pseudonyms, in pre-trial hearings under CIPA).

During ex parte, in camera review of the evidence, the judge cannot
exclude classified information that is exculpatory; exculpatory
evidence, in accordance with the Constitution, as interpreted in Brady
v. Maryland, 373 U.S. 83 (1963), must be provided to the defense.
This includes, of course, Giglio information. After approving the trial

18
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(iv)

judge’s CIPA rulings concerning Brady, the Seventh Circuit appellate
court went on to approve the trial court’s ruling in regard to Giglio
saying: “The court also found that the government’s proposed
unclassified summary was sufficient so as not to deprive Dumeisi of
any potential impeachment value that the information had under
Giglio v. United States, 405 U.S. 150 (1972).” United States v.
Dumeisi, 424 F.3d. 566, 577 (7 Cir. 2005)

Teaching Points: the students should be asked in class to explain
why this is so. The answer: under Brady/Giglio, it is a matter of
constitutionally required due process of law for the Government to
provide defendants with exculpatory evidence in the possession of the
Government.

If the classified information is not exculpatory, then the judge will
evaluate the relevancy of the information. In this regard, case law
holds that if the classified information is not at least “helpful to the
defendant,” then the Constitution does not require that it be disclosed
to the defendant.

If the classified information is not exculpatory and is helpful to the
defendant, but “not essential” to the defense, case law holds that the
judge may restrict discovery of this evidence by the defendant. In this
regard, Federal Rule of Criminal Procedure 16(d)(1) permits the judge
“for good cause, to deny, restrict or defer discovery or inspection.”
United States v. Mejia, 448 F. 3d 436, 457 (D.C. Cir. 2006).

a. “In order to determine whether the government must disclose
classified information, the court must determine whether the
information is ‘relevant and helpful to the defense of an accused’
. . . Under this test, information meets the standard for disclosure
‘only if there is a reasonable probability that, had the evidence
been disclosed to the defense, the result of the proceeding would
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have been different.”” United States v. Klimavicius-Viloria, 144
F.3d 1249, 1261 (9" Cir. 1998).

b. A minority of courts will apply a balancing test to relevant
classified evidence. That is, the court will balance the
government’s national security needs against the defense’s need
for classified information that is relevant under the FRE. “A
district court may balance a defendant’s need for information
against national security concerns when determining whether
information is discoverable.” United States v. Mohamed ,410F.
Supp. 2d 913,918 (S.D. Cal. 2005). The Fourth Circuit also will
also balance in this fashion: “Not all relevant evidence is
admissible at trial, however. Fed. R. Evid. 402. The government
argues that even if the evidence in question is relevant it should
be excluded under a privilege recognized by Roviaro v. United
States, 353 U.S. 53 (1957) (other citations omitted). We believe
that the district court committed an error of law in not applying
such a privilege before ruling the relevant classified information
admissible. United States v. Smith, 780 F.2d 1102, 1106-7, (4"
Cir. 1985).

Teaching Points: the student’s do not need to know this but the
instructor should. A minority of Circuits will exclude some
relevant evidence on the grounds that the defendant’s need for it
is counterbalanced by the Government’s need to protect the
classified information. The majority of courts will not do this.
United States v. Cardoen, 898 F. Supp. 1563, 1571 (S.D. Fla.
1995) (“Although the Eleventh Circuit has not addressed this
issue, it has been addressed in the Southern District of Florida. In
United States v. Lopez-Lima (citations omitted), the court, after
analyzing Eleventh Circuit precedent that bears on the issue,
declined to apply this additional balancing test . . . The Court
finds [the trial judge’s] reasoning persuasive and similarly
declines to adopt the additional Fourth Circuit balancing test in
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determining the relevance and admissibility of classified
information”).

. The weighing process can and does work against the defendant.

“Upon a thorough review of the documents and consideration of
Defendant’s need for the materials and confrontation rights, the
Court finds national security concerns substantially outweigh
Defendant’s need for the documents.” United States v. Mohamed,
410 F. Supp 2d. 913 (S.D. Cal. 2005).

. The weighing process can and does work against the prosecution.

«_.. The district court, after an in camera, exparte review of the
documents and a review of the alternative substitution with
deletions, ruled that the classified documents were material and
discoverable under Rule 16, and that the proposed alternative
substitutions with deletions was deficient and not acceptable . . .
We have examined the materials submitted in camera and agree
with the district court that they are relevant to the development of
apossible defense . . . The government’s proposed summaries of
the materials are inadequate. We find no abuse of discretion in
ordering full disclosure.” United States v. Clegg, 740 F.2d 16,
17 (9" Cir. 1984).

Teaching Points: the CIPA system is meant to be fair. The
defense can go too far in trying to introduce classified information

and the Government can go too far in trying to protect it:

(h) Some examples of how CIPA works.

M

“In its preparation for trial, the Government conducted a
comprehensive search of a number of federal agencies with
intelligence and national security functions and found classified
documents that contained potentially discoverable information.
Pursuant to section 4 of CIPA, Rule 16(d)(1) of the Federal Rules of
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(i)

Criminal Procedure and applicable case law, the Court authorized the
Government to file an ex parte, in camera motion for a protective
order regarding these classified. Subsequently, . . . the Government
submitted documents containing more classified materials and
requested that the Court make pretrial rulings limiting the defendant’s
access to classified documents it had come across in its review of the
federal agencies. As a result of the showing the Government made
for each of the three motions, the Court made the necessary findings
regarding the classified nature of the information and the likely
damage to the national security if the information were released and
issued the sealed protective orders of [dates issued]. Each of the three
protective orders authorized the Government to provide the defendant
with an unclassified substitute, thereby satisfying its discovery
obligations. In addition, [two of the] Orders concluded that some of
the classified information was non-discoverable and need not be
summarized in unclassified form for the defendant.” United States v.
Ressam 211 F. Supp. 2d 1252, 1256 (W.D. Wash. 2002)

Teaching Points: During the pretrial discovery process, under FRE
16, the government found documents that may be responsive to the
defendants’ discovery motions. This information was first filtered
through the judge, ex parte and in camera, where the judge made
appropriate rulings allowing substitutions in some instances and, in
others, ruling pretrial that some of the classified information that the
Government thought may be responsive to the defendant’s discovery
request was non-discoverable.

“ ..asaresult of [date] in camera, ex parte hearing, the Court is now
satisfied that the KLS [Key Logging System] was in fact classified as
defined by CIPA. The Court also concludes that under Section 4 and
6(c) of CIPA the government met its burden in showing that the
information sought by the Defendants constitutes classified
information touching upon national security concerns as defined in
CIPA. Moreover, it is the opinion of the Court that as a result of the
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(iii)

[date] hearing, the government presented to the Court’s satisfaction
proof that disclosure of the classified KLS information would cause
identifiable damage to the national security of the United States. The
Court is precluded from discussion this information in detail since it
remains classified.” United States v. Scarfo, 180 F. Supp. 2d 572,
580-81 (D.N.J. 2001).

“Further, upon comparing the specific classified information sought
and the government’s proposed unclassified summary, the Court finds
that the United States met its burden in showing that the summary in
the form of the Murch Affidavit would provide Scarfo with
substantially the same ability to make his defense as would disclosure
of the specific classified information regarding the KSL technique.
The Murch Affidavit explains, to a reasonable and sufficient degree
of specificity without disclosing the highly sensitive and classified
information, the operating features of the KLS. The Murch Affidavit
is more than sufficient and has provided ample information for the
Defendants to litigate this motion. Therefore, no further discovery
with regard to the KLS technique is necessary.” Id. at 581.

Teaching Points: this is a criminal case against local mob characters;
the FBI used a KLS to identify the keystrokes that encrypted the
illegal gambling racket’s entries. With the keystrokes identified, the
government was able to defeat their encryption system and decode the
entries for presentation as evidence. In this case, after some
hesitation, the judge found the KLS to be properly classified. Under
CIPA proceedings, the government was able to keep the exact details
of the KLS’s working system from being disclosed to the defense;
however, an acceptable substitution had to be provided so that the
defendants would be able to challenge the government’s method of

breaking Scarfo’s computer’s encryption system.

“The government has already produced 250 tape recorded

conversations, which have been declassified and which constitute the
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bulk of the information that the government intends to introduce in its
case in chief. It intends to produce tapes of approximately 100
additional declassified conversations. However, the government has
indicated that much of the remaining discoverable material required
to be turned over in this case constitutes ‘classified information’ . . .
The government has agreed to produce approximately 7000 reels of
audio tapes of conversations . . . These documents and tapes must be
produced to the defendants . . . to allow defendants . . . to review the
materials . . . in preparation for trial.” United States v. Musa 833 F.
Supp. 752, 753 (E.D. Mo. 1993).

“Here the defendants have simply argued that any restriction on their
use or dissemination of materials produced to them in discovery is
unconstitutional. They have provided no basis for this argument.
Rule 16(d) Fed. R. Crim. P., gives the Court broad discretion to
regulate discovery in criminal cases. In this case the defendants are
being provided with these tapes and logs, and the govemnment is not
attempting to avoid producing any of these materials by reason of
their classification status. The CIPA protective order provisions do
not restrict defendants’ fifth or sixth amendment rights, and the right
to a public trial is not infringed by the protective order sought here,
which simply prohibits unnecessary disclosure of classified
information provided to the defendant in discovery. A later
determination will be made, if necessary, regarding the use of
classified information at trial. Defendant’s general objections to the
issuance of a protective order will be overruled.” Id. at 754.

Teaching Points: this is a spin-off case from the Isa case; the
defendants are Abu Nidal terrorists who, of course, had no access to
classified information. Nonetheless, discovery under FRE 16 will get
defendants lots of classified information when the government must
use classified information in its case in chief. When this occurs, a
protective order is issued to prevent misuse of the classified
information by the defense.
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(LX7)E)

(d)  This works because of Scher v. United States, 305 U.S. 251 (1938) which
holds that the source of the LEA agent’s information is not important. The
legality of the agent’s actions depends not on what the agent was told but on
what the agent saw or overheard when he investigated.

© [P0®

3. |Non Responsive
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Fxlon Responsive

4. A special technique using Federal Rule of Criminal Procedure (FRCP)16(d)(1) and
CIPA.

(a) FRCP 16(d)(1) permits the court to deny discovery sought by a defendant.
CIPA allows the Government to present classified information to the court
ex parte, in camera for a decision whether the evidence is subject to
discovery. In accordance with Section 4 of CIPA, the Government may ask

the court to grant an ex parte, in camera proceeding concerning classified
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(b)

(©

(d)

information at which the Government will attempt to persuade the court that
the classified information is not discoverable in accordance with FRCP
16(d)(1). Two cases uphold using the combination of these statutory rules to

file ex parte, in camera proceedings in cases in which neither the prosecution

team nor the defense team are aware of classified information related to the

defendant that is the possession of the Government. United States v.
Innamorati, 996 F.2d 456, 487-88 (1* Cir. 1993) and United States v. Mejia,
488 F.3d 436, 453-459 (D.C. Cir. 2006).

In this circumstance, that is, where neither the prosecution team (including
investigators and assistants) nor the defense team (including investigators and
assistants) is aware of the classified information related to the defendant, a
special team of prosecutors, referred to as the Taint Review Team, handles
the CIPA litigation concerning the classified information. (A Taint Review
Team is used only in such extraordinary circumstances, which so far,
involved only drug law prosecutions. Normally, the prosecution team is well
aware of the classified information related to the case it is prosecuting;

therefore, normally, the prosecution team handles the CIPA proceedings).

The trial judge must make a decision that the classified information, even
though it relates to the defendant, is not discoverable. In order to be non-
discoverable, the information must not be Brady/Giglio information and it
further must not be “at least helpful” to the defendant. United States v. Meliji,
488 F.3d at 458. If the trial judge concludes that the classified information is
not at least helpful to the defendant, the judge will issue a protective order
and seal all the related classified material.

If the defendant is convicted, the sealed material will be forwarded to the
appellate court. This procedure is discussed in detail in Meiji. On appeal in
Meiji, the appellate court notified counsel for the prosecution and the defense
of the ex parte information in the court’s possession and asked for briefs from
both sides relevant to this circumstance. However, at this stage of the
appellate review, neither the prosecution team nor defense team were
provided with the classified information involved in the proceedings.
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(¢)  The Meiji appellate court ruled that the classified matenal was not
discoverable and that the briefs submitted by the prosecution team and the
defense team were not persuasive concerning their entitlement to review the
classified materials.

C. CONCLUSION.

While not the normal course of business, highly classified IC information is being used to assist LEAs in
their investigative activities. This class has outline four techniques involving CIPA[®YNE) |FISA and
a combination of FRCP 16(d)(1) and CIPA that permit this interaction. Case law sﬁpports each of these
undertakings. For example, |(P)X7)(E) is based on Supreme Court law dating back to 1938.

In order for these techniques to work properly the Government must ensure that there is a level playing
field between the prosecution and the defense at all times. The Government keeps close records of the
use of these techniques to ensure that it can be proved to judges and/or oversight personnel from
Congress or the administration that the defendant is was not unlawfully or unconstitutionally
disadvantaged by these techniques.
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BIRS Legal Instruction Objectives for Handling Sensitive Information — March 2010

Handling Sensitive Information

Legal Instruction Objectives

1. Your classes on the Federal Rules of Evidence (FRE), the Federal Rules of
Criminal Procedure (FRCP) and Intelligence Community/Law Enforcement
Authorities are applicable to this class. I suggest that you review your
workbooks, notes and especially the quizzes related to these classes.

2. Articulate that the Constitution, statutory authority and case law provide
defendants in a criminal case many rights including: open and public trial
proceedings, knowledge of the charges against; a right to obtain and call
witnesses; a right to obtain evidence and present documentary evidence;
representation by counsel; a right to confront witnesses and evidence
presented against the defendant.

3. At the end of this block of instruction the student will be able to do the
following on a written test without error:

a. Identify the four methods discussed in this class of combining
Intelligence Community (IC) information with law enforcement agency
(LEA) information for the benefit of LEA investigations.

b. Articulate that IC information is normally classified but that authority
exists to de-classify IC information for many purposes, including use in
criminal trials where this 1s necessary.

c. Articulate that the FRE and the FRCP contain enough flexibility to
permit a trial judge to limit or restrict discovery in criminal cases.
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BIRS Legal Instruction Objectives for Handling Sensitive Information - March 2010

~e. Method #2: Use CIPA. Articulate that the Classified Information
Procedures Act (CIPA) protects IC sources and methods. Identify
CIPA’s himitations in this regard (use the outline below).

i. Identify how the following terms or concepts work in CIPA
proceedings.

(1) Ex parte and in camera hearings.

(2) Exculpatory evidence.

(3) Judge-ordered disclosure/non-disclosure of classified
information.

a. Information that is “relevant and material” to
the defendant’s defense (or to the strategy of
the defense).

b. Authorized redaction of records.

c. Authorized substitution for information in
records: for example, putting some of the
information found in a classified cable into a
different format: a plain bond piece of paper).
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BIRS Legal Instruction Objectives for Handling Sensitive Information — March 2010

ii. Identify how the following terms or concepts are used to
balance the government’s right to protect classified
information.

(1) Articulate that the government does have a right and
duty to protect classified information.

(2) Articulate that in a CIPA proceeding in which 1C
collected information (classified information) 1s
relevant, the judge must decide what classified
information (of all of it that is relevant) is material to
the defense so that the defendant may fairly present a
defense to the charges (that is, the judge must
understand the defense counsel’s strategy or theory of
the defense in order to make these decisions).

(3) Articulate that the trial judge may decide that
classified information that is not needed by the
defendant to support the defense strategy is either
irrelevant or relevant but inadmissible (that is, the
judge decides that it is not material to the defense
strategy) in accordance with FRE 401-403.

(4) Articulate that FRE “relevance” concepts used in
conjunction with FRCP 16(d)(1) (Regulating
Discovery—DProtective and Modifying Orders) permit
a trial judge to limit a defendant’s ability to obtain
discovery of IC collected information (or for that
matter, discovery of information in general).
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BIRS Legal Instruction Objectives for Handling Sensitive Information — March 2010

(5)Describe why the government might decide to drop
“certain charges or all charges against a defendant
when it receives adverse decisions from a judge

during CIPA proceedings.

Non Responsive

Page 34



BIRS Legal Instruction Objectives for Handiing Sensitive [nformation — March 2010

g. Method #4: Use Parallel Construction. Articulate that the concept known
as “parallel construction” can shield information that might otherwise be
discoverable in circumstances where the IC and LEAs have focused on
the same individual or groups of individuals (use the outline below).

i Articulate that the concept of parailel construction can
protect IC collection efforts that are related to or are being
conducted against persons an LEA is investigating.

ii. Identify what the Taint Review Team does, how it does 1t
and why the Taint Review Team must do what it does.

iii. Articulate that FRE “relevance” concepts used in
conjunction with FRCP 16(d)(1) (Regulating Discovery—
Protective and Modifying Orders) permit a trial judge to
limit a defendant’s ability to obtain discovery of IC collected
information (or for that matter, discovery of information in
general).
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Handling Sensitive Source
Information:
A Level Playing Field

(b)(6) Senior Attorney

Legal Instruction Section (CCT)
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Differing Goals

e Law Enforcement:

— investigate and prosecute violations of U.S.
law;

— transparency = expectation is that everything
will eventually see the light of day, including
sources.
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Differing Goals

* Intelligence Community:
— collect information for policy makers;
— clandestine or covert;

— nof transparent = statutory obligation to protect
sources and methods.
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Outline

 Rules of Discovery

» (Classified Information Procedures Act

» Managing Discovery Risks
(0)(7)(E)
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Discovery

+ Defendant’s access to information.

» Level playing field.
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Types of Information that may be
Discoverable:

+ Anything used at trial (FRCP 16);

» Recorded statements of the defendant
(FRCP 16);

« Results of tests - medical, scientific, etc.
(FRCP 16);
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Types of Information that may be
Discoverable:

« Exculpatory information (Brady);
« Impeachment of witnesses (Giglio);

« Statements of witnesses (Jencks);
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Types of Information that may be
Discoverable:

« Illegally obtained evidence (18 U.S.C. §
3504) (especially electronic surveillance);

« Authentication (chain of custody);

» Affidavits.
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Real Life Case Situations

+ Think of the following case situations in
terms of a prosecution in the United States.

» Using the Discovery rules outlined in the
last few slides, see if you can discover any
problems the prosecution may encounter.

0
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Real Life Case Situation

* FYL

» Discovery rules apply to materials and/or
information in the hands of the United
States Government.
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Real Life Case Situation

« What problems:

— If this wire is running in our country?

— If this wire is running in a foreign country?

By a foreign LEA,
« By a foreign IC entity,

« Without a lawful authority.

Page 50
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Real Life Case Situation

» [fnot, other solutions include

— drop employee as witness
— seek disclosure of wire

— oppose discovery in court.....

Page 52
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“Relevant and material™

« Keep in mind that only that which is

relevant and material to the defense must be

disclosed. How can relevancy be
determined?

CIPA
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What is CIPA?

 Classified Information Procedures Act.

 Permits pre-trial, ex-parte, in camera
review of classified information to
determine relevancy.
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What’s Our Argument?

- Judge, the information is not exculpatory to
the defendant.

« And, otherwise, the interests of national
security outweigh the relevance of the
information to the defendant.

Page 55

19



Taint Review Team

(bXT)(E)

« The team looks for discoverable
information.

« This review team will handle the CIPA
litigation and related discovery issues.

29
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CIPA

+ Judge may issue a protective order:

— protecting the information from disclosure
during the discovery process, and

— precluding the defense from exploring those
issues at trial.

21
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CIPA

. Judéeémay determine that the playing field
is not level in which case the options are:

— disclose a redacted version;
— substitute a summary;

— stipulate to the fact.
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If all else fails....

« Judge may order full disclosure of the
information. In that case, we can

- — disclose the information (but remember Third
Party Rule)

-OR, ...
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If all else fails....

— structure the indictment around the information

» change time, charges, witness

— or dismiss the case (has happened only once).

Page 60
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See No Evil

» Other agency information is relevant to our
discovery obligations if we know or have
reason to know the information exists.

« Minimize the risk of exposure of that
information if we don’t know of it.
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Why does this work?

« Scherv. US, 305 U.S. 251 (1938). A
prohibition agent receives information, sets
up surveillance, and sees defendant
handling whiskey.

« At trial, the defense attorney asks the agent
how he came to be watching the defendant.

4
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The court held . . .

« The source of the information which
caused the defendant to be observed 1s
unimportant.

s And . ..
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The Court held . . .

o The legality of the agent’s action did
not depend on something told to the
agent . ..

» But did depend on what the agent saw
(heard) when he investigated.

36
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I.

IL

OBJECTIVES

INSTRUCTIONAL GOAL:

The most perplexing problem in combining the collection capabilities of the Intelligence
Community (IC) with the enforcement objectives of Law Enforcement Agencies (LEAs) is
using IC information in LEA investigations. This block of instruction will introduce students
to legally acceptable methodologies for handling this problem:.

INSTRUCTIONAL OBJECTIVES:

Based on the criteria presented in this block of instruction, the students will be able to
identify the primary methodology for protecting IC information that is shared with LEAs, that
is, the tips and leads paradigm known asWIn addition, the students will be able to
identify two statutes that enable sharing of such information in the courtroom and other
recent legislative enhancements for this purpose.
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ITEMS AND MATERIALS

A. ARTICLES: None.

B. AUDIOVISUAL AIDS: PowerPoint presentation; Overhead Projector, Screen.

C. HANDOUT MATERIALS: A list of cases broken down by issues raised in litigation.
D. OTHER: Students will be offered an opportunity to select articles

from a list maintained by the instructor that provide more
detailed information on subjects addressed in this block of
instruction. The instructor will photocopy and distribute
the articles to those requesting them.
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INSTRUCTOR MANUSCRIPT

Handling Sensitive Information
A. INTRODUCTION.
1. SELF-INTRODUCTION: Iam|(®)6) of the Legal Instruction Section, DEA Academy.

2. ATTENTION-GETTER/“GRABBER”: The defendant is a Central Intelligence Agency
(CIA) case officer who worked in counter-terrorism operations against Osama bin Laden and
the al Qaeda. He is on trial for passing CIA secrets, without authority, to a “friendly” foreign
government. The defendant case officer claims that classified cables and other records in the
CIA will help him prove he was authorized to share the information or at least will help him
raise a reasonable doubt about the prosecution’s allegation that he was not authorized to share
this information. In the alternative, the defendant claims that CIA operating procedures
outlined in manuals and other documents, all of which are highly classified, would
demonstrate that even if he had no explicit authority to release the information he shared,
established counter-terrorism operating procedures authorized him to do so. The defendant
asks the trial judge to order the CIA to turn over to the defense the relevant cables, records
and operating manuals. Does he get them?

3. NEEDS STATEMENT: This class introduces intelligence analysts to the use of IC
information in law enforcement investigations.

4. THESIS STATEMENT: The IC does not routinely work to help LEAs make their cases. The
reason for this is that the sources and methods of IC information must be protected from
disclosure for practical reasons and by law. Nonetheless, in many areas (counterterrorism
and counterespionage come to mind), the IC and LEAs work together for the common
objective of prosecuting wrongdoers. Our government has worked out a procedure
commonly referred to aso accommodate the sharing of IC information with LEAs.
In addition, there are several statutes that facilitate this sharing of IC information with LEAs.
Intelligence analysts need to be familiar with the workings of these procedures and statutes.

5. PREVIEW. This one or two-hour presentation will introduce the students to the basic
procedures for using IC information in prosecutions while at the same time protecting 1ts
sources and methods from disclosure in court.

B. BODY.

1. General. Introduce the procedure know as Remind them of (or depending on the
knowledge of the audience, introduce them to) the Classified Information Procedures Act
(CIPA), the Foreign Intelligence Surveillance Act (FISA) and recent amendments to law in
the PATRIOT ACT of 2001 that facilitate information sharing between the IC and LEAs.
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2. Body. Discuss the necessity and procedure for handling sensitive information.

a. The problem.

1.

The IC and LEAs have different goals. The key difference is that LEAs expect the
result of their work to be presented in open court, to be transparent. The IC hopes
this never happens to the work they perform.

LEAS and rules of discovery (the IC’s nemesis). Defendants are entitled to:

(a) Anything used at trial, Federal Rule of Criminal Procedure (FRCP) 16.
(b) Recorded statements of the defendant, FRCP 16.

(c) Results of tests — medical, scientific, etc., FRCP 16.

(d) Exculpatory information (Brady).

(e} Impeachment of witnesses (Giglio).

(H) Statements of witnesses (Jencks).

(g) lilegally obtained evidence (18 U.S.C. § 3504).

(h) Authentication (chain of custody).

(1) Affidavits.

What if some of this information is classified information in the hands of the IC?
(@) It does not matter; the defendant is entitled to it.

{b) Graymail = give up classified information or drop the case (or some of the
charges).

b. Solutions to the problem.

1.

The Classified Information Procedures Act (CIPA).

(a) Only relevant and material information is admissible. This is the first cut.

(b)  If the classified information is admissible, CIPA permits pre-trial, ex-
parte, in camera review of classified information before the defendant
sees 1t.

(©) The judge can weigh the interests of national security against the relevance
of the information to the defendant unless the information is exculpatory.

(d)  The prosecutor’s office sets up a taint review team. The prosecutor in the
case does not see all the classified information; instead, the taint review
team looks it over to separate out discoverable information.

(e) The review team, not the prosecutor, handles the CIPA hearing with the
trial judge.

H The trial judge makes independent decisions about what portions of the

Page 88



3]

4.

classified information, if any, is discoverable. He may issue an order:

(1) Protecting the information from disclosure.

(2)  Precluding the defense from exploring issues at trial.

(3) Requiring disclosure of the classified information.

(4) Disclosing a redacted version of the classified information.

(5) Substituting an unclassified summary of the classified information.
(6)  Approving a stipulation of fact.

(bX7)E)

(d)  This works because of Scher v. United States, 305 U.S. 251 (1938) which
holds that the source of the LEA agent’s information is not important. The
legality of the agent’s actions depends not on what the agent was told but
on what the agent saw or overheard when he investigated

© [ODE

Non Responsive

The PATRIOT Act of 2001.
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(a) The PATRIOT Act enhances our country’s ability to combat terrorism;
however, its provisions extend beyond investigating acts of terrorism.

(b)  The three major areas of the PATRIOT Act that enhance sharing of IC and
LEA information are:
(1)  Grand jury.
(2)  Title IL
(3)  FISA.

C. CONCLUSION.

While not the normal course of business, highly classified IC information can and is being used
to assist LEAs in their investigative activities. A process known asl(b)(7)(E) lsuppons this endeavor.

Based on Supreme Court law dating back to 1938

(b)(7XE)

In addition, CIPA and FISA facilitate the sharing of classified IC information with LEAs for
prosecutorial purposes in a manner that protects IC sources and methods. The PATRIOT Act of
2001 enhanced our capability to share information between the IC and LEAs in three areas: grand
jury, Title [T and FISA.

10
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LESSON PLAN
UPDATE and RE-CERTIFICATION 2009

Office of Chief Counsel
CCT

Lesson Plan Number: LIS 080
Lesson Plan Title: Handling Sensitive Information

This lesson plan accurately reflects both the content and methods of instruction, and
contains test questions as well as copies of all visual aids and/or handout material used
in the presentation of this class. | certify that:

X This lesson plan accurately reflects the contents of this course and has not changed
since its last update.

4 This is a revised lesson plan, and all revisions or updates to this previously approved
lesson plan have been typed in bold print.

a  All test questions associated with this lesson plan have been reviewed for accuracy
and are consistent with the content and goals of this block of instruction.
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4

workable methods of combining
IC & LEA information

for LEA benefit in trials.

What is the problem with
combining IC collection
efforts & LEA
investigations in US
courtrooms?

Some answers to this
question:
Constitutionally protected liberty
interests.

Discovery and due process of law
expressed in the FRCP & FRE.

And, Americans don’t like it!
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Overview, review

The Constitution is the
supreme law of the
land.

Overview, review

Judges control our
courtrooms & they
have discretion.

Qverview, review

The FRCP & FRE apply
to all prosecutions.
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Overview, review

The “Discovery” process in
criminal trials is a duty
imposed by the
Constitution, statutes and
case law,

Overview, review

Concepts of relevancy and
materiality manage the
introduction of evidence in
criminal trials; judges have
discretion in applying these
concepts.
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Discoverable Information:

= impeachment of witnesses [Giglio);

= Defendant’s statements [FRCP 16];

= Qther witness’ statements [Jenchs].

Discoverable Information:

= anything used at trial [FRCP 16];

= exculpatory information [Brady|;

“Relevant Evidence”

FRE 401 *. .. evidence having any
tendency to make the existence of
any fact that is of consequence to
the determination of the action
more probable or less probable
than it would be without the
evidence.”
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“Material evidence”

Materiality = “any fact that is of
consequence to the determination
of the action”

Also defined as . . .

“A reasonable man would attach
importance . ..”

“Information is material if it is
necessary to a determination”
of an issue.
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Materiality

“Materiality” is relevance 1+ . ..

that is, materiality adds additional
meaning to “a fact with any
tendency...”

FRE 402 = Relevant Evidence
Generally Admissible; Irrelevant
Evidence Inadmissible.

FRE 403 = Exclusion of Relevant
Evidence on Grounds of
Prejudice, Confusion, or Waste of

Time
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“Relevant and material
evidence”

Only evidence that is relevant and
material to the defense must be
disclosed to the defendant.

FRE 401- 403 and FRCP 16(d)(1)

FRCP 16(d)(1)

The judge has discretion to:

Deny, restrict, or defer discovery

This normally occurs pre-trial and
can occur ex parte and in camera . . .

7
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4 methods Americans
will accept (so far. . .)
to combine I1C & LEA
collection efforts and
trial of the defendant

(b)(7XE)

8
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(b)(7)(E)

Why does this work?

Scher v. US, 305 U.S. 251 (1938). A
prohibition agent receives a “tip,”
commences a surveillance and, as a
result, sees defendant handling
whiskey.

The court held that the source of the tip
which caused the defendant to be
observed is unimportant.

And. ..

13
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The legality of the agent’s actions did not
depend on something told to the agent

But did depend on what the agent
saw (heard) when he investigated.

(0)(7)E)

14
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Method #2

Use CIPA.

“CIPA was designed to establish
procedures to harmonize a
defendant’s right to obtain and
present exculpatory material upon
his trial and the government’s
right to protect classified material
in the national interest.” United
States v. Pappas, 94 F.3d. 795
(2nd Cir. 1996).

16
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Method #2

CIPA permits pre-trial, ex parte,
in camera review of classified
information to determine
relevancy.

Method #2

If classified information must be
part of the Gov. case, we use
CIPA to limit the damage to
S&M interests.

Method #2

If a defendant introduces classified
information into the case, the
defendant must notify the judge
and request a CIPA hearing.

17
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Method B2

In accordance with CIPA, the
defendant must proceed in this
manner or the classified
information the defendant wishes
to introduce can be excluded.

Method #2

CIPA helps to limit S&M damage,
but it must allow Brady material
and anything the judge, in the
judge’s discretion, says is
discoverable by the defendant.

Page 113
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Use Parallel

Method #4

Construction.

(b)T)E)

22
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Review Team.

Method #4

'We accomplish this by using a Taint

(b)(7)(E)

26
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(bX7)E)

“Relevant Evidence”

FRE 401 “. .. evidence having any
tendency to make the existence of
any fact that is of consequence 10
the determination of the action
more probable or less probable
than it would be without the
evidence.”

FRE 402 - relevant evidence generally
admissible . . . (meaning not all relevant
evidence, including classified evidence,
is admissible — we must convince the
judge); evidence that is not relevant is
not admissible.

FRE 403- “Although relevant, evidence
may be excluded if its probative value
is substantially outweighed by danger
of unfair prejudice, confusion of issues,
or misleading the jury, or by
considerations of undue delay, waste of
time, or needless presentation of
cumulative evidence.”

FRCP 16(d)(1)—“At any time the court
may, for good cause, deny, restrict, or
defer discovery or inspection, or grant
other appropriate relief. The court
may permit a party to show good cause
by a written statement that the court
will inspect ex parte. If reliefis
granted, the court must preserve the
entire text of the party’s statement
under seal.”
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SECTION 1

OBJECTIVES

A. OVERALL SUBJECT OBJECTIVES:

Handling sensitive information. The main problem with combining the collection
capabilities of the Intelligence Community (IC) (or other sensitive sources of information)
with law enforcement investigations is the high potential for disclosure of these sensitive
sources of information in our open, public trial system. This block of instruction will
introduce students to legally acceptable methodologies for managing the problem of
handling sensitive information.

B. LEGAL INSTRUCTION OBJECTIVES:

1. |(b)(7)(E)

2. Articulate that the Classified Information Protection Act and the Foreign Intelligence
Surveillance Act provide a means lawfully to limit the exposure of sensitive information
during public trials.

3. Articulate that the concept known as “parallel construction” can be used to shield
classified information that might otherwise be discoverable in a trial from the discovery
process at trial by using the Classified Information Protection Act and a “Taint Review
Team.”

Page 135



ITEMS AND MATERIALS

A. ARTICLES: None.

B. AUDIOVISUAL AIDS: PowerPoint presentation; requires a computer, a projection

device and a screen.
An easel and butcher block paper.
C. HANDOUT MATERIALS: Workbook for taking notes from PowerPoint slides.

D. OTHER: A Take-Home/Turn-in Quiz.
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SECTION II

INSTRUCTOR MANUSCRIPT

Handling Sensitive Information
A. INTRODUCTION.

1. SELF-INTRODUCTION: 1 am|(b)®) of the Legal Instruction Section, DEA Academy.

2. ATTENTION-GETTER/“GRABBER”: In previous classes we have discussed how the
Intelligence Community (IC) and federal law enforcement agencies (LEAs) can work together.
We have also discussed the new, post-9/11 national consensus concerning sharing information
between federal agencies, including sharing information between the IC and LEAs for the
purpose of prosecution. In this class we will discuss what happens when the new national
consensus concerning information sharing meets the American constitutional and statutory

requirements for an open and fair criminal trial.

3. NEEDS STATEMENT: This class introduces intelligence analysts to several tried and true ways

that IC information may be used in law enforcement investigations and prosecutions.

4. THESIS STATEMENT: The IC does not routinely work to help LEAs make their cases. The
reason for this is that the sources and methods that produce IC information must be protected
from disclosure for practical reasons (to help ensure our intelligence activities are effective) and
by law (federal statutes require the IC to protect its sources and methods). Nonetheless, in many
areas (counterterrorism and counterespionage come to mind), the IC and LEAs work together
with the understanding that one of their common objectives is to prosecute wrongdoers. Our
government has worked out procedures to accommodate the sharing of IC information with
LEAs for criminal investigations. Intelligence analysts need to be familiar with how these

procedures and statutes work.
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5. PREVIEW. This one or two-hour presentation will introduce the students to the fundamentals of
using IC information for LEA investigations and prosecutions in a manner that protects IC

sources and methods from disclosure in court.

B. BODY.

1. General. Introduce students to the procedure known as (OX7XE)  remind them of (or depending

on the knowledge of the audience, introduce them to) the Classified Information Procedures Act
(CIPA) and the Foreign Intelligence Surveillance Act (FISA). Demonstrate to them four special
techniques that allow some form of information sharing between the IC and LEAs when
prosecution is their common objective.

2. Body. Discuss the basic problem in using IC information in LEA investigations and four
solutions to this problem.

a. The problem.

1. The IC and LEAs have different goals. The key difference is that LEAs expect the
result of their work to be presented in open court, that is, LEAs expect the
information they collect to be transparent because much of it will be introduced in
court as part of the prosecution case against a defendant. The IC expects that the
product of its woks will not appear in court, that is, the IC’s objective is for its work
product is that it not be transparent.

2. Rules of discovery in criminal cases in federal courts (the IC’s nemesis). Defendants
are entitled to:

(a) Anything used at trial, Federal Rule of Criminal Procedure (FRCP) 16.
(b)  Oral, written or recorded statements of the defendant, FRCP 16.
(c) Results of tests — medical, scientific, etc., FRCP 16.

(d) Exculpatory information, Brady v. Maryland, 373 U.S. 83 (1963).
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(©)

Impeachment of witnesses, Giglio v. United States, 405 U.S. 150 (1972).

(f) Statements of witnesses, Jencks v. United States, 353 U.S. 657 (1957).
(g)  Illegally obtained evidence (18 U.S.C. § 3504).
(h)  Authentication (chain of custody).
3. What are the consequences for trial if some of the above described information is

classified information that 1s derived from IC collection efforts?

(a)

(b)

The defendant may be entitled to 1t no matter how highly classified it is; this
fact has given rise to a concept known as Graymail.

Graymail is the common term for a maneuver available to defendants who
have access to classified information due to the nature of their employment
(and are being prosecuted for criminal acts related to their employment) or
who obtain access to classified information via pretrial discovery motions. In
a graymail defense, the defendant forces the Government to either allow the
classified information to be presented by the defense in open court or to drop
the case (or the charges that are related to the classified information).

b. Some solutions to the problem.

1. The Classified Information Procedures Act (CIPA).

(@)

(b)

“CIPA was designed to establish procedures to harmonize a defendant’s right
to obtain and present exculpatory material upon his trial and the
government’s right to protect classified matenal in the national interest.”
United States v. Pappas, 94 F.3d. 795 (2™ Cir. 1996).

“CIPA was enacted in 1980 to combat the problem of ‘graymail,” an attempt
by a defendant to derail a criminal trial by threatening to disclose classified
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(©)

(d)

information . . . (noting that [the] problem of graymail is not ‘limited to

instances of unscrupulous or questionable conduct by defendants since

wholly proper defense attempts to obtain or disclose classified information

may present the government with the same “disclose or dismiss’ dilemma”

(citations to legislative history omitted). United States v. Hammoud, 381
F.3d 316, 338 (4" Cir. 2004).

CIPA does not creatc any new evidentiary rules; in fact, CIPA relies on the

Federal Rules of Evidence (FRE) especially those governing relevancy.

Let’s review the FRE conceming relevant evidence.

(@)

(i)

(iii)

(iv)

FRE 401 contains the definition of the term relevant evidence:
evidence having any tendency to make the existence of any fact that is
of consequence to the determination of the action more probable that

it would be without the evidence.

FRE 402 states that relevant evidence is generally admissible and

irrelevant evidence is inadmissible.

FRE 403 permits the judge to exclude relevant evidence on grounds
of prejudice, confusion or waste of time.

Teaching points: relevant evidence can be excluded; therefore,

relevant classified evidence can be excluded.

The relevance of classified information (that may or may not be
evidence in accordance with the FRE) under CIPA is determined as if
the information was not classified. “When determining the use,
relevance and admissibility of the proposed evidence, the court may
not take into account that the evidence is classified; relevance of
classified information in a given case is governed solely by the
standards set forth in the Federal Rules of Evidence.” United States
v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1326, n.2 (D.N.M. 2000).

10
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(¢)

Teaching Points: the students should be asked to explain in class what
the above quotation means in plain English. This is an important
concept that must be understood by the students; it means that the fact
that the information is classified is not enough in itself to resolve the

issue of relevance or admissibility.

When evaluating classified information under FRE and CIPA, the court first

focuses on FRE relevancy standards, then focuses on the type of relevant

information that 1s useful to the defense strategy.

®)

(it)

“Under CIPA, the court must use existing standards for determining
relevance and admissibility . . . The terms of this statute indicate that
evidence may be excluded under F.R.E. 401 as irrelevant. Evidence
may also be excluded under F.R.E. 403 as prejudicial, misleading,
and confusing . . . The fact that the information in question is
classified should not be considered when determining its
admissibility . . . Lopez-Lima bears the burden of showing the
admissibility of his section 5 information [of CIPA] .. .” United
States v. Lopez-Lima, 738 F. Supp. 1404, 1407 (S.D. Fla. 1990).

Teaching Points: the defendant must notify the prosecution under
section 5 of CIPA with some specificity of the classified information
that the defendant intends to use in his defense (see United States v.
Badia, 827 F.2d 1458, 1466 (11" Cir. 1987) (failure to comply
without justifiable reason means the defendant cannot raise “matters
at trial that should have been noticed pursuant to CIPA”).
Nonetheless, the defendant still has the obligation of convincing the
court that this information is admissible under the FRE.

“If the court determines that classified information is admissible
under section 6(a) [of CIPA], the government may move for
permission to substitute a summary or admission of relevant facts
under section 6(c)(1). The court must grant a section 6(c)(1) motion,

11
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(iii)

if it finds that the statement or summary will provide the defendant
with ‘substantially the same ability to make his defense as would
disclosure of the specific classified information.’ /d., § 6(c)(1). If the
section 6(c) motion is denied, the government can require the
defendant not disclose the classified information. 7d., § 6(e)(1).
Then, the court must dismiss the indictment, unless the government
convinces the court that justice would not be served by the dismissal.
Id., § 6(c)(2).” United States v. Lopez-Lima, 738 F. Supp. at 1414.

Teaching Points: the government can protect admissible classified
evidence with unclassified substitutions or admissions of fact. The
court must be satisfied that they give the defendant “substantially the
same ability” to make his defense as would the classified information
itself.

“For the reasons articulated, the court concludes that Lopez-Lima’s
version of the events, if credited by the jury, establishes an
affirmative defense to the aircraft piracy charge against him and
negates the wrongful intent necessary to secure a conviction on that
charge. The classified information Lopez-Lima seeks to introduce
clearly is relevant to his defense, as it would tend to show that the
CIA sanctioned the hijacking or the he reasonably believed that it did.
Of course, while the classified information is relevant, it may not be
persuasive before a jury . .. Notwithstanding, Lopez-Lima is entitled
to have a jury consider the theories and evidence that he marshals in
his defense . . . The court determines that Lopez-Lima is not
precluded by F.R.E. 403 from introducing this classified
information.” United States v. Lopez-Lima, 738 F. Supp. at 1414.

Teaching Points: if the classified information itself is relevant
evidence, the government must produce it (this is the majority
position; the minority position, discussed below, provides an
additional balancing test at this point). The court makes this decision
by focusing on the nature of the defendant’s defense. The

12

Page 146



®

government also can punt, that is, the government can forgo the
prosecution or the parts of it that are related to the classified
information when the court finds that classified information is
relevant and material to the defense. United States v. Fernandez, 913
F.2d 148, 164 (4™ Cir. 1990) (“The district court acted within its
discretion in determining that the govemment’s attempt to exclude
evidence necessary to demonstrate this background [context of
defendant’s allegedly false statements], as well as its effort to require
the defendant to use abbreviated and lifeless substitutions for this
crucial evidence, would have deprived Femandez of any real chance
to defend himself”).

For classified information that may be admissible, CIPA permits pre-trial, ex

parte, in camera teview of classified information to determine its

admissibility. “CIPA creates a pretrial procedure for ruling upon the

admissibility of classified information.”  United States v. Klimavicius-
Viloria, 144 F.3d 1249, 1260 (9™ Cir. 1998); “The Classified Information
Procedures Act . . . provides for pretrial procedures to resolve questions of

admissibility of classified information in advance of its use in open court.”
United States v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1325 (D.N.W. 2000)

(1)

(i)

The court may hold ex parte, in camera hearings with the
prosecution. Uhnited States v. Rezagq, 134 F.3d 1121, 1142 (D.C. Cir.
1998) (“The district court reviewed the United States’s proposed
substitutions, and concluded that they fairly stated the relevant
elements of the classified documents. The substitutions were then
disclosed to Rezaq’s attorney”).

The court also may hold ex parte, in camera hearings with the
defendant. United States v. Salah, 462 F. Supp. 2d 915,916 (N.D.1ll
2006) (“Although the government disputed the sufficiency of
Defendant’s notice, the Court need not address this issue because it
has held multiple hearings — including exparte, in camera hearings
with Defendant — providing Defendant with the opportunity to

13
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explain what classified information he seeks to disclose and how such
information pertains to his case”).

(g  “Classified Information” defined.

M

(i1)

(111)

“The fundamental purpose of CIPA is to protect and restrict the
discovery of classified information in a way that does not impair the
defendant’s right to a fair trial . . . ‘Classified information’ is ‘any
information or material that has been determined by the United States
Government pursuant to Executive order, statute, or regulation, to
require protection against unauthorized disclosure for reasons of
national security and any restricted data, as defined in paragraphr. of
section 11 of the Atomic Energy Act of 1954 (42 U.S.C. 2014(y)).
The term ‘national security’ is defined in Section 1(b) of the Act as
‘the national defense and foreign relations of the United States.
United States v. Scarfo, 180 F. Supp. 2d 572, 579-80 (D.N.J. 2001).

“Classified information is defined as including ‘information and
material’ subject to classification or otherwise requiring protection
from public disclosure. See 18 U.S.C. app. Il § 1. Thus, CIPA
applies to classified testimony as well as to classified documents. ..”
United States v. Wen Ho Lee, 90 F. Supp. 2d 1324, 1326, n.1 (D.
N.M. 2000). “The information consisted of classified testimony
given during the suppression hearing in this case”). United States v.
Salah, 462 F. Supp. 2d 915, 916 (N.D. Il1. 2006).

Teaching Point: the term “classified information” is defined in CIPA;
case law makes clear the definition includes testimony. See United
States v. Marzook, 412 F. Supp. 2d 913 (N.D. Ill. 2006) (Israeli
intelligence personnel testified in a closed courtroom, using

pseudonyms, in pre-trial hearings under CIPA).

During ex parte, in camera review of the evidence, the judge cannot

exclude classified information that is exculpatory; exculpatory

14
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(iv)

W)

evidence, in accordance with the Constitution, as interpreted in Brady
v. Maryland, 373 U.S. 83 (1963), must be provided to the defense.
This includes, of course, Giglio information. After approving the trial
judge’s CIPA rulings concerning Brady, the Seventh Circuit appellate
court went on to approve the trial court’s ruling in regard to Giglio
saying: “The court also found that the government’s proposed
unclassified summary was sufficient so as not to deprive Dumeisi of
any potential impeachment value that the information had under
Giglio v. United States, 405 U.S. 150 (1972).” United States v.
Dumeisi, 424 F.3d. 566, 577 (7 Cir. 2005)

Teaching Points: the students should be asked in class to explain why
this is so. The answer: under Brady/Giglio, it is a matter of
constitutionally required due process of law for the Government to
provide defendants with exculpatory evidence in the possession of the
Government.

If the classified information is not exculpatory, then the judge will
evaluate the relevancy of the information. In this regard, case law
holds that if the classified information is not at least “helpful to the
defendant,” then the Constitution does not require that it be disclosed
to the defendant.

If the classified information is not exculpatory and is helpful to the
defendant, but “not essential” to the defense, case law holds that the
judge may restrict discovery of this evidence by the defendant. In this
regard, Federal Rule of Criminal Procedure 16(d)(1) permits the judge
“for good cause, to deny, restrict or defer discovery or inspection.”
United States v. Mejia, 448 I. 3d 436, 457 (D.C. Cir. 2006).

a. “In order to determine whether the government must disclose
classified information, the court must determine whether the
information is ‘relevant and helpful to the defense of an accused’

.. . Under this test, information meets the standard for disclosure

15

Page 149



‘only if there 1s a reasonable probability that, had the evidence
been disclosed to the defense, the result of the proceeding would
have been different.”” United States v. Klimavicius-Viloria, 144
F.3d 1249, 1261 (9™ Cir. 1998).

17

b. A minority of courts will apply a balancing test to relevant
classified evidence. That is, the court will balance the
government’s national security needs against the defense’s need
for classified information that is relevant under the FRE. “A
district court may balance a defendant’s need for information
against national security concerns when determining whether
information is discoverable.” United States v. Mohamed ,410F.
Supp. 2d 913,918 (S.D. Cal. 2005). The Fourth Circuit also will
also balance in this fashion: “Not all relevant evidence is
admisstble at trial, however. Fed. R. Evid. 402. The government
argues that even if the evidence in question is relevant it should
be excluded under a privilege recognized by Roviaro v. United
States, 353 U.S. 53 (1957) (other citations omitted). We believe
that the district court committed an error of law in not applying
such a privilege before ruling the relevant classified information
admissible. United States v. Smith, 780 F.2d 1102, 1106-7, (4®
Cir. 1985).

Teaching Points: the student’s do not need to know this but the
mstructor should. A minority of Circuits will exclude some
relevant evidence on the grounds that the defendant’s need for it
1s counterbalanced by the Government’s need to protect the
classified information. The majority of courts will not do this.
United States v. Cardoen, 898 F. Supp. 1563, 1571 (S.D. Fla.
1995) (“Although the Eleventh Circuit has not addressed this
1ssue, it has been addressed in the Southern District of Florida. In
United States v. Lopez-Lima (citations omitted), the court, after
analyzing Eleventh Circuit precedent that bears on the issue,
declined to apply this additional balancing test . . . The Court

16
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finds [the trial judge’s] reasoning persuasive and similarly
declines to adopt the additional Fourth Circuit balancing test tn
determining the relevance and admissibility of classified

information”).

c. The weighing process can and does work against the defendant.
“Upon a thorough review of the documents and consideration of
Defendant’s need for the materials and confrontation rights, the
Court finds national security concerns substantially outweigh
Defendant’s need for the documents.” United States v. Mohamed,
410 F. Supp 2d. 913 (S.D. Cal. 2005).

d. The weighing process can and does work against the prosecution.
“. .. The district court, after an in camera, exparte review of the
documents and a review of the alternative substitution with
deletions, ruled that the classified documents were material and
discoverable under Rule 16, and that the proposed alternative
substitutions with deletions was deficient and not acceptable . . .
We have examined the materials submitted in camera and agree
with the district court that they are relevant to the development of
apossible defense . . . The government’s proposed summaries of
the materials are inadequate. We find no abuse of discretion in
ordering full disclosure.” United States v. Clegg, 740 F.2d 16,
17 (9™ Cir. 1984).

Teaching Points: the CIPA system is meant to be fair. The
defense can go too far in trying to introduce classified information
and the Government can go too far in trying to protect it.

(h)  Some examples of how CIPA works.

()

“In its preparation for trial, the Government conducted a
comprehensive search of a number of federal agencies with
intelligence and national security functions and found classified

17
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(i)

documents that contained potentially discoverable information.
Pursuant to section 4 of CIPA, Rule 16(d)(1) of the Federal Rules of
Criminal Procedure and applicable case law, the Court authorized the
Government to file an ex parte, in camera motion for a protective
order regarding these classified. Subsequently, . . . the Government
submitted documents containing more classified materials and
requested that the Court make pretrial rulings limiting the defendant’s
access to classified documents it had come across in its review of the
federal agencies. As a result of the showing the Government made
for each of the three motions, the Court made the necessary findings
regarding the classified nature of the information and the likely
damage to the national security if the information were released and
issued the sealed protective orders of [dates issued]. Each of the three
protective orders authorized the Government to provide the defendant
with an unclassified substitute, thereby satisfying its discovery
obligations. In addition, [two of the] Orders concluded that some of
the classified information was non-discoverable and need not be
summarized in unclassified form for the defendant.” Uhnited States v.
Ressam 211 F. Supp. 2d 1252, 1256 (W.D. Wash. 2002)

Teaching Points: During the pretrial discovery process, under FRE
16, the government found documents that may be responsive to the
defendants’ discovery motions. This information was first filtered
through the judge, ex parte and in camera, where the judge made
appropriate rulings allowing substitutions in some instances and, in
others, ruling pretrial that some of the classified information that the
Government thought may be responsive to the defendant’s discovery
request was non-discoverable.

“...asaresult of [date] in camera, ex parte hearing, the Court is now
satisfied that the KLS [Key Logging System] was in fact classified as
defined by CIPA. The Court also concludes that under Section 4 and
6(c) of CIPA the govemment met its burden in showing that the
information sought by the Defendants constitutes classified

18
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information touching upon national security concerns as defined in
CIPA. Moreover, it is the opinion of the Court that as a result of the
[date] hearing, the government presented to the Court’s satisfaction
proof that disclosure of the classified KIS information would cause
identifiable damage to the national security of the United States. The
Court is precluded from discussion this information in detail since it
remains classified.” United States v. Scarfo, 180 F. Supp. 2d 572,
580-81 (D.N.J. 2001).

“Further, upon comparing the specific classified information sought
and the government’s proposed unclassified summary, the Court finds
that the United States met its burden in showing that the summary in
the form of the Murch Affidavit would provide Scarfo with
substantially the same ability to make his defense as would disclosure
of the specific classified information regarding the KSL technique.
The Murch Affidavit explains, to a reasonable and sufficient degree
of specificity without disclosing the highly sensitive and classified
information, the operating features of the KL.S. The Murch Affidavit
is more than sufficient and has provided ample information for the
Defendants to litigate this motion. Therefore, no further discovery
with regard to the KLS technique is necessary.” /d. at 581.

Teaching Points: this is a criminal case against local mob characters;
the FBI used a KLS to identify the keystrokes that encrypted the
illegal gambhing racket’s entries. With the keystrokes identified, the
government was able to defeat their encryption system and decode the
entries for presentation as evidence. In this case, after some
hesitation, the judge found the KLS to be properly classified. Under
CIPA proceedings, the government was able to keep the exact details
of the KLS’s working system from being disclosed to the defense;
however, an acceptable substitution had to be provided so that the
defendants would be able to challenge the government’s method of
breaking Scarfo’s computer’s encryption system.

19

Page 153



(iii)

“The government has already produced 250 tape recorded
conversations, which have been declassified and which constitute the
bulk of the information that the government intends to introduce in its
case in chief. It intends to produce tapes of approximately 100
additional declassified conversations. However, the government has
indicated that much of the remaining discoverable material required
to be turned over in this case constitutes ‘classified information” . . .
The government has agreed to produce approximately 7000 reels of
audio tapes of conversations . . . These documents and tapes must be
produced to the defendants . . . to allow defendants . . . to review the
materials . . . in preparation for trial.” United States v. Musa 833 F.
Supp. 752, 753 (E.D. Mo. 1993).

“Here the defendants have simply argued that any restriction on their
use or dissemination of materials produced to them in discovery is
unconstitutional. They have provided no basis for this argument.
Rule 16(d) Fed. R. Crim. P., gives the Court broad discretion to
regulate discovery in criminal cases. In this case the defendants are
being provided with these tapes and logs, and the government is not
attempting to avoid producing any of these materials by reason of
their classification status. The CIPA protective order provisions do
not restrict defendants’ fifth or sixth amendment rights, and the right
to a public trial is not infringed by the protective order sought here,
which simply prohibits unnecessary disclosure of classified
information provided to the defendant in discovery. A later
determination will be made, if necessary, regarding the use of
classified information at trial. Defendant’s general objections to the
issuance of a protective order will be overruled.” Id. at 754.

Teaching Points: this i1s a spin-off case from the Isa case; the
defendants are Abu Nidal terrorists who, of course, had no access to
classified information. Nonetheless, discovery under FRE 16 will get
defendants lots of classified information when the government must
use classified information in its case in chief. When this occurs, a

20

Page 154



protective order is issued to prevent misuse of the classified
information by the defense.

(b)(7)E)

(d)  This works because of Scher v. United States, 305 U.S. 251 (1938) which
holds that the source of the LEA agent’s information is not important. The
legality of the agent’s actions depends not on what the agent was told but on
what the agent saw or overheard when he investigated.

(bX7)E)

()
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4. A special technique using Federal Rule of Criminal Procedure (FRCP)16(d)(1) and

CIPA.

(@)

(b)

(©)

FRCP 16(d)(1) permits the court to deny discovery sought by a defendant.
CIPA allows the Government to present classified information to the court
ex parte, in camera for a decision whether the evidence is subject to
discovery. In accordance with Section 4 of CIPA, the Government may ask
the court to grant an ex parte, in camera proceeding concerning classified
information at which the Government will attempt to persuade the court that
the classified information is not discoverable in accordance with FRCP
16(d)(1). Two cases uphold using the combination of these statutory rules to

file ex parte, in camera proceedings in cases in which neither the prosecution

team nor the defense team are aware of classified information related to the

defendant that is the possession of the Govemment. United States V.
Innamorati, 996 F.2d 456, 487-88 (1* Cir. 1993) and United States v. Mejia,
488 F.3d 436, 453-459 (D.C. Cir. 2006).

In this circumstance, that is, where neither the prosecution team (including
investigators and assistants) nor the defense team (including Investigators and
assistants) is aware of the classified information related to the defendant, a
special team of prosecutors, referred to as the Taint Review Team, handles the
CIPA litigation concerning the classified information. (A Taint Review
Team is used only in such extraordinary circumstances, which so far,
involved only drug law prosecutions. Normally, the prosecution team is well
aware of the classified information related to the case it is prosecuting;
therefore, normally, the prosecution team handles the CIPA proceedings).

The trial judge must make a decision that the classified information, even
though it relates to the defendant, is not discoverable. In order to be non-
discoverable, the information must not be Brady/Giglio information and it
further must not be “at least helpful” to the defendant. United States v. Meiji,
488 F.3d at 458. If the trial judge concludes that the classified information is
not at least helpful to the defendant, the judge will issue a protective order
and seal all the refated classified material.
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C. CONCLUSION.

(d)

(e)

If the defendant 1s convicted, the sealed material will be forwarded to the
appellate court. This procedure is discussed in detail in Meiji. On appeal in
Meiji, the appellate court notified counsel for the prosecution and the defense
of the ex parte information in the court’s possession and asked for briefs from
both sides relevant to this circumstance. However, at this stage of the
appellate review, neither the prosecution team nor defense team were

provided with the classified information involved in the proceedings.

The Meiji appellate court ruled that the classified material was not
discoverable and that the briefs submitted by the prosecution team and the
defense team were not persuasive concerning their entitlement to review the
classified materials.

While not the normal course of business, highly classified IC information is being used to assist LEAs in
their investigative activities. This class has outline four techniques involving CIPA FISA and
a combination of FRCP 16(d)(1) and CIPA that permit this interaction, knowa as parallel construction.

Case law supports each of these undertakings. For examplc,Fb)(7)(E) Jis based on Supreme
Court law dating back to 1938.

In order for these techniques to work properly the Government must ensure that there is a level playing

field between the prosecution and the defense at all times. The Government keeps close records of the

use of these techniques to ensure that it can be proved to judges and/or oversight personnel from

Congress or the administration that the defendant is was not unlawfully or unconstitutionally

disadvantaged by these techniques.
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Legal Instruction Objectives

At the end of this block of instruction the student will be able to do the
following on a written test without error:

(bX7)E)

2. Articulate that the Classified Information Protection Act and the
Foreign Intelligence Surveillance Act provide a means lawfully to
limit the exposure of sensitive information during public trials.

3. Articulate that the concept known as “parallel construction” can
be used to shield classified information that might otherwise be
discoverable in a trial from the discovery process at trial by using
the Classified Information Protection Act and a “Taint Review
Team.”
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workable methods of combining
IC & LEA information

for LEA benefit in trials.

What is the problem with
combining IC collection
efforts & LEA
investigations in US
courtrooms?

Some answers to this
question:

Constitutionally protected liberty
interests.

Discovery and due process of law
expressed in the FRCP & FRE.

And, Americans don’t like it!
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Qverview, review

The Constitution is the
supreme law of the
fand.

Overview, review

Judges control our
courtrooms & they
have discretion.

Overview, review

The FRCP & FRE apply
to all prosecutions.
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Overview, review

The “Discovery” process in
criminal trials is a duty
imposed by the
Constitution, statutes and

~case law.

Overview, review

Concepts of relevancy and
materiality manage the
introduction of evidence in
criminal trials; judges have
discretion in applying these
concepts.
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Discoverable Information:

= impeachment of witnesses [Giglio);
= Defendant’s statements [FRCP 16];

= Qther witness’ statements [Jencks].

Discoverable Information:

= anything used at trial [FRCP 16];

= exculpatory information [Brady];

“Relevant Evidence”

FRE 401 “... evidence having any
tendency to make the existence of
any fact that is of consequence to
the determination of the action
more probable or less probable
than it would be without the
evidence.”
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“Material evidence”

Materiality = “any fact that is of

consequence to the determination
of the action”

Also defined as . . .

“A reasonable man would attach
importance . ..”

“Information is material if it is

necessary to a determination”
of an issue.
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Materiality

“Materiality” is relevance + . . .

that is, materiality adds additiohal
meaning to “a fact with any
tendency...”

FRE 402 = Relevant Evidence
Generally Admissible; Irrelevant
Evidence Inadmissible.

FRE 403 = Exclusion of Relevant
Evidence on Grounds of
Prejudice, Confusion, or Waste of

Time
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“Relevant and material
evidence”

Only evidence that is relevant and
material to the defense must be
disclosed to the defendant.

* FRE 401- 403 and FRCP 16(d)(1)

FRCP 16(d)(1)

The judge has discretion to:

Deny, restrict, or defer discovery

This normally occurs pre-trial and

can occur ex parte and in camera ...
|
|
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4 methods Americans
will accept (so far...)

- to combine IC & LEA

collection efforts and
trial of the defendant

(0)(7)E)
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(b)T)E)

Why does this work?

Scher v. US, 305 U.S. 251 (1938). A
prohibition agent receives a “tip,”
commences a surveillance and, as a
result, sees defendant handling
whiskey.

The court held that the source of the.tip
which caused the defendant to be
observed is unimportant.

And. ..
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The legality of the agent’s actions did not
depend on something told to the agent

But did depend on what the agent
saw (heard) when he investigated.

(O)(7)E)
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Method #2

Use CIPA.

“CIPA was designed to establish
procedures to harmonize a
defendant’s right to obtain and
present exculpatory material upon
his trial and the government’s
right to protect classified material
in the national interest.” United
States v. Pappas, 94 F.3d. 795
(2nd Cir. 1996).

Page 177°



Method #2

CIPA permits pre-trial, ex parte,
in camera review of classified
information to determine
relevancy.

Method #2

If classified information must be
part of the Gov. case, we use
CIPA to limit the damage to
S&M interests.

Method #2

If a defendant introduces classified
information into the case, the
defendant must notify the judge
and request a CIPA hearing.
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Method #2

In accordance with CIPA, the
defendant must proceed in this
manner or the classified
information the defendant wishes
to introduce can be excluded.

Method %2

CIPA helps to limit S&M damage,
but it must allow Brady material
and anything the judge, in the
judge’s discretion, says is
discoverable by the defendant.
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Use Parallel

Method #4

Construction.

[)T)E)
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Method #4

We accomplish this by using a Taint
~ Review Team.

(0)(7)E)
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(b)(7)E)

- “Relevant Evidence”

FRE 401 “. .. evidence having any FRE 402 — relevant evidence generally
tendency to make the existence of admissible . . . (meaning not all relevant
any fact th?t xs.ofconsequen.ce to evidence, including classified evidence,
the determination of the action . . X

is admissible — we must convince the

e probable or less probable )
g:(;; igwould be witho?xt the judge); evidence that is not relevant is
not admissible.

evidence.”
B
r ]
FRCP 16(d)(1)—“At any time the court
. may, for good cause, deny, restrict, or
FRE 403- “Although relevant, evidence defer discovery or inspection, or grant
may be excluded if its probative value other appropriate relief. The court
is substantially outweighed by danger may permit a party to show good cause
of unfair prejudice, confusion ofissues, by a written statement that the court
or misleading the jury, or by will inspect ex parte. If relief is
considerations of undue delay, waste of granted, the court must preserve the
time, or needless presentation of entice text of the party’s statement
cumulative evidence.” under seal.”
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Handling Sensitive
Information

This is a place-holder slide.
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-

workable methods of combining
IC & LEA information

for LEA benefit in trials.

This class illustrates an aggressive use of law enforcement authorities. It
employs aspects of your classes on Federal Rules of Evidence (FRE), Federal
Rules of Criminal Procedure (FRCP) and Brady/Giglio.

In this class I will outline four methods of combining IC and LEA information
for the benefit of LEAs at trial.
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What is the problem with
combining IC collection
efforts & LEA
investigations in US
courtrooms?

This 1s a place-holder slide that asks the question presented for the students to
answer,
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Some answers to this
question:

Constitutionally protected liberty
interests.

Discovery and due process of law
expressed in the FRCP & FRE.

And, Americans don’t like it!

This slide gives some acceptable answers. The last answer, Americans do not
like it, is a reminder that we in law enforcement work in fish bowl. That 1s,
even though we seek to protect our citizens, generally, we can only use
techniques to achieve that objective, which are acceptable to our citizens.
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Overview, review

The Constitution is the

supreme law of the
land.

L

Now, let’s take a quick review of law with which you are familiar from this
course. This 1s our supreme law; we cannot violate it.
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have discretion.

Overview, review

Judges control our
courtrooms & they

)

You will remember from both our FRE and FRCP classes that judges control
what happens in the courtroom and that they have broad discretion.
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Overview, review

The FRCP & FRE apply
to all prosecutions.

These rules are law; in our prosecutions, where we are going to use IC

information, these rules still apply. In this sense, there is nothing special about
IC information.
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Overview, review

The “Discovery” process in
criminal trials is a duty
imposed by the
Constitution, statutes and
case law.

That brings us to pre-trial discovery in criminal trials. You will recall that one
of the reasons for pre-trial discovery is to make sure the defense has a good
idea of the strength of the government’s evidence. As required by the
Constitution, our statutes and case law, we cannot hide the ball from the
defense in pre-trial discovery. Thus, if we are going to use IC information
somehow, in accordance with these rules we will expose the existence of IC
collection activities.
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Overview, review

Concepts of relevancy and
materiality manage the
introduction of evidence in
criminal trials; judges have
discretion in applying these
concepts.

This is a place-holder slide designed to alert the students that we will spend
class time on relevancy and materiality, matters addressed in previous classes
as well as the fact of a trial judge’s discretion in making decisions about
relevancy and materiality,

’

As you will see going forward, we will turn in this class to the Judge’s
discretion to make our case that that which we do not want to do, if it can be
helped, that is, expose IC sources and methods in open court, can be
accomplished without offending our Constitution, statutes or case law.
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Discoverable Information:

= impeachment of witnesses |Giglio];

= Defendant’s statements [FRCP 16];

= Other witness’ statements [Jencks)].

Continuing our review, let’s recall that Giglio requires us to turn over
information from whatever source that can be used to impeach our witnesses.

The defendant’s statements in the government’s possession are discoverable
according to FRCP 16.

Another statute, one we have not discussed but that also requires discovery,
mandates that the government give to the defense, around the time of any
witness’ testimony, statements that witness has made to the government.
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= anything used at trial [FRCP 16];

= exculpatory information [Brady);

Discoverable Information:

Of course, anything we intend to use at trial is discoverable and examination
of it must be allowed in pre-trial discovery.

Brady commands us to turn over exculpatory evidence from any source known

to us; not to put too fine a point on it, this includes exculpatory evidence
known to us that is in the possession of the IC.
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“Relevant Evidence”

FRE 401 “. .. evidence having any
tendency to make the existence of
any fact that is of consequence to
the determination of the action
more probable or less probable
than it would be without the
evidence.”

]

This slide you have seen before—here it is again. This is important! Thus,
information in the IC that equates to evidence in a criminal case having any
tendency to make the existence of a fact of consequence more or less probable
is relevant. You can see that unless we are unconcerned with exposing sources
and methods in criminal trials, we in law enforcement will not easily be able to
work closely with the IC (and the IC will not want to work closely with us for
the same reason).
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“Material evidence”

Materiality = “any fact that is of
consequence to the determination
of the action.”

Also defined as . . .

L

Materiality is a legal concept that says, basically, this evidence is certainly
relevant, and it is particularly so. The meaning for us in this class is that
material evidence is something a judge would not be able to exclude to the
defense in a criminal case.

[ have taken some quotes from case law to help you understand the concept of
materiality; this is one, a “fact of consequence to the determination of the
action.”
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importance . ..”

“Material evidence”

“A reasonable man would attach

Here is another = “a reasonable man would attach importance” to this

evidence.
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“Material evidence”

“Information is material if it is

necessary to a determination”
of an issue.

Necessary information is material information. You can see the law works
with words. We are getting at something here.
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Materiality

“Materiality” is relevance + . . .

that is, materiality adds additional
meaning to “a fact with any
tendency ...”

Materiality can be defined as relevancy plus. For our purposes, once some
evidence becomes material to a criminal case, a judge will have a very

difficult excluding it from the case by use of the judge’s discretion under our
FRE or FRCP.
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FRE 402 = Relevant Evidence
Generally Admissible; Irrelevant
Evidence Inadmissible.

A quick review of relevancy: relevant evidence is generally admissible;
irrelevant evidence is inadmissible.
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FRE 403 = Exclusion of Relevant
Evidence on Grounds of

Prejudice, Confusion, or Waste of
Time

Relevant evidence can be excluded on grounds of prejudice, confusion or
waste of time = the judge decides = judge’s discretion.
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“Relevant and material
evidence”

Only evidence that is relevant and
material to the defense must be
disclosed to the defendant.

FRE 401- 403 and FRCP 16(d)(1)

Push comes to shove! If we are aware of IC association with criminal case, we
may attempt to protect the IC’s sources and methods by arguing to the judge
that any information/evidence in IC files is not relevant, or if relevant is not
material, to the defense. Therefore, in the Judge’s discretion, it need not be
provided to the defense.

Note that what we are trying to do here is to protect IC sources and methods;
we can do this if they peripheral to the case, that is, not important to the case.
We cannot do this when IC sources and methods are essential to the case, for
example, when the defendant is a member of our CIA who is on trial for
espionage.
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FRCP 16(d)(1)

The judge has discretion to:

Deny, restrict, or defer discovery

This normally occurs pre-trial and
can occur ex parte and in camera . . .

Let’s recall FRCP 16(d)(1), which I highlighted for you in your FRE/FRCP
workbook. FRCP 16 is our main discovery rule; FRCP 16(d)(1) allows
discretion to trial judges to deny, restrict or defer discovery. If we are dealing
with IC information then we will use this rule pre-trial in those extraordinary
hearings known as ex parte/in camera hearings. That 1s, with the judge alone
and elsewhere than in the courtroom, usually in the Jjudge’s chambers, and
with the other side of the case, the defendant and his/her counsel, excluded, the
Government will argue to the judge that the IC information should or can be
excluded.

The defense, as well as the prosecution, is entitled to have ex parte and in
camera hearings when necessary. This is especially true when the defense
wants to introduce classified information as part of its attack on the
Government’s evidence.
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4 methods Americans
will accept (so far. . .)
to combine IC & LEA
collection efforts and
trial of the defendant

This 1s a place-holder slide to announce the remainder of the class: we will
discuss four methods that allow the combination of IC and LEA collection
efforts in a given criminal case WITHOUT NECESSARILY EXPOSING
IC SOURCES AND METHODS.
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1. [®XTXE)

2. Use CIPA.

3. Use FISA.

4. Use Parallel Construction.

This 1s a place-holder slide. These are the four methods.
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Why does this work?

Scher v. United States, 305 U.S. 251
(1938). A prohibition agent receives a
“tip,” commences a surveillance and, as
a result, sees defendant handling
whiskey.

This works because this Supreme Court decision, a case involving a tip that
led a revenue agent to conduct surveillance in a certain location where he saw
the defendant handling contraband whiskey, blocks defense discovery of the
reason why the agent was so positioned as to see the illegal behavior,
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The court held that the source of the tip
which caused the defendant to be
observed is unimportant.

And ...

The Supreme Court said the defendant had no discovery right to learn of the

source of the tip, the source was unimportant (not relevant) to the reason the
law enforcement officer acted as he did.
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The legality of the agent’s actions did not
depend on something told to the agent

But did depend on what the agent
saw (heard) when he investigated.

|

The legality of the agent’s actions did not depend on what he was told but on
what he saw or heard when he investigated.
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Use CIPA.

Method #2

This is a place-holder slide announcing the next method to be discussed.
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“CIPA was designed to establish
procedures to harmonize a
defendant’s right to obtain and
present exculpatory material upon
his trial and the government’s
right to protect classified material
in the national interest.” United
States v. Pappas, 94 F.3d. 795
(2nd Cir. 1996).

This shide is meant for the students to read to themselves; discussion follows if
they have questions. The instructor alerts the students to the wording that says

the government has a right to protect classified information from disclosure in
criminal trials.
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information to determine
relevancy.

Method #2

CIPA permits pre-trial, ex parte,
in camera review of classified

This is a place-holder slide reminding the students of information with which

they should be familiar.
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Method #2

If classified information must be
part of the Gov. case, we use
CIPA to limit the damage to
S&M interests.

This slide also reminds students of information they already have been
exposed to but which they may not have realized = if we, the government,
need to introduce classified information we will have to plan ahead because
there are going to be lengthy pre-trial hearings to protect as much of the IC’s
sources and methods of collecting this information as we can.
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Method #2

If a defendant introduces classified
information into the case, the
defendant must notify the judge
and request a CIPA hearing.

Now the other side of the coin; there are cases where the defense wants to
introduce classified information, that is, expose classified information in a
public trial. The government has a right to try to protect as much of the
sources and methods of collection and the classified information itself as it
can. Thus, in this circumstance, the defense must ask for ex parte/in camera
hearings in order to apprise the trial Judge of this information and to get the
judge’s rulings under CIPA. Once the Judge has agreed with the defense that
classified information is relevant and material, then the Government will be
informed that the defense will be allowed to introduce this evidence. The
Government then has further decisions to make including to decline the
prosecution or to request the judge to make certain other rulings permitted by
CIPA to protect the IC’s sources and methods (without, of course,
disadvantaging the defense’s case).
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Method #2

In accordance with CIPA, the
defendant must proceed in this
manner or the classified
information the defendant wishes
to introduce can be excluded.

And, if the defense does not do this, the defense/defendant can be prevented
from introducing this information.
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Method #2

CIPA helps to limit S&M damage,
but it must allow Brady material
and anything the judge, in the
judge’s discretion, says is
discoverable by the defendant.

This slide serves to announce another concept that the students should have
realized but may not have. That is, we cannot use CIPA to exclude Brady
information held by the IC because the Constitution, according to the Supreme
Court, requires it to be disclosed to the defense.

This slide also serves to remind the students that the Judge’s discretion can
work against us—we may have a brilliant argument as to why certain
information is not material to the defense and thus may be excluded. The
Judge may disagree and order that the information is discoverable.
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Method #4

Use Parallel
Construction.

This is a place-holder slide announcing the fourth method to be discussed in
this class.
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Method #4

We accomplish this by using a Taint
Review Team.

How do we do this? We use a Taint Review Team.
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Method #4

What’s our argument?

That is, while there is some relevance to
the information for the defendant, it is

not material to the defense or defense
strategy.

This is a place-holder slide reminding the students that material information is
discoverable while information that is only relevant may not be discoverable.
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“Relevant Evidence” )

FRE 401 . . . evidence having any
tendency to make the existence of
any fact that is of consequence to
the determination of the action
more probable or less probable
than it would be without the

| evidence.”

Thus is a place-holder slide re-emphasizing what has just been emphasized.
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FRE 402 — relevant evidence generally
admissible . . . (meaning not all relevant
evidence, including classified evidence,
is admissible — we must convince the
judge); evidence that is not relevant is
not admissible.

This 1s a place-holder slide re-emphasizing what has just been emphasized.
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'FRE 403- “Although relevant, evidence
may be excluded if its probative value
is substantially outweighed by danger
of unfair prejudice, confusion of issues,
or misleading the jury, or by

time, or needless presentation of
cumulative evidence.”

considerations of undue delay, waste of |

Thas is a place-holder slide re-emphasizing what has just been emphasized.
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FRCP 16(d)(1)—“At any time the court
may, for good cause, deny, restrict, or
defer discovery or inspection, or grant
other appropriate relief. The court
may permit a party to show good cause
by a written statement that the court
will inspect ex parte. If relief is
granted, the court must preserve the
entire text of the party’s statement
under seal.”

This is a place-holder slide re-emphasizing what has just been emphasized.

A final point to be made is that the judge, when ruling in our favor, causes all
his/her rulings and the information examined, including the Taint Review
Team’s arguments to the judge, to be part of the appellate record for review.
Thus, on appeal, if there is one, the appellate judges will review these
decisions by trial judge. This is also done ex parte and in camera in the
appellate court. In this circumstance, neither the defense team nor the
prosecution team on appeal will be allowed to see this information, although
they will be invited to make appellate arguments that the process is unfair,
unconstitutional etc.

One can see that this presents quite a problem for these lawyers. Nonetheless,

this is the way this matter is handled. You can see that if this works as the
Government hopes it will, the sources and methods of the IC are fairly well
protected throughout the trial and appeal or appeals of this case.
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Title of Instruction: (b)(7)E)
Time Allotted: 60 Minutes
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RO Agents (part of larger day-lang agenda)
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INSTRUCTIONAL GOAL: Provide attendee with information necessary to
understand legal issues involved inmafﬁc stops and advise of significant
recent Supreme Court decisions that may be implicated in such stops. Instruct
attendee to consult respective legal advisors and/or Division Counsel regarding
application of recent Supreme Court decisions to pending investigations.

INSTRUCTIONAL OBJECTIVES: Based upon the information presented in this
lesson, the student will:

(bX7)(E)

5. Gain an understanding of some recent U.S. Supreme Court decisions that
are likely to be implicated in such traffic stops.

COURSE MANUSCRIPT (OUTLINE AND/OR POWERPOINT):
See attached
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llinois v. Caballes, 543 U.S. 405, 410 (2005)

Scott v. United States, 436 U.S. 128, 138 (1978)

Whren v. United States, 517 U.S. 806, 813 (1996)

State v. Bute, 250 Ga.App. 479, 480 (2001)
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TRAFFIC or[®P7® BNE
STOPS

[6)6)

Atlanta Division Counsel

(bX)T)(E)
Disclaimers

= Limited Case Analysis

= Not Comprehensive Analysis of Law re
Highway Stops

= Focus on Recent Federal Rulings

m Federal v. State Law

= Proper Sources of Comprehensive
Training

(b)(T)(E) (b)(7)E)
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(b)(7)E)

Legal Justification

10)(7)E) |

= “We think these cases foreclose any
argument that the constitutional
reasonableness of traffic stops
depends on the actual motivations
of the individual officers involved...
Subjective intentions play no role in
ordinary, probable-cause Fourth
Amendment analyses.”

Whren v. United States

517 U.S. 806, 813 (1996)

Officer’s State of Mind:
Scott v. United States

= “We have since held that the fact
that the officer does not have the
state of mind which is hypothecated
by the reasons which provide the
legal justification for the officer’s
action does not invalidate the action
taken as long as the circumstances,
viewed objectively, justify that
action.” Scottv. United States

436 U.S. 128, 138 (1978)

GEORGIA CASE LAW

“Where the officer observes the violation of
a traffic law, the resulting stop is not
pretextual.” State v. Bute, 250 Ga.App.
479, 480 (2001) (citing Whren).

(bXT)E)
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(b)(7)(E)

Significant Federal Case
Law Developments

Pat-down of Passenger

Arizona v. Johnson
129 S.Ct. 781, 784 (2009)

*_in a traffic stop setting, the first 7erry condition —a
lawful investigatory stop — is met whenever it is lawful
for police to detain an automobile and its occupants
pending inquiry into a vehicular violation. The police
need not have, in addition, cause to believe any
occupant of the vehicle is involved in criminal activity.”

Significant Federal Case
Law Developments

Search Incident to Arrest

Arizona v. Gant
U.S. Supreme Court, decided 4/21/09

“Police may search a vehicle incident to a recent
occupant’s arrest only if the arrestee is within
reaching distance of the passenger compartment
... or it is reasonable to believe the vehicle

(b)7)(E)

contains evidence of the offense of arrest”

Significant Federal Case
Law Developments

Use of Canines (dog sniffs)

Illinois v. Caballes
543 U.S. 405, 410 (2005)

“A dog sniff conducted during a concededly lawful
traffic stop that reveals no information other that
the location of a substance that no individual has

any right to possess does not violate the Fourth
Amendment”

Questions?
[(0)(6) |

Atlanta Division Counsel

(b)(6)
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UNITED STATES DEPARTMENT OF JUSTICE

UNITED STATES DRUG ENFORCEMENT ADMINISTRATION

LESSON PLAN
TRAFFIC STOPS - LEGAL ISSUES

Presented By:

[(b)(6) |
Division Counscl
Mian Field Division

(0)(6)
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LESSON PLAN FACE SHEET

TITLE OF INSTRUCTION:

TIME ALLOTTED:

TARGET AUDIENCE:

INSTRUCTORS:

METHOD OF INSTRUCTION:

DATE:

APPROVALS:

Instructor:

Associate Chief Counsel:

Associate Chief Counsel CCT:

Deputy Chief Counsel:

Page 279

Traffic Stops-Legal Issues

One Hour -- One Hour and Thirty Minutes

Special Agents, Experienced Task Force and
non-Task Force Officers

I(b)(G) J
Division Counsel
Miami Field Division

Lecture, Handouts, and Power-Point

(b)(6)

Miami Division Canngel

(b)(6)

(b)®)

SJnjor




OBJECTIVES

INSTRUCTIONAL GOAL:

After this block of instruction, the student will have the necessary
information to understand the legal issues concerning a|(B)X7)E) | “traffic”
Stops.

INSTRUCTIONAL OBJECTIVES:

Based on the information presented in this lesson, the student:

(L)(7)E)

4. Will describe proper treatment of traffic stop during court
proceedings.
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T TRAFFICorP"® |7

STOPS

AN

[6)6) l

DEA Miami-Division Counsel

(0)(7)E)

(b)(7XE)
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(b)(7)E)

(b)(7)E)

Officer’s State of Mind

(b)(7)(E)

m “We think these cases foreclose any
argument that the constitutional
reasonableness of traffic stops
depends on the actual motivations
of the individual officers involved...
Subjective intentions play no role in
ordinary, probable-cause Fourth
Amendment analyses.”

Whren v. United States
(1996) 517 U.S. 806, 813.
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Officer’s State of Mind:
Scott v. United States

= “We have since held that the fact
that the officer does not have the
state of mind which is hypothecated
by the reasons which provide the
legal justification for the officer’s
action does not invalidate the action
taken as long as the circumstances,
viewed objectively, justify that
action.” Scott v. United States

(1978) 436 U.S. 128, 138.

FLORIDA CASE LAW I

“The only concern under the Fourth
Amendment is the validity of thebasis
asserted by the officer involved in the stop. .
.. The correct test to be applied is whether
the particular officer who initiated the traffic
stop had an objectively reasonable basis for
making the stop.” Dobrin v. Florida
Department of Highway Safety and Motor
Vehicles, 874 So.2d 1171, 117374 (Fla.),
cert. denied 543 U.S. 957 {2004).

FLORIDA CASE LAW II

“In sum, an officer's state of mind,
motivation, or subjective intent plays no
role in the ordinary probable cause
analysis under the Fourth Amendment
or Art. I, section 12 of the Florida
Constitution.” State v. Perez-Garcia,
917 So.2d 894, 897 (Fla. 3rd DCA 2005)
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UNITED STATES DEPARTMENT OF JUSTICE
DRUG ENFORCEMENT ADMINISTRATION
OFFICE OF CHIEF COUNSEL

LESSON PLAN FACE SHEET

COURSE INFORMATION:
Title of Course: (b)(THE)
Time Allotted: Two to three hours
Target Group: Federal and state law enforcement personnel
Location of Training: DEA Field Offices and Training Locations
Methods of Instruction: I.ecture, Discussion
Training Aids: Powerpoint Presentation
Date: As Requested
{(b)(6)
APPROVALS:

Instractor: 6 //

®)E) o
Associate Chief Counsel CCM: 4/028///

Associate Chief Counsel CCT:

(b)(6)
Ji

(0)(6)

Deputy Chief Counsel:
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INSTRUCTIONAL GOAL:

Familiarize DEA personnel as well as state and focal law enforcement ofticers with the legal
underpinnings and foundational concepts of [(BX7)(E)

INSTRUCTIONAL OBJECTIVES:

By the end of this period of instruction, the feamer will be able to detine.

1y |{@XE)

3

4)
5)
6)

7)

8) ldentify basic practical considerations and legal principles associated with consensual searches.

9) Articulate basic legal principles associated with investigatory detentions and probable cause
Arrests.
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"

SO, IF YOU LEARN
NOTHING ELSE TODAY

e o

Always Ensure Your Testimony Is Accurawe
- Your reputation can he st ia a second

- Your job can be lost just as quickly

BUT MOST IMPORTANTLY,
YOU CAN FIND YOURSELF BEHIND BARS

7 N 4

Besenesnr

©)(6)

Denver Division Counsel

Drug Enforcement Administration
Geographic Arcas of Responsibility

Cirub Caolorado

Maontasa Wyomsng

: R .Y
obs: Past and Present
i g

Pawrol Officer
United States Marines

- Sergeant A
United States Air Force
- Retired as Cnl(mcl-
DEA

- HQ supervisor

- Division Counscl

gy 3 .
SN

o )

s 111
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Using Tip Information P

&,

T

- Yep, I’'m A Lawyer. :

¥ e

(bXT)E)




?’ 'If  am speaking too fast of too low, tell me
‘n Ifyou have a question, ask it
l Ifyou need a pecsonal break; please leave as you nced

- Alegal refresher on traffic siops

o (0)(7)(E)

to

Q

8 Ifyou need to take or make a cull, please do so :
» Please tura beepess and phostes ta “wtuu”

|

)

s If "your neighbor is sleeping, plea_sr wake ‘em gendy, |

& Review and Summary
l THB TEST!

(b)(7)E)

¥

o

Information Transfers

‘Two Types of Transfers
Latcral Transfer
= Done every day
» {Long history of usc
» Accomplished by every deparomenc

Stove Pipe or Vertical Transfer

e Wanted post.crs and the like llkc :

el Ao 2 Ve
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N Lateral Transfers: Historic g

N Lateral TransfersToday [

“Wanted” infuormation is disseminated by:

Back in the day,

shenffs sent . .
] d - Fax machines, emails, and textmnessages
telegrauns an .
f" d d - Phone conversations
tacked up wante )
IP el bad - Car o car radios or compuiess
pOSTCfS 0 catch b

guys

- Law enforcement databasces

- R ulm TV, and mass media
Purpose: to i

transfer information

Lateral Transfers

Report of Armed Rubbery

- 1" Officer arnives on scene & hroadceasts

Regardless of the form of com description of suspect via radio
One o provides reasonable suspicion or probab - 27 Officer arrests suspect based solely on
¥ S 0 information provided by ¥ officer
¢ J 3 ang & <
0 3 on o d 80 0 O pro

i B

*: f- ..*’a;r..* e uELH

It is ierelevant that the 2°¢ Officer did not verify
ihep/c
« Al responding officess can rely oo the p/c
esiablished by the first officer

Caura dcp.xr(nu.n( geca request like this?
- A car or person is headed your way

- You arc told - develop your own legal basis to
. . . . exceute a stop, i yon can
a The first officer is essentially suying “siop ‘ Py 10

crsnn bucﬂusc 1 sm’d S0 - But, ifyour cannor, stop the vebicle anyway
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Case Law Examples

Lateral Transfers of Information

Robbery committed in one jurisdiction
s Investigating officer issues WANTED flyer based
upon information collected ot scene as well as
informant informanon
« Otficers in neighboring jurisdiction solely ecly on
flyer when they recognize suspect
» Traffic s10p of vehicle leads 10 arrest of suspeet and

o <SS Y oun

Hensley

{cont'd)

Supreme Court finds thart the neighboring

jurisdiction rightfully relied upon the
reasonable suspicion or probable cause
provided by first department
« Wanced poster provided reasomable suspicion for the
traffic stop
« Courr also opines that officers relying in gond fith
upon “fiver” have defense 16 Civil suit

(b)(7)(E)

(0)(7)E)
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(bXT)(E)

BEFORE WE GO ANY
FU'RTHE'R

Some Other
Legal Stuff

State Laws Or Department
Policies Could Be More Stringent
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You cnier a house to execute an agest warrant

You are in the main room of the home

There are fonr cooms that immediately adjoin the

fOORN YyOU Wr¢ 10
- Can you search those rooms for a threat to
your safery and the safery of other officers?

ANT DA 1 24 W LTET 1o S )

In closeis?

Underneath a bed?

Behind a large sofa?

Inside a storage room with an exterior lock
theaugh a hasp?

Inside of a jewelry box?

In a small bedside tahle’s drawer? >

Underneath a bathroom sink?

Can you initiate 2 protective sweep inside the
structure when taking the suspect imto custady if

he or she is outside but immediately adjacent a
structure?

- Yes, under Fedeal casclaw, you can sweep .
these areas provided they arce in reasonable '

cp is short and focused

ANSWER: YES

The courts have aceepted the protective sweep
ductrine - a judicial doctrine which allows officers to
look into arcas for a theeat wo their safety and others
- Must be reasonable i size and breadth
- Must be limited in duration

- Must he limited o those areas in which a person

may posc a harm o officers i
. . AR .

chcrully: A protective sweep must be
accompanicd by an areest or otherwise lawful
judicial action
This is the “minaricy” view — most other
circuits do not require an arrest oc otherwise
Jawful action

» Colorao, Utah, Wyoming, Kasnsas, New Mexico wud
Oklahoma, plus Yellowstone NP are all in the o
Ciscuit

a Mumzn.. is in the 9" Circuit

eV AR &&Fw

Can thcy be prnvate ina
.. shared home°




You ase at a steucture occupied by anarsred couple
Wife tells you that husband uses cocaine and that
his stash is upszairs in a library
* Wife pives you permission o earer the home and the
hibrary

® Husbanad is physically present and objecrs o (he
scarch, saying thar (he library is his vnd his alone

® Cun you legally enter che library with only the wife’s 4
consent? ¢

How about:
YouAre At the Front Door

You have a wacrant for John Doe’s arcest
As you are at the door of a structuce and you
obsceve Joha Doe in the background
- Can you fegally enter the residence at that
time to physically seize the person of John Doe¢?

#» Follow your department’s policies and common

Officers on patrol stop vehicle
for a traffic infraction

The traffic stop is made in a high crime arca
There is no belief that any passeager is involved in
criminal activity

Back-up officer engages passenper in conversation
(seated in cear of car)

- Officer observes gang 1ype clothing and 1atons

- Officer learns that passcager is from arca where dhere
are gungs uand that pussenger had been in prison

Page 308

‘The ¢onsenting spousc had no uurh«mty to peemit

officers to enter the hushand’s space when the

physically preseat husband objected

The cocaine-usiag husband was an atomey who 1oid

officers that he unequivacally objected o their search

= Case wirned on hus prescace angd ohjeenion. An

officer can seisonably rely on the enasent of a co-
hahitant if the other party is ahsent peovided there
are no indications that the arca at issue is private

= In this case, they could have potten a warrant,
v Geongw v, Randolph, 547 11,5, 103 (2005)
v e

Can an officer order a
passenger out of a vehicle
and subsequently pat

them down?
o GAe B K !I.li"\E.,

tTe it constitutional to take action against 2,
passenger whea the Ppassenges was not rhc
reason for the stop?.
VT —— e et

SPECIAL

fﬁ’cérd’grs Pasenger
To Ex1t The Vehlcle

Based upon Ilcr experience and the facts as she
knows them, officer reasonably believes that the
passenger is armed

# As passenger exits the car, officer pats 1be suspect
down und feels the butt of & gun

® A struggle ensues and dhe assenger s arcested
P

Charged with posccision of a weapon 1

Defense moves 1o snppress the evidence of the search N

- On uppe:'xl who wins“ o
H




The Search is Vahd

The SuprunL Court fnund that the ofﬁu.r s
actions were lawful
- The original traffic stop must be lasvful
- Inshis case, 2 iaffic infeaction had occprred
- To proceed from an investigatory SIOp (0 a
frisk, 1he officer must reasonably suspecet thag
the individual is armed and dungesous

- The officer developed this mformation frone her Questions
ursou, 129 S .Cr 781 (2009)

W= ) A it

- [The]’ pmaecuuon of commiercial cntcrpnseu that I
. unlawﬁully market and sell marijuana for profit |
. coptinue o be an enforcement priority of DOJ

¢ (page 20f20/19/0% memo)

- m Cluims of compliance with stare Iaw nay wask

operarions inconsistent with the tenvs, conditlons, .u:d

E pueposes of seate Lawes and Federal law eaforcement _J

mi...._ahouldmtbe deterred by such asscrtions :

4

B2 740 M0 . T

Interesting Fact 2

/K Vi L. A\RN
o ‘While it should come as no surprise to this
3 andicnce, there is no science that has concluded
;' marijuana is medicine
" @ Marijuang remains a Schedulc 1 Substance

No accepted medical use in sreatment in the United 4
) States - .. i

High patential for abuse v
There is o tack of accepted safety for the use of the
d -
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IS DEA PROHIBITED
FROM ENFORCING
THE CSA?

P i, 3
Docs the Department of Justice |}
Gmdance of 10/ 19/09 Rcally Say

N=_ o0 78D &0 0 0 e O

Interesting Fact 1

- £/ NN

LSS Y
® DEA does not aarget individual marijuana users i
" possession of inconseguential quantities

Cancer and AIDS patients only compeise 3% and 3%
{respectively) of state registry patients ;
Majority of patients have chronic pain or muscle spasms"‘k'
L Most patients are male & between the ages of 18- 24 1

o
5

Instead, DEA seeks to dismantde and/or discupt the!
highest level ofnohlol‘s
N3

L E L P

Interesting Fact 3

{a Macdjuana is barmfut ;

@ Marijuana is addictive

» Marijuana is often 2 stair-step drug, 2 bnclgc to 1
i
_d

other substances
1) Mmlu:um is especially h.umful to youthful users
AR y




For More Information

'n DEA’s public website (www.DEA.gov)

» National Institutes of Health

s SAMSHA _

% Substance Abuse & Mental Health Services
_ " Administration

» Denver Division’s Public Information Officer

(0)(7)E)

(OX7)(E)

Page 310

(b)(7)(E)

—
Stated Formally

Whit 1he Courey Say

NT*

“We think (hese cases foreelose any argument that the
constitutional reasonableness of taffic stops depends
on the actual motivations of the individual officers
involved . .. Subjective intentions play nu rote in

ordinacy, probable-cause Fourth Amendment
”

unalySes,” Whren v. Unitad Stares 17 1S, 806, 813 (1996)

- What does this fancy phrase mean?




TS T N Y, —~—

Vehicle Tag Example

- = ... oy
Located the family’s residence, noted all the cars in

the driveway, and watched for one of those vehicles s
10 be on a public roadway

Observed one of those cars on the roadway

= Ticketed teenage driver for no tag and bad tires

® “We have since held that the fact that the
officer does not have the state of mind which
is hypothecated by the reasons whicl
provide the legal justification fos the offices’s

action does not invalidate the action taken

as long 2s the circumstances, viewed
objectively, justify that action.” Scor v,
United Stuces 436 ULS. 128, 138 (1978)
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In Georgia during the 1980, you could drive a car
with a dealer “deive-out” tag on it
+ Overheard o Ganily brag dhat they had aever purchased tags for deir
curs b har the “spid” cops never cavght them

My subjective intenc was 10 fix this situation

B )

Dad comes ta Court arguing thar I was fyang in
wast, welling the Judge that he had seen a black &
white bangiug around his dirt road
® Judge says that mipht be so, but it docsa’s afier the
factthat car wasa’t registeced and the tires were bad
# In the dad’s eyes, my motivation in kg the tralfic
stop was the issuc, but the judge nixed that
The Judge was right - my stop was yalid
= Why? ~ because my subjective intent was irrelevang |

JHAD PROBABLE CAUSE FOR THE STOP

10" Circuit
US. v Finncey, 2009 WL 612488, 316 Fed. Appx. 752
(2009)

9% Circuit
U.S.v Franklin, 87 Fed. Appx. 22 (2003)
Colorado
People v, Marujn, 192 .34 1003 (2008)
People v, McClain, 149 P.3d 787 (2007)




S P,
Citations

Wyoming

Fertig v. Wyoming, 146 P.3d 492 (2006)
Montana

Stuie v, Bar-Jonah, 102 P.2d 1229 (2004)
Utah

State v, Applegate, 194 P.2d 925 (2008)
Suite v, Worwood, 164 P.2d 347 (2007)

1
P)
=)

Fertig v. Wyoming

146 .34 492

Officer assipned (o 1ask force receives information
(b)7)(C) that:

- That illegal drug activity was oceurring ata

specifie residence

- That Mr. Fertigg would be at the residence

- That Mr. Ferig would possibly be in possession
of deugs

A S . « -~
Fertig depasts home at 0240
~ Speeding 38/30 and is stopped
- Me. Fertig is usked for license, segisteation and
proof of insurance
- He produces license but has 10 look for the
other documents in the dash
- When be opens his dash, officer observes Spoon
with crystalline rings on its surface

- Officer koew from experience that this way used i heut mei fir

iojeenion

Page 312

Fertig v. Wyoming

46 P339

That officer:
- Establishes surveillance on the house

» Nutifics twa other officers and asks that they position
themselves on 1he routes that Mr. Fertig would likely
take when he fcaves ibe house

# Advises the two other officers that he needs them to
develop probable ciuse for a traffic stop becavse he
wanted an opportunity 1o ook for evidence of drugs

- There iv Jinde or no Joubi that Mr. Fenig is 10 be stopped

Officer determines that he had p/c¢ w scarch the
vehicle

Officer usks suspeet 10 step from vehicle
- Suspect is handcuffed and seacched

- 10 grams of meth is cetdieved from suspecr’s
shict pocket

- Charged with possession of meth

4 Suspect moved to suppress scarch




The Good Guys Prevail

Court’s Language

The Court upholds the search

Fertig, Id at 501,

- The prosecution conceded that the S10P Was a e _ L
‘We conclude thar a traflic stop initiated by u Jaw

pretextand thag officers waited 10 develop p/eso . . .
enforcement officer atier personally observing a
that they could seaseh the car ) . . , i
: II.‘I!T;C l'")l.’l!l()fl d(?t'.\' not violate . . . the u’l'f)l”ll)'[..’
- ol N - . /. Tvete o Lo? : . . . . o N
The Court ALbll)\v]Ldgtd‘ thac \Vyummg § constitution Constituiion, regiurdiess of the officer’s modvation.
maly uffcr‘m()rc protection than the Federal ; Our holding in this cuse addresses only the initial
Constitution police 2ciion upon which the . . . stop was
= Court found that actions were permissible under : predicated. The scope, duraton, and intensity of
hoth Federal and state law R the seizure, as well us any.search made by the
police subsequent 1o that stop, remain subject to, .

cJudictal review, ”

RS

# Reasonable suspicion is less than:
® a preponderance of the evidence (51%)
S .3 » probable cause (reasonable person
N RO, standard - still not 51%)
Traffic Stops, Pla.m View i » And it cannot be quannﬁed precisely
and Other Things i

®_A patrol officer observes two males sitting in a
pickup truck in a high crime area at 0200 on a
Sunday moming. They arc located behind a
business that the officer knows is closed, and the
truckis backed up near the rear door. The
officer initiates contact with the two individuals,
Absent any information, does the officer have
probable cause to effect their arrest for burglary?

%# Information suficient to warrant a prudent
 person’s belief that ap individual committed
* @ crime or that evidence of a crime or
commbnnd would be found in a se:m:h
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» But the officer has enough information to possess a
 teasonable suspicion about their activiries and this
1 - justifies theit brief detention for questioning and
ther appropriate follow-up
.8 No one factor govems the officer’s actions
e Instead, it is the totality of the circumstances that make {
the officer’s actions reasonable,
H - ® The length of contact is reviewved through a

___teasonableness standard
4 y T

e e
R u An officer’s stop derived from a witnessed
-traffic offense is based upon probable cause,
which of course exceeds the level of belicf
found in a rcasonahle suspicion.

U.S. v Dennison

410 IF.3d 1204 (16 Cie, 205)

# “A traffic stop is reasonable at its inception if the
M " detaining officer, at the very least, easonably
‘ suspects the driver has violated the faw.?
£f .. o Dewuison, 1. at4207~ 1208,
4* “To satisfy the Fourth Amendment’s teasonableness
q - requirement, only a ‘minimal level of objective

justification’ for a traffic stop need exise.”
* w Densison, 14, a1 $207."
R ;

Page 314

*1# An officer on routine patrol sees a car make
4 anillegal left turn in a posted intersection
@@ Is the officer’s subsequent traffic stop of

#  that vehicle based upon reasonable

suspicion?

Traffic stop: detention
VS. seizure?

‘| » The deteation and questioning of a person afier
being stopped by a law enforcement officer must
be feasonable in sco i



AV 0%
el

Was The Contact Consensual? P¥ Detention vs. Seizure K

LA

# Factors reviewed by a court include:
- '@ Whether the officer engaged in persistent and suswined
questioning
8 Whether the questions asked extended to topics
.unrelazed to the waffic offense
. ® The tone and inflectinn of the officer’s voice
1 The officer’s demeanor
® Whether weapons were drawn
.- @ Wete papers and documents returned
: e750n's access to their vehicle blocked

= Typically, a teaffic stop must last no Jonger than it
would reagonably take for an officer to fequest a
drivec’s license and vehicle registearion, run a
computes check, and issue a citation.
41 » Drivers should then be allowed to proceed without
[ further delay once the officer validates that the

driver has a license and is entitled to operate the
vehicle.

Plain View

(Nat Recognized In Manans Stae Law

T e ——
"Officer must lawfully be in a position to view
the object .- apo

® An officer’s intent in stopping an individual will
. be televaar if the officer’s thought process is
- influenced by impermissible considerations,
® Race :
= Gender
» National Origin
® Creed
8 Sexual preference

® The object’s incriminating character must be
" immediately apparent
;.- There must be no need to inspect the object
. @ The officer has a lawful right of access to the
.object ;.

s The officer it without a wascant
e 1'S Y. 16 e, M0

L%

GANT — WHAT IS IT?

e -,

GANT v. ARIZONA

129 S.Ct. 1706 (2009)

P L case ‘.
s holding upplies 10 2:+..0.1.:
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». Officers have p/c to arrest driver of vehicle
_' l Tliey handenfTand place bim in the back of a
cruiser
Incident to the driver's asrest, they tetum to the

. vehicle and seasch it - discovering evidence that
“'they thes use against him
u The Supreme Cout suppresses the seasch

\‘

» Police may search a vehicle pursuant to a recent

occupant's arsest only if the arrestee is

8 (1) within reaching distance of the passenger companment
at the time of the search

OR

® (2) it is reasonable ta believe the vehicle containg evidence of
the offcase of the arrest (e.g., if the arrust is for driving while
intoxicated, the officers would be looking for evidence of that i
crime), i

».Gant does not limit or affect other exceptions
.ito the 4® Amendment, such as:

“'u Plain view scatches

. m Emergencies

. Motor Vehicle Exceptions
. Destruction of evidence
" 'a Open Fields
. » Border searches
. ® Areas beyond the cunilage of a structure

If You Want To Worry
About Something

M n Then worsy about wassantless roadside dumps of {3

“smart” phones and other clectronic devices that
store irems such as photos, text messages, etc.
Couns are rendering fuconsistent decislous pationally

Courta have become wary of! ‘dumpater dives' into the vast
information stured oo these devives

Becavae thews devices may have apps und password protected
fearares, @ full forensic exam by trained experns via a warrant
may be appropriate

(b)(7)(E)
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»YouwantA § A QUICK
Break? | B REVIEW
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L . .
® Prosecutor files motions in limine ot similas - \e,® Departmental procedures require notification to :

1
4
i. sotion to preclude of restrict the defendant’s ! i designated point of contact :
1 access to the information provided to the state and * & That person in wen provides the information to those who :
. local organization by DEA ‘ are uking the uppropriate actions l
} » Sensitive information often submitted tojudge ) » Example: comx-n;mder 3dviseo officer 10 watch for vehicte
i only ! und make stop if p/c exists : . |

I A udee sleaouuction ; I I ® Pauolman's repost reflects that his supervisor told him to I

watch for 3 certuin make and model of car and to make
* Defendants do not see information if motion is Lo SOPIfP/oeNivts
- granged |

03000 4 N e B AR e s Do e VA w8

¢
d
Ut v e e St e e e Al

x

* = S—
® A wall-off or pretext stop is constitutionally }

¢
f
)
{ permissible provided:
L * mthereisan independent basiz supporting the action
|- ® Ifthere is till & need 1 protect the “walled off” source or ® the limits of any search are respected
i collection method X AR : i
i § : : ‘# An officer’s subjective intent behind his or her |
:a Then DEA will request that the peosecution be : R NG U, ! : : N
diaaiesed l acrions is lrfmlcvmn provided there is a vulid basis
: .. for theis enforcement action
| "~ @ Bottom line; DEA will rarely if ever disclose privileged oe — = o
scnsitive information from the other side of the “wall®

(bX(7)(E)
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ST J
ANSWER

. m@_ DEA ransferred the

, ‘probable cause laterally. DEA had probable
cause to stop the subject and that probable cause
transferred to the arresting officer.

(b)(7)(E)
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. {» True. The United States Supreme Court and the
7 Supreme Courts of Montana, Wyoming, Colorado

and Utah have all held that the subjective intent of
an officer exccuting a [TNY#A¥Nstop is isrelevant o
the matter, provided a valid legal basis otherwise
exists for the stop.

s True or false, Con :
officer’s subjective intent when he of she executes P
@ siop is irrelevant provided the stop is legally
justifi

(b)(7XE)

(b)7)E)
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[ ANSWER

1 should nem- testify falsely, regardless
of what information is at issue or where the
. evidence came from.

““w Anofficer’s good intentions will not be a
‘ defense to a chasge of perjury,

- "8 The goal is to simely inform the prosecutor of
_ - this information so that he or she can
peoactively addsess any issucs,
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QUESTION 12

w True or false. An officer who testifies falsely under
oath is immunized if the information at issue is
derived from a source of information or collection
activity that DEA cannot disclose,

LA
® True or fulse. Since an officer’s subjective intent is
not relevant to a probable cause stop of an
individual or car, an officer would not be wrong in
targeting alk cass driven by persons of a certain
“protected” characteristic (e.g., race or gender)
after waiting to develop probable cause,

R ot 0
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# Model 29
a Six shot
» 44 caliber

 ® Bus, do yourself
or, lorget
rty Harry's
_gliché lines.

.lﬂ.-b—g,.—-.'.“‘im o r—— —

L

= Officer must hwfully be ina position to view the
. object

n Oblect’s mcr:mnnanng character must be immediately
'] @pparent (there is no need to inspect the object)

» The officer has a lawfut sight of access to the object

» What three elements are req
yiew gearch?

ANSWER

» The suspect must be within tunging distance
‘of the vehicle -
OR

® The seasch is limited to asticles related to the
snb)cct of the asrest
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QUES

& Under Federal case law, an officer conductinga -
search mudem to arrest of a motor vehicle may

TTON 17

s True or false, An officer on routine patrol makes o
teaffic stop. Aficr issuing the traffic citation, the
officer informs the driver he or she is free to £0,
The offices can continue to question the driver
provided the contact is consensual and voluntaty.




a True, Anofficer can continue to question a deiver

even afier velling the driver he or she is free to go,
_ If the driver is arrested and contests the natre of
* the encounter with the officer, the facts and

circumstances will be used to determine whether
- the driver was indeed free to go.

w False, These plieases are reflective of coust

" language describing teasonable suspicion - a level of
: praof that Is Jess than probable cause., To make a

. Terry stop of an i st have a

QUESTION 19

» True or false: Courts have cefesred to the concept
of probable cause as;

® The officer must be able 1o aniculate
sometbing more than an inchoare (incompletc)
)

nd unparticularized suspicion or hun

% True, An'officer who continues to hotd a person
; beyond a seasonable period of time may tum a
. temporary detention into an unlawful seizure.

s Xy
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QUESTION 20

~
s e

» True or False. A traffic scop should last no longes |~
than it would take for an officer to request a A
driver’s license and vehicle registration, run a

nable
suspicion to conduct a pat-down of an individual,
an officer can still seck and receive consent from a |+



ANSWIEER | : Q( 08 ]]O\I 22

+§» True. An officer can seek & receive the voluncary s ADEA employee ftom overseas calls a dog
" | consent of an individual. 1f the officer’s patdown L. :] handler directly because of a prioc case they
search leads the discovesy of an object and the i W worked logedler and requests assistance in a
individual attempts to revoke his or her congent, Y mamerinconsistent wnth this Dmsxon’s policies
then the officer will likely have reasonable
susplclon to procccd with the contact even though
|

'@ DEA personack shonld respect your chain of conymand
. ® Help us by casuring all levels of your staff understand
" that dmc‘ r:qucm of this nature should be referred (o

ALWAYS REMEMBER '

Py R

QUES ”l IO\ISP??

Thanks for your attention

[(b)(6)

'a Be safe in all that youdo

a Don't scarch alone

¥ Remember your tactics
o » Focus on your work
? = Do yous J - O ~B as if your lifc depends on u'
'« ITDOES!
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Section |

OBJECTIVES

A. OVERALL SUBJECT OBJECTIVES:

To acquaint Special Agent, Diversion Investigator, Intelligence Analyst and
Advanced FLEAT students with developing case law concerning and to review
with them aspects of investigations of drug dealers with a foreign base of
operations. This class will include a discussion of combined United States
Intelligence Community/United States faw enforcement efforts that have the
principle objective of prosecuting foreign-based drug dealers in the United States
as well as the practical aspects of cooperative international law enforcement
efforts against foreign-bhased drug dealers. This class will introduce students 1o
particular U.S. anti-terrorism laws that may have applicability to the behavior of
foreign-based drug dealers. This class will introduce the students to recent
examples of the phenomena known as the “Early Intervention Dilemma” as it
applies to these objectives.

B. LEARNING OBJECTIVES:

I. Identfy aspects of the Controlled Substances Act that have extraterritorial
effect.
2. Identify the extraterritorial aspects of the Maritime Drug Law

Enforcement Act.

Identify the extraterritorial aspects certain United States anti-terrorism
laws.

(US)

4. Idenufy investigative activities in foreign countries that can produce
evidence for United States prosecutions.

5. Identify ways to manage sensitive DEA information (that is, information
that should not be disclosed in court or court documents subject to
disclosure rules).

6. Describe the phenomenon know as the Early Intervention Dilemma and
tllustrate the dilemma with recent examples of the effect this phenomenon
has on investigations.

b9
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CRITERION-BASED TEST ITEMS

Criterion Questions for Instructional Objectives.

None. This is a non-testable class.
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CRITERION-BASED TEST ANSWERS

Answers to Criterion Questions:

None. This is a non-testable class.

4
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ITEMS AND MATERIALS

A. ARTICLES:

B. AUDIOVISUAL AIDS:

C. HANDOUT MATERIALS:

D. OTHER:

Page 335

This class uses current newspaper and other
articles to illustrate the concepts discussed.
As a consequence, the list of articles will
change with some regularity over time. A
list of articles in current use is appended to
this lesson plan. As the articles change, a
new appendix will be filed in the instructor’s
file copy of this lesson plan and with
updates of the lesson plan as it is updated.

PowerPoint presentation; requires a
computer, a projection device and a screen.

An easel and butcher block paper.

A Workbook that includes the Legal
Instruction Objectives, pertinent PowerPoint
slides and an outline of the subjects
discussed in this class with space available
for note taking.

None.



SECTION 11

INSTRUCTOR MANUSCRIPT

INTRODUCTION.,

b

i

SELF-INTRODUCTION: | am[(®)(6) one of the legal instructors in
the Legal Instruction Section.

ATTENTION-GETTER/“GRABBER”: Our law reflects our current
circumstances. Today, our law reflects the threat of international terrorism the
entire world faces. Case Jaw developed from investigations leading to the
prosecution of international terrorists helps to define investigative techniques
applicable to DEA drug investigations overseas. In addition, DEA’s own law,
the Controlled Substances Act, was recently amended so to criminalize the
behavior of individuals who use illegal drug proceeds to benefit international
terrorist organizations.

NEEDS STATEMENT: Your domestic controlled substances cases leads
you o an international cargo carrier who transports the controlled substances
into the United States and further provides you leads as to who is the
originator of this shipment: the “Burmese billionaire.” New case law instructs
our investigations in the pursuit of international conspiracies into foreign
arenas with the objective of successfully prosecuting targets such as the
Burmese billionaire in the United States.

THESIS STATEMENT: We have the legal authority to make cases against
foreign persons who conduct their criminal activities from foreign countries.
Some of the techniques available to investigate the violator’s criminal activity
in foreign countries have been improved by case Jaw developed in the pursuit
of international terrorists.

PREVIEW: This two-hour presentation will remind advanced students of
concepts of extraterritoriality and explore the use of these concepts in United
States anti-terrorism laws. This presentation will review law enforcement
Investigative practices applicable to investigations overseas including
cooperative activities with foreign law enforcement organizations and the
United States Intelligence Community (IC). Finally, this presentation wil
introduce the advanced students to the phenomenon known as the “Early
Intervention Dilemma,” which illustrates the consequences attendant to
deciding when to end an investigation of criminal and/or terrorist activities.
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B.

BODY.

1. General. This class reviews three International Law concepts that permit

nations to extend their domestic law to behavior that occurs outside of their
territory. This leads to a discussion of recent case law applicable to following
domestic drug conspiracies to the co-conspirators who participate in the
conspiracy from locations outside the territorial jurisdiction of the United
States and to a similar discussion of United States anti-terrorism laws. The
presentation reviews investigative practices useful in investigations overseas
and includes discussion of ways to manage sensitive information obtained
from the IC or foreign law enforcement agencies. Finally, this presentation
mtroduces for discussion the phenomenon of the Early Intervention Dilemma
by providing the students with copies of recent newspaper articles related to
this phenomenon.

2. Body.

a. Extraterritoriality. Remind the students of the concept of
extraterritoriality, that is, United States domesric law that applies to the
behavior of persons while those persons are outside the territorial
jurisdiction of the United States as found in the:

(1) The Controlled Substances Act (CSA).
(2)  The Maritime Drug Law Enforcement Act (MDLEA).
b. Three Customary International Law (CIL) principles. The CSA and

the MDLEA use one or more of three CIL principles of extraterritorial
jurisdiction:

(1) The Territorial principle: all persons & things & effects within a
nation’s territory are subject to its laws; co-conspirators who act
outside the territorial jurisdiction of a nation are liable for the
criminal activities that occur within the nation’s territory.

(2)  The Nationality principle: nations may cxert jurisdiction over their
citizens in their territory and everywhere else as well as over
vessels and aircraft that the nation “flags.”

(3) The Protective principle: nations may criminalize activities that
occur outside their territory but which have an adverse effect on
their national security or the operation of their government.

¢. The CIL principle of Reciprocity. The International Law principle of
“reciprocity” applies to the extraterritorial Jurisdiction CIL principles.
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That is, each nation that is intent upon applying its domestic Jaw to
behavior that occurs in other nations must do so in a way that is acceptable
to the other nations of the world and must be willing to accept the
principle that other nations may also criminalize the same behavior within
its territory.

Examples of CSA provisions that have extraterritorial effect.

(M
(2)

3)

(4)

Unlawful importation: 21 U.S.C. § 952.

Possession on board a vessel, aircraft or carrier arriving or
departing the United States: 21 U.S.C. § 955.

The Burmese Billionaire’s violation, manufacturing, distributing or
possession with intent to distribute controlled substances, intending
or knowing the controlled substances will be unlawfully imported
into the United States: 21 U.S.C. § 95%(a).

New kid on the block. Foreign terrorist organizations, terrorist
persons and groups: 21 U.S.C. § 960a.

1. An offense punishable under 21 U.S.C. § 841 if committed
n the United States;

1. Knowing or intentionally providing anything of value;

N, To persons or organizations that have engaged in or
€ngages In terrorist activity or terrorism:

v, Basis for jurisdiction:

a The drug activity or terrorist offense violates
United States law;

o

The offense occurs in or affects interstate or
foreign commerce;

c An offender provides anything of value for a
terrorist offense or an offense that harms
Americans or an American interest outside
the United States.

d The perpetrator is a United States national
(or legal entity) and the offense or drug
activity occurs in whole or part outside the
Untied States.
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e The offender is brought to or found in the
United States after the offense occurs.

V. Proof requirement: the offender must have knowledge that
the person or organization has engaged in or engages in

terrorist activity or terrorism.

e. The MDLFEA and extraterritorial effect.

(1) A vessel of the United States. A vessel owned or operated by the
United States or a state or a vessel flagged by the United States.

(2) A vessel subject to the jurisdiction of the United States. The main
way a foreign-flagged vessel becomes a vessel subject to the
Jurisdiction of the United States is by the consent of the flagging
nation to a United States law enforcement action aboard that
vessel.

(3) Elements of the offense:

1 Anyone knowingly or intentionally manufacture, distribute
or possess with intent to distribute controlled substances;

1l On a vessel of the United States or a vessel subject to the
Jurisdiction of the United States:

i Or, a United States citizen or resident alien on any vessel.

v, Note: these criminal elements have nothing to do with the
territory of the United States or citizens of the United
States. That is, a foreign-flagged vessel carrying a cargo
that includes illicit controlled substances, once the
flagging nation has consented to a United States law
enforcement activity aboard the vessel, has violated the
domestic Jaw of the United States even though the vessel is
out of Colombia, bound for New Zealand and 1s crewed
entirely by foreign nationals.

f. Example of U.S. anti-terrorism laws with extraterritorial effect.

(1) Harboring terrorists: 18 US.C. § 2339,

(2) Acts of terrorism transcending national boundaries:

18 U.S.C. § 2332b.
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(3) Providing material support to terrorists: 18 U.S.C. §2339B.

(4) Receiving military-type training from a foreign terrorist
organization: 18 U.S.C. § 2339D.

g. Examples of overseas investigative activities.

(1) Cooperative activities with Federal law enforcement agencies
(LEAS) that are working in foreign countries such as FB]
LEGATS, Diplomatic Security Agents, Customs or Treasury
Agents, etc.

2) New case law from the November 24,2008 In re Terrorist
Bombings cases concerning cooperative activities with foreign
nation LEAs.

L Fifth Amendment rights when U S. Jaw enforcement
personnel are involved in interrogations of persons in
custody in foreign lands.

a The admissibility at trial of statements made to U.S.
agents by persons held in foreign custody is
governed by the Fifth Amendment.

b In so far as Miranda may apply, that decision 1s
satisfied when U.S. agents inform such persons of
their rights under the U.S. Constitution when
questioned overseas. The warnings statement
(advice of rights or AOR) need not be verbatim of
the statement given in the United States.

¢ U.S. agents need not become experts in foreign
riminal procedure nor do they need to advocate for
the appointment of local counse] on a foreign
suspect’s behalf.
d Important for foreign cooperative interrogations, the

court held as follows: “Our decision not to Impose
additional duties on U.S, agents operating overseas
Is animated, in part, by our recognition that it is
only through the cooperation of authorities that U.S.
agents obtain access to foreign detainces. We have
no desire to strain that spirit of cooperation by
compelling U.S. agents to press foreign government
for the provision of legal rights not recognized by
their criminal justice systems . . . the rule of

10
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11,

Miranda does not require conscripting our agents to
be legal advocates for foreign detainees thereby
disrupting the delicate relations between our
government a foreign power.”

Wiretaps under foreign law. New case law from the
November 24, 2008 In re Terrorist Bombings cases:

The Fourth Amendment’s Warrant Clause has no
extraterritorial application.

1Y

b Overseas electronic surveillance by U.S. LEAs of
U.S. citizens 1s subject only to the Fourth
Amendment’s reasonableness requirement.

An overseas [C electronic surveillance of U.S.
citizens’ doecs not require a warrant but must meet
the reasonableness requirement.

e

d The Government’s manifest need to monitor
terrorist organizations such as al Qaeda must be
weighted in determining the reasonableness of
Government electronic surveillance directed against
U.S. citizens overseas.

10

The scope of the search (lengthy monitoring of
telephone calls) was not unreasonable due in part to
the Government’s “self-evident need to investigate
threats to national securty presented by foreign
terrorist organizations.” The court concluded

that the scope of the electronic surveillance was not
overbroad: “While the intrusion on El-Hage’s
privacy was great, the need for the government to so
intrude was even greater.”

Search and seizure under foreign law. New case law from
the November 24, 2008 In re Terrorist Bombings cases:

a The Fourth Amendment’s Warrant Clause has no
extraterritorial apphcation.

o2

The search of El-Hage’s Nairobi residence with the
cooperation of Kenyan law enforcement personnel
and under Kenyan law was limited and minimally
intrusive.

11
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c El-Hage’s privacy interests give way to the
Government’s manifest need to monitor the
activities of al Qaeda with which El-Hage was
identified by U.S. intelligence officers.

d The search of El-Hage’s Nairobi residence under

the circumstances was reasonable.

(3) Evidence exchanges — Mutual Legal Assistance Treaties (MLATS).
A standard practice based on treaty taw that allows foreign courts
to certify evidence obtained by foreign LEAs for admission in
United States courts.

Managing sensitive information. Cooperative law enforcement activities
in foreign nations often lead to the problem of how to handle sensitive
information obtained during these cooperative activities. Sensitive
information is information that cannot be revealed in discovery or in
courtroom testimony or documents because to do so would expose
sensitive DEA sources and methods used to collect the information in
foreign nations.

(1) One way to manage this problem, the tried and true way is ¢
structure the prosecution so as to avoid the need to use the
sensitive information.

1. Prosecutions in the United States.

1. Prosecutions in foreign courts.

(2) Non Responsive

12
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3)

Non Responsive

Another way to manage this problem: DEA may classify the
information on 1ts own authority or, if DEA has received the
information from foreign government sources that request that the
information be treated in confidence, DEA will treat it as classificd
information (this is known as Foreign Government Information or
FGI). Either way, once the information is classified, the Classified
Information Procedures Act (CIPA) can be used to protect the
sources or methods used to obtain the information to the extent
permissible under the Constitution.

1. CIPA cannot constitutionally prevent the disclosure of
evidence that i1s matenial and relevant to a defense to
charges against a criminal defendant.

11. CIPA cannot constitutionally prevent the disclosure of
evidence that is exculpatory, that is, Brady information.

11 Evidence that a judge decides 1s useful 1o counter a
government case or helpful to the defendant cannot be
withheld from disclosure.

v, However, classified inforimation that fits into neither of the
above categories can be protected from discovery by a
criminal defendant in accordance with Federal Rule of
Criminal Procedure 16(d)(1).

V. Permissible and useful CIPA procedures:
2 Exparte and in camera hearings.
b Substitutions.
c Redactions.
d Stipulations.
Vi, Additional case law from the November 24, 2008 in re

Terrorist Bombings cases concerning CIPA proceedings:
a CIPA allows, even requires, judges to exclude the

exposure of classified information to persons who
do not have a security clearance. Thus, an exparie

13
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1.

and in camera hearing may exclude the defendant
without interfering with the defendant’s right to be
present during crucial stages of his trial or his right
to counsel.

b Judges should consider that, in accordance with
FRCP 16(d)(1), they have a duty to consider
restricting discovery due to the need of the
Government to protect information vital to the
national security. Thus, the national security
significance of classified information the defendant
seeks to discover must be considered by the trial
judge under CIPA and FRCP 16(d)(1).

Considerations on the Early Intervention Dilemma. The early
intervention dilemma is a problem faced by both law enforcement and
intelligence agencies. It can best be expressed with the question: “when is
the right time to take this investigation down?” What follows are several
newspaper articles highlighting recent experiences in cooperative law
enforcement/intelligence investigations into suspected terrorist’s activities.
The dilemma of the right time to take down the investigation has added
importance when these two entities work together and especially when
terrorists are their target. The last item 1s a portion of a law review article
that further explains the early intervention dilemma.

(1)  London: police kill an innocent person believed to be a suicide
bomber.

(2) London: police say it could happen again.

(3) London: explaining the inexplicable.

4) London: reacting when overtaken by events.

%) England and America: the blame game afterwards.

(6) London: preventing airliners from exploding in mid-air.
7 Australia: acting to save lives.

(8) DEA acts early to prevent terrorism in Afghanistan

(9)  The Early Intervention Dilemma: a legal explanation.

14
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C. CONCLUSION.

Domestic drug conspiracies lead to international suspects and defendants. This class has
outlined some of the provisions of United States drug law and anti-terrorism Jaw that
apply outside the territory of the United States. This class has identified some
cooperative investigative activities that can result in the arrest and prosecution of foreign
violators of any domestic United States law that has extraterritorial effect.

This class has offered ways to manage DEA sensitive information, which cannot be
allowed to be subject to standard discovery rules, so as to protect this information from
disclosure in U.S. courts.

Finally, this class has introduced the phenomenon of the Early Intervention Dilemma and

outlined some ways in which the decision concerning when to take down the
investigation can affect our long term objectives.

15
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IC/LEA Authorities: the Early Intervention Dilemma: January 2009

The Early Intervention Dilemma

a. London: police kill an innocent person
believed to be a suicide bomber.

b. London: police say it could happen again.
¢. London: explaining the inexplicable.
d. London: reacting when overtaken by events.

e. England and America: the blame game
afterwards.

f. London: preventing airliners from exploding
in mid-air.

o. Australia: acting to save lives.

h. USA: DEA acts to prevent terrorism in
Afghanistan.

i. The Early Intervention Dilemma: a legal
explanation.

Page 348



a. London, 2008: the early intervention dilemma; police
kill an innocent person they believed to be a suicide

bomber.
Copyright 2008 Associated Newspapers Lid.

All Rights Reserved
Daily Mail (London)

October 7, 2008 Tuesday
1°T Edition

SECTION: Pg. 16
LENGTH: 706 words

HEADLINE: We did nothing wrong,
Brazlian's mother hears police chief’s verdict on her son's fatal shooting

BYLINE: Lucy Ballinger

BODY:

THE police chief who gave the order to 'stop’ Jean Charles de Menezes declared yester-
day: '"We did nothing wrong.' Deputy Assistant Commissioner Cressida Dick told an inquest
the innocent Brazilian was the victim of a series of 'unfortunate’ coincidences.

The 27-vear-old electrician was shot dead on July 22, 2005, by officers who feared he was
one of four men who had tried to bomb the Tube the day before.

Miss Dick appeared confident and remained standing to give her evidence, watched by Mr
de Menezes's mother and brother who had travelled from Brazil to come face-to-face with her
for the first time.

Later, however, the senior officer choked back tears as she said she thought about his
death every day.

She described Mr de Menezes as 'the victim of some terrible and extraordinary circum-
stances'.

'If you ask me whether anybody did anything wrong or unreasonable in the operation, I
don't think they did,’ she said.

When asked what went wrong, Miss Dick said it was a series of "'unfortunate’ coincidences.

Officers followed Mr de Menezes when he Jeft his flat in Tulse Hill, South London - think-
ing he could be suspect Hussain Osman, who lived in the same block - but were not able to
positively identify him.

Miss Dick said: 'One thing that clearly went wrong was that we, as a nation, did not pre-
vent those attacks on July 7, or indeed Hussain Osman and others' attacks on the 21st.

"Mr de Menezes was the victim of some terrible and extraordinary circumstances the day
afterwards.
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‘He was extraordinarily unfortunate to live in the same block as Hussain Osman had been,
he was desperately unfortunate to look very like Hussain Osman.' Mr de Menezes was shot
seven times in the head as he boarded a train at Stockwell station after Miss Dick gave the or-
der to 'stop’ him as he entered the Tube.

She went on to describe how the behaviour of Mr de Menezes had increased her suspi-
cions.

The senior officer, who has been promoted since the shooting, said he was 'jumpy’ and
sending text messages as officers watched.

'Some of the things Mr de Menezes did in all innocence - the way he came off the bus and
on the bus - contributed to my assessment of him as a bomber from the day before, and some-
one who might be intent on causing an explosion today. And finally he had the great misfor-
tune of entering the same station that three of the bombers entered the day before.

'So lots of things happened, any one of those you might describe as going wrong," she said.

As she took to the stand, the dead man's brother Giovani, 36, kept a reassuring hand on
the shoulder of his 63-vear-old mother Maria Otone de Menezes.

But as Miss Dick described the moments leading up to Mr de Menezes' death, his mother
had to be escorted from the room in floods of tears.

The Deputy Assistant Commissioner also became tearful as she described her dismay
when she was told an innocent man had died.

'It's a terrible thing to happen and from that day to this, I have thought about this every
day, and wondered what we could have done differently,’" said Miss Dick.

She denied giving an order that Mr de Menezes must be stopped from getting on a train
'at all costs' or instructing the firearms teams to use fethal force to stop him.

'T would need to be absolutely satisfied that this person posed a dreadful imminent threat
before I would order a critical shot,' said Miss Dick.

'T was asking for what vou might call a conventional challenge from the firearms officers.’
The inquest also heard that she went to the wrong room and missed the start of an important
meeting of senior officers on the morning of the shooting.

Her insistence that it was circumstances rather than human error which lead to the shoot-
ing is in contrast to evidence last week.

Then, her commanding officer Deputy Assistant Commissioner John McDowall admitted
that, among other things, 'mistaken identification' was 'instrumental’.

The de Menezes family was 'very disappointed and upset’ by Miss Dick's evidence said the
Justice4Jean campaign outside the hearing.

Spokesman Yasmin Khan added: 'Repeatedly police officers are deflecting the blame and
saying they did nothing wrong, and it is offensive and inappropriate.” The inquest at the Oval
cricket ground, South London, is scheduled to last 12 weeks.
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HEADLINE: British police could kill again, Braziljan's inquest hears
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Cressida Dick, deputy assistant Commissioner of London's Metropolitan Police, told the
inquest into the police shooting of the Innocent Jean Charles de Menezes that police always

But she admitted the risk could pe minimised by a "less than perfect extent" when sys-

pected suicide bombers were on the run, making possible arecurrence of the events that led ¢o
the shooting of de Menezes.

De Menezes, 27, was shot Seven times in the head at Stockwell Tube Station in south Lon-
don on July 22, 2005 after being mistaken for Hussain Osman, who had unsuccessfully tried ¢
detonate 2 suicide bomb ip 2 train the day before,

Watched by the victim's mother Maria Otone i the court, Dick Was asked by the family's
lawyer Michae] Mansfield if the fatal shooting was a one-off,

She said: "I'm afraid, sir, I do believe that thjs Or something like thjs could happen again,

"The nature of these operations is that they are incredibly high risk to aj) concerne

"And that js because of the nature of the threat that we face from suicide terrorists, and
the difficulty that there jis in dealing with such a threat and the very fast timescale In which
these things can happen.
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"Qur job is to reduce the risk to everybody as best as we possibly can all the time... but |
do fear that in the future a bomber might not be prevented from setting a bomb, and there
would be a huge scrutiny of why we did not manage to prevent that.

"Our job is to minimise the risks. Given the huge scale of the risks, we may only be able to
do that to a less than perfect extent."
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¢. London, 2008: the early intervention dilemma; follow
up stories on the killing of an innocent person; explain-
ing what to the public is inexplicable.
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HEADLINE: Police Chief Sure Of Threat By Menezes

BODY:
THE police chief directing operations which led to Jean Charles de Menezes's shooting
admitted yesterday that her officers were not prepared for a failed suicide bombing.

Deputy Assistant Commissioner Cressida Dick said she believed Mr de Menezes posed a
great threat as officers pursued him on July 22, 2005.

But she told his inquest that nobody anticipated having to search for a failed suicide
bomber before a manhunt was launched after an attack on London the previous day.

Explaining how officers had been training for potential attacks since the 9/11 atrocity in
New York, she said: "I do not think anybody was anticipating finding 2 failed suicide bomber.

"Before July 2005, we had not had any attack by a suicide bomber, as you know, and we
had not had any attack from what you might now call international terrorism."

Responding to questioning about whether the Metropolitan Police could ensure the safety
of the intended victims of terrorists, she told the inquest at the Oval cricket ground, south
London: "Sadly, I cannot guarantee that, sir."

Ms Dick later spoke of her regret at accelerating the investigation from green to red.

She said: "On this occasion nobody ordered amber. This is something I feel, in retrospect,
could have been discussed before with my silver commander."

Mr de Menezes, 27, was killed by specialist firearms officers who mistook him for failed
suicide bomber Hussain Osman after he boarded a train at Stockwell Tube station on July 22
2005.

Ms Dick's log recording events on the day of Mr de Menezess death was not 100% accu-
rate, it emerged later.

PC Peter Cremin, who was drafted in to take notes from her as the situation unfolded, told
the inquest: "I was not able to record everything. [ did my best to record what [ thought and
what [ was told were important things to record."
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Ms Dick was in charge of the Scotland Yard control room overseeing the pursuit of the
Brazilian.

On her final day of evidence she told the inquest said she had no doubt Mr de Menezes
posed 2 threat.

She said surveillance messages were misinterpreted in events leading up to the Brazilian
electrician's death.

But when Ian Stern, representing firearms officers, asked if she was satisfied that the sus-
pect represented a real and immediate threat and was intent on causing that explosion, she
replied: "Yes, sir."
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BODY:

The police chief directing operations which led to Jean Charles de Menezes's shooting ad-
mitted today that her officers were not prepared for a failed suicide bombing.

Deputy Assistant Commissioner Cressida Dick said she believed Mr de Menezes posed a
“"great threat' as officers pursued him on July 22 2005.

But she told his inquest nobody anticipated having to search for a failed suicide bomber
before a manhunt was launched after an attack on London the previous day.

Explaining how officers had been training for potential attacks since the 9/11 atrocity in
New YorKk, she said: "'I do not think anybody was anticipating finding a failed suicide
bomber.

“"Looking for a failed suicide bomber was not something we had really thought about.

“"Before July 2005, we had not had any attack by a suicide bomber, as you know, and we
had not had any attack from what you might now call international terrorism."
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Responding to questioning about whether the Metropolitan Police could ensure the safety
of the intended victims of terrorists, she told the inquest at the Oval cricket ground, south
London: “"Sadly, I cannot guarantee that, sir."”

Ms Dick later spoke of her regret at accelerating the investigation from “"green'' to “red".

She said: “"On this occasion nobody ordered 'amber'. This is something I feel, in retro-
spect, could have been discussed before with my silver commander."

Mr de Menezes, 27, was Killed by specialist firearms officers who mistook him for failed
suicide bomber Hussain Osman after boarding a train at Stockwell Tube station on July 22
2005.

Ms Dick's log recording events on the day of Mr de Menezes' death were "not 100% accu-
rate'', it emerged later.

PC Peter Cremin, who was drafted in to take notes from her as the situation unfolded, told
the inquest: "I was not able to record everything.

"1 did my best to record what I thought and what I was told were important things to re-
cord."

Ms Dick, who faced more than two-and-a-half days of questioning, was in charge of the
Scotland Yard control room overseeing the pursuit of the Brazilian.

On her final day of evidence she told the inquest said she had ""no doubt' Mr de Menezes
posed a threat.

She said surveillance messages were “misinterpreted' in events leading up to the Brazil-
ian electrician's death.

But when Ian Stern QC, representing fircarms officers, asked if she was "“satisfied that the
suspect represented a real and immediate threat” and was “intent on causing that explosion"',
she replied: ""Yes, sir."

She said it was too dangerous to challenge Mr de Menezes while he was still on the bus and
told the jury she believed the Metropolitan Police was an ““extremely competent organisation -
particularly in crisis''.

She added: "I am in a senior rank, I am paid, relatively, a lot of money to take responsibil-
ity and that's what I tried to do.

"I had trained a lot and understood about covert operations where there¢ is a threat-to-life
situation. Not all my commander colleagues would perhaps say the same.

"I certainly do not spend time worryving about questions I might have asked."

The inquest at thé Oval cricket ground, which is expected to last 12 weeks, was adjourned
until tomorrow.

Three anonymous officers - named as Brian, Bernard and Nick - are due to give evidence.
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HEADLINE: CAPITAL'S LANDMARKS 'LOCKED DOWN' POST-7/7
BYLINE: Sam Marsden, PA Chief Reporter

BODY:

Fear of further attacks after the 7/7 London bombings was so great that Buckingham
Palace, Parliament and New Scotland Yard were all completely locked down at one point, 2n
inquest heard today.

- Peter Clarke, head of the Metropolitan Police's anti-terrorist command at the time,
confirmed that no-one was allowed to leave any of the landmark buildings for an hour-and-a-
half on July 12 2005.

This followed the discovery that day of the terrorists' "bomb factory'" in Leeds and their
abandoned car at Luton railway station.

Giving evidence at the inquest into Jean Charles de Menezes's death, Mr Clarke spoke of
the “unprecedented'' pressure on police after the July 7 2005 suicide attacks and the failed
bombings a fortnight later.

In a personal account he also revealed that he was away from London at the time of Mr de
Menezes's death supporting his wife, who was still deeply affected after their teenage son
narrowly escaped being caught up in the 7/7 atrocities.

The innocent 27-year-old Brazilian Jean Charles de Menezes was killed at Stockwell Tube
station in south London on July 22 2003 by specialist firearms officers who mistook him for
failed suicide bomber Hussain Osman.

Mr Clarke, who retired as Scotland Yard's Assistant Commissioner Specialist Operations
this year, was questioned about the decision to "lock down'' potential terrorist landmarks on
July 12.

Richard Horwell QC, for the Commissioner of the Metropolitan Police, said: " That meant
that no-one could enter New Scotland Yard or Parliament and no-one could leave."

Mr Clarke replied: " That's absolutely right. In fact it included Buckingham Palace as
well."

The former anti-terror chief went on: It was completely unprecedented, as was some of
the decision-making having to be made at that time about whether to warn the public about
the possibilitv of a suicide bomber being on the loose or not.
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"I remember those as being some of the most difficult decisions that one had ever
confronted.

I we warned the public, we could cause unnecessary panic. If we didn't and something
terrible happened, the obvious question is: why didn't you warn the public?

“"That is the sort of pressure we were working under day in, day out. July 12 is but one
example."

Mr Clarke explained why he left London on the morning of July 21 2005, before the
second series of attacks on the capital's public transport network.

The anti-terror chief told the inquest that on July 7 2005 his 16-year-old son was passing
through King's Cross station in London bound for Cambridge.

He arrived moments after suicide bomber Germaine Lindsay detonated his explosive
device on a Piccadilly Line train that had just left King's Cross.

The teenager telephoned his father to say he could not get into the station and had seen
smoke and people running around.

Mr Clarke said: I hadn't heard by that stage - it was just before 9am - that this was a
terrorist attack but from what he was telling me, I had my suspicions about what it could be.

"So I gave him the instructions to get away from there as quickly as possible.
"And in fact we, my wife and I, then told him to get on a bus to get away,"

Less than an hour later bomber Hasib Hussain set off a bomb on a Number 30 bus in
Tavistock Square, near King's Cross.

Mr Clarke told the inquest he and his wife were unable to contact their son for some time
after this.

He said: “"For me, I was in the centre of things so perhaps it wasn't so difficult. But for my
wife it was extraordinarily difficult.

“Our holiday had been due to begin 2 day or two after that. I told my family to go on
holiday and obviously I wouldn't be able to join them.

" So they went, but by about July 20 my wife was very anxious, and possibly suffering a bit
of delayed shock from what had happened on the 7th."

Mr Clarke joined his family on holiday on July 21 but flew back to London the next day
after learning Mr Menezes had been shot dead.

Speaking of the period after the two sets of attacks, the former anti-terror chief said:
“'There was a strange atmosphere.

" Like most of my colleagues, I didn't go home very much in that period after July 7, and
one could sense it in the evenings walking around or going out.

“There was a sense in the air that this has happened, could it happen again, is it likely to
happen again?"

Michael Mansfield QC, for the Menezes family, pointed out that London also experienced
simultaneous multiple bombings during the Troubles in Northern Ireland.
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Mr Clarke, who took over as head of Scotland Yard's anti-terrorist branch in May 2002,
replied: "I think there is a danger here, sir, of comparing chalk and cheese.

“That Irish terrorist campaign was of an entirely different nature to the campaign that we
have been facing in this country for the past six or seven years.

“There are some fundamental differences, which demand different responses, different
structures and a different mindset to the prevention and detection of the attacks."

He continued: “"The threat that we have seen from the Islamist groupings is global in its
origins and every investigation seems to take us across the world.

“We have seen the use of suicide as a regular feature both here and overseas.

“There have been no warnings given and there has been no determination or will to
restrict casualties.

"On the contrary, in investigation after investigation we have seen that the ambition of the
terrorists is simply to Kill as many people as possible.”

Mr Clarke also spoke of the tactics developed by the Met to tackle on-the-run suicide
bombers after Spanish police officers were killed while trying to arrest those responsible for
the 2004 Madrid bombings.

These included a briefing document warning patrolling officers to look out for people
sweating, mumbling or praying and wearing bulky clothes not suitable for the weather.

Mr Clarke told the inquest: ~"Recent experience, not only with Madrid, but also with the
Netherlands in October 2003, shows us that the current groupings of terrorists when cornered
tend to either fight back or to kill themselves and try to kill others in the process."

The sixth day of the 12-week inquest also heard that the Met's CO19 specialist firearms
officers - two of whom fired the fatal shots to Mr de Menezes's head at point blank range -
were not “gung-ho''.

A senior Scotland Yard firearms tactical adviser, identified only as Andrew, said there was
a “"considerable culture of constraint’’ among the teams of highly-trained marksmen.

He added: ~"For me there probably is no more demanding or rewarding work than
firearms and being a specialist firearms officer.

""We are certainly not looking for officers who are gung-ho, for want of a better
expression."

Andrew also revealed that he had never fired at anvone in his long career as a firearms
specialist.

lan Stern QC, representing the armed police who shot Mr de Menezes, told the inquest
specialist firearms officers were deployed between 600 and 1,000 times a year.

Between 2001 and 2005 there were only five operations in which shots were fired, causing
a total of four deaths, he said.

The jury was sent home until tomorrow.
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Recriminations flew across the Atlantic on Tuesday, a day after London jury failed to con-
vict eight men of an alleged plot to bomb trans-Atlantic airlines. British police said U.S. offi-
cials pressed them to arrest the men too soon, weakening the court case against the suspects.

The top U.S. homeland security official denied the claim, saying everyone was ""on the
same page' about the timing of the arrests.

Investigators said a decision to prematurely arrest suspects in August 2006 came after U.S.
officials pressed for one of the men's alleged accomplices to be arrested in Pakistan.

Britain felt the man's arrest in Pakistan could have tipped off the other suspects, so police
arrested the men before enough compelling evidence was gathered, according to a senior po-
lice official, who requested anonymity to discuss the case.

One Key question is whether the jury would have found suspects guilty if British investiga-
tors had been able to observe a planned dummy run of the airline plot, which police said
would have involved a suspect attempting to pass through airport security with an explosive-
laden drink bottle.

The police official said the suspects were arrested two days before the trial run was to take
place on Aug. 12, 2006. Both police and Britain's MI5 domestic intelligence service had
wanted to continue monitoring the alleged plotters, said a British security official, who re-
quested anonymity to discuss details.

The jury on Monday found three men guilty of conspiring to murder using homemade lig-
uid explosive bombs but not necessarily aboard airliners.
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Jurors couldn't reach verdicts on four others, and a fifth man accused of being a key link
between the U.K. and al-Qaida was acquitted of all charges.

Prosecutors will decide Wednesday whether to seek a retrial.

Peter Clarke, the now retired ex-head of British counterterrorism policing and in charge
of the inquiry at the time, said the arrest in Pakistan prompted panic in London among inves-
tigators who felt they were close to delivering a solid court case.

"This was not good news. We were at a critical point in building our case against them,"”
Clarke wrote Tuesday in The Times of L.ondon.

British authorities worried the Pakistan arrest of Rashid Rauf, a British-born alleged con-
tact of the plotters, could send the men into hiding or trigger a desperate snap attack.

"Clearly, the British security services had to take action more quickly than they wanted
{o," said Conservative Party lawmaker Patrick Mercer, a former military intelligence officer.
"There wasn't as much evidence gathered as people would have wanted."

British security officials and police said as many as five other would-be suicide bombers,
who would have been drafted into the plot in its final days, may have evaded arrest as a result
of the early arrests.

The men allegedly planned to assemble their bombs in the airliner toilets. The bombs were
to be made of liquid explosives injected into soda bottles and set off by detonators hidden in
disposable cameras.

The alleged plot when uncovered ground airports to a standstill in August 2006.

U.S. Homeland Security Secretary Michael Chertoff insisted Tuesday that Britain and the
United States had been in agreement on the arrests.

"We were very much on the same page about the timing," he told The Associated Press in
Washington.

"I understand that the prosecutors always feel that they want to wait and get as much evi-
dence as they can. I've also seen cases, unfortunately, where waiting too long has resulted in a
plot actually occurring and people dying," he said.

Chertoff said cooperation between Britain and the United States had allowed officials "'to
prevent and disrupt a plot that, had it come to fruition, would have been just comparable to
9/11."

"It's easy, having averted the danger, now in retrospect to say, 'Oh, we could have cutita
little bit closer.' That may make for good entertainment television. It's a very irresponsible
way to protect the citizens of both countries,” he said.

The jury's decision has dealt a2 blow to Britain's counterterrorism efforts, coming weeks
after another jury failed to reach verdicts over three alleged accomplices of the July 2065
London suicide bombers, who Kkilled 32 commuters during rush hour.

Four other trials connected to the airliner case are also in jeopardy following Monday's
verdicts.
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In the airliner trial, prosecutor Peter Wright acknowledged the group hadn't produced a
viable bomb although experiments had taken place at a London row house where shelves were
packed with explosives, chemicals and equipment.

Wright also conceded no specific date had been selected to carry out the attacks.

But British security officials and police who were monitoring the group via surveillance,
bugs and wiretaps insist the cell planned to strike within days of their arrests. A lack of evi-
dence meant that allegation was never aired in court.

Bob Avers, a former U.S. intelligence officer, said a key problem for Britain was that wire-
taps and intercepts key tools in counterterrorism investigations are not used as evidence in
British courts.

Intelligence officials have long objected to using the material as evidence, fearing their
methods could be compromised.

Associated Press Writers Eileen Sullivan, Lara Jakes Jordan and Pamela Hess in Wash-
ington, contributed to this report
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THE INTERNET cafe where Abdulla Ahmed Ali sat down shortly before midday on 6
August 2006 was much like any of the hundreds of small communications sheps that dot
north-east London. T&I Telecom in Walthamstow offered the usual range of mobile phone
top-up cards, cheap international calls and handsets along with a row of pay-as-you-go inter-
net terminals.

What set the shop apart that day was the presence alongside Ali, 27, of an undercover po-
lice officer who watched as his target went to the timetable page of the American Airlines
website and began to highlight flight numbers. They were all heading from Heathrow to
North America.

The information being collated by Ali was just one piece in a jigsaw of evidence that a plot
led by the British-born Pakistani was moving rapidly towards its "execution phase".
Equipped with technology bought from corner shops, a Welsh hairdressing wholesaler and an
electrical store in Pakistan, a group of eight men - all young radicalised British Muslims - had
carefully brought together a mission to cause death and destruction with homemade liquid
explosives.

Ali would later admit to a plan to use liquid bombs concealed inside S00ml bottles of Oasis
and Lucozade to target Terminal 3 at Heathrow. But police were concerned that an even more
spectacular attack was being finalised: a suicide attack to blow up at least seven -~ and as many
as 18 - transatlantic airliners.

When the order came from within the British Government to arrest the gang late on 9 Au-
oust, they were "just days" from Jaunching the attack, according to police sources. One mem-
ber of the cell was supposedly due to perform a "dummy run' within 72 hours to test airport
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security and surveillance tapes suggested that up to three more cells may have been involved
in the plot, providing up to 10 more bombers.

It was a sophisticated and well-financed conspiracy which was first mooted in detail at
least a year carlier in Pakistan by senior extremists with links to al- Qa'ida and was played
out in internet cafes, in phone calls from kiosks using untraceable phone cards and 1ate night
meetings on street corners. At its centre was a two-bedroom flat on Forest Road, Walthams-
tow, bought for £138,000 in cash in July 2006 to act as a bomb factory.

From an Indian restaurant delivery driver to a former shop assistant, the plotters were a
mixture of schoolfriends and acquaintances from the refugee camps of Pakistan who had
honed their skills in bomb-making and had their resolve to become "shahid" or martyrs
strengthened at extremist training camps in Pakistan over a period of at least four years,

The mission that Ali referred to as his "blessed operation" was brought together during a
period of four months between April and early August 2006, rapidly reaching a peak of activ-
ity in its final three weeks.

Within hours of his visit to T&I Telecom, Ali met up with the second most important fig-
ure in the plot, Assad Ali Sarwar, the28-year-old "quartermaster'" and chief target scout of
the terrorist cell, who was based in High Wycombe, Buckinghamshire.

They met up with Mohammed Gulzar, a failed computer studies undergraduate, who
prosecutors claimed had flown into Britain from South Africa to act as "supervisor" for the
final stages of the plot. He was yesterday cleared by jurors of ali charges. Counter-terrorism
sources claimed it was a measure of the "operational security' kept by the leaders that they
chose to meet on a Walthamstow street corner where surveillance officers were unable to ef-
fectively eavesdrop. Within 72 hours of that meeting, the men were in custody, along with
their fellow alleged conspirators.

Ali and Sarwar were arrested as they sat on a wall outside Waltham Forest Town Hali in
north-east London at about 9.30pm on 9 August during a rendezvous set up by phone calls
using untraceable calling cards.

When officers asked Sarwar, who had begun buying the supplies to make the liquid de-
vices in April, if he had anything dangerous in his car - a red Nissan Primera - he had the
chutzpah to reply: "Only the handbrake."

In reality, the contents of the quartermaster's car boot - and the pockets of his comrade -
were considerably more sinister. In the boot were two of the six "suicide' videos recorded by
the would-be bombers.

One of the two videos had been recorded hours earlier by Umar Islam, 30, aka Brian
Young, a former postman and Rastafarian from High Wycombe who converted to Islam in
2001, in the Forest Road flat under Ali's direction and overheard by police. Islam said: "This
is revenge for the actions of the US in the Muslim lands and their accomplices such as the
British and the Jews.”

Ultimately, the jury were unable to decide whether the "martyrdom" videos made by Is-
lam and two other defendants were genuine or, as they claimed, were fake recordings for a
documentary being made by Ali.
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When police searched the jacket pockets of Ali, they found a computer "thumb drive" or
memory stick containing details of seven flights out of Heathrow to North America along simi-
lar lines to the data he had been collating at T&I Telecom shop along with information about
hand luggage rules at BAA airports. In the opposite pocket was a diary, which contained such
a treasure of information that prosecutors at Woolwich Crown Court described it as a "blue-
print" for the attacks.

Ali and Sarwar were careful to ensure members of the cell did not all meet each other until
the plot was ready to be carried out.

Among the notes discovered in Ali's diary were: "select date, five days before jet. all link
up''; "calculate exact drops of tang"; "decide on which battery to use for D"; "one drink use,
other keep in pocket, maybe will not get through machine"; and "dirty mag to distract".

The flights identified by Ali, who holds a computer engineering degree, were all scheduled
to depart within two-and-a-half hours of each other from Terminal 3 to six cities in North
America. Police believe they were chosen because they would provide a six-hour window in
which all the flights would be airborne and vulnerable to a simultaneous attack. The jets were
operated by Air Canada, United Airlines and American Airlines - and involved Boeing 777,
767 or 763 jets capable of carrying between 241 and 285 people.

Diary pages in Ali's spidery handwriting gave details of how the gang expected to smuggle
the bombs on to the aircraft, using pornography and condoms to divert attention from their
carriers' intent and the devices.

At the heart of the plot was a modus operandi that had never been seen before by counter-
terrorism forces around the world. Using hydrogen peroxide bought by Sarwar in April and
July using the false name of Jona Lewis from a hairdressing supply store in Carmarthen,
South Wales, the men planned to inject a liquid explosive charge into the bottom of empty
500ml bottles of Lucozade or Oasis drinks.

The charge, a mixture of concentrated hydrogen peroxide - prepared by Sarwar with such
precision that he could recite the formula by heart - and a powdcred soft drink called Tang -
was to be squirted through the plastic nodule at the bottom of each bottle and the hole con-
cealed with superglue.

Footage from a concealed camera placed inside Forest Road recorded Ali drilling holes in
the bottom of the drink bottles.

Another defendant, Tanvir Hussain, was put in charge of making a powerful explosive,
HMTD, to be placed in detonators fashioned from hollowed-out Toshiba batteries which had
been bought especially for the purpose in Pakistan. The hole at the bottom was to be con-
cealed with black foam. _

In his role as the head of logistics, Sarwar was responsible for gathering the equipment
needed to make the HMTD. He placed the materials in a suitcase and buried them in wood-
land close to his home.

The group claimed the devices, along with their suicide videos, were part of a plan for a
publicity campaign that would have involved setting off a ""big bang" in the Houses of Parlia-
ment, later changed to Heathrow's Terminal 3, and the release of a spoof documentary con-
taining the videos.
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But experts declared the liquid bombs "highly viable", stating it was likely the devices
would be set off with a power source such as the flash from a disposable camera and the re-
sulting blast could have been powerful enough to rip a hole in the pressurised fuselage of a jet
flying at a cruising altitude of 35,000ft.

One senior investigating officer told The Independent: "It was a clever and dastardly plot.
We hadn't seen the like of it before. They had found a sophisticated way of concealing a device
and we don't know if airport security would have been able to spot it."

By failing to convict Ali, Sarwar and Hussain of conspiring to target aircraft, the jury de-
cided there was insufficient proof that downing airliners had been the finalised target of the
plot.

Unknown to the plotters, every move had been watched by Scotland Yard's counter-
terrorism command and MIS from late April 2006 in the largest surveillance operation car-
ried out in Britain, involving 200 specialist plain clothes officers drafted in from forces around
the country.

LOAD-DATE: September 8§, 2008

Page 365



g. Australia, 2008: the early intervention dilemma ;
whether to act to save lives or to hold back and further
the investigation; officials in Australia make the call.

Copyright 2008 Nationwide News Pty Limited
All Rights Reserved
Herald Sun (Australia)

September 17, 2008 Wednesday
1 - FIRST Editon

SECTION: NEWS; Pg. 4

LENGTH: 595 words

HEADLINE: Raids all a matter of timing
BYLINE: Keith Moor

BODY:

INVESTIGATORS lived in constant fear of Abdul Benbrika and his radical Muslim net-
work blowing something up.

They had to weigh up the ramifications of making arrests too early and jeopardising the
prosecution, and going in too late and risking a terror attack.

Australian Federal Police Commissioner Mick Keelty said saving lives was more impor-
tant than securing convictions.

"The difficulty with these sorts of cases is that when an alleged conspiracy starts it can
obviously end with the committing of the actual substantive act,' he said.

“That conspiracy stage can go on for vears until something is triggered in the mind of one
of the participants that the time is right to do something.

“It's very difficult to pinpoint how close Benbrika's cell was to taking action.

' But clearly, on the evidence that was put forward to the court, we thought they were
planning something imminent.

“This is why terrorism matters are so different, because the consequences of getting it
Wwrong are so immense.

“"And the expectations from the community are such that they want to be protected and
they need to be protected.

" "The consequences of getting it wrong are just so dire that you can't afford to get it
wrong. So the question is, how long do you allow this te go on?

If you stop it too early and there is no evidence to prosecute, then vou have interrupted
but you may not have ... stopped it.
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I can tell you that most definitely the experience in the UK and in the US is that it is the
role of law enforcement to stop these things from happening.

“That is why, in the Benbrika case, with the Commonwealth Director of Public Prosecu-
tions, we bricfed the Federal Government and explained what was happening -- but explained
the deficiency in the legislation.

““The problem with the legislation was that the legislation at the time talked about "the'
terrorist act.

“"And in the Benbrika matter there was no definite decision about "the' terrorist act but, in
our view, clearly they were planning for "a’ terrorist act.

""So we explained that to the previous government and that was when they recalled the
Senate and changed the wording of the Act to "a' terrorist act.

"It ought not to be lost that the key players in this, obviously the prime minister, but also
the leader of the Opposition, when presented with what we had, decided to give the change
bipartisan support in Parliament."

John Howard spelled out the exact meaning of the amendment in 2005.
“"'The amendments will clarify that it is not necessary for the prosecution to identify a spe-
cific terrorist act,'" he said.

It will be sufficient for the prosecution to prove that the particular conduct was related
to a terrorist act.

It will be sufficient if the prosecution can show the organisation is preparing, planning,
assisting in or fostering "a' terrorist act.”

It wasn't until after all the arrests that prosecution witness and convicted terrorist lzzy-
deen Atik nominated several possible targets to police.

THE VERDICTS

Abdul Nacer Benbrika (48)

Muslim cleric and terror cell leader
GUILTY

Aimen Joud (23)

Benbrika's right hand man

GUILTY

Fadl Sayvadi (28}

Benbrika's co-ordinator and consultative committee member.
GUILTY

Ahmed Raad (25)

Cell treasurer and terrorism fundraiser
GUILTY

Ezzit Raad (26)
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Invelved in car re-birthing racket to raise money for terror cell
GUILTY

Amer Haddara (29)

Stood ready fo take over from Benbrika

GUILTY

Abdullah Merhi (23)

Would-be suicide bomber who discussed attacking Melbourne's rail network
GUILTY

NOT GUILTY

Hany Taha (33)

Bassam Raad (27)

Majed Raad (24)

Shoue Hammoud (28)

NO VERDICT

Shane Kent (31)
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h. DEA acts early to prevent terrorism in
Afghanistan (one of the uses of 21 U.S.C. § 960a).

Copyright 2008 PR Newswire Association LLC.
All Rights Reserved.
PR Newswire

December 23, 2008 Tuesday 12:29 AM GMT

LENGTH: 1073 words

HEADLINE: Member of Afghan Taliban Sentenced to Life in Prison in Nation's First Conviction on
Narco-Terror Charges

DATELINE: WASHINGTON Dec. 22

BODY':

WASHINGTON, Dec. 22 /PRNewswire-USNewswire/ - A member of an Afghan
Taliban cell was sentenced today in U.S. District Court for the District of Columbia
to two terms of life in prison on drug and narco-terrorism charges, Acting Assistant
Attornev General Matthew Friedrich of the Criminal Division announced.

Khan Mohammed, 38, was ordered by U.S. District Judge Colleen Kollar-
Kotelly to serve the two life sentences concurrently as well as 60 months of
supervised release, served consecutively, for each of the two counts of conviction
following the prison term. Mohammed was convicted on May 15, 2008, after a
seven-day jury trial on one count of distribution of one kilogram or more of heroin
knowing and intending that it be imported into the United States and one count of
narco-terrorism, or the distribution of a controlled substance (in this case heroin
and opium) in order to provide something of pecuniary value to a person or group
that has engaged or is engaging in terrorist activity. The conviction represented the
first time a defendant had been convicted in U.S. federal court of narco-terrorism
since the statute was enacted in March 2006.

Mohammed, an Afghan national, was arrested on Oct. 29, 2006, near Jalalabad,
Nangahar Province, Afghanistan. Mohammed waived extradition and was brought
from Afghanistan to the United States in November 2007.

"A violent jihadist and narcotics trafficker, Khan Mohammed sought to kill U.S.
soldiers in Afghanistan using rockets," said Acting Assistant Attorney General of
the Criminal Division Matthew Friedrich. "Today's life sentences match the gravity
of the crimes for which he was convicted.”

"The conclusion of Khan Mohammed's prosecution demonstrates DEA's ability
and determination to go to the far corners of the world to bring to justice narco-
terrorists who seek to harm Americans," said DEA Acting Administrator Michele
M. Leonhart. "Today's strong sentence in this groundbreaking case is the result
that can be expected by those who support terrorism by trafficking in narcotics."”
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The evidence at trial established the following:

The investigation began in August 2006 when a concerned Afghan farmer
(testifying under the pseudonym "Jaweed") approached Drug Enforcement
Administration (DEA) agents through local Afghan law enforcement. He provided
them with information that the Taliban in Peshawar, Pakistan, had attempted to
recruit him to conduct a rocket attack on the Jalalabad Airfield, a facility used
jointly by U.S. and NATO forces in Nangarhar Province, Afghanistan. The Taliban
identified their local operations coordinator as Khan Mohammed, who was then a
village elder in the Chaprahar District of Nangarhar Province, and with whom
Jaweed was familiar.

Jaweed, agreeing to wear a recording device, met with Mohammed, who
discussed prior attacks he had committed on government vehicles and facilities,
confirmed that he was aware of the plan to attack the airfield, and discussed with
Jaweed acquiring rockets and other munitions to conduct attacks on Americans,
other Westerners and those Afghans who collaborated with them, stating "(t}he
Americans are infidels and Jihad is allowed against them. If we have to fire {the
missiles] toward the airport, we will do it and if not the airport, wherever they are
stationed we will fire at their base too. I mean we have to use the mines too. God
willing, we and you will keep doing our Jihad." Frequently during later
conversations, additional references were made by Mohammed concerning the need
to obtain rockets, meetings planned with other Taliban members, and the need to
eliminate "infidels,”" a term Mohammed used to identify Americans, British, and
other coalition forces, as well as Afghan citizens who assisted them. Evidence
introduced at trial also proved that Mohammed previously engaged in similar
terrorist rocket attacks against Afghan government targets,

During their initial interviews of Jaweed, the DEA agents were told that
Mohammed had previously been involved in opium and heroin trafficking. This was
later confirmed by Mohammed during several recorded conversations. Over this
series of recorded conversations, Mohammed agreed to act as a broker for the
purchase of opium, selecting the opium seller and negotiating on Jaweed's behalf,

In mid-September 2006, Mohammed accompanied Jaweed to an opium dealer's
house, where, on videotape shown at trial, Mohammed was seen inspecting opium,
handling negotiations and assisting Jaweed in the purchase of 11 kilograms. On
later learning that the opium was intended for conversion into heroin to be
imported into the United States, Mohammed replied, "[GJood, may God turn all the
infidels to dead corpses.”

After purchasing the opium, Mohammed expressed his willingness to also sell
heroin, particularly since it would be going to the United States. As Mohammed
stated at various times, "Jihad would be performed since they send it to America,"
and "[m]ay God eliminate them right now, and we will eliminate them too. Whether
itis by opium or by shooting, this is our common goal..." At the request of the DEA,
Jaweed approached Mohammed to purchase heroin. On Oct. 18, 2006, Mohammed
was seen on videotape shown at trial, in the presence of his four-vear-old son,
distributing two kilograms of heroin to Jaweed.
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According the evidence presented at trial, the Taliban are an ultraconservative,
Islamic militia that has continued to mount an insurgency against the Afghan
government since it was removed from power in Afghanistan by Coalition forces in
late 2001. According to court documents, as early as 1999, when the Taliban
controlled much of Afghanistan, the United States recognized that they were
facilitators of terrorism. DEA agents testified at trial that the Taliban has taken on a
central role in every stage of opium/heroin production and transportation, relying
on it as a principal source of funding for its activities. One agent testified that more
than 50 percent of DEA cases have a definitive Taliban dimension.

The case was prosecuted by Trial Attorney Matthew Stiglitz, Deputy Chief for
Litigation Julius Rothstein and paralegal Arianne Tice from the Criminal Division's
Narcotic and Dangerous Drug Section. The investigation was led by the DEA, in
close cooperation with Afghan law enforcement.

CONTACT: U.S. Department of Justice, 41-202-514-2007, TDD
+1-202-514-1888

Web Site: http://www.usdoj.gov/

SOURCE U.S. Department of justice
URL: hitp./www priewswire.com

LOAD-DATE: December 23, 2008
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i. A legal explanation.

Copyrnight (c) 2007 University of Southern California
Southern California Law Review

March, 2007
808 Cal L. Rev. 425

ARTICLE: BEYOND CONSPIRACY? ANTICIPATORY PROSECUTION AND THE CHALLENGE OF UNAF-
FILIATED TERRORISM

NAME: ROBERT M. CHESNEY *

BIO: * Associate Professor of Law, Wake Forest University School of Law; J.D., Harvard University,

I. INTRODUCTION

Thereis a continuum that runs from contemplation to completion of a criminal act. Pre-
cisely how early along that continuum does federal criminal lability attach in circumstances
involving potential acts of terrorism?

The significance of this question became apparent during the summer of 2006 in the wake
of a string of arrests in terrorism-related cases both at home and abroad. The first set of ar-
rests came in Toronto in early June, when approximately seventeen men were taken into cus-
tody by the Royal [*426] Canadian Mounted Police on charges that they had acquired three
tons of ammonium nitrate and were planning to bomb a variety of targets in Ottawa. n2 Even-
tually, two U.S. citizens also were arrested in connection with this group. n3 Meanwhile, in
late June, local and federal agents in Miami arrested the head of an obscure religious sect
known as the Seas of David, along with six followers, on charges that they were conspiring to
carry out a bombing campaign, possibly to include the Sears Tower in Chicago. n4 Two weeks
later, the press reported that officials in Lebanon and elsewhere had arrested participants in-
volved in a plot to destroy the Holland Tunnel, which runs under the Hudson River between
New Jersey and New York City. n5

In each of these cases, U.S. government officials have gone out of their way to calm the
public by emphasizing that the plots were disrupted at a preliminary stage. Speaking of the
Miami arrests, for example, Federal Bureau of Investigation ("FBI") Deputy Director John
Pistole observed that the plot was "more aspirational than operational.” n6é But the early na-
ture of prosecutorial intervention in these and other terrorism-related cases has not been wel-
comed in every quarter. The prospect that the government has adopted a policy of prosecut-
ing suspected terrorists at the carliest available opportunity has generated criticism from both
the civil liberties and national security perspectives, with the former contending that we risk
prosecuting dissenting thought uncoupled from culpable action and the latter contending that
such a policy would sacrifice the benefits of additional intelligence and evidence gathering.
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[I. FRAMING THE EARLY INTERVENTION DEBATE

A. A Preference for Intervention at the Earliest Stage?

It has been clear for some time that the Department of Justice ("DOJ'") has made the pre-
vention of terrorist attacks a top strategic priority, and thus will intervene before an attack
occurs whenever it is possible to do so. n8 What is less clear is whether there is a policy - for-
mal or otherwise - concerning the most desirable point of intervention in the ex ante scenario.
Should suspects be arrested and indictments unsealed at the earliest possible opportunity?
Should prosecutors instead be encouraged to delay intervention as long as possible in order to
maximize the collection of intelligence and evidence? Should the issue of timing be left to the
discretion of the officials involved, to be resolved on an ad hoc basis?

It seems highly unlikely that there is any rigid policy purporting to determine, in an across-
the-board fashion, the proper timing for prosecutorial intervention. Indeed, such an approach
presumably would be resisted by other significant stakeholders in the interagency process re-
lating to terrorism policy, including among others the director of national intelligence, the di-
rector of the Central Intelligence Agency ("CIA™), and perhaps even the secretary of defense.
n9 Nevertheless, the events of the [*430] summer of 2006 suggest that there is at least a pre-
sumption in favor of maximizing early intervention in terrorism cases.

In an address to the American Enterprise Institute in May 2006 that foreshadowed the se-
ries of arrests that would soon follow, Deputy Attorney General Paul McNulty advocated an
aggressive approach to anticipatory prosecution. n10 "On every level," McNulty said, "we
[are] committed to a new strategy of prevention. The 9/11 attacks shifted the Jaw enforcement
paradigm from one of predominantly reaction to one of proactive prevention." nll Under this
paradigm, the DOJ does not "wait for an attack or an imminent threat of an attack to investi-
gate or prosecute," but instead does "everything in its power to identify risks to our Nation's
security at the earliest stage possible and to respond with forward-leaning - preventative -
prosecutions.” n12 Citing several post-9/11 prosecutions in which the government had inter-
vened at a relatively early stage, McNulty elaborated that we could await further action by
these men and then arrest and prosecute them. Or we could prosecute at the moment our in-
vestigation reveals both a risk to our national security and a violation of our Nation's laws. [n
the wake of September 11, this aggressive, proactive, and preventative course is the only ac-
ceptable response. n13

* N &

We swoop in as early as possible because experience shows - and I think London is a great
example - that the distance between planning and actually operational activity is a very short
distance. And anybody who thinks they have time to wait and see how things play out, I think
is really taking a foolish approach to the issue of security. n14
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The most recent and significant statements on this subject have come from Attorney Gen-
eral Alberto Gonzales, in the wake of arrests in London in mid-August 2006 that apparently
disrupted a plot to detonate Jiquid explosives on board a number of transatlantic flights. n15
In a speech at the World Affairs Council of Pittsburgh, n16 the Attorney General noted that
the key question for preventive prosecution is "when to arrest and begin prosecution." n17 He
observed that ordinarily "we need to gather enough information and evidence during our in-
vestigations to ensure a successful prosecution," and that the choice of when to intervene ul-
timately "must be made on a case-by-case basis by career professionals using their best judg-
ment - Keeping in mind that we need to protect sensitive intelligence sources and methods and
sometimes rely upon foreign evidence in making a case." n18 Attorney General Gonzales also
declared, however, that "we [*432] absolutely cannot wait too long, allowing a plot to de-
velop to its deadly fruition. Let me be clear, preventing the loss of life is our paramount objec-
tive. Securing a successful prosecution is not worth the cost of one innocent life."” n19

Of course, criminal prosecution is not the only mode of response available to government
officials once they have made the decision to intervene to incapacitate a suspected terrorist.
n20 But the two most significant alternatives - immigration enforcement and military deten-
tion - may be of declining utility in the years to come. Immigration enforcement by definition
has no application with respect to citizens, and recent trends indicate that the threat of terror-
ism at times will emanate from "homegrown'' sources rather than aliens in the future. n21
And while military detention has been used on two occasions since 9/11 in circumstances in-
volving suspected terrorists captured in the United States, n22 lingering uncertainty about the
legality of that approach, n23 combined with extensive political pressure not to employ it,
tends to curb its availability going [*433] forward. n24 Considering that when it comes to
persons arrested in the United States the government already relies primarily on criminal
prosecution even with respect to al Qaeda suspects, n25 these developments suggest that the
DOJ will continue to bear a large share of the burden when the decision is made to incapaci-
tate a suspected terrorist within the United States in the future. This, in turn, will sustain or
even enhance the pressure on the DOJ to push the envelope with respect to its capacity for
early intervention in such cases.

B. The Early Intervention Dilemma

Assuming that there is at least a prefcrence within the DOJ for "forward-leaning - preven-
tative - prosecutions,” n26 difficult questions arise. On the one hand, seeking to maximize
early intervention in terrorism cases entails plausible and significant benefits. The sooner that
one moves to incapacitate a potential terrorist, the less risk one runs that the person will slip
surveillance or otherwise get into position to commit a harmful act before officials can inter-
vene. n27 Even if the risk enhancement associated with delay is relatively small, the magni-
tude of the harm to be averted in {*434] the terrorism context - from the perspective of both
the individuals who may be subjected to violent acts and society - may be such that any appre-
ciable risk enhancement should be avoided if at all possible.

On the other hand, there are a variety of offsetting costs associated with a policy of maxi-
mizing early stage prosecution. From the national security perspective, these costs are at least
three-fold. First, and most significantly, overt intervention in the form of a prosecution pre-
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sumably will end any covert intelligence-gathering program that may have been in place with
respect to the defendant; opportunities to monitor frank communications, to identify confed-
erates, and to learn a variety of other critical facts will largely come to an end at that point.
n28 Thus, some have argued that security goals frequently will be better served by delaying
prosecution as long as possible. n29 The second point is closely related: ongoing observation
does not merely serve to collect intelligence, but may also yield additional evidence that will
enhance the prospects for success at trial. A delaved prosecution in this sense may be a more
viable prosecution, perhaps significantly so. The third and final point follows from the second:
to the extent that an early stage prosecution is perceived as unjustified, it may have a negative
impact on the willingness of members of a critical community - such as Arab-or Muslim-
Americans - to cooperate with intelligence and criminal investigators. n30

Early stage prosecution also entails significant civil liberty concerns. This point is well il-
Justrated in the movie version of Philip K. Dick's short story The Minority Report, n31 which
envisions a future in which government officials believe that they have developed the ultimate
form of preventive criminal law enforcement. By relying on the visions of a trio of seemingly
unerring psychics, police are able to consistently detect crime before it occurs, sometimes even
before the perpetrator begins to contemplate the course of conduct that would lead to the of-
fense. "'Precrime," as it is called, appears to be the realization of a law enforcement fantasy:
all criminal [*435] harms are averted, n32 without any false positives in the form of persons
wrongly accused. Or so it seems at first. Suffice to say that events soon call into question the
accuracy of the predictions, suggesting in dramatic fashion that there is no avoiding the cost-
benefit tradeoff between crime prevention measures and the risks of false positives.

To a certain extent, of course, the problem of false positives cannot be avoided. It is a risk
that is inherent in the task of criminal prosecution, whether prevention-oriented or not. But
the degree of risk is not uniform across all types of criminal liability. The farther that one
moves from the paradigm of a completed act - as one moves backwards successively through
attempt, to advanced planning, to initial planning, and so forth - the more tenuous the link
between the defendant and the anticipated harm becomes and, hence, the more likely it is that
false positives will be generated.

Concerns under this heading appear to have sparked the recent surge in interestin the
government's capacity for anticipatory prosecution. Writing in the Washington Post, for ex-
ample, Dahlia Lithwick argued that federal prosecutors may run too great a risk of false posi-
tives in their efforts to intervene at the aspirational-but-not-operational stage. n33 Invoking
the imagery of The Minority Report, Lithwick contends that early stage intervention as prac-
ticed in the Miami Seas of David arrests approaches the criminalization of mere thoughts, and
might strike the wrong balance between the benefits of preventive action and the risks that
defendants will be prosecuted for acts that they might never actually have committed. n34
In short, there is an inherent tension between the costs and benefits associated with preventive
interventions in general, a tension that grows [*436] sharper the earlier that the intervention
oceurs. Whether it is wise in light of this tension to maximize early intervention is, for the
most part, a question of policy rather than of law . ..

r I S
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Conspiracy &
Complex Investigations Workbook

1. Extraterritoriality. Describe what is meant by the term
exiraterritorial effect as in “‘our law applies to the behavior of foreign
persons in foreign countries (or otherwise outside the territonal
jurisdiction of the United States) if our law has extraternitorial effect.”

a. International acceptability is essential; for our purposes there
are 3 Customary Intemational Law (CIL) acceptable norms:

1. Territorial (all persons & things & effects within a
nation’s territory are subject to 1ts laws).

1. Nationality (nations may exert jurisdiction over their
citizens 1n their territory and everywhere else, as well as
over vessels and aircraft, a nation “flags™).

1. Protective (nations may criminalize activities that occur
outside their territory but which have an adverse effect on
their national security or the operation of their
government).

b. Reciprocity (another way of saying these CIL norms are
accepted). What is reciprocity?
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§ 952. Importation of controlled substances

{a) Controlled substances in schedule I or 11 and
narcotic drugs in schedule I, IV, or V;
exceptions

It skall te unlawful 1o mport into the customs
territory of the United States from any plzce outsidc
thereo? huv wathin the United States), or to import
into the Ur:led Stales from anv place cutside thereof,
any contreied substarce ir schedule 1 or 11 of sub-
chapter I of this chapter, or ephedrine, pseudoephed-
yine. or phenyluropanolamine, or any narccuc drug in
schedule 131, IV, or V of subchapter 1 of tiis chapter,
except that—

§ 955. Possession on board vessels, etc., arriv-
ing in or departing from United States
It shall be unlawful for any person to bring or
possess on board any vessel or aircraft, or on board
any vehicle of a carrier, arriving in or departing from
the United States or the customs territory of the
United States. a controlled substance in schedule 1 or
IT or a narcotic drug in schedule 11T or IV, unless
such substance or drug is a part of the cargo entered
in the manifest or part of the official supplies of the
vessel, aircraft, or vehicle. :

§ 959. Possession, manufacture, or distribution
of controlled substance

(a}) Manufacture or distribution for purpose of un-
lawful importation
It shall be unlawful for any person tohnéir:gffcot:ﬁ
or distribute & controlled substance in s¢ eduie 1 ¢
or flunitrazeparn or listed chemical— .
(1) intending that such substancero.r c;\eg\:‘es o.r
be unlawfully imported into L'heo l..-rj]lt? Of}re -
into waters within a distance of 12 miles e
of the United States; or |
(2) knowing that such _substance or cge?{ffxe; .
be unlawfully imported into L}aeﬁ Ur)]ne f:r:{ c.oast
into waters within a distance of 12 miles of th

of the United States.

1 will
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2. U.S. drugs laws that have extraterritorial effect.
Identify Federal drug laws that have extraterritorial effect.

a. Examples of certain provisions of the Controlled Substances
Act that have extraterritorial effect.

1. Controlled substances +?

1. Unlawful to import into the United States from outside
thercof . .. 21 U.S.C. § 952.

1. Possession (on board a vessel, aircraft or carrier) arriving
or departing the United States ... 21 U.S.C. § 953,

1v. The “Burmese Billionaire™ and his 1lk; manufacturing,
distributing and possession with intent to distribute,
intending or knowing the controlled substances will be
unlawfully imported into the United States (bchavior
occurs outside U.S. terntory, intended effect 1s within
U.S. territory) ... 21 U.S.C. § 959(a).
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§ 960a. Foreign terrorist organizations, terror-
ist persons and groups

(a) Prohibited acts ‘

Whoever engages in conduct that won!q be punisha-
ble under section $41(a) of this title if committed
within the jurisdiction of the Um"ted Stfites, or at-
tempts or conspires to do so, knowing or interding u;.
provide, directly or indirectl,\.', apythmg_ of pecuniary
value to any person or organization th‘fL ha; engaged
or engages in terrorist activity (as defined in section
11&2(a)3)B) of Title 8} or terrorism (as defined 1n

section 2656f(d)(2) of Title 22); shall be sentenced to 2
term of imprisonment of not less than twice the
minimum punishment under section 841(b)(1) of this
title, and not more than life, a fine in accordance with
the provisions of Title 18, or both. Notwithstanding
section 3583 of Title 18, any sentence imposed under
this subsection shail include a term of supervised
release of at least 5 vears in addition to such term of
impnsonment.

(b) Jurisdiction

There is jurisdiction over an offense under this
section )f—

(1) the prohibited drug activity or the terrorist
offense is in violation of the criminal laws of the
United States;

(2) the offense, the prohibited drug activity, or
the terrorist offense occurs in or affects intqrsta:e
or foreign commerce;

(3) an cffender provides anything of pecuniary
value for a terrorst offense that causes or is de-
sigmed to cause death or serious bodily injury to x
national of the United States while that nationa) is
outside the United States, or substantial damage to
the property of a legal entity organized under the
laws of the United States (including any of its
States, districts, commonwealths, territories, or pos-
sessions) while that property is outside of the Unit-
ed States;

(4) the offense or the prohibited drug activity
occurs in whole or in part outside of the United
States (including on the high seas), and a perpetra-
tor of the offense or the prohibited drug activity is a
national of the United States or a legal entity
organized under the laws of the United States (in-
cluding any of its States, districts, commonwealths.
territores, or possessions); or

7,

(3) after the conduct required for the offense
occurs an offender is brought into or found in the
United States, even if the conduct reguired for the
offense occurs outside the United States.
(¢) Proof requirements

To wiclate subsection (a) of this secticn, a person
must have knowledge that the person or arganizatinn
has engaged or engages in terrarist activity (as de-
fined in section 1182(a)3}RB) of Titie & or terrcrism

(as defined in section 2656{(d3(2) of Title 22
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2. U.S. drugs laws that have extraterritorial effect.
Identify Federal drug laws that have extraterriiorial effect.

b. New kid on the block: 21 U.S.C. § 960a - “Foreign terrorist
organizauons, terrorist persons and groups”

1l

Whoever commuts an offense which 1s punishable under
§ 841 if committed within the jurisdiction of the United
States;

Knowing or intending 10 provide “anything of value;”

To any person or organization that has engaged in or
engages in terrorist activity or terrorism;

1. Basis for junsdiction over the defendants:

a. Drug activity or terrorist offense 1s1n
violation of U.S. law;

b. The offense occurs in or affects mterstate or
Jforeign commerce;

c. An offender provides anything of value to
for a terrorist offense (that harms Americans
or American interests outside the U.S));

d. Perpetrator is a U.S. national (or legal
entity) and the offense or drug activity
occurs in whole or part outside the U.S ;

or

The offender 15 brought to or found in the
United States after the offense occurs.

<

2. Proofrequirement: the offender who commits the
acts in 2.b.1-1m, above, “must have knowledge that
the person or organization has engaged or engages
In terrorist activity or terrerism.”
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§ 70503. Manufacture, distribution, or posses-
sion of controlled substances on
vessels

(a) Prohibitions.—An individual may not knowing-

Iy or intentionally manufacture or distribute, or pos-

sess with intent to manufacture or distribute, a con-

trolled substance on hoard—

(1) 2 vessel of the United States or a vessel
subject to the jurisdiction of the United States; or
(2) any vessel if the individual is a citizen of the
United ‘States or a resident alien of the United

States. ‘

(b) Extension bevond territorial jurisdiction.—
Subsection (a) applies even though the act is commit-
ted outside the terntorial jurisdiction of the United
States.
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2. U.S. drugs laws that have extraterritorial effect.
Identify Federal drug laws that have extraterritorial effect.

¢. The Marntime Drug Law Enforcement Act.
i. Vessel of the United States.

1. Vessel subject to the jurisdiction of the United States.

11, Elements of the offense: knowingly or intentionally,
manufacture or distribute or possess with ntent to
distribute . . . where?

1v. Foreign-flagged vessels and consent.

v. False claims or failure to make a claim.

vi. Vessels in U.S. customs waters.

vin Vessels in another nation’s termtorial waters.
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§ 2339. Harboring or concealing terrorists

{a) Whoever harbors or conceais any person who
he knows, or has reasonabie grounds to believe, has
committed, or iz about Lo commit, an offense urder
cection 32 (refating to destruction of aircraft or air-
craft facilities), section 175 (relating to hiclogical
weap ons_?, sectlon_2‘29 {relating to chemical weapons,
cection 831 (relating to nucleer rnaterials), paragraph
(2) or (3) of sccuon 844(1) (relating to arsen and
bombing of government property risking or causing
injury or death), section 1366(a) (relaling to the de-

ctruction of an energy facility), section 2280 {relating

{5 violence ggainst mariuime navigation), secticn 2332a
(relating to weapons of mass desiroction), or secuon
2332h (relating 1o acts of terrorism transcending na-
tional boundaries) of this title, section 236(a) (relaung
10 sabotage of nuciear facilities or fugl) of the Atomic
Energy Act of 1954 (42 U.S.C. 2284(a)), or section
46502 (relating 1o aircraft piracy of title 49. shail be
fined under this title or imprisened not more than ten
vears, or both.

(b) A violatien of this section may he prosecuted in
any Federal judicial district in which the underiying
affense was committed, or in any other Federal judi-
cial distriet as provided by law.
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3. U.S. anti-terrorism laws with extraterritorial effect.
Describe what behavior is unlawful with respect io four international
terrorism offenses under U.S. law if our investigative target is
involved in international terrorism as well as CSA offenses.

a. Harboring terrorists.

wn
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S 2332b.  Acts of terrorism transcending na-
tional boundaries
(a) Prohibited acts.—

(1) Offenses.—Whoever, involving conduct tran-
scending national boundaries and in a circumstance
described in subsection (b)—

(A) kills. kidnaps, maims, commits an zssavlt
resulting in serious bodily injury, or assaults with

a dangerous weapon any person within the Unit-

ed States; or

(B) creates & substantial risk of serious bodily
injury to any other person by destroving or dam-
aging any structure, convevance, or other real or
personal property within the United Staies or by
attempting or conspiring to destroy or damag:e
any siructure, conveyance, or other real or per-
sonal property within the United States; '
i violation of the laws of any State, or the United
States, shall be punished as prescribed in subscction
().

(2) Treatment of threats, attempts and con-
gpiracies.—\\?!oever threatens to commit ar of-
fense under paragraph (1), or attempts or conspires
to do so, shall be punished under subsection (¢).

(b) Jurisdictional bases.—

(1) Circumstances.—The circumstances referrcd
to in subsection (a) are—

(A) the mail or any facility of interstate or
foreign commerce is used in furtherance of the
offense;

(B) the offense obstrucis, delays, or affects
interstate or foreign commerce, or would have so
obstructed, delaved, or affected interstate or for-

eign commerce if the offense had been consum-

mated;

- (C) the victim, or intended victim, is the Unit-

ed States Government, a member of the uni-

formed services, or any official, officer, employee,
or agent of the legislative, executive, or judicial
branches, or of any departrent or agercy, of the

United States;

(D) the siructure, conveyvarnce, or other real or
personal property is, in whole or in part, owned,
possessed, or leased to the United States, or any
department cr agency of the United States:

(E) the offense is committed in the termtorial
seg, (including The arspace above and the seabed
and subsoil below, and artificial islands and fixed
structures erected thereon) of the United States;
or A——

(F) the offense is committed within the special
maritirme god Lerritorial jurisaicuon ol the Urnited
States.

(2) Co-conspirators and accessories after the
fact.—Jurisdict:an shall exist cver all principals and
co-conspiraters of «n offense under this section, and
accessories after the fact to any offense under this
section, if at least one of ihe circumstances de-
seribed in suboaragraphs (A through (7 of para-

.
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3. U.S. anti-terrorism laws with extraterritorial effect.
Describe what behavior 1s unlawful with respect to four international
terrorism offenses under U.S. law if our investigatve target is
involved in international terrorism as well as CSA offenses.

b. Acts of terrorism transcending national boundaries.
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S Z33Y15. Providing material support or re-
sources to designated foreign ter-
rorist organizations

(a) Prohibited activities.—

(1) Unlawful  conduct.—Whoever  knowingly
provides material support or rescurces 1o a foreign
terrorist arganmization, or attempts or conspires to
do so, shall be fined under this ttle or imprizoned
not more than 15 years, or both, and, i the death of
any person results, shall be imprisoned for any term
of vears or for iife. To violate this paragraph, a
person must have knowledge that the organization
is a designated terrorist organization (as defined in
subsection (g)(6}). that the organization has engaged
or engages in terrorist activity (as defined in section
212(a)(3)(B) of the Immigration and Nationality
Act}, or that the organization has engaged or en-
gages in terrorism (as defined n section 140(d) (2)

. of the Foreign Relations Authorization Act, Fiscal

Years 1988 und 198%).

§ 2339D. Receiving  military-type  training
from a foreign terrorist organiza-
tion'

(a) Offense—Whoever knowingly receives mili-
tary-type-training from or on behalf of any organiza-
tion designated at the time of the training by the
Secretary of State under section 219(aj(1) of the Im-
migration and Nationality Act as a foreign terrorist
organization shall be fined under this title or impns-
ored for ten years, or both. Ta violate this :ub<€c
tien, a person must have kr.m\l dire that the orgarniz
tion is a designated terrorist organization (as del ned
in subsection {¢}{4;), that the organization has engaged
or engages in terrorist activity (as defined in section
212 of the Immigratien and Nationelity Act), or that
the organization has engaged or engages in terrorizm
(as defined in section 140(d)(2) of the Foreign Rela-
tions Authorizatien Act, Fiscal Years 1988 and 1989).

(b) Extraterritorial jurisdiction.—There is extra-
terrrtorial Federal jurisdiction over an offense under
this section. There is jurisdiction over an offense
under subsection (a) if—

(1) an offender is a national of the United States
{as defined in 101(a)(22)7 of the Tmmigration and
Nationality Act) or an alien lawtully admitied for
vermanent residence in the United States (as de-
fined in section 101(a)(20) of the Immigration and
Nationality Act}:

(2) an offender is a stateless person whose habit-
ual residence 1s in the United States;

(3) after the conduct required for the cffense
oceurs an offender is brought into or found in the
United States, even if the conduct required for the

offense occurs outside the United States;

(4) the offernce cccurs in whole or in part within
the United States:

(5) the offcnse cecurs in or afects interstate or
foreign commerce; or

(fJ) an offerder aids or zbeis sny person over
wham jurisdicuon exists under this param-'lp" in
compntting an ()"r"c".sc under sohsection (al or oon-

M urisdict
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3. U.S. anti-terrorism laws with extraterritorial effect.
Describe what behavior is unlawful with respect to four international
terrorism offenses under U.S. law if our investigative target 1s
involved in international terrorism as well as CSA offenses.

c¢. Providing maternial support.

d. Receiving military-type training.

Page 389



4. Investigative activities in foreign countries. Identify
three investigative activities in foreign countries that can produce
evidence for United States prosecutions.

a. Cooperative activities with other Federal law enforcement
agencies (LEAs) that are working in the foreign country.

b. Cooperative activities with foreign nation LEAs.

i. Wiretaps under foreign law and proof m U.S. courts.

ii. Physical searches. (El-Hage). A search by U.S. agents
of El-Hage’s home in Kenya in conjunction with Kenyan
authorities pursuant to a Kenyan warrant does not require
a U.S. warrant; this scarch was reasonable under the 4
Amendment. In re TERRORRIST BOMBINGS IN EAST
AFRICA, 548 ¥.3d 276 (2™ Cir. 2008).

(b)X7)E)
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5. Handling sensitive information. Identify three ways to
protect sensitive DEA information in prosecutions when that
information must not be disclosed in court (or in any document
subject to standard discovery rules). The information we are talking
about cannot be revealed because to do so would expose sensitive
DEA sources and methods used to collect the information in foreign
nations.

a. One way, the tried and true way: structure the case so that it is
not necessary to use the sensitive DEA information in a

prosecutor’s case.

i. Prosecutions in the United States.

i1. Prosecutions in other countries.

b Non Responsive

Page 391



5. Handling sensitive information. Identify three ways to
protect sensitive DEA information in prosecutions when that
information must not be disclosed in court {or in any document
subject to standard discovery rules). The information we are talking
about cannot be revealed because to do so would expose sensitive
DEA sources and methods used to collect the information in foreign
nations.

c. A third way is to classify the information, for example,
information DEA receives from a foreign government, which
requests it be classified, must be classified by DEA; DEA has
authority to classify information in accordance with standard
national security classification guidelines/regulations. Then,
pre-trial, use the Classified Information Procedures Act (CIPA)
to protect as much of it as is possible in a prosecution in the
United States. What cannot be protected:

1. Ewvidence that is material and relevant to a defense to the
charges against the defendant.

1i. Evidence the courts determine is necessary for the
defendant to have a fair trial.

10
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6. Considerations on the Early Intervention Dilemma.
The early intervention dilemma 1s a problem faced by both law
enforcement and intelligence agencies. [t can best be expressed
with the question: “when is the right time to take this investigation
down?” What follows are several newspaper articles highlighting
recent experiences in cooperative law enforcement/intelligence
investigations into suspected terrorist’s activities. The dilemma of
the right time to take down the investigation has added importance
when these two entities work together and especially when terrorists
are their target. The last item is a portion of a law review article that
further explains the early intervention dilemma.

a. London: police kill an imnnocent person believed to be a suicide
bomber.

b. London: police say it could happen again.

¢. London: explaining the mexplicable.

d. London: reacting when overtaken by events.

¢. England and America: the blame game afterwards.

f. London: preventing airliners from exploding in mid-air.
g. Australia: acting to save lives.

h. The Early Intervention Dilemma: a legal explanation.

11
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